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ABSTRACT

Contextual anomalies arise only under special internal or external
stimuli in a system, often making it infeasible to detect them by
a rule-based approach. Labelling the underlying problem sources
is hard because complex, time-dependent relationships between
the inputs arise. We propose a novel unsupervised approach that
combines tools from deep learning and signal processing, working
in a purely data-driven way. Many systems show a desirable target
behaviour which can be used as a proxy quantity removing the
need to manually label data. The methodology was evaluated on
real-life test car traces in the form of multivariate state message
sequences. We successfully identified contextual anomalies during
the cars’ timeout process along with possible explanations. Novel
input encodings allow us to summarise the entire system context
including the timing such that more information is available during
the decision process.
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1 INTRODUCTION AND RELATED WORK

Modern vehicle systems become increasingly more complex, involv-
ing the communication and operation of a multitude of software and
hardware components. Common cars comprise 100 million lines of
source code on-board, and up to 15 controllers communicating per
function with 2 million messages exchanged per minute. To verify
such systems, massive diagnostic traces modelled as multivariate
event sequences are recorded to be analysed off-board. For example,
BMW Group’s fleet of 500 test cars produced around 1.5 TB per day
in 2017. Due to the massive amount of recorded data, these traces
become increasingly difficult to analyse using existing methods.
Contextual dependencies and correlations among the input dimen-
sions impede the detection of unknown misbehaviour. Therefore
automatic anomaly detection methods for multivariate temporal
event sequences become important.

Known errors (e.g. erroneous states) can be detected by hand-
made rules and statistics. However, detecting unknown faults in
multivariate correlating event data requires to take the context of
the overall system at the time of the fault occurrence into account.
These so called contextual anomalies manifest only under certain
conditions depending on intrinsic (e.g. the state of the engine) or
extrinsic (e.g. the weather) factors, as well as on the timing between
state changes in the system. In a complex system, such as a car,
it is usually infeasible to manually detect contextual anomalies.
However, it is often possible to judge whether a subsystem behaves
as expected by looking at a particular proxy quantity. In this work,
we use the example of a car’s timeout process, i.e. its transition to
a state of least energy consumption. Whenever the customer turns
off the engine and leaves the car, only vital system parts should
remain active to save battery charge. Within a correct context, i.e.
when a valid sequence of events with the right timings occurs, the
proxy time to the next timeout has a desired behaviour: the timeout
should be approached in every time-step.

By exploiting these insights, we developed a deep learning ap-
proach for contextual anomaly detection. As depicted in Fig. 1, the
basic idea is to train a recurrent neural network (RNN), called the
context estimator, based on historic system data. We encoded the
overall systems states — intrinsic, extrinsic and timing — as inputs
by a suitable context encoder. As output, we introduced synthetic
labels by a proxy quantity, called the output proxy. With this, the
context estimator is able to estimate the relationship between the
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system context and the output proxy. With new data as input, we
used the context estimator to predict the expected proxy curve.
By comparing the predicted to the expected curve (e.g. a linearly
decreasing one), deviations indicate anomalies. Dominant factors
for the anomaly can be determined by analysing the signals that are
active at the points of deviation. With this, our method allows to
detect contextual anomalies and pinpoint the context that caused
the anomaly.
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(a) Training phase: the impact of the historic system context on the
output proxy is learned.
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(b) Detection phase: the output proxy based on the current system
context is estimated and checked for anomalies.

Figure 1: The contextual anomaly detector extracts the sys-
tem context x\) from the bus message m() at each unique
time instance t()). Anomalies are detected when the assump-
tions about the estimated output proxy Q(i) are broken.

1.1 Related Work

Anomaly detection is of great importance in several use cases. Data
points that show different behaviour than others might lead to error
cases or other points of interest. Research on anomaly detection is
distinguishable by three main points: the data type, the available
labels and the general class of the underlying learning algorithm.
The surveys by Chandola et al. [3, 4] and Agrawal et al. [2] provide
a good overview about the wide range of choices. Our work is
based on multivariate state message sequences where no anomaly-
related labels are available. However, by introducing an output
proxy, we are able to use an RNN architecture combined with signal
processing methods to find anomalous examples.

A common example of anomaly detection on sequential message-
based systems is the analysis of network traffic, e.g. IP packets. Here,
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anomalous behaviour could lead to points where the infrastruc-
ture has been attacked. There are different ideas how to handle
this data type. The sequential data might be summarised in hand-
crafted features. For example, Lu et al. [14] use average values of
connection statistics such that wavelet analysis can be applied to
it. Another approach might be to generate an objective function
based on the data. Shon et al. [29] weight the importance of the
components of IP packets such that an SVM can be used to separate
anomalous examples. In each of these approaches, the content of
the sequential messages must be manually weighted. Our approach
is purely data-driven: the neural network is given an unfiltered in-
put vector. Thanks to a special input encoding made for sequential
data, the algorithm learns to select suitable inputs among over 1000
dimensions.

Multiple data mining methods for diagnosis of faults and anom-
alies in automotive systems were introduced in the past. These
include feature-based fault detection methods, such as clustering
approaches [6, 8, 13, 16] or neural networks [12, 18]. Other methods
used condition indicators [27] or rule-based approaches [1] for this
task. Further, fault classification was applied in various automotive
scenarios, such as for the diagnosis of the adaptive cruise control
[20]. Such approaches use neural networks [10, 19], decision trees
[20], SVMs [25] and automated analysis frameworks for inspec-
tion [17]. Of equal importance is the application of data mining
to solve prediction tasks, e.g. to predict engine [32] or compressor
faults [26], allow for predictive maintenance [21] or estimate the
remaining useful life of vehicular batteries [28, 30].

In this paper, we use RNNs with long short-term memory (LSTM)
elements as first proposed by Hochreiter & Schmidhuber [9]. LSTMs
are well suited for sequential data and have been applied to anomaly
detection in message-based systems. Malhotra et al. [15] use LSTM
elements to predict the next entries in a time series based on the
training of a normal series. Similar approaches have been leveraged
to other applications. O’Shea et al. [22] have applied anomaly detec-
tion using LSTMs on radio communication, Chauhan et al. [5] on
electrocardiography. In all aforementioned approaches the LSTM
is trained on valid samples. The error between the prediction and
the sample is compared; in case it is anomalously high, an anomaly
is detected. Our research follows a different approach due to two
main reasons. Firstly, in our case it is infeasible to guarantee that
the training data is free from anomalies as pre-production traces
are used. Secondly, using an error function would shift the anom-
aly detection to finding a suitable threshold on the error. We thus
propose a model that learns the relationship between the input mes-
sages and their impact on a synthetic output proxy. Our approach
bundles the contextual information of the entire message series
in an easy-to-grasp quantity distinguishing between normal and
anomalous behaviour.

1.2 Contributions

In the scope of this work, we make the following contributions:

o Design, training and validation of a data-driven anomaly
detector for contextual anomalies

o Design of input encodings for sequential message-based data

o Adaptation of a recursive line-fit algorithm for sparse message-
based data
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2 PRELIMINARIES
2.1 Timeout Process

We inspect real-life data of pre-release cars provided by a big auto-
mobile company. Multiple information dimensions, called signals,
are transmitted over time on communication busses. Each signal
determines the state of a specific system part, e.g. the current speed,
the engine state or the driving mode. The process we are analysing
for anomalies is called the timeout process, which is the system’s
transition to a state of least energy consumption. There is no fixed
sequence of signals, but several combinations of state transitions
result in a valid timeout process. Intrinsic (e.g. voltage levels), or
extrinsic (e.g. user inputs) events may prolong this process. Some
prolongations are legitimate (e.g. a user input) while others indi-
cate anomalies. Under normal circumstances, the system should
approach the state of least energy consumption with each time-
step once the timeout process started. An appropriate method for
contextual anomaly detection needs to mark instances where the
overall system context leads to a timeout process that breaks this
assumption.

Vehicles are in three main states: active, paused and inactive.
When active, most system components are turned on. As the cus-
tomer turns off the engine, the system becomes paused. In this
state, comfort features like the air conditioning may still be used.
Once the customer has left the vehicle, most system components
are turned off until the inactive state is reached. Here, the point
at which the timeout occurs is registered. In this state, the vehicle
consumes the least energy as only vital system components (e.g.
the anti-theft system) are active. It is important that the inactive
state is reached eventually as otherwise battery charge is wasted,
which may result in customer dissatisfaction and high warranty
costs for the company.

2.2 Input Data Type

Recording the bus communication yields a multivariate state se-
quence described by N message vectors m® for time-step i €
{1,...,N}. Each message is uniquely characterised by its three
components: time, origin and value. The time component relates to
the time the message was sent. It is not unique as messages from
different origins may be sent at the same time instance. Each system
part is identified by the origin of the signal, which defines the type
of information transmitted. Based on this type, the message carries
values of different data types. These are categorial values, which
describe a discrete state that the system is currently in, and numer-
ical values containing continuous information. Combinations of
both data types are also possible.

The messages are compressed within the company for long-
term availability. Compression of the raw messages involves the
following steps: repetitions are removed, numerical values with
high value ranges are clustered and quantities derived from multiple
signals are added. In detail, messages with the same origin-value
pair are not repeated over time, numerical signals that fluctuate
around discrete numerical values are grouped in categorial values
and e.g. warnings based on value thresholds are added to the data.
Our approach is applied on the compressed data. An example of
such a data set is given in Table 1a.
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2.3 Linear State Space Filters

Parts of our proposed contextual anomaly detector rely on model-
based signal processing methods using linear state space models
(LSSMs). LSSMss give a mathematical description of systems where
an output is generated based on inputs and an inner state. Wildhaber
et al. [31] use LSSMs to build recursive signal detectors where
previous calculations are reused. We chose this efficient algorithm
as a step towards on-board diagnostics where computing resources
are usually limited. In the following we present the main aspects
of this approach with the example of line-fitting. Assuming equally
spaced samples, a line can be described by the state vector a =
(ag,a1)" € R2. These two parameters represent the y-intercept and
the slope of the line when plotted in Euclidean space. For time-step i,
the predicted output of the system will be §j; = ag+aj -i. This system
can be represented in state space form using the state-transition

1 1
matrix A = (0 1) and the output vector ¢ = (1 0):

aj =A-aj
jj=c-a;

Fitting this model to available data points y; corresponds to the
process of finding the model parameters a that minimise the error
between the prediction and the observed samples. We will focus on
an open left-sided model, i.e. where only samples left of the current
one are taken into account. In practice, data points far away from
the current time instance should influence the fit less such that
the model adapts to the changed environment. For this reason, a
general window function ; ; € R is introduced located around
index k. A popular choice is the exponentially decaying window
with decay rate 7, i.e. @; . = r]k_i. Some data points may be ignored
completely, hence a weight w; € [0, 1] is introduced. Overall, the
objective of the fitting process becomes:
k
ag = afgminz a; wiyi — §i)° = argmin Ji
a 0 a

This objective is fulfilled when minimising the error J with respect
to the parameters a, i.e. requiring V4 Ji = 0. Using the parametrisa-
tion Ji = a"Wya — 22"y + ki, the estimated parameters are given
by a; = W;l - &k Recursive formulae can be found for effective
calculations as given in the original paper [31].

3 METHODOLOGY

Our proposed contextual anomaly detector consists of two main
parts: a context estimator and a signal anomaly detector as shown
in Fig. 1b. Both parts are joined by a synthetic quantity which we
refer to as the output proxy as introduced in Sec. 3.2. It summarises
the high-dimensional input to a quantity of known behaviour. The
context estimator is an RNN that learns to estimate the impact of
the current system context on the output proxy. For this, we devel-
oped an input encoding that summarises all information given on
the communication bus as presented in Sec. 3.1. Given new data,
the context estimator is used to estimate the most likely output
proxy value. The trajectory of the output proxy is then automati-
cally assessed in the signal anomaly detector to reveal where the
current system context violates the expected behaviour. For our use
case, we found the time to the next timeout to be a suitable output
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proxy as a main characteristic is known: the timeout should be
approached in every time-step during the timeout process. The de-
tection of anomalies is automated by the slope detector as presented
in Sec. 3.4.

3.1 Input Encoding

Contextual anomalies only arise under certain system contexts, i.e.
if certain intrinsic or extrinsic events occur at a specific timing. For
cars, the system context is implicitly given by the communication
bus messages, e.g. the minimal example shown in Table 1a. All
components of the messages — time, origin, value — may lead to
an anomalous situation. Thus, a contextual anomaly detector must
capture the impact of each of these components. In the following,
we present four encoding schemes that summarise the entire system
context as input to the context estimator.

Basic Scheme. All introduced encodings have the same number
of features. Each origin-value pair corresponds to one feature in the
encoding, i.e. one dimension in the input vector. If the origin is of
categorial type, each possible value of this category is represented
as a separate feature. Also, each numerical value corresponds to
a feature for each origin. This feature scheme allows the context
estimator to weight the respective importance without human bias.
In our case, the input comprises 1530 origin-value pairs. At each
time-step i of the recording, a new feature set is generated, while
entries that occur at the same time instance tU) = t(i), i # jare ac-
cumulated into one feature vector. This combines all changes which
may influence the system context at each unique time instance.

1-Hot. A common way to represent categorical data is the 1-Hot
encoding. In a N-categorical classification system, category x is
encoded by the value 1 at position x in a N-dimensional vector. This
encoding can be extended to multi-categorical systems by allowing
more than one 1 in the entire vector. In our context, this means that
at each time instance (), all active signal origins are set to 1 at the
respective position. 1-Hot produces a highly sparse input as shown
in Table 1b.

1-Hold. To enhance 1-Hot for representing sequential data, we
introduce the 1-Hold encoding. Instead of dropping the information
about previous messages, the last known value for each signal origin
is retained. For categorical entries, the feature component of the
new origin-value pair is set to 1, while all the other values of this
signal origin are reset to 0. In contrast, numerical values are retained
as long as no new value is sent. 1-Hold leads to less sparse input
vectors as it contains all system states up to the current time-step.

y-Replace. Timing is crucial in vehicle systems such that it should
be encoded in the input. For example, the late arrival of a signal
value for a state change might cause anomalous behaviour in sys-
tem components that are awaiting this particular information. We
introduce a novel encoding scheme called y-Replace that unlike 1-
Hot and 1-Hold includes the temporal history of previous messages.
States and values of previous events are kept, but their influence
fades with longer temporal distance. Intuitively, past information
becomes less likely to represent an important part of the system
behaviour at a current time instance, which we solve as follows.
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Table 1: Example of the possible input encodings.

(a) Example message series.

i Time Origin Value

1 10s  Light Status Front On

2 20s  Speed 10-30 km/h
3 20s  Steering Angle 40 Degree
4 25s  Light Status All Off

5 28s  Light Status Front On

(b) 1-Hot encoded example sequence.

Light Status Speed Steering Angle
Front On All Off ‘ 10-30 km/h ‘ Numerical
1 0 0 0
0 0 1 40
0 1 0 0
1 0 0 0

(c) y-Additive encoded example sequence.

Light Status Speed Steering Angle
FrontOn  All Off | 10-30 km/h Numerical
1 0 0
10
1-ye 1 40
15 5
1-y® 1-y® 40
18 3 8
1.)/(,04_1 ]~}/50 1 YGO 40

Again, categorical values that are set in the current message are en-
coded by 1 at the respective origin-value position, while numerical
entries are retained. However, instead of resetting all other categor-
ical values, an exponential decay factor y is applied based on the
current temporal gap. With this method, the time distance between
two messages is implicitly encoded by the amount of decay. We
will define y to be the decay per minute, i.e. a value f(ty) = c at
time o decays in 60 s to f(fo + 60) = y - c. Denoting time difference
as At = (i+1) _ 4(D) the feature vector x(9) only containing
categorical data evolves according to:

Ap(it+1)
60

xD =y . x(@®

y-Additive. A remaining disadvantage of y-Replace is the loss
of information about how often categorical components were set.
This means that by replacing the current origin-value pair with
1, it cannot be known whether this component was set before. By
adding 1 to feature components that are reoccurring, a feature
> 1 shows that this category has been set before. We will thus
introduce y-Additive as extension to y-Replace where the respective
components are added, instead of being replaced by 1. An example
is given in Table 1c.

3.2 Output Proxy

Problems arise when describing contextual anomalies as they may
be too subtle to detect or too complex to be grasped in rules. Hence,
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labelling the data of the timeout process quickly becomes infeasible
when done manually. We solve this issue by considering an implicit
target quantity for which a known desirable behaviour can be
deduced at any time. This quantity will be called the output proxy.
The output proxy is used as a synthetic label which the context
estimator is trained on along with the current system context. If
the estimated output proxy differs from the target behaviour, an
anomaly is found.

In the case of timeout processes, we found the time to the next
timeout to be a suitable output proxy. There is no fixed timeout
sequence, but many possible signal combinations exist that prolong
or accelerate the timeout process. However, a target behaviour is
known: the timeout is expected to be approached on every conse-
quent recorded message. In timeout processes, we identified two
patterns of the output proxy that define an anomaly. These are
long plateaus and rising predictions as shown in Fig. 2. The former
indicates delayed timeouts, while the latter indicates prolongations.
By using the output proxy, both the location and the cause of the
anomaly are found when analysing the underlying bus messages.

A successful timeout occurs if no message is recorded for a
defined amount of time, i.e. the communication buses are silent.
The timeout value fjymeout is given as a flag in the data. Starting
from the first message in the state of interest, i.e. the paused state,
the labels are calculated as ym = ttimeout — £ (in seconds) for each
recorded message along with the encoded input. With this, both a
feature vector x(!) and a corresponding label y(i) are determined.
As illustrated in Fig. 2, the training data resembles a straight line
stating the time to the next timeout at every point in time.

Time to Timeout
Time to Timeout

Time Time

(a) Plateau (b) Rising
Figure 2: Possible training data (grey) and anomalous be-
haviour (blue) during the prediction of the output proxy.

Plateaus and Rises. Plateaus result from incoming messages that
do not alter the timeout process. Hence, a system part prolongs
the timeout process. A rise in the timeout prediction is related to
messages that have a negative impact on the next timeout. Both
behaviours may be valid for short time ranges if the timeout is
approached again afterwards. For example, if a user presses a button
to activate the air conditioning, the system enables the respective
system components in order to provide the functionality to the user;
the timeout will likely prolong as all these system parts must be
deactivated before the car becomes inactive. We design the anomaly
detector to accept short corrections in the time to the next timeout,
but no significant rises for longer time periods. Thanks to the output
proxy, we have shifted the problem of finding contextual anomalies
to interpreting an easy-to-grasp quantity, i.e. the time to the next
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timeout. This process can easily be automated by a suitable signal
anomaly detector.

3.3 Neural Network Architecture

Due to their high model capacity, neural networks (NN) are power-
ful models for learning correlations from labelled data. With the
output proxy as label and the encoded data as input, we place special
requirements on the NN. Firstly, it should not imitate, i.e. overfit,
the training data, but learn a general relationship between the input
messages and the output proxy. This requires an architecture that
leaves enough freedom for the parameter sets to evolve over time.
In order to preserve temporal relationships between the input and
the output, we use an RNN. In particular, such that also long-term
temporal dependencies are captured, we make use of LSTM units.
After qualitatively evaluating different combinations of architec-
tures, we propose a three-layered NN that consists of two RNNs
and one feed-forward NN leading to a scalar output. The output
dimensions of the RNN layers, 256 and 384 respectively, were de-
termined in a non-exhaustive grid search. This architecture gave
smoother results than shallower networks. Further, Pascanu et al.
showed in [23] that multi-layered RNNs have a positive influence
on the prediction capabilities.

Loss Function. We used the mean squared error (MSE) for com-
puting both the training and the validation loss. In particular, our
goal is to introduce flexibility in the model for generalisation, i.e.
the model should be able to diverge from the training labels to a
certain extent. However, the prediction of normal samples should
still follow a general trend: the intended behaviour in the shape of
a decreasing time to the next timeout. The MSE is a good choice to
achieve both goals: small deviations between the training and pre-
dicted data lead to relatively low errors, whereas large deviations
are amplified by the quadratic nature of the MSE.

Note that the MSE is the wrong function to measure the quality
of the model: as it is desirable to have a model that diverges from
the labels, lowering the loss does not necessarily correspond to a
better prediction. We strongly aim for generalisation rather than
overfitting. Only in this case, the model has learned to weight the
impact of the system context on the output proxy. Imitating the
training labels themselves, i.e. a straight line, would imply, each
system origin influenced the timeout process by the same extent.
Consequently, high values in the MSE are expected and desirable.

3.4 Slope Detection

To reveal contextual anomalies in the timeout process, we inspect
the time to the next timeout estimated based on the current system
context. We identified two patterns in this output proxy that lead to
anomalous behaviour: plateaus and rising predictions. This process
can be done manually by visual inspection, but is easily automated
with the proposed LSSM-based slope detector. The two undesirable
patterns correspond to small (positive) gradients over an extended
range of time. Slight adaptations to the presented slope detection
algorithm must be made as uniformly sampled signals are expected.
For easier interpretability, we calculate the decay 7 using the time
resolution tres and the decay per minute y. The time resolution
determines the minimal time two messages must be separated such
that they are distinguishable in time, effectively acting as the new
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Figure 3: Normal timeout process where the general, downward-facing target behaviour of the output proxy is visible.

sampling period. The number of samples per minute is calculated
1

as Nsamples = %. Hence, the decay factor becomes n = y "samples |
To include the absolute time scale, virtual zero-weighted samples
are added between the messages that have no effect on the line-fit.
The time instances of the actual samples are adjusted to the nearest
sample point on the new uniform time scale. For zero-weighted
samples, the recursion becomes Wy, ; = AW A™l. Assuming
that the next sample appears after N time-steps, the virtual samples

are taken into account within one recursion step by noting:
PATT Wi oA
NATAT Wi N sATIAT
L= I]N_I(A_T)N_lv\/k(A_l)N_l

WiiN-1

For two messages separated by the time difference At and hence the

tres

number of virtual samples Nyt = l J the recursion becomes:

Wirr = g (AT)Nm W AN 4wy - e
k1 = Nt (AN E by e g
Kky1 = R T
Vil = PNy + Wiy

This recursion can efficiently be applied to the output proxy. Fur-
thermore, we added a mechanism to ignore the first (usually volatile)
samples. This is simply done by setting wy = 0 for the respective
time-steps. We ignore the first 0.5 s and chose a low y = 10710 to fo-
cus on recent samples. The time resolution is at 10 ms for smoother
results. When manually observing the output proxy, we look for
instances where our assumption of a decreasing time to the next
timeout is violated. Translated to the parameter estimate az, an
anomaly is found when the slope is above —1072 for 30% of the
entire sample time, i.e. when the time to the next timeout does not
change or rises for a long time.

3.5 Overall Method

By combining the aforementioned theories, the overall method is
summarised by the following steps as depicted in Fig. 1:

(1) Training Phase. During training, the context estimator, i.e.
the RNN estimating the system context, is conditioned on the
available training data (D, y(i))}tram At each unique time
instance () the corresponding system context is encoded
in the input vector x(). In particular, all relevant extrinsic,
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intrinsic and temporal influences on the output proxy are in-
corporated. The corresponding label y(i) is calculated based
on the output proxy, i.e. the time to the next timeout.
Detection Phase. At each unique time instance, the context
estimator predicts how the current system context influences
the output proxy, i.e. g<"> is estimated. This results in a curve,
which can be inspected visually. To automate this process,
the signal anomaly detector is used to reveal the time in-
stances where anomalous deviations between the estimated
and the expected behaviour are present. In order to reveal
the cause of anomalies, the underlying messages that led to
the timeout violation can be analysed.

With this method, automated detection of contextual anomalies
in timeout processes of vehicles was performed. Experts are effi-
ciently pinpointed to potential points of interest. With this, costs
in both time and effort can be reduced.

4 EVALUATION

The proposed methodology was evaluated on real-life test vehicle
data. In the following, we provide examples that motivate the va-
lidity of our method. As encoding, we used a 0.1-Additive scheme
as motivated in Sec. 4.2. 4343 randomly selected timeout processes
were used for the training of the context estimator.

4.1 Normal Example

Before looking at anomalous examples, it is instructive to famil-
iarise oneself with a normal sample as shown in Fig. 3. Each dot
corresponds to a new message on the bus system and hence a new
prediction of the output proxy. It can well be seen that the gen-
eral trend has successfully been learned: the timeout is gradually
approaching. Three intriguing points are visible: the beginning, a
downward correction past 11:01:50 and a rise past 11:02:20. The
volatile start is well explained by the architecture: information only
flows forward in time. Thus, little about the context is known at
the first message. However, the input encoding allowed an estimate
not far from the later predictions.

More intriguing is the first downward correction. Here, the con-
text estimator proposes that the timeout comes closer based on the
past messages. Analysing the underlying bus messages shows that
the driver’s door was closed at this instance. This is a remarkable
result as the model has predicted a behaviour that is intuitive to
human observers: if the driver’s door was closed, the driver has
likely left the vehicle such that it can enter the inactive state. The
messages at the increasing prediction indicate that at least one door
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is unlocked and the light is on. These system parts have to be turned
off before a timeout can happen.

This example demonstrates that the model was able to learn
intuitive relationships between the vehicle’s context and the time
to the next timeout. Results like these show that — although no
ground truth is available - the predictions follow a relatable scheme.
The general trend to an approaching timeout was clearly shown.
Deviations are well justified by observing the underlying messages.
These are powerful features when analysing traces: unusual be-
haviour can quickly be observed and explained. We like to stress
that these results were achieved by a purely data-driven model, no
human bias has been added.

4.2 Input Encoding

Having developed different encodings for sequential message-based
data, it is instructive to compare their impact on the prediction
quality. In Fig. 4 an overview of the validation losses is provided.
A striking feature is the extremely high MSE. In usual regression
problems, i.e. where the training labels should be matched exactly,
this would be an alarming sign. However, since we aim for a model
that learns to weight the influence of each message, it is required
that the prediction leaves the path of the synthetic training labels.
Thus, the plot is mainly a motivation that the model was able to
improve from the random initialisation. It can be seen that the
two decay-based encodings are the best scoring models in the non-
overfitting regime. In contrast, 1-Hot causes the model to be volatile
right from the beginning. For better comparison, we thus show the
predictions of a common sample in Fig. 5.

-10°
I
= 1.79 |- —
3
=
)
'q:, 1.78 |- -
3
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3177 |
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é” 176 0.1-Replace
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I I | | | |
0 20 40 60 80 100
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Figure 4: Median and upper/lower validation loss for differ-
ent input encodings based on three repetitions on 329 valida-
tion samples. Overfitting starts roughly after the 50th epoch.

1-Hot. 1-Hot produces the most volatile prediction, which is also
the furthest away from the proxy. At multiple instances, the pre-
diction jumps to the the timeout level of the synthetic data. This
behaviour seems to arise from the highly sparse input vector 1-Hot
produces. Corrections are abrupt as no fine-graded context infor-
mation is given. Some of the corrections seem to imitate behaviour
learned in the training data. The time for the model to grasp the
context takes longer: in the first seconds, 1-Hot causes predictions
that are further away from the test data than for 0.1-Additive. These
characteristics underline the volatile validation loss.
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0.1-Additive. According to the validation loss and the predictions,
the decay-based encodings produce a more stable outcome close
to the proxy. We argue that a reliable model is of great importance
in the search of anomalies in data; a too volatile prediction could
induce false positives in the detection process. As the additive
encoding contains the most information, this encoding is used for
the final model. Obviously, using the MSE as loss function cannot
grab the qualitative differences in the prediction — an issue open
for future work.

k= 60s [ 1-Hot [
é —— 0.1-Additive
= 40s ——  Proxy
8
o 20s |~ |
g P
&= T e
0s TR T T T I N T
19:10:40 19:10:50 19:11:00
Time

Figure 5: Predictions for models using the same train-
ing samples, but different input encodings, 1-Hot and 0.1-
Additive, for a normal test sample.

4.3 Anomalies

4.3.1 Synthetic Anomalies. Contextual anomalies do not follow
a general scheme such that it is hard to manually detect them.
Consequently, only a few real-life examples exist. In a first step,
we want to motivate the validity of our method by introducing
artificial anomalies in the test data. We do so by inserting random
signals, i.e. perturbations that are likely out-of-context. For this, we
take samples with a minimal length of 30 s where previously no
anomaly was detected and add a categorial signal. The results as a
function of the amount of inserted time-steps and inserted signals
per time-step are presented in Table 2 where 100 signals have been
added at random time instances during the first 30 s of the trace.

Table 2: Number of detected anomalies among 100 syntheti-
cally added random bus messages as a function of the num-
ber of inserted time-steps and signals.

Added Signals

1 2 3 4 5 6
B 1 26 24 40 43 50 53
% 2 28 52 62 64 62 67
g 3738 65 63 76 70 82
E 4749 67 65 79 82 86
T 5 59 77 80 79 81 78
T 6 64 76 81 83 84 92

It can be seen that already small out-of-context insertions result
in positive anomaly detection using our method. The more pertur-
bations are added, the more likely it is that an anomaly is detected.
This behaviour is well expected, as it also becomes more likely that
a signal is out-of-context the more insertions are made. Of course,
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Figure 6: Context estimation of a known contextual anomaly showing a plateau in the output proxy.

the severity of the inserted signal is dependent on which signal is
added at which time instance. The detection results can be adapted
by the signal detector parameters, i.e. for how long and by what
extent the output proxy may violate the target behaviour.

This synthetic example shows that the context estimator has
successfully learned to weight the importance of each signal in the
overall context. Random signal insertions are a good example of
likely out-of-context behaviour. Our method is already able to detect
small perturbations and shows more confidence the more insertions
are made. In the following, real-life examples are discussed which
show a less random behaviour and thus make detection using our
method easier.

4.3.2  Known Anomaly. A manually detected contextual anomaly
has been added to the test data, i.e. a sample the context estimator
has not seen before. The respective plots for the prediction of the
output proxy and its slope are shown in Fig. 6. According to the
error description, messages repeated for several minutes cause the
timeout process to prolong. These messages originated from the
same system part which was not allowed to interrupt the timeout
by that time range. Even by visual inspection, this sample looks
anomalous in comparison to all other shown examples. Besides the
first seconds of the prediction that are ignored during the detection,
the slope is always above zero; in the beginning, the prediction in-
creased until a plateau is formed. The model seems to have learned
that the messages prolong the timeout process and thus are anoma-
lous when repeated for a long time. This example underlines the
generalisation capabilities of the model; even though it was not
trained to find this anomaly in particular, its prediction does not
imitate the training data but shows out-of-normal behaviour.
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11:11:45 11:11:50

Time

Figure 7: Excerpt of a discovered contextual anomaly.

4.3.3 Discovered Anomaly. During the research, recent data was
evaluated as shown in Fig. 7. One sample revealed an intriguingly
long plateau causing the timeout to postpone. In consultation with
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the respective engineer, this anomaly was recently discovered. Eth-
ernet messages illegitimately wake up the vehicle at periodic time
instances. The model successfully predicted that these messages
prolong the time to the next timeout.

5 DISCUSSION
5.1 Lessons Learned

A major limitation of most of today’s deep learning approaches is
the need for a massive amount of labelled data. Often, considerable
time and work is invested in generating qualitative labels that suit
the desired application. It quickly became obvious that labelling
contextual anomalies with their highly interrelated functional de-
pendencies and timings is infeasible for us. Our work has overcome
this issue by introducing a synthetic label: the output proxy. Al-
though the proxy does not provide information whether a sample
is anomalous, in our case it contains a measurement that leads to
instances of anomalous behaviour. In that, a system was trained on
synthetic data, but can be used to decide about real-life inputs. We
hope to spark the interest of research in how synthetic labels can
be used in the training process of future intelligent systems.

Additionally, we have introduced multiple input encodings for
sequential message-based data. They were designed with the goal
of summarising the input dimensions at hand, i.e. time, origin and
value. We have empirically shown that a qualitative improvement
can be seen when using these encodings. Input encodings for NNs
are a topic that has barely been touched in research. We could qual-
itatively show that intelligently summarising the input information
can improve the overall system capabilities.

5.2 Future Work

In the scope of this work, promising results were achieved on con-
textual anomaly detection. A main challenge was to build a model
without knowing a ground truth. By using a synthetic output proxy,
quantifying the error of predictions requires different measure-
ments than in usual regression/classification problems. Future work
may look at which loss functions best describe the prediction error
and how this impacts the model training. Ideas that come to mind
are loss functions weighting the error differently based on the time,
or to introduce a similarity measure.

The proposed method was designed for timeout processes, but
should be flexible enough for other detection cases. Currently, the
time to the next timeout is used as the output proxy. Other applica-
tions might reveal other suitable proxy quantities. Future research
may leverage these results to a more general setting.
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6 CONCLUSION

In this work, a contextual anomaly detector was designed and eval-
uated on real-life test car data. Thanks to the output proxy, the
context estimator summarised a high-dimensional input system
in one easy-to-grasp quantity. Anomalies may be found by visual
inspection, which can be automated by a suitable signal anomaly
detector. The underlying causes of anomalies are revealed by ob-
serving the messages that caused fluctuations in the output proxy.
Thanks to our method, experts are efficiently pinpointed to poten-
tial points of interest. With this, costs in both time and effort can
be reduced.
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A IMPLEMENTATION DETAILS
A.1 Network Architecture

During our research, we compared different architectures qualita-
tively. Architectures involving feed-forward NN were only able to
capture the desired output pattern (e.g. a decreasing time to the
next timeout) when given less training samples. Simple RNN net-
works, involving one LSTM element, already had enough capacity
to give successful results. Nonetheless, the proposed architecture
involving two LSTM elements gave smoother predictions with less
fluctuations. More LSTM elements did not result in severe changes,
such that the shallower architecture was preferred. Their respective
hidden state dimensionality was selected based on a non-exhaustive
grid search summarised in Table 3. The best validation loss after
20 epochs was used for the architecture decision.

Table 3: Grid search results for the RNN architecture (L1-
regulariser A = 0.01, dropout at 10%).

LSTM2
128 256 384
g 128 1,230,349 1,227,336 1,226,097
& 256 1,230,050 1,227,193 1,225,266
— 384 1,230,342 1,227,746 1,225,820

Adam as introduced by Kingma et al. in [11] was used as op-
timiser with its default values. The RNN model had a small L1-
regularisation factor of A = 0.01 on the LSTM weight matrices.
Dropout was at 10% in between the recurrent layers. For the im-
plementation of the NN, we used the Keras [7] framework. We
would like to give the output of Keras model. summary () function
that summarises the layers used in Keras. Note that the dropout
layers are implicitly given in the LSTM architecture by setting the
corresponding parameters.

Layer (type) Output Shape Param #
masking_3 (Masking) (None, 209, 1530) Q
1stm_5 (LSTM) (None, 209, 256) 1829888
1stm_6 (LSTM) (None, 209, 384) 984576
time_distributed_3 (TimeDist (None, 209, 1) 385

Total params: 2,814,849
Trainable params: 2,814,849
Non-trainable params: 0

A.2 Input

For generating the input, we selected test car traces at random.
We filtered the data past October 2017 for one car model. A trace
comprises messages in the order of 10°; several timeout processes
are among these. Whenever the messages showed that the car is in
the paused state, the input was recorded along with the calculated
output proxy until the timeout is registered (announced by a special
message). We will call the encoded data, i.e. the set of feature vectors,
for each timeout process a sample. The length of the samples is
not constant, but usually around 100 feature vectors. Note that
there might be cases where the timeout is not announced during
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the paused state. The samples of these traces are ignored as this is
anomalous behaviour.

Inputs for RNNs in Keras are expected to be a 3-dimensional
tensor in the format (NsampleSs Ntime-steps, Nfeatures)- Nfeatures Was
known in advance by crawling through parts of the data in the
paused state and noting all seen origin-value pairs. Ngamples is
based on how many traces were processed and how many timeout
processes were available. However, Niime-steps is not fixed in our

data. We decided on manually fixing Niime-steps to the g5th per-
centile of all available time-step lengths: 209 in our case. This was
done by clipping samples with more time-steps accordingly, while
all other samples were padded. Such that only real data, not the
padded values, are used for training, Keras allows to introduce so
called Masking Layers. We padded with a masking value of -1; if
the entire feature vector consists of this value, the time-step is not
used for training. Unusually long samples could also be used as a
static anomaly detector, i.e. where an anomaly is detected solely
based on a threshold. However, we have seen long valid traces and
thus recommend using the proposed contextual anomaly detector.

A.3 Preprocessing

During our research, we used several combinations of the prepro-
cessors available in SciKit Learn [24]. As most of the proposed in-
put encodings range in [0, 1], we tried applying the MinMaxScaler
on the numerical data only. Here, all values are scaled in [0,1]
based on their minimum and maximum value. Unfortunately, this
gave inferior results where the prediction was merely a constant.
Surprisingly, applying the StandardScaler to all features regard-
less of their original range, gave the best results. Applying the
StandardScaler to the numerical values only and the
MinMaxScaler to the categorial, did not improve the results. Usu-
ally, StandardScaler should be applied to normally distributed
data — which is not given for our numerical data.

A.4 Model

The models used in this work were trained on timeout processes
of randomly sampled traces available in the data set. For the input
encoding comparison, the models were trained on the very same
samples using the respective encoding. If not stated otherwise,
a model trained on 4343 samples encoded by 0.1-Additive was
used. For the input comparison, 2956 samples using the respective
encoding were used. The same samples were used for all encodings
to allow comparisons.
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