
Recent Progress in Zeroth Order Optimization and Its
Applications to Adversarial Robustness in Data Mining and

Machine Learning
Pin-Yu Chen∗

pin-yu.chen@ibm.com
IBM Research

Sijia Liu∗
sijia.liu@ibm.com
IBM Research

ABSTRACT
Zeroth-order (ZO) optimization is increasingly embraced for solving
big data and machine learning problems when explicit expressions
of the gradients are difficult or infeasible to obtain. It achieves
gradient-free optimization by approximating the full gradient via
efficient gradient estimators. Some recent important applications
include: a) generation of prediction-evasive, black-box adversarial
attacks on deep neural networks, b) online network management
with limited computation capacity, c) parameter inference of black-
box/complex systems, and d) bandit optimization in which a player
receives partial feedback in terms of loss function values revealed
by her adversary. This tutorial aims to provide a comprehensive
introduction to recent advances in ZO optimization methods in
both theory and applications. On the theory side, we will cover con-
vergence rate and iteration complexity analysis of ZO algorithms
and make comparisons to their first-order counterparts. On the
application side, we will highlight one appealing application of ZO
optimization to studying the robustness of deep neural networks -
practical and efficient adversarial attacks that generate adversarial
examples from a black-box machine learning model. We will also
summarize potential research directions regarding ZO optimization,
big data challenges and some open-ended data mining and machine
learning problems.
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1 TUTORIAL LINK
The materials and tutors’ bios can be found in the folloing link:
https://sites.google.com/view/adv-robustness-zoopt

2 TUTORIAL STRUCTURE
This tutorial will be divided into two parts.

2.1 First Part
First part: introduction to zeroth order (gradient-free optimization):
motivation and background. The last decade has seen significant
progress for the development of zeroth order (ZO) algorithms for
both convex and nonconvex optimization. The existing studies
suggested that ZO algorithms typically agree with the iteration
complexity of first-order algorithms up to a small-degree polyno-
mial of the problem size d .

• ZO convex optimization: Stochastic gradient descent (SGD)
becomes the most widely used first-order algorithm in solv-
ing big data and machine learning tasks. Its ZO counterpart
(i.e., ZO-SGD) has recently found, which yields O(

√
d/

√
T )

convergence rate to the globally optimal solution. Here d
is the number of optimization variables, and T is the num-
ber of iterations. The same rate has also been obtained by
ZO mirror descent, ZO bandit convex optimization, and ZO
online alternating direction method of multipliers.

• ZO nonconvex optimization: Different from convex opti-
mization, some kind of stationary conditions are used to
measure the convergence of nonconvex methods. For sto-
chastic nonconvex optimization, ZO-SGD achieves the rate
of O(

√
d/

√
T ). Moreover, a recently proposed ZO sign-based

stochastic gradient descent (ZO-signSGD) yields a graceful
tradeoff between convergence accuracy and convergence
speed. Furthermore, using variance reduction techniques,
ZO-SGD-based algorithms can be further accelerated to-
wards the iteration complexity bound as ZO gradient descent
(ZO-GD).

2.2 Second Part
Some applications to data mining, machine learning and adversarial
robustness in deep learning

• Application demands for ZO optimization grows extremely
fast nowadays. On machine learning side, recent examples
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have shown zeroth-order (ZO) based generation of prediction-
evasive, black-box adversarial attacks on deep neural net-
works (DNNs) to be as effective as state-of-the-art white-box
attacks, despite leveraging only the inputs and outputs of
the targeted DNN. It has also been shown that ZO algo-
rithms can be used to infer a music recommendation system
based only on limited information on userâĂŹs ratings. On
signal processing side, ZO algorithms have been used for
network resource management to avoid involved calculation
(e.g., matrix inversion) at non-expensive sensors with limited
computation capacity. Also, ZO algorithm can be used for
fog computing in the Internet-of-Things (IoT), where the ex-
plicit form of the loss function and constraints, are unknown
to the network operator in the dynamic environment. It can
also be used for hyperparameter optimziation.

• In this tutorial, we will emphasize applications of ZO algo-
rithms to studying the robustness of deep neural networks
against adversarial perturbations. In particular, we will il-
lustrate how to formulate black-box adversarial attacks as a
ZO optimization problem and how adversarial attacks can
benefit from advanced ZO optimization techniques, such as
providing query-efficient approaches to generating adver-
sarial examples from ML systems with limited access, e.g., a
black-box image classifier.

3 OUTLINE
The outline of the tutorial is as follows:

First Part: an introduction to zeroth order (gradient-free opti-
mization): overview of recent advances in zeroth order optimization.

• ZO algorithms: iteration complexity versus query complexity
for both convex and nonconvex optimization
– ZO-GD, ZO-SGD, and ZO-signSGD
– Variance reduced ZO algorithms
– ZO operator splitting method for smooth + nonsmooth
composite optimization

– ZO adaptive momentum methods
– ZO distributed optimization

• Applications in machine learning, data mining and signal
processing
– Recommendation system
– Network resource management
– Sensor network
– Hyperparameter optimization

Second part: ZO optimization for adversarial robustness in deep
learning.

• Brief introduction to adversarial machine learning and ro-
bustness
– What is adversarial example?
– White-box vs black-box adversarial attacks and defenses

• ZO optimization and black-box attacks to deep neural net-
works
– Connecting ZO algorithm to black-box adversarial attacks
– Score-based black-box attacks: ZOO and AutoZOOM
– Decision-based black-box attacks
– Universal perturbation attacks
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