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In this paper, we introduce a novel system of password generation, MementoKey, consisting of private
words that exist only in a user’s memory and a corresponding set of public (non-secret) words that
will facilitate users’ recall of the private words, which they are associated with. We will demonstrate
how MementoKey offers a useful alternative to existing options for storing passwords in password
managers, or to using cryptographically weak, but memorable, passwords. We have conducted a
user study to evaluate the word-association technique for recalling passwords, and the effectiveness
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of our prototype software training and checking system to guide the user successfully through the
memorization process.

Our study involving 60 diverse participants indicates that our prototype can effectively lead users
through a visualization and memorization technique to create a strong word-association memory
between pairs of adjectives and nouns.
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INTRODUCTION

The limitations and difficulties of creating and remembering secure passwords are well known.
Password recommendations are usually for a combination of at letters and numbers, with a minimum
length of 8 (or sometime more). Many sites and services also recommend changing the password
frequently [7]. More critical sites and services suggest the use of a password manager, but these have
not been widely adopted [1].

This may be due to a combination of multiple factors. Users can be reluctant to trust their passwords
to a cloud service, and may need to use passwords when they are not on their own device, or even on
the internet. It only take one instance of needing a password and not having access to it to frustrate a
user into using a (probably insecure) memorable password instead.

There have been many studies on how people choose and reuse passwords. Some studies analyze
real passwords through leaked datasets [2, 4, 8, 10, 12] or browser plug-ins [5, 11] to figure out trends
related to weak password and password reuse [6]. All this work has highlighted a number of issues,
which are well known: secure passwords are difficult to remember, users have too many passwords,
and have difficulty matching their passwords to accounts. These problems lead users to develop
insecure coping mechanisms, such as picking passwords that are memorable but easy for attackers
to guess, reusing passwords across multiple accounts, or writing passwords down [9]. Vulnerable
passwords, which are set up to be easy to remember, pose a risk of being hacked at any time. However,
these methods do not allow us to explain why users create bad password habits [6]. The present study
proposes a design to address a number of problems that have been addressed in previous studies, and
to overcome security vulnerabilities in the creation and use of passwords in a novel and more effective
way.

Our prototype involves a guided process of generating and learning words to create a new password.
A set of four word pairs is generated, and at the end of the process the user will have memorized one
set of words to use as a password. Although the use of this new type of password system is initially
more onerous than using an insecure memorable short password, the investment of the time necessary
to memorize a strong password may be offset by the benefits of increased cyber security. Previous
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studies and cryptographic analysis have demonstrated that a password consisting of four randomly
selected English words has significantly higher entropy (and therefore security) than the usual 8
characters-and-numbers recommendation. However, this only applies if the words are randomly
selected, not grammatically related phrases [8]. Our study aims to demonstrate the possibility of also
making these four-word passwords far more memorable than the alternative. Further work could
be done in the future to quantify the effect on both memorability and security of increasing the
number of words, to validate the optimal number to use as a balance between security and ease of
memorization.

The study aims to validate the hypothesis that using a word association system of pairing an
adjective with a noun will result in increased recall ability over simply trying to remember four
unassociated words. Further, we aim to show that our word learning assistant guided training software
will produce even greater improved recall compared to simply being shown word pairs and asked to
memorize them. To that end, we split our participants into three groups. Group 1 is our control group,
and will simply be asked to memorize four words. Group 2 will be shown four word pairs, and asked
to memorize the second word in each pair, being shown the first as a reminder later. Group 3 will be
taken through the full-guided learning process by our software to form strong associations between
the paired words.

We anticipate that Group 2 will demonstrate improved recall over Group 1, which will indicate that
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strong, long-lasting word association between an adjective and noun pairs.

The experimental protocol involved checking the recall of the participants after an interval of one
hour following memorization, one day, one week, and finally one month. Everyone who participated
in the experiment had personally reported some history of failing to remember their user name or
password when attempting to access previously registered accounts after long periods.
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In this brief paper we will not be presenting a full cryptographic analysis of the security of a four
word password compared to an 8-character one. Other studies have already addressed this area [3],
and it has even begun to pass into (semi-) public awareness (Figure 1, a popular webcomic).

It is worth emphasizing that multi-word pass-phrase passwords are only cryptographically strong
when the words are randomly generated - allowing the user to choose their own words weakens the
security significantly [8]. For this reason, MementoKey does not allow users to choose their own

Figure 1: xkcd 936 - Password Strength
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words, but instead concentrates on assisting the user with memorizing words that have been randomly
generated.

Naturally a longer traditional password (16 characters or greater) would represent even greater
cryptographic security, however at that length it is unrealistic to expect users to memorize them (if
truly randomly generated), and instead is the domain of password manager software.

PROTOTYPES

In this section, we present the current MememtoKey prototype design. The use of the prototype
begins with the creation of a new password after entering a username and a site name on the main
screen. A list of word pairs of adjectives and nouns are generated. The adjectives form the public
key are used as a memento to aid recall of the nouns, which are the private key. After the private
keywords have been memorized, they are discarded. They are never recorded or stored, and once the
page has been closed are irretrievable.

The public keywords, however, can always be re-obtained simply by providing the username and
site name. The key words are derived by hashing these, so no cloud or local storage is required 4AS no
user-specific password database is maintained. For the sake of the study, we plan to have a dictionary
of 1,024 adjectives to pick from for the Public key, and around 5,000 noun words for the Private key.

The system places a total of eight-word boxes in the center of the screen, showing the public words
in the top four blue boxes and the private words in the bottom four pink boxes. The public key in the
blue boxes at the top helps you remember the private key just below it (Figure 2).

Although it is important for security that the words be randomly generated, rather than user-
selected, we do provide a "Change" button to allow the user to reject any of the words and replace it
with another randomly generated one. This is intended in case the user doesn’t know the meaning of
the word, or would be unable to spell it, or finds it offensive or otherwise undesirable in any way.

The aim of the process is to create the passwords that will only exist in the user’s memory, so to
assist with this a "Learn Words" process is provided to guide the user through the word-association
method of memorization (Figures 3 and 4).

The Learn Words process offers step-by-step instructions. In the first step, the system shows an
adjective and a noun together, for example, a "web keyboard", and asks you to visualize this as a funny
image. When this picture is clear, we can move on to the next stage.

In the second step of Learn words, the system checks your immediate recall of the visualization
by asking you to pick, from a small set of multiple choice words, the correct noun that matches the
adjective. In the final step, the user must type the noun correctly into a free-entry textbox, with no
multiple-choice options available (Figure 4). Throughout the process, learning steps and checking
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steps are interspersed for each of the four words, with the system backtracking to re-check the words
that the user previously had difficulty with.

Once the user has demonstrated accurate learning of the word pairs, the association of words from
the public key to the private key is complete and can function as a password that the real computer
users will use.

USER STUDY

=y ‘ The sample set was divided into three groups, consisting of one control group, one intermediate group,
and one experimental group. 20 people were allocated for each group.
Group 1 was not offered the public words, but only shown the four private words to memorize as

their password. Group 2 was shown both the public and private words, but given no further assistance
than informing them that the public words would be available to them as a reminder. Group 3 were
given access to the full word-learning assistant described in the previous section.

As can be seen from the results in Figure 5, Group 1 demonstrated a marked decline in recall
after each increasing interval. Group 2 performed better than Group 1, and Group 3 had the highest
performance of all, maintaining high recall even after the one-month interval.

Figure 4: Word learning assistant with a
free-entry question
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E - The MementoKey prototype presents a usable system for generating passwords by randomly gen-
E g erated word pairs. These four-random-word passwords are of an equivalent entropy (and therefore
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g %Eg and are significantly more secure than passwords that users are allowed to choose for themselves.

S o Py e ey e Py oy Our user validation study supports the hypothesis that we can improve on previous work which

hour | day weekmont hour day weekmont hour| day weekmont

" » i simply presents random words for memorization by introducing word pairs and visual association.

Al®1 87 863 74 623 835 885 788 70 958 97 98.8 B3

Figure 5: Results of password recall user FURTHER WORK

testing study There are two areas of further work to pursue for this project. Firstly, formal cryptographic analysis of

the strength of the generated passwords, based on the word-lists used. Secondly, more user studies are
required to validate the real-world use of these passwords. Although the study we present in this paper
demonstrates the initial viability of the concept, it will also be necessary to perform another guided
study to investigate simultaneous memorization of multiple passwords, and a long term unguided
study of real-world usage of memorized passwords by users. Finally, a variability study of the effect of
number of words versus memorability and security would be useful to find the optimal balance to use.
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