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ABSTRACT

Eliciting cybersecurity behavior change in users has been a difficult task. Although most users have
concerns about their safety online, few take precautions. Transformational games offer a promising
avenue for cybersecurity behavior change. To date, however, studies typically focus on entertainment
value instead of investigating the effectiveness and design potential of games in cybersecurity. As
a first step to filling this gap, we present the design of Hacked Time, a desktop game that aims to
encourage cybersecurity behavior change by translating self-efficacy theory into the game’s design.
As cybersecurity games are a relatively novel area, our design aims to serve as a prototype for mapping
specific behavior change principles relevant to this area onto game design practice.
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INTRODUCTION

The rapid development of online spaces has been accompanied by an alarming increase in cyber-
crime. Despite the fact that a majority of the general public shows great concern about their security
online, people do not actively take precautions to protect themselves [9]. Therefore, inducing security
behavioral change in the general public is instrumental in promoting a safer online space for everyone.
Recently, researchers have been experimenting with using games to promote cybersecurity behavior
change. These games show great promise, but studies of their effectiveness often report only participant
enjoyment instead of measurable learning goals or behavior change outcomes [1, 8]. There is also a
lack of cause-and-effect connection between theory and design choices. In this paper, we present the
design of Hacked Time, a desktop game that aims to encourage cybersecurity behavior change by
applying design principles derived from self-efficacy theory. As a first step to address the research gap,
this paper contributes to the literature on theoretically informed game design approach by introducing
a set of practices for mapping specific behavior change principles onto game design decisions. We
also discuss future plans to investigate the effectiveness and measurable outcomes from our design.

BACKGROUND
Cybersecurity behavior change and games

While it is hard to make people change their security behavior online, several existing works show
that under certain circumstances, such as social influences, trust, and cost efficiency, people are
motivated to take security advice, and even more, change their behavior. Fagan et al. [7] and Redmiles
et al. [11] pointed out that people accept security advice when they feel the advice makes sense to
them, or when it is from a trusted security source. They reject advice when the behavior is costly or
inconvenient, e.g. going through the various steps required to use two-factor authentication (2FA)
[7, 11]. Das et al. [5] finds social influences to be a strong motivating factor for behavior change. A
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majority of recent security behavior changes in their study were prompted by social influences, for
example, after hearing about someone’s negative experience, or having been pranked by a friend [5].

Researchers have explored the effectiveness of different types of interventions for increasing
cybersecurity awareness. Recent approaches for cybersecurity awareness and behavior change include
delivering just-in-time notifications using browser plug-ins [6], and raising awareness using games
[1, 8]. Some commonly used formats for these games include but are not limited to role-playing,
puzzle, interactive narratives, and attack-and-defend games [1, 8]. Although these approaches provide
inspiration on designing games for cybersecurity, we still lack concrete evidence-based guidelines
about how to design these games effectively. The games themselves are exploratory, largely testing
the general concept of games as an education vehicle. Studies of the effectiveness of these games have
focused primarily on the entertainment or engagement value of the games (e.g. how much participants
enjoyed the game), instead of gauging what they learned or measure predictors of behavior change
[1, 8]. This means we do not know what aspects of the game contribute to security behavior change
or what game design approaches are more effective than others. In this work, we begin to draw an
explicit connection between theories of behavior change and how such theories can manifest in-game.

Self-efficacy theory

Self-efficacy refers to one’s belief in their own ability to accomplish a certain goal [3]. Self-efficacy
has, since its creation, been thoroughly studied and implemented in a variety of settings. Bandura
[3] outlined design strategies for a self-directed health program to be successful, inspired by his
previous publication on self-efficacy. The design strategies involve four components: information that
increases knowledge of health risk (risk information); skill development to translate concerns into
preventative actions (skill development); guided practice for skill enhancement and to apply these
skills in the high-risk situations (skill enhancement and application); and enlisting social support
for desired changes (social support). These strategies serve as a practical guide for how to employ
self-efficacy principles in practice. More recently, Yin et al.[13] and Backlund et al. [2] have shown
positive results from game design practices guided by self-efficacy literature.

Transformational game design

Compared to traditional games, transformational games (sometimes referred to as "serious games")
are designed to invoke behavior change in players that persists beyond the game [4]. Designing games
that achieve their transformational goals, while still succeeding as games, is a challenging process
[12]. Existing design frameworks for creating transformational games emphasize the need for games
to build on validated bodies of research. For example, the Tandem Transformational Game Design
Process transforms concepts from the research literature into goals and constraints for design [12],
while Kaufman et al.[10]’s work on embedded design shows how research on psychological influence
can inform a specific design philosophy.
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DESIGN

Hacked Time was designed at Carnegie Mellon University by an interdisciplinary team. The team
brainstormed ideas for an engaging gameplay narrative, then presented the ideas to peer lab members
for feedback and evaluation. Design principles for self-efficacy were extracted for a literature review
and were used to guide game design decisions during the iterative process. Low-fidelity prototypes
were used to explore the effect of these design decisions on player experience and on gameplay.

Game overview

Hacked Time combines elements of interactive novels and hidden object games with time-travel. In
interactive novels, the player converses with computer-controlled characters, selecting dialogue and
other choices to advance through a branching narrative. For example, in Hacked Time, the player
takes the role of a detective, helping a college student deal with a security breach (Figure 2). The player
can speak with the student to learn more about their situation, and select dialogue options to give
them advice about what they should do. In hidden object games, players inspect a visual environment
for meaningful objects. In Hacked Time the player must inspect the student’s environment to identify
clues related to the security breach (Figure 3). Player can click on the clues to gain helpful information
to discover the cause of the breach (Figure 4). Finally, players acquire "time energy" through their
dialogue options (Figure 5). The more helpful their answer, the more energy is acquired. When the
player acquires enough time energy, they can travel back in time to before the security breach occurred.
They can choose what security precautions to help the student practice and implement and then
return to the game’s "present” to see the impact of their actions on the student’s situation (Figure 6).

Information on risk factors

The first design principle outlined by Bandura [3] is an information component that discloses the po-
tential consequences resulting from a high-risk behavior. In a digital security context, this information
is often acquired through reports of negative experiences from family and friends [5, 11]. To make
this information acquisition process more natural and convincing, we designed the game to start with
an anecdotal story of a friend messaging the player about a security breach they experienced, and
the consequences that followed (Figure 2). The game narrative is structured around helping the friend
with their problems. This narrative structure makes the game easier to relate to and briefs the player
on the potential consequences of security breaches.

Development of skills

Time energy, which is needed for time travel, is given only to the most altruistic would-be time
travelers. Players can therefore obtain time energy from being as helpful as possible to the student in
improving their security choices (Figure 5). The player must analyze the situation using clues that
are situated in the student’s environment. The player then learns about all the security options and
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their applications, and are asked to choose the most effective response. In this case, the student’s
security problems stems from three factors: writing down the password, using a weak password, and
sharing password across accounts. While some security options are more effective, all options are
an improvement over the student’s current choice: password manager creates and manages unique
strong passwords for different online accounts, which would be the most secure; even though 2FA and
strong password each solves one aspect of the problem, they improve on the student’s current practice.
This approach tries to imitate real life situations in which no answer is "correct”, but are relatively
more or less effective depending on context. The amount of time energy acquired reflects the relative
value of the choice. Bandura [3] suggests that development of skills come from modeling: people judge
their own capabilities based on how well those whom they regard as similar to themselves perform.
In this case, by offering solutions to the student, the player can gain insights on the effectiveness of
the security behavior based on its effect on someone similar to their situation.

Figure 3: Player can search through the Skill enhancement and application

student’s room for clues. This approach aims to provide the players with guided skill enhancement by helping them through
the steps that are required to set up a security protection option. By sending the players to the past
to correct the student’s behaviors, we aim to guide the player through a high-risk situation and show

Bl them how their security skills can avert negative consequences. In the past, the player is asked to
f;"f,‘f;__”‘””’ protect the student’s account in the way that is most suitable to them. Moreover, the player is asked
ilovekingjames to go through the actual process of applying a certain protection mechanism, such as setting up 2FA

for Facebook (Figure 6). The player can also choose to implement other security options if they want

Viow this ook suspicious,e€s me try this on the to heighten their security level even more and/or to practice other methods of protection. By showing
[ the player the actual process of implementing a security mechanism such as 2FA we aim to alter
their belief that such processes are convoluted and technologically demanding. At the end of the skill
application, we also show the positive outcome of their actions with a happy ending: the friend never

got their account hacked and their important information is still safe.
IMPLICATIONS AND FUTURE WORK

Using an iterative design process, we have instantiated Bandura’s design principles for increasing
self-efficacy in a game. We hypothesize that the skill set and knowledge that players obtain from
the game should reduce player’s perception that security precautions are unnecessary or difficult
to achieve and thus increase their self-efficacy. To evaluate this hypothesis, we plan to conduct a
mixed-method study of game effectiveness. First, we will investigate how well each of the game

What should | say in this case..?
o Trust your memory, you don't need any tools!

e Astrong password should work!

design decisions described above instantiate Bandura’s principles using playtests and interviews.
We will ask questions such as "Can you describe a scenario in which you could see yourself using
Figure 5: Player gets time energy when one of the security options you used in game?" in order to understand player’s take-aways from the
giving solutions to the student. game and their skill development. After iterating on the game based on our findings, we will use a
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randomized controlled study to compare this game to other cybersecurity education methods such as
informational fliers and educational videos. Our results will demonstrate whether the extra resources
required for game development are justified when compared with more traditional approaches to
behavior change. Finally, we will investigate the role of social support as outlined by Bandura in his
four design principles [3]. However, it differs from the other three principles in a way that it is an
element about external human interaction instead of internal factor. We will conduct a third study
comparing outcomes from players collaborating in pairs compared to players who interact with the
Nowwe g to the security and login page! game alone. In summary, our study was motivated to address the need for a theory-driven design
approach to cybersecurity games. If our hypotheses are borne out, it will provide a good model for
how to design theory-driven behavior change games in cybersecurity.
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