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ABSTRACT

Two-factor authentication (2FA) provides an extra layer of security as it requires two pieces of evidence
to be provided to an authentication mechanism before granting access to a user. However, people do
not prefer 2FA; a reason for this is that 2FA requires performing extra actions. In this late-breaking
work, we present UltraSonic Watch which provides a seamless 2FA through ultrasound. We report
a small-scale within-subjects study (N = 30) which investigates the performance of UltraSonic
Watch and the participants’ experience (in terms of perception, preference, and willingness to adopt).
The results are promising as they revealed that ultrasound can be used to provide an efficient 2FA
mechanism, transparent to the users, who are positive in adopting such an approach to increase the
security of the authentication process.
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CCS CONCEPTS
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INTRODUCTION

The rise of security breaches, digital crime, and internet fraud compounded by poor user password
choices (e.g., creation of easily guessable passwords, reuse of passwords across multiple accounts)
have turned the protection of users’ information (e.g., authentication credentials) a challenging
task for service providers. One way to mitigate the harm of password breaches is to use two-factor
authentication (2FA) schemes. In 2FA, the passwords are coupled with another authentication factor.
Such factors can be something the user knows (e.g., answers to security questions), something the
user has (e.g., one-time token), or something the user is (e.g., biometric characteristics).

However, users still prefer password-only authentication over 2FA; a reason for this is the extra
steps that the user must perform to log in [3]. For example, in Google 2-Step Verification (G2SV), the
users enter their password and if it is correct, they receive a code in their phone via text, voice call, or
mobile app. Then, they input this code to complete the login process. To minimize the steps required
and the human interference, recent works have used radio-frequency transmitters [4], camera-based
systems [2], acoustics and vision [11], acoustic signals [5], location-loT [1] and ambient sounds [6, 9].

Focusing on sound-based 2FA, it works well in varying proximity scenarios both in indoor and
outdoor environments [6], it is resilient to diverse attack types [5, 11], it supports cross devices [5],
and it is easily deployable [9]. However, while it is usable [6, 9], audible (or near-audible) sounds could
result unpleasant for people that are capable of hearing such sounds [9], ambient sounds could raise
privacy issues [6], etc. To address such issues, in this late-breaking work, we present UltraSonic Watch,
a 2FA mechanism based on ultrasound (i.e., the sound above human hearing range), which requires
no interaction between the user and the device aiming to deliver seamless 2FA authentication. We
also investigate whether ultrasound can be the basis of an efficient 2FA mechanism and we report on
the user experience, perception, and acceptance of using such a mechanism.
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PROTOTYPE

2 geaecates 2ad seads The conceptual architectural model of the 2FA scheme (Figure 1) consists of three main components:
Web-browser, Web-server, and UltraSonic Watch. UltraSonic Watch is based on Arduino Uno and HC-
SR04 ultrasonic sensors (Figures 2 and 3). Web-server is based on PHP and Apache; it is connected
with a MySQL database. Web-browser is built with web technologies (HTML5, JavaScript); it commu-
nicates with Web-server via WebSocket. Considering that this paper focuses on the human-computer
interaction aspect, we only provide an overview of the technical aspects of the UltraSonic Watch.
2 coce : The scenario that our prototype employs is: i) the user enters their username and password in
the client side (web-browser) application; ii) the user credentials are sent to the web-server; iii) the
web-server verifies the credentials; iv) the web-server generates a verification code; v) the code is sent
Figure 1: The conceptual architecture of to the UltraSonic Watch; vi) the UltraSonic Watch transmits the encoded ultrasonic code to the client;
the UltraSonic Watch 2FA system. vii) client records the encoded ultrasonic code and sends it to the web-server; viii) web-server extracts
the code and compares it with the original one; ix) web-server notifies client whether the login is
accepted or rejected; if rejected, a fallback code-based 2FA scheme is activated. In each communication
channel, we considered security-related issues (e.g., code encryption).

We tested UltraSonic Watch in various conditions and we took precautions against diverse bad-
case scenarios (e.g., communication loss between any of the components). Regarding positioning,
UltraSonic Watch worked best (>99% success) for distance range: [5¢cm, 60cm] and for relative angles
range: [—20°, +20°]. After implementing UltraSonic Watch, we integrated it in a traditional wristwatch.

Web-server

1. sends user credentials

A

4. records and

sends code 5. correlates codes and

accepts/rejects login

Web-browser UltraSonic Watch

Figure 2: Testing the code transmission be-
tween the ultrasonic sensors. USER STUDY

We designed a controlled within-subjects experiment aiming to investigate whether UltraSonic Watch-
based authentication performs better than a traditional 2FA scheme (we used G2SV scheme) and
what the users’ experience is (in terms of perception, preference, and willingness to adopt).

Method

Hypotheses.

H;: UltraSonic Watch performs better than G2SV.
H,: Participants have a better experience when using UltraSonic Watch than G2SV.

Instruments and metrics. To assess the performance (H;) of each 2FA scheme, we measured the time to
log in and the failure rates. To assess the users’ experience (H,), we used the questionnaire presented
in [6], which collects information on the perceived quickness of the two schemes, participant’s
willingness to adopt any of the schemes, and participants’ preference on the environment they would
feel more comfortable to use the schemes.

Figure 3: Ultrasonic sensors were inte-
grated into a traditional wristwatch to im-
plement UltraSonic Watch.
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Table 1: Information about the study

participants.

Gender:

Age (in years):

14 females, 15 males,

1 genderqueer

M =24,SD =5, min = 18,
max = 45

Occupation: 23 students, 7 industry
employees

Experience Only one participant had

with 2FA: never used 2FA. The rest
of the participants were
familiar with 2FA, with
G2SV-like schemes being
the most common ones.
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Figure 4: When using UltraSonic Watch,
the users needed less time to log in the
system (significant difference: p < .0005),
than when using G2SV.

CHI 2019, May 4-9, 2019, Glasgow, Scotland, UK

Participants. We recruited 30 participants of varying characteristics (Table 1). We used personal
contacts and randomly invited people we came across at various study-cafés to take part in our study.

Procedure. After recruiting a participant, we provided them with information about the study process
and the collected data (i.e., anonymous store, use only for research purposes) and they provided their
consent. Then, we started the experiment. At first, each participant filled a form about demographic
information, and then they logged into our system to read their emails and perform a visual search
task using either the UltraSonic Watch or the G25V scheme. Then, the participant performed the same
task using the other scheme. We counterbalanced the sequence of the 2FA schemes to mitigate order
effects. Thus, 15 participants used UltraSonic Watch first and then G2SV/, and the other 15 participants
vice versa. After using both 2FA schemes, each participant completed the questionnaire and performed
an exit interview with a member of the research team.

Results

Login time. The paired-samples t-test revealed that when using UltraSonic Watch, the users needed
30.314 (95% Cl, 24.913 to 35.716) fewer seconds to log in than when using G2VS, #(29) = 11.479,
p < .0005,d = 2.096 (Figure 4). As expected, no order effects were found.

Failure rates. We did not witness any login failure for either of the two 2FA schemes. We speculate
that this may be due to the participants’ briefing, as we explained how the two 2FA schemes work.

Perceived quickness and security. The analysis of the post-test questionnaire answers (Wilcoxon signed-
rank tests) revealed that UltraSonic Watch elicited a statistically significant median increase in
perceived quickness compared to G2SV (z = 4.761, p < .001). Regarding the perceived security,
most users (14/30) reported that they felt more secure when using UltraSonic Watch as the attackers
could not track their actions (Table 2). The rest majority (13/30) reported no change in the security
perception. Moreover, most of the participants (24/30) reported that they would prefer UltraSonic
Watch to make an important transaction, such as a bank transfer.

Willingness to adopt. The Wilcoxon signed-rank tests revealed that UltraSonic Watch elicited a statisti-
cally significant median increase in willingness to adopt compared to G2SV if it was either mandatory
(z = 4.659, p < .001) or optional (z = 4.285, p < .001). The main reasons for adopting UltraSonic Watch
are that it is easy to use, it is quicker, it does not require human interference, and it feels more secure.
Besides the positive aspects of the transparent and automatic process, the participants mentioned
that the fact that they did not have any control of or feedback during the process could lead to doubts
regarding the adoption of such schemes in critical scenarios (Table 2).
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Table 2: Participants’ comments.

Category Comment
Perceived P3: “UltraSonic Watch was more
security: secure since attackers couldn’t
see if or what | was typing.”
P7: “An attacker has no means
to steal ultrasounds.”
P20: “Undoubtedly ultrasonic
is more secure, as it is novel
technology. At least, for now.”
Willingness  P2: “UltraSonic Watch was much
to adopt: faster, so I'd pick it for login.”

P12: “For secure transactions,
I'd use the UltraSonic Watch”

P13: “Ultrasonic sensors can be
easily customized and deployed,
right? I’d use them not only in
my watch but also my mobile.”

P19: “I’d use UltraSonic Watch
especially for my e-banking, but
shouldn’t it send me some kind
of notification or await me to
confirm an action?

P20: “UltraSonic Watch was fast,
easy-to-use, and automatic. | did
less, and | was more secure.”

P25: “I am positive using the
UltraSonic Watch, but at the same
time, I’'m skeptical as neither | was
aware nor | had control of the
login process.”

(continues to the next page)
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Preferred environment. Regarding the context that the users would prefer to use each 2FA scheme,
the McNemar’s tests revealed that UltraSonic Watch would be preferred in working environments
(p = .004) and libraries (p = .009). The participants reported that in the workplace the authentication
should be performed quickly in order to save time or do not get distracted by non-primary tasks.
Regarding the libraries, they would prefer a scheme that is non-distracting for other library users.

DISCUSSION

In this paper we presented UltraSonic Watch, which helped users to complete a 2FA login process
more quickly than when using a traditional 2FA scheme; they felt that the process was completed in
less time and more securely and they had an increased willingness to adopt it, especially in places
that time matters (e.g., workplace) and places that require quiet (e.g., library).

An issue raised by the participants was the absence of control or feedback during the authentication
process. Seamless authentication is a desirable characteristic mainly due to its non-distracting nature
but this feature raises a contradiction. To provide an increased feeling of control and increase the
willingness to adopt the scheme, it is essential to further investigate whether and how much human
intervention could and should be incorporated in the process. If 2FA is a continuum with the seamless
2FA at the one end and the traditional 2FA at the other, it is vital to investigate where the golden
section between the user interference and the user control lies, whether this is dependent on the type
of the authentication service, and the optimal control/notification type (e.g., message, vibration).

In contrast to other sound-based 2FA schemes, UltraSonic Watch overcomes privacy issues associated
with ambient sounds, as there is no transmission of data that may leak private information (e.g.,
transmission of recorded conversation during authentication attempt) or compromise user location.
Moreover, it does not disclose authentication-related actions (e.g., when the code is transmitted)
which can be associated with audible sounds (e.g., the attacker is aware of when the authentication
process is active as they can hear, record, and reproduce the transmitted sound).

Given the reported advantages of the seamless 2FA and the low cost and the easy integration of
ultrasonic sensors in information systems, the use of ultrasound is not only promising for providing
better authentication solutions but also contributes to designing multifunctional wearable devices, as
ultrasound has been used to measure distances, to provide haptic feedback and perception [10], to
support hand gesture recognition [8], etc.

Limitations and Future Work

Our study has limitations, which are related primarily to the small and non-diverse study sample.
Moreover, the study participants did not use UltraSonic Watch in their real life, but the authentication
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(continues from the previous page)

Category

Comment

Preferred
environment:

P2: “When in work, | want to do
things fast, so I'd use the watch.”

P9: “No sounds means no distraction
or frustration for other people.”

P25: “I think it would work well
both in quiet and noisy places,
as it’s based on sounds beyond
human hearing spectrum.”

P28: “Checking my emails or
purchasing online are not tasks
of my job; so, when needed, |
want to complete such tasks
securely and quickly.”

CHI 2019, May 4-9, 2019, Glasgow, Scotland, UK

scenario was realistic; we expect that our results will be replicated in more ecologically valid and
real-life settings. Our future work includes: i) performing a longitudinal study with increased sample
size and diversity, ii) integrating UltraSonic Watch in real-life scenarios, iii) investigating possible
threats and providing workarounds, iv) investigating means of making the users feel more in control of
the authentication process, and v) coupling 2FA with other factors (e.g., human factors [7]). Moreover,
considering that ultrasound is audible to some animals, we should investigate the impact of UltraSonic
Watch on them in our future attempts.
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