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Currently, the smartphone has become an essential 
communication and amusement tool, which has strong computing 
power and a variety of functions. Especially, the market share of 
smartphone with android system account for 84% in 2016[1]. Under 
android system, a large of privacy data (e.g. photos or videos) are 
stored in external storage (emulated Sdcard storage), which can be 
accessed by installed apps. This not only results in privacy leakage 
but also incurs ransomware attack[2] (e.g. simplocker). Therefore, 
we present Sdguard, an app, can implement fine-grain permission 
control based on Linux DAC mechanism，and detect ransomware 
which encrypts content of file stored in external storage or lock user 
screen. 

To install Sdguard app, we need to ensure that the smartphone has 
been rooted and use FUSE filesystem on external storage. During 
installing, sdcard daemon of android (i.e. FUSE daemon) is replaced 
by our customized sdcard daemon. After rebooting system, the 
customized daemon is loaded, and each component of Sdguard is 
running. 

Figure 1 shows the architecture of the Sdguard app, which consists 
of two service components (activity stack monitor and I/O log 
analyzer) and an access control list. When an app creates a file, the 
customized FUSE daemon modifies owner and group of the file 
according to UID and GID of the app. Meanwhile, when an app read 
or write a file, the module of permission checker verifies its UID 
and permission to determine access action (allowing or refusing). 
I/O recorder can record all I/O operations to external storage, and 
then write log to a file. I/O log analyzer parses log file to try finding 
malicious action. We also create some decoy files which can be 
accessed by installed apps. We can find one type of ransomware 
which encrypts file. User can set some  specific access rules to 
installed apps through access control list. This can meet some 
personal demand of user. The activity stack monitor service is in 
charge of monitoring activity stack of android system. The monitor 
only observes an activity which locates top stack. When finding an 
activity of certain app except lock-screen app (android system app) 
locates top stack for long time, we may think the app is ransomware 
which can lock user screen and kill its process to eliminate threat.  

To enable monitoring activity stack, and starting automatically, the 
Sdguard application must delear related permissions, such as 
GET_TASK and RECEIVE_BOOT_COMPLETED. In short, the 
Sdguard app may be easily installed by manual way or OTA on the 
most of android version, and prevent privacy leakage from 
external storage. A user can grant/revoke certain permissions to an 
installed application through modifying Access control list. In 
addition, the Sdguard also effectively eliminate influence of 
ransomware. 
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Figure 1: Sdguard app architecture and its component 
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