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Abstract

We demonstrate Reptor, a bytecode instrumentation tool enabling
API virtualization on Android. It provides a general way to alter
functionality of platform APIs on Android. With Reptor, third-
party developers can modify the behavior of platform APIs accord-
ing to their needs. All modifications are completely at the app layer
without modifying the underlying platform. This allows practical
openness—third-party developers can easily distribute their modi-
fications for a platform without the need to update the entire plat-
form.

1. INTRODUCTION

Oftentimes, mobile platform source code is closed. For exam-
ple, the source code for iOS and Windows Mobile is closed. Third
parties cannot really examine and modify the source code. One
exception is Android that is open to the public. Third-party de-
velopers can access and modify the source code. However, there
is no easy way to deploy the platform modifications to large-scale
users. This is because Google or major mobile vendors such as
Samsung and LG, control the platform distribution channels. In
other words, there are only a select few players who can control
the innovation on Android. Thus, there is a stiff barrier to real-
ize novel ideas to make advances. To mitigate this lack of mobile
platform openness, we propose a new technique called API virtu-
alization to enable open innovation in Android. API virtualization
allows third-party developers to modify, reimplement, or customize
the behavior of platform APIs and deploy them seamlessly.

2. API VIRTUALIZATION

API virtualization is a shim layer between the platform layer and
the app layer as shown in Figure 1. We create replacement classes
for all platform API classes used by an app, and modify the existing
code in the app to use the replacement classes instead of the origi-
nal platform API classes. This shim layer contains all replacement
classes and is injected into the app. In other words, API virtualiza-
tion is self-contained in the app layer allowing for seamless mod-
ifications. Third-party developers can easily modify the behavior
of platform APIs by modifying the implementation of replacement
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Figure 1: API Virtualization

classes. Moreover, third-party developers seamlessly deploy their
instrumented version of app through regular app distribution chan-
nels such as Google Play. This approach has an extra benefit that
per-app customizations are possible. One example is when each
app is tailored to sync with public cloud or secure cloud depending
on its purpose as envisioned by BlueMountain [2].

We have implemented a prototype of API virtualization called
Reptor on Android. To correctly realize API virtualization, we have
carefully addressed many practical challenges. These challenges
mainly come from Android’s event-driven programming model and
its development language, Java. Java has a variety of features such
as polymorphism, which means that a child class object can be cast
to a parent class anywhere in an app. Also, the child class can
define its own functionality or use some of the parent class’s func-
tionality. Therefore, known techniques such as search-and-replace
approach and call site instrumentation are not suitable for API vir-
tualization due to the features.

3. DEMONSTRATION

To concretely demonstrate the power of Reptor, we will show
three use cases. The first use case of Reptor is a vendor-tied library
switching. In this use case, we automatically transform Airbnb app
developed with Googles library to use Amazons library by using
Reptor, specifically Google Maps APIs to Amazon Maps APIs.
The second use case is a runtime permission mechanism that asks
a user to grant permission to an app at run time, mirroring the i0OS
permission model. In this use case, we use Twitter as a target app.
The third use case is an HTTP-to-HTTPS translator, which makes
an app use HTTPS instead of HTTP if HTTPS is available on a re-
quested URL. We have posted demo videos of the use cases on our
YouTube channel [1].
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