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ABSTRACT 
The introduction of smart phones in the mid-2000s forever 

changed the way users interact with data and computation--and 

through it prompted a renaissance of digital innovation. Yet, at the 

same time, the architectures, applications and services that 

fostered this new reality fundamentally altered the relationship 

between users and security and privacy. In this talk I map the 

scientific community's evolving efforts over the last decade in 

evaluating smart phone application security and privacy. I 

consider several key scientific questions and explore the methods 

and tools used to answer them. Through this exposition, I show 

how our joint understanding of adversary and industry practices 

have matured over time, and briefly consider how these results 

have informed and shaped technical public policy in the United 

States. I conclude with a discussion of the open problems and 

opportunities in mobile device security and privacy. 

 

CCS Concepts/ACM Classifiers 
• Security and Privacy, System Security 

Author Keywords 
Mobile platform security, program analysis 

BIOGRAPHY  
Patrick McDaniel is a Distinguished Professor in the School of 

Electrical Engineering and Computer Science at Pennsylvania 

State University, Fellow of the IEEE and ACM, and Director of 

the Institute for Networking and Security Research. 

 

 

Professor McDaniel is also the program manager and lead scientist 

for the Army Research Laboratory’s Cyber-Security Collaborative 

Research Alliance. Patrick’s research focuses on a wide range of 

topics in computer and network security and technical public 

policy. Prior to joining Penn State in 2004, he was a senior 

research staff member at AT&T Labs-Research. 

 

 

Permission to make digital or hard copies of part or all of this work for 

personal or classroom use is granted without fee provided that copies are 
not made or distributed for profit or commercial advantage and that copies 

bear this notice and the full citation on the first page. Copyrights for third-

party components of this work must be honored. For all other uses, contact 
the owner/author(s). Copyright is held by the author/owner(s). 
IWSPA’17, March 24, 2017, Scottsdale, AZ, USA. 

ACM ISBN 978-1-4503-4909-3/17/03. 

http://dx.doi.org/10.1145/3041008.3053682  

 
*This invited talk was a shared talk with ABAC'17, IWSPA'17, 

and SDN-NFV Sec'17 Workshops. Re-used with permission from ACM. 

41

http://dx.doi.org/10.1145/3041008.3053682



