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ABSTRACT
The rapid growth of data has raised the importance of

privacy-preserving techniques in distributed machine learn-
ing. In this paper, we develop a privacy-preserving method
to a class of regularized empirical risk minimization (ERM)
machine learning problems. We first decentralize the learn-
ing algorithm using the alternating direction method of mul-
tipliers (ADMM), and propose the method of dual variable
perturbation to provide dynamic differential privacy. The
mechanism leads to a privacy-preserving algorithm under
mild conditions of the convexity and differentiability of the
loss function and the regularizer. We study the performance
of the algorithm measured by the number of data points re-
quired to achieve a bounded error. To design an optimal
privacy mechanism, we analyze the fundamental tradeoff be-
tween privacy and accuracy, and provide guidelines to choose
privacy parameters. Numerical experiments using the real-
world database are performed to corroborate the results on
the privacy and utility tradeoffs and design.
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1 Introduction
Recent years have witnessed that Distributed machine learn-

ing is a promising way to manage the deluge of data. The
size of the training data ranges from 1TB to 1PB [13]; as a
result, a centralized machine learning that collects and pro-
cesses the data can lead to significant computational com-
plexity and communications overhead. Therefore, a decen-
tralized approach to machine learning is essential to reduce
the computational cost, provide the scalability of the data
processing and improve the quality of decision-making.

Alternating direction method of multiplier (ADMM) is one
suitable approach to decentralizing a centralized machine
learning problem. ADMM enables distributed training over
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a network of collaborative nodes which exchange their pa-
rameters and outcomes with the neighbors. However, se-
rious privacy concerns arise from the communications be-
tween two neighboring nodes, which process sensitive data
including social network data, the web search histories, fi-
nancial information, and medical records. It is possible for
an adversary to acquire confidential information about the
training data of individual nodes by observing the outcome
of the learning. The adversary can be either a member of
the learning network or an outsider. Differential privacy is
a well-suitable concept that provides a strong privacy guar-
antee that the absence of a single database item does not
allow an adversary to distinguish (substantially) an individ-
ual data point [8].

This paper focuses on a class of distributed ADMM-based
empirical risk minimization (ERM) problems, and develops
a randomized algorithm that can provide differential privacy
[8, 17] while keeping the learning procedure accurate. The
privacy concepts of [8, 17] is extended to distributed ma-
chine learning over networks based on ADMM, and we pro-
pose a privacy-preserving scheme of the regularized ERM-
based optimization. The method is dual variable perturba-
tion (DVP), in which we perturb the dual variable of each
node at every ADMM iteration.

We investigate the performance of the algorithms and
show that the DVP is useful for non-separable learning prob-
lems. We characterize the fundamental tradeoffs between
privacy and accuracy by formulating an optimization prob-
lem and use numerical experiments to demonstrate the opti-
mal design of privacy mechanisms. We use ADMM to decen-
tralize regularized ERM algorithms to achieve distributed
training of large datasets. Dynamic differential privacy is
guaranteed for the distributed algorithm using the DVP,
which adds noise to the update of the dual variable. We pro-
vide the theoretical performance guarantees of the DVP ver-
sion of the distributed ERM with l2 regularization. The per-
formance is measured by the number of sample data points
required to achieve certain criteria. We also propose a de-
sign principle to select the optimal privacy parameters by
solving an optimization problem.

1.1 Related Work
A significant amount of research has investigated the dis-

tributed classification learning algorithm. These works have
focused on either enhancing the efficiency of the learning
model or on producing a global classifier from multiple dis-
tributed local classifier trained at individual nodes. Efforts
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have been on making the distributed algorithm suitable for
large-scale datasets, e.g., MapReduce has been used to ex-
plore the performance improvements [7]. In addition, meth-
ods such as voting classification [5], mixing parameters [14],
and ADMM methods [10], have been used to achieve dis-
tributed computation. ADMM is used in our approach to
distributed machine learning, in which the centralized prob-
lem acts as a group of distributed convex optimization sub-
problems connected by the consensus constraints on the de-
cision parameters over a network.

In privacy-preserving data mining research, a large amount
of literature on data perturbation for privacy (e.g., [9],[12])
has focused on additive or multiplicative perturbations of
individual samples, which might affect certain relationships
among different samples in the database. Many works also
have studied the differential-private machine learning. For
example, Kasiviswanathan et al. have derived a general
method for probably approximately correct (PAC, [19]) in
[11]. A body of existing literature has investigated the trade-
off privacy and accuracy while researching on the theory of
differential privacy (examples include [8, 15, 2]). This work
extends the notion of differential privacy to a dynamic set-
ting, and defines dynamic differential privacy to capture the
distributed and iterative nature of the ADMM-based dis-
tributed ERM.

1.2 Organization of the Paper
The rest of the paper is organized as follows. In Section

2, we present the ADMM approach to decentralizing a cen-
tralized ERM problem, and describe the privacy concerns
associated with the distributed machine learning. Section 3
presents the DVP algorithm to provide dynamic differential
privacy. Section 4 studies the performance of the DVP al-
gorithm and Section 5 shows numerical experiments to cor-
roborate the results and optimal design principles to the
tradeoff between privacy and accuracy. Finally, Section 6
presents concluding remarks and future research directions.

2 Problem Statement
Consider a connected network, which contains P nodes

described by an undirected graph G(P, E) with the set of
nodes P = {1, 2, 3, ..., P}, and a set of edges E denoting the
links between connected nodes. A particular node p ∈ P
only exchanges information between its neighboring node
j ∈ Np, where j ∈ Np is the set of all neighboring nodes
of node p, and Np = |Np| is the number of neighboring
nodes of node p. Each node p contains a dataset Dp =
{(xip, yip) ⊂ X × Y : i = 0, 1, ..., Bp}, which is of size Bp
with data vector xip ∈ X ⊆ Rd, and the corresponding label
yip ∈ Y := {−1, 1}. The entire network therefore has a set

of data D̂ =
⋃
p∈P Dp.

The target of the centralized classification algorithm is to
find a classifier f : X → Y using all available data D̂ that
enables the entire network to classify any data x′ input to a
label y′ ∈ {−1, 1}. Let ZC1(f |D̂) be the objective function
of a regularized empirical risk minimization problem (CR-
ERM), defined as follows:

ZC1(f |D̂) :=
CR

Bp

P∑
p=1

Bp∑
i=1

L̂(yip, f
Txip) + ρR(f), (1)

where CR 6 Bp is a regularization parameter, and ρ > 0
is the parameter that controls the impact of the regularizer.

Suppose that D̂ is available to the fusion center node, then
we can choose the global classifier f : X → Y that minimizes
the CR-ERM.

The loss function L̂(yip, f
Txip) : R × Rd × Rd → R, is

used to measure the quality of the classifier trained. In this
paper, we focus on the specific loss function L̂(yip, f

Txip) =
L(yipf

Txip). The function R(f) in (1) is a regularizer that
prevents overfitting. In this paper, we have the following
assumptions on the loss, regularization functions, and the
data.

Assumption 1. The loss function L is strictly convex and
doubly differentiable of f with |L′| 6 1 and |L′′| 6 c1, where
c1 is a constant. Both L and L′ are continuous.

Assumption 2. The regularizer function R(·) is continu-
ous, differentiable and 1-strongly convex. Both R(·) and
∇R(·) are continuous.

Assumption 3. We assume that ‖xip‖6 1. Since yip ∈
{−1, 1}, |yip| = 1.

2.1 Distributed ERM
To decentralize CR-ERM, we introduce decision variables
{fp}Pp=1, where node p determines its own classifier fp, and
impose consensus constraints f1 = f2 = ... = fP that guar-
antee global consistency of the classifiers. Let {wjp} be the
auxiliary variables to decouple fp of node p from its neigh-
bors j ∈ Np. Then, the consensus-based reformulation of
(1) becomes

min
{fp}Pp=1

ZC2 :=
CR

Bp

P∑
p=1

Bp∑
i=1

L(yipf
T
p xip) +

P∑
p=1

ρR(fp).

s.t. fp = wpj , wpj = fj , p = 1, ..., P, j ∈ Np

(2)

where ZC2({fp}p∈P |D̂) is the reformulated objective as a
function of {fp}Pp=1. According to Lemma 1 in [10], if {fp}Pp=1

presents a feasible solution of (2) and the network is con-
nected, then problems (1) and (2) are equivalent, i.e., f =
fp, p = 1, ..., P , where f is a feasible solution of CR-ERM.
Problem (2) can be solved in a distributed fashion using
the alternative direction method of multiplier (ADMM) with
each node p ∈ P optimizing the following distributed regu-
larized empirical risk minimization problem (DR-ERM):

Zp(fp|Dp) :=
CR

Bp

Bp∑
i=1

L(yipf
T
p xip) + ρR(fp). (3)

The augmented Lagrange function associated with the DR-
ERM is:

LDp (fp, wpj , λ
k
pj)

= Zp +
∑
i∈Np

(
λapi
)T

(fp − wpi) +
∑
i∈Np

(
λbpi
)T

(wpi − fi)

+
η

2

∑
i∈Np

(‖ fp − wpi ‖2 + ‖ wpi − fi ‖2).

(4)
The distributed iterations solving (3) are:

fp(t+ 1) = arg min
fp

LDp
(
fp, wpj(t), λ

k
pj(t)

)
, (5)

wpj(t+ 1) = arg min
wpj

LDp
(
fp(t+ 1), wpj , λ

k
pj(t)

)
, (6)
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Algorithm 1 Distributed ERM

Required: Randomly initialize fp, λp = 0d×1 for every p ∈ P
Input: D̂
for t = 0, 1, 2, 3, ... do

for p = 0 to P do
Compute fp(t+ 1) via (10).

end for
for p = 0 to P do

Broadcast fp(t+ 1) to all neighbors j ∈ Np.
end for
for p = 0 to P do

Compute λp(t+ 1) via (11).
end for

end for

Output: f∗.

λapj(t+ 1) = λapj(t) + η(fp(t+ 1)− wpj(t+ 1)),

p ∈ P, j ∈ Np,
(7)

λbpj(t+ 1) = λbpj(t) + η(wpj(t+ 1)− fp(t+ 1)),

p ∈ P, j ∈ Np.
(8)

According to Lemma 2 in [10], iterations (5) to (8) can
be further simplified by initializing the dual variables λkpj =

0d×d, and letting λp(t) =
∑
j∈Np λ

k
pj , p ∈ P, j ∈ Np, k = a,

b, we can combine (7) and (8) into one update. Thus, we
simplify (5)-(8) by introducing the following: Let LNp (t) be

the short-hand notation of LNp ({fp}, {fp(t)}, {λp(t)}) as :

LNp (t) :=
CR

Bp

Bp∑
i=1

L(yipf
T
p xip) + ρR(fp) + 2λp(t)

T fp

+ η
∑
i∈Np

‖ fp −
1

2
(fp(t) + fi(t)) ‖2 .

(9)

The ADMM iterations (5)-(8) can be reduced to

fp(t+ 1) = arg min
fp

LNp (fp, fp(t), λp(t)), (10)

λp(t+ 1) = λp(t) +
η

2

∑
j∈Np

[fp(t+ 1)− fj(t+ 1)]. (11)

The ADMM-based distributed ERM iterations (10)-(11)
are summarized in Algorithm 1. Every node p ∈ P updates
its local d× 1 estimates fp(t) and λp(t). At iteration t+ 1,
node p updates the local fp(t+ 1) through (10). Next, node
p broadcasts the latest fp(t+ 1) to all its neighboring nodes
j ∈ Np. Iteration t + 1 finishes as each node updates the
λp(t+ 1) via (11).

Every iteration of our algorithm is still a minimization
problem similar to the centralized problem (1). However,
the number of variables participating in solving (10) per
node per iteration is Np, which is much smaller than the

one in the centralized problem, which is
∑P
p=1 Np. There

are several methods to solve (10). For instance, projected
gradient method, Newton method, and Broyden-Fletcher-
Goldfarb-Shanno (BFGS) method [6] that approximates the
Newton method, to name a few.

ADMM-based distributed machine learning has benefits
due to its high scalability. It also provides a certain level
of privacy since nodes do not communicate data directly
but their decision variable fp. However, the privacy arises
when an adversary can make intelligent inferences at each

step and extract the sensitive information based on his ob-
servation of the learning output of his neighboring nodes.
Simple anonymization is not sufficient to address this issue
as discussed in Section 1. In the following subsection, we
will discuss the adversary models, and present differential
privacy solutions.

2.2 Privacy Concerns
Although the data stored at each node is not exchanged

during the entire ADMM algorithm, the potential privacy
risk still exists. Suppose that the dataset Dp stored at node
p contains sensitive information in data point (xi, yi) that
is not allowed to be released to other nodes in the network
or anyone else outside. Let K : Rd → R be the randomized
version of Algorithm 1, and let {f∗p }p∈P be the output of
K at all the nodes. Then, the output {f∗p }p∈P is random.
In the distributed version of the algorithm, each node opti-
mizes its local empirical risk based on its own dataset Dp.
Let Kt

p be the node-p-dependent stochastic sub-algorithm of
K at iteration t, and let fp(t) be the output of Kt

p(Dp) at
iteration t inputting Dp. Hence, the output fp(t) is stochas-
tic at each t. In this work, we consider the following attack
model. The adversary can access the learning outputs of
intermediate ADMM iterations as well as the final output.
This type of adversary aims to obtain sensitive information
about the private data point of the training dataset by ob-
serving the output fp(t) of Kt

p or f∗p of K for all p ∈ P at
every stage t of the training. We protect the privacy of dis-
tributed network using the definition of differential privacy
in [8]. Specifically, we require that a change of any single
data point in the dataset might only change the distribution
of the output of the algorithm slightly, which is visible to the
adversary; this is done by adding randomness to the output
of the algorithm. Let Dp and D′p be two datasets differing in
one data point; i.e., let (xip, yip) ⊂ Dp, and (x′ip, y

′
ip) ⊂ D′p,

then (xip, yip) 6= (x′ip, y
′
ip). In other words, their Hamming

Distance, which is defined as Hd(Dp, D
′
p) =

∑Bp
i=0 1{i : xi 6=

x′i}, equals 1; i.e., Hd(Dp, D
′
p) = 1.

To protect the privacy against the adversary, we propose
the concept of dynamic differential privacy, which enables
the dynamic algorithm to be privacy-preserving at every
stage of the learning.

Definition 1. (Dynamic α(t)-Differential Privacy (DDP))
Consider a network of P nodes P = {1, 2, ..., P}, and each

node p has a training dataset Dp, and D̂ =
⋃
p∈P Dp. Let

K : Rd → R be a randomized version of Algorithm 1. Let
α(t) = (α1(t), α2(t), ..., αP (t)) ∈ RP+, where αp(t) ∈ R+ is
the privacy parameter of node p at iteration t. Let Kt

p be the
node-p-dependent sub-algorithm of K, which corresponds to
an ADMM iteration at t that outputs fp(t). Let D′p be any
dataset with Hd(D

′
p, Dp) = 1, and gp(t) = Kt

p(D
′
p). We say

that the algorithm K is dynamic αp(t)-differential private
(DDP) if for any dataset D′p, and for all p ∈ P that can
be observed by an adversary, and for all possible sets of the
outcomes S ⊆ R, the following inequality holds:

Pr[fp(t) ∈ S] 6 eαp(t) · Pr[gp(t) ∈ S], (12)

for all t ∈ Z during a learning process. The probability is
taken with respect to fp(t), the output of Kt

p at every stage t.
The algorithm K is called dynamic α(t)-differential private
if the above conditions are satisfied.
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(a) DVP during intermediate iterations

(b) The final iteration of DVP

Figure 1. Illustration of DVP: (a) DVP during intermedi-
ate iterations. The perturbed µp participates in the (15). As
a result, the output fp at each iteration is a random vari-
able, and the transmission of fp is differential private. (b)
The final iteration of DVP. Note that the evil face symbol
represents the adversary.

Definition 1 provides a suitable differential privacy con-
cept for the adversary. For dynamic αp(t)-differential pri-
vate algorithms, the adversaries cannot extract additional
information by observing the intermediate updates of fp(t)
at each step. Clearly, the algorithm with ADMM iterations
shown in (10) to (11) is not dynamic αp(t)-differential pri-
vate. This is because the intermediate and final optimal
output fp’s are deterministic given dataset Dp. For D′p
with Hd(Dp, D

′
p) = 1, the classifier will change completely,

and the probability density Pr([fp|D′p]) = 0, which leads to

the ratio of probabilities
Pr[fp|Dp]

Pr[fp|D′p]
→ ∞. Please note that

the optimization at each iteration in ADMM is independent
of each other different iteration. This property of ADMM
makes it possible that the privacy at each node each iter-
ation is independent; the level of privacy at node p ∈ P
iteration t totally depends on the value of αp(t) chosen at
time t and is independent of αj(t

′), for all t′ 6= t and all
j 6= p. Thus, our dynamic privacy is also independent of the
number of iterations. As a result, the adversaries cannot
obtain additional information from each iteration and there
is nothing in previous iterations they can take advantage of
to extract more information in later iterations.

3 Dynamic Private Preserving
In this subsection, we describe the algorithm that pro-

vides dynamic α-differential privacy defined in Section 2.2.
We extend the definition of differential privacy in [8], in
which the output, i.e., the variable in our case, is perturbed
by random noise before releasing it. The fact that the opti-
mization at each iteration in ADMM is independent of each
other at different iterations has made it possible to deal with
the privacy issue at a node p ∈ P in each iteration indi-
vidually. However, the directly perturbed variables will be
transmitted to neighboring nodes and thus the noise terms
from all the neighboring nodes as well as the node p itself
will be directly involved in the optimization at the next iter-
ation. Thus, we perturb the Lagrange multiplier, i.e., dual
variable, instead. The perturbed dual variable randomizes
optimization at each iteration, and thus the output of each
iteration. We name this method as the dual variable per-
turbation (DVP).

3.1 Dual Variable Perturbation
In the DVP, the dual variables {λp(t)}Pp=1 are perturbed

with a random noise vector εp(t) ∈ Rd with the probability

density function Kp(ε) ∼ e−ζp(t)‖ε‖, where ζp(t) is a param-
eter related to the value of αp(t), and ‖ · ‖ denotes the l2
norm. At each iteration, we first perturb the dual variable
λp(t), obtained from the last iteration, and store it in a new
variable µp(t) = λp(t) + εp(t). Now the corresponding node-
p-based augmented Lagrange function LNp (t) becomes

Ldualp

(
fp, fp(t), µp(t+ 1), {fi(t)}i∈Np

)
,

defined as follows, and Ldualp (t) is used as a short-hand no-
tation:

Ldualp (t) = CR

Bp

∑Bp
i=1 L(yipf

T
p xip) + ρR(fp)

+2µp(t+ 1)T fp + Φ
2
‖ fp ‖2

+η
∑
i∈Np ‖ fp −

1
2

(fp(t) + fi(t)) ‖2, (13)

where Φ
2
‖ fp ‖2 is an additional penalty. As a result,

the minimizer of Ldualp (t) is random. At each iteration, we
first perturb the dual variable λp(t), obtained from the last
iteration, and store it in a new variable µp(t+ 1).

Now, the iterations (10)-(11) become follows:

µp(t+ 1) = λp(t) +
CR

2Bp
εp(t+ 1), (14)

fp(t+ 1) = arg min
fp

Ldualp (t), (15)

λp(t+ 1) = λp(t) +
η

2

∑
j∈Np

[fp(t+ 1)− fj(t+ 1)]. (16)

The iterations (14)-(16) are summarized in Algorithm 2,
and are illustrated in Figure 1. All nodes have its corre-
sponding value of ρ. Every node p ∈ P updates its local
estimates µp(t), fp(t) and λp(t) at time t; at time t+1, node
p first perturbs the dual variable λp(t) obtained at time t to
obtain µp(t+ 1) via (14), and then uses training dataset Dp
to compute fp(t+ 1) via (15). Next, node p sends fp(t+ 1)
to all its neighboring nodes. The (t + 1)-th update is done
when each node updates its local λp(t+1) via (16). We then
have the following theorem.
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Algorithm 2 Dual Variable Perturbation

Required: Randomly initialize fp, λp = 0d×1 for every p ∈ P
Input: D̂, {[αp(1), αp(2), ...]}Pp=1

for t = 0, 1, 2, 3, ... do
for p = 0 to P do

Let α̂p = αp(t)− ln
(

1 + c1
Bp

CR

(
ρ+2ηNp

))2
.

if α̂p > 0 then
Φ = 0.

else
Φ = c1

Bp

CR
(eαp(t)/4−1)

− ρ− 2ηNp and α̂p = αp(t)/2.

end if
Draw noise εp(t) according to Kp(ε) ∼ e−ζp(t)‖ε‖ with
ζp(t) = α̂p.
Compute µp(t + 1) via (14) and fp(t + 1) via (15) with
augmented Lagrange function as (13).

end for
for p = 0 to P do

Broadcast fp(t+ 1) to all neighbors j ∈ Np.
end for
for p = 0 to P do

Compute λp(t+ 1) via (16).
end for

end for

Output: {f∗p }Pp=1.

Theorem 1. Under Assumption 1, 2 and 3, if the DR-ERM
problem can be solved by Algorithm 2, then Algorithm 2 solv-
ing this distributed problem is dynamic α-differential private
with αp(t) for each node p ∈ P at time t. Let Q(fp(t)|D)
and Q(fp(t)|D′p) be the probability density functions of fp(t)
given dataset D and D′p, respectively, with Hd(D,D

′
p) = 1.

The ratio of conditional probabilities of fp(t) is bounded as
follows:

Q(fp(t)|D)

Q(fp(t)|D′p)
6 eαp(t). (17)

Proof: See Appendix.

4 Performance Analysis
In this section, we discuss the performance of Algorithm

2. We establish performance bounds for regularization func-
tions with l2 norm. Our analysis is based on the following
assumptions:

Assumption 4. The data points {(xpi, ypi)}Bpi=1 are drawn
i.i.d. from a fixed but unknown probability distribution
Pxy(xpi, ypi) at each node p ∈ P.

Assumption 5. εp(t) is drawn from (15) with the same
αp(t) = α(t) for all p ∈ P at time t ∈ Z.

We then define the expected loss of node p using classifier
fp as follows, under Assumption 4:

Ĉ(fp) := CRE(x,y)∼Pxy (L(yfTx)),

and the corresponding expected objective function Ẑ is:

Ẑp(fp) := Ĉ(fp) + ρR(fp).

The performance of non-private non-distributed ERM clas-
sification learning has been already studied by, for example,
Shalev et al. in [18] (also see the work of Chaudhuri et al.
in [3]), which introduces a reference classifier f0 with ex-

pected loss Ĉ(f0), and shows that if the number of data

points is sufficiently large, then the actual expected loss of
the trained l2 regularized support vector machine (SVM)
classifier fSVM satisfies

Ĉ(fSVM ) 6 Ĉ0 + αacc,

where αacc is the generalization error. We use a similar
argument to study the accuracy of Algorithm 1. Let f0

be the reference classifier of Algorithm 1. We quantify the
performance of our algorithms with f∗ as the final output
by the number of data points required to obtain

Ĉ(f∗) 6 Ĉ0 + αacc.

However, instead of focusing on only the final output, we
care about the learning performance at all iterations. Let
fnonp (t+ 1) = arg minfp L

N
p (t) be the intermediate updated

classifier at t, and let f∗ = arg minfp Zp(fp|Dp) be the final
output of Algorithm 1. From Theorem 9 (see Appendix A),
the sequence {fnonp (t)} is bounded and converges to the opti-
mal value f∗ as time t→∞. Note that {fnonp (t)} is a non-
private classifier without added perturbations. Since the
optimization is minimization, then there exists a constant
∆non(t) at time t such that: Ĉ(fnonp (t))− Ĉ(f∗) 6 ∆non(t),

and substituting it to Ĉ(f∗) 6 Ĉ0 + αacc, yields:

Ĉ(fnonp (t)) 6 Ĉ0 + ∆non(t) + αacc. (18)

Clearly, the above condition depends on the reference clas-
sifier f0; actually, as shown later in this section, the number
of data points depends on the l2-norm ‖ f0 ‖ of the reference
classifier. Usually, the reference classifier is chosen with an
upper bound on ‖ f0 ‖, say b0. Based on (18), we provide
the following theorem on the performance of Algorithm 1.

Theorem 2. Let R(fp(t)) = 1
2
‖ fp(t) ‖2, and let f0 such

that Ĉ(f0) = Ĉ0 for all p ∈ P at time t, and δ > 0 is a pos-
itive real number. Let fnonp (t+ 1) = arg minfp L

N
p (fp, t|Dp)

be the output of Algorithm 1. If Assumption 1 and 4 are sat-
isfied, then there exists a constant βnon such that if the num-

ber of data points, Bp in Dp =
{

(xip, yip) ⊂ Rd × {−1, 1}
}

satisfy: Bp > βnon

(
CR‖f0‖2ln( 1

δ
)

α2
acc

)
, then fnonp (t + 1) satis-

fies: P
(
Ĉ(fnonp (t+ 1)) 6 Ĉ0 + αacc + ∆non(t)

)
> 1− δ. for

all t ∈ Z+.

Note that αacc 6 1 is required for most machine learn-
ing algorithms. In the case of SVM, if the constraints are
yif

Txi 6 cSVM , for i = 1, , ..., n, where n is the number
of data points, then, classification margin is csvm/ ‖ f ‖.
Thus, if we want to maximization the margin cSVM/ ‖ f0 ‖
we need to choose a large value of ‖ f0 ‖. Larger values
of ‖ f0 ‖ are usually chosen for non-separable or with small
margin. In the following section, we provide the performance
guarantees of Algorithm 2.

4.1 Performance of Private Algorithms
Similar to Algorithm 1, we solve an optimization prob-

lem minimizing Ldualp (fp, t|Dp) at each iteration. Let fp(t)
and λp(t) be the primal and dual variables used in mini-
mizing Ldualp (fp, t|Dp) at iteration t, respectively. Suppose
that starting from iteration t, the noise vector is static with
εp(t) generated at iteration t. To compare our private clas-
sifier at iteration t with a private reference classifier f0(t),
we construct a corresponding algorithm, Alg-2, associated
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with Algorithm 2. However, starting from iteration t + 1,
the noise vector in Alg-2 εp(t

′) = εp(t) for all t′ > t. In other
words, solving Alg-2 is equivalent to solving the optimization
problem with the objective function Zdualp (fp, t|Dp, εpi(t)),
t > 0 defined as follows:

Zdualp (fp, t|Dp, εp(t)) := Zp(fp|Dp) +
CR

Bp
εp(t)fp.

Let f ′p(t) and λ′p(t) be the updated variables of the ADMM-

based algorithm minimizing Zdualp (fp, t|Dp) at iteration t.
Then, Alg-2 can be interpreted as minimizing

Zdualp (fp, t|Dp, εpi(t))

with initial condition as f ′p(0) = fp(t) and λ′p(0) = λp(t)

for all p ∈ P. Let Zdualp (fp, t|Dp, εpi(t)) be regarded as the
associated objective function of Alg-2.

Since Zdualp (fp, t|Dp, εpi(t)) is real and convex, then, sim-
ilar to Algorithm 1, the sequence {fp(t)} is bounded and
fp(t) converges to f∗p (t), which is a limit point of fp(t). Thus,

there exists a constant ∆dual
p (t) given noise vector εp(t) such

that

Ĉ(fp(t))− Ĉ(f∗p (t)) 6 ∆dual
p (t).

The performance analysis in Theorem 2 can also used in
DVP. Specifically, the performance is measured by the num-
ber of data points, Bp, for all p ∈ P required to obtain

Ĉ(fp(t)) 6 Ĉ0(t) + αacc + ∆dual
p (t).

We say that every learned fp(t) is αacc-optimal if it satisfies
the above inequality.

We now establish the performance bounds for Algorithm
2, DVP, which is summarized in the following theorem.

Theorem 3. Let R(fp(t)) = 1
2
‖ fp(t) ‖2, and f0

p (t) such

that Ĉ(f0
p (t)) = Ĉ0(t) for all p ∈ P, and a real number

δ > 0. If Assumption 1, 4 and 5 are satisfied, then there
exists a constant βdual such that if the number of data points,

Bp in Dp =
{

(xip, yip) ⊂ Rd × {−1, 1}
}

satisfy:

Bp > βdual max

(
max
t

(‖ f0
p (t+ 1) ‖ d ln( d

δ
)

αaccαp(t)

)
,

max
t

(CRc1 ‖ f0
p (t+ 1) ‖2

αaccαp(t)

)
,max

t

(CR ‖ f0
p (t+ 1) ‖2 ln( 1

δ
)

α2
acc

))
,

then f∗p (t+ 1) satisfies:

P
(
Ĉ(f∗p (t+ 1)) 6 Ĉ0(t+ 1) + αacc

)
> 1− 2δ.

Corollary 3.1. Let fp(t + 1) = arg minfp L
dual
p (fp, t|Dp)

be the updated classifier of Algorithm 2 and let f0
p (t) be a

reference classifier such that Ĉ(f0
p (t) = Ĉ0(t). If all the

conditions of Theorem 3 are satisfied, then fp(t+1) satisfies

P
(
Ĉ(fp(t+ 1)) 6 Ĉ0(t) + αacc + ∆dual

p (t)
)
> 1− 2δ. (19)

Proof. The following inequality holds for fp(t) and f∗p (t)

Ĉ(fp(t))− Ĉ(f∗p (t)) 6 ∆dual
p (t),

and from Theorem 3,

P
(
Ĉ(f∗p (t+ 1)) 6 Ĉ0(t+ 1) + αacc

)
> 1− 2δ.

Therefore, we can arrive at (19).

Theorem 3 and Corollary 3.1 can guarantee the privacy
defined in both Definition 1. From Theorem 3, we can see
that, for non-separable problems or ones with a small mar-
gin, in which a larger ‖ f0

p (t) ‖ is used, the terms 1
αacc

and

‖ f0
p (t) ‖ have a significant influence on the requirement of

datasets size for DVP. Moreover, the privacy increases by
trading the accuracy. Therefore, It is essential to manage
the tradeoff between the privacy and the accuracy, and this
will be discussed in Section 5.

5 Numerical Experiment
In this section, we test Algorithm 2 with real world train-

ing dataset. The dataset used is the Adult dataset from
UCI Machine Learning Repository [1], which contains de-
mographic information such as age, sex, education, occu-
pation, marital status, and native country. In the experi-
ments, we use our algorithm to develop a dynamic differen-
tial private logistic regression. The logistic regression, i.e.,
LLR takes the following form: LLR(yipf

Txip) = log(1 +
exp(−yipfTp xip)), whose first-order derivative and the second-
order derivative can be bounded as |L′LR| 6 1 and |L′′LR| 6
1
4
, respectively, satisfying Assumption 3. Therefore, the loss

function of logistic regression satisfies the conditions shown
in Assumption 2 and 3. In this experiment, we set R(fp) =
1
2
‖ fp ‖2, and c1 = 1

4
. We can directly apply the loss func-

tion LLR to Theorem 1 and 2 with R(f) = 1
2
‖ fp ‖2, and

c1 = 1
4
, and then it can provide αp(t)-differential privacy for

all t ∈ Z.
We also study the privacy-accuracy tradeoff of Algorithm

2. The privacy is quantified by the value of αp(t). A larger
αp(t) implies that the ratio of the densities of the classi-
fier fp(t) on two different data sets is larger, which implies a
higher belief of the adversary when one data point in dataset
D is changed; thus, it provides lower privacy. However, the
accuracy of the algorithm increases as αp(t) becomes larger.
As shown in Figure 2, a larger αp(t) leads to faster conver-
gence of the algorithm. When αp(t) is small, the model is
more private but less accurate. Therefore, the utilities of
privacy and accuracy need to satisfy the following assump-
tions:

Assumption 6. The utilities of privacy is monotonically
increasing with respect to αp(t) for every p ∈ P but accuracy
is monotonically decreasing with respect to αp(t) for every
p ∈ P.

The quality of classifier is measured by the total empirical

loss C(t) = CR

Bp

∑Bp
i=1 L(yipfp(t)

Txip). Let Lacc(·) : R+ → R
represent the relationship between αp(t) and C(t). The func-
tion Lacc is obtained by curve fitting given the experimental
data points (αp(t), C(t)). Let Upriv(αp(t)) : R+ → R be the
utility of privacy, same for every node p ∈ P. Besides the de-
creasing monotonicity, Upriv(αp(t)) is assumed to be convex
and doubly differentiable function of αp(t). In our exper-
iment, we model the utility of privacy as: Upriv(αp(t)) =
ωp1 · ln ωp2

ωp3αp(t)+ωp4α2
p(t)

, where, ωpj ∈ R for j = 1, 2, 3, 4.

For training the classifier, we use a few fixed values of ρ and

test the empirical loss C(t) = CR

Bp

∑Bp
i=1 LLR(t) of the classi-

fier. Then, we select the value of ρ that minimizes the empir-
ical loss for a fixed αp (0.3 in this experiment). We also test
the non-private version of algorithm, and the corresponding
minimum ρ is obtained as the control. We choose the cor-
responding optimal values of the regularization parameter ρ
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(a) αp(t) = 0.01 (b) αp(t) = 0.1 (c) αp(t) = 0.5 (d) αp(t) = 1

Figure 2. Convergence of DVP algorithm, at iteration t = 100 (before the stop time) with different values of αp(t) with
ρ = 10−2.5 and CR = 1750

(a) DVP: t = 2 (b) DVP: t = 100 (c) Empirical risk vs. αp.
(d) Misclassification error rate
vs. αp.

Figure 3. Privacy-accuracy tradeoff.(a)-(b): DVP, with ωp1 = 0.02, ωp2 = 6, ωp3 = 9, ωp4 = 1 (before the stop time); (c):
Privacy-accuracy tradeoff; empirical risk vs. αp of final optimum output. (d): Privacy-accuracy tradeoff; misclassifications
error rate vs. αp of iteration 100.

as 10−10, 10−2.5 for Algorithm 1 and 2, respectively. The
values of CR are chosen as 1750 and 1750 for Algorithm 1
and 2, respectively. Figure 2 shows the convergence of DVP
at different values of αp(t) at a given iteration t. Larger
values of αp yield better convergence. However, a larger αp
leads to poorer privacy. Figure 3 (a)-(b) shows the privacy-
accuracy tradeoff of DVP at different iterations. By curve
fitting, we model the function

Lacc(αp(t)) = c4 · e−c5αp(t) + c6,

where c4, c5, c6 ∈ R+. From the experimental results, we
determine c4 = 0.2, c5 = 25, c6 = mint{C(t)}; these values
are applicable at all iterations. For iteration t > 1, c4 = 20,
c5 = 20, c6 = 1

81

∑100
t=20 C(t). Figure 3 (c)-(d) shows the

privacy-accuracy tradeoff of the final optimum classifier in
terms of the empirical loss and misclassification error rate
(MER). The MER is determined by the fraction of times the
trained classifier predicts a wrong label.

6 Conclusion
In this work, we have developed an ADMM-based algo-

rithm, using dual variable perturbation (DVP) to solve a
centralized regularized ERM in a distributed fashion while
providing dynamic α(t)-differential privacy for the ADMM
iterations as well as the final trained output. Thus, the
sensitive information stored in the training dataset at each
node is protected against both the internal and the external
adversaries.

Based on distributed training datasets, Algorithm 2 per-
turbs the dual variable λp(t) for every node p ∈ P at it-
eration t before minimizing the augmented Lagrange func-
tion to calculate the primal variable fp(t). The performance
analysis of DVP indicates that it is suitable for difficult

problems that are non-separable or with small margin. In
general, the accuracy decreases as privacy requirements are
more stringent. The tradeoff between the privacy and ac-
curacy is studied. Our experiments on real data from UCI
Machine Learning Repository show that dual variable per-
turbation is able to manage the privacy-accuracy tradeoff
while keeping a good convergence performance.

APPENDIX
Proof. (Theorem 1) Let fp(t + 1) be the optimal primal
variable with zero duality gap. From the Assumption 1 and
2, we know that both the loss function L and the regularizer
R(·) are differentiable and convex, and by using the Karush-
Kuhn-Tucker (KKT) optimality condition, we have

0 =
CR

Bp

Bp∑
i=1

yipL′(yipfp(t+ 1)T xip)xip + ρ∇R(fp)

+ 2
( CR

2Bp
εp(t) + λp(t)

)
+ (Φ + 2ηNp)fp(t+ 1)

− η
∑
i∈Np

(fp(t) + fi(t)),

from which we can establish the relationship between the
noise εp(t) and the optimal primal variable fp(t+ 1) as:

εp(t) =−
Bp∑
i=1

yipL′(yipfp(t+ 1)Txip)xip −
Bp
CR

ρ∇R(fp)

− 2Bp
CR

λp(t)−
Bp
CR

(Φ + 2ηNp)fp(t+ 1)

+
Bpη

CR

∑
i∈Np

(fp(t) + fi(t)).

(20)
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From the convexity (Assumption 1) of Ldualp (t) is strictly
convex, there is a unique value of fp(t + 1) for fixed εp(t)
and dataset Dp. The equation (20) shows that for any value
of fp(t + 1), we can find a unique value of εp(t) such that
fp(t+1) is the minimizer of Ldualp . Therefore, given a dataset
Dp, the relation between εp(t) and fp(t+ 1) is bijective.

Let Dp and D′p be two datasets with

Hd(Dp, D
′
p) = 1, (xi, yi) ∈ Dp

and (x′i, y
′
i) ∈ D′p are the corresponding two different data

points. Let two matrices Jf (εp(t)|Dp) and Jf (ε′p(t)|D′p) de-
note the Jacobian matrices of mapping from fp(t+1) to εp(t)
and ε′p(t), respectively. Then, transformation from noise
fp(t+ 1) to εp(t) by Jacobian yields:

Q(fp(t+ 1)|Dp)
Q(fp(t+ 1)|D′p)

=
q(εp(t)|Dp)
q(ε′p(t)|D′p)

|det(Jf (εp(t)|Dp))|−1

|det(Jf (ε′p(t)|D′p))|−1
,

where q(εp(t)|Dp) and q(ε′p(t)|D′p) are the densities of εp(t)
and ε′p(t), respectively, given fp(t+1) when the datasets are
Dp and D′p, respectively.

From equation (20), the Jacobian matrix is found as:

Jf (εp(t)|Dp) =−
Bp∑
i=1

J0
f (xi, yi)−

Bp
CR

ρ∇2R(fp(t+ 1))

− Bp
CR

(Φ + 2ηNp)Id.

Let M = J0
f (x′i, y

′
i)− J0

f (xi, yi), and H = −Jf (εp(t)|Dp),
and thus Jf (εp(t)|D′p) = −(M+H). Let hj(W) be the j-th

largest eigenvalue of a symmetric matrix W ∈ Rd×d with
rank θ. Then, we have the fact:

det(I + W) =

θ∏
j

(1 + hj(W)).

Since the matrix xix
T
i has rank 1, matrix M has rank at

most 2; thus matrix H−1M has rank at most 2; therefore,
we have:

det(H + M) = det(H) · det(I + H−1M)

= det(H) · (1 + h1(H−1M))(1 + h2(H−1M).

Thus, the ratio of determinants of the Jacobian matrices can
be expressed as:

|det(Jf (εp(t)|Dp))|−1

|det(Jf (ε′p(t)|D′p))|−1
=
| det(H + M)|
|det(H)|

=| det(I + H−1M)|
=(1 + h1(H−1M))(1 + h2(H−1M)

=|1 + h1(H−1M) + h2(H−1M)

+ h1(H−1M)h2(H−1M)|.

Based on Assumption 2, all the eigenvalues of ∇2R(fp(t+
1)) is greater than 1 [16]. Thus, from Assumption 1, matrix

H has all eigenvalues at least
Bp
CR

(
ρ+Φ+2ηNp

)
. Therefore,

|h1(H−1M)| 6 |hi(M)|
Bp

CR

(
ρ+Φ+2ηNp

) .

Let σi(M) be the non-negative singular value of the sym-
metric matrix M. According to [4], we have the inequality∑
i |hi(M)| 6

∑
i σi(M). Thus, we have |h1(M)|+|h2(M)| 6

σ1(M) + σ2(M). Let ‖ X ‖Σ=
∑
i σi be the trace norm of

X. Then, according to the trace norm inequality, we have:

‖M ‖Σ6‖ J0(x′i, y
′
i) ‖Σ + ‖ −J0(xi, yi) ‖Σ .

As a result, based on the upper bounds from Assumption 1
and 3, we have:

|h1(M)|+ |h2(M)| 6‖ J0(x′i, y
′
i) ‖Σ + ‖ −J0(xi, yi) ‖Σ

6 |(y2
iL′′(yifp(t+ 1)Txi)|· ‖ xi ‖

+ |(y
′2
i L′′(y′ifp(t+ 1)Tx′i)|· ‖ x′i ‖

6 2c1,

which follows h1(M)h2(M) 6 c21. Finally, the ratio of deter-
minants of Jacobian matrices is bounded as:

|det(Jf (εp(t)|Dp))|−1

| det(Jf (ε′p(t)|D′p))|−1
6 (1 +

c1
Bp
CR

(
ρ+ Φ + 2ηNp

)
)
)2

= eα,

(21)

where α = ln
(

1 + c1
Bp

CR

(
ρ+Φ+2ηNp

))2

.

Now, we bound the ratio of densities of εp(t). Let sur(E)
be the surface area of the sphere in d dimension with radius
E, and sur(E) = sur(1) · Ed−1. We can write

q(εp(t)|Dp)
q(ε′p|D′p)

=
K(εp(t))

‖εp(t)‖d−1

sur(‖ε1(t)‖)

K(ε′p(t))
‖ε′p(t)‖d−1

sur(‖ε′p(t)‖)

6 eζp(t)(‖ε′p(t)‖−‖εp(t)‖) 6 eα̂p ,

(22)
where α̂p is a constant satisfying the above inequality. For

non-negative Φ, let α̂p = αp(t) − ln
(

1 + c1
Bp

CR

(
ρ+2ηNp

))2

.

If α̂p > 0, then we fix Φ = 0, and thus α̂p = αp(t) − α.
Otherwise, let Φ = c1

Bp

CR
(eαp(t)/4−1)

− ρ − 2ηNp, and α̂p =

αp(t)

2
, then α̂p = αp(t)− α. Therefore, we obtain

| det(Jf (εp(t)|Dp))|−1

| det(Jf (ε′p(t)|D′p))|−1
6 eαp(t)−α̂p .

From the upper bounds stated in Assumption 1 and 3, the
l2 norm of the difference of ε1 and ε2 can be bounded as:

‖ ε′p(t)− εp(t) ‖=
Bp∑
i=1

‖ yipL′(y′ipfp(t+ 1)Tx′ip)x
′
ip

− (yipL′(yipfp(t+ 1)Txip)xip ‖6 2.

Thus, ‖ ε′p(t) ‖ − ‖ εp(t) ‖6‖ ε′p(t) − εp(t) ‖6 2. There-

fore, by selecting ζp(t) =
α̂p
2

, we can bound the ratio of
conditional densities of fp(t+ 1) as

Q(fp(t+ 1)|Dp)
Q(fp(t+ 1)|D′p)

6 eαp(t),

and prove that the DVP can provide αp(t)-differential pri-
vacy.
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