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ABSTRACT
We present an efficient interactive verification of Camenisch’s
and Lysyanskaya’s LRSW-based signatures with hidden at-
tributes. In our construction, a signature owner computes no
bilinear mappings and does not operate in bilinear mapping
function image group. Computation complexity is also re-
duced for a Verifier. We construct a pairing-based Pseudony-
mous Domain Certificate system which can be used as a
building block for pseudonymous signatures and identifica-
tion systems.
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1. INTRODUCTION
Nowadays, we are surrounded by organizations aggres-

sively collecting personal data. Each time an average person
surfs the internet, she shares plenty of her private informa-
tion, such as her browsing history or even an accurate ge-
ographical location, with advertising third parties. Thus,
more and more people search for a way to exchange small
pieces of their personal data, without compromising their
overall anonymity. Anonymous credentials systems has been
in use for a while now. They provide the methods of sharing
some pieces of information with other parties (traditionally
called organizations) in such a way that system Users are
not identified. The organizations learn only the fact that the
Users are genuine ”owners” of the information. Anonymous
credential systems are used in various fields such as personal
authentication (Identity Mixer [10], U-Prove [14]) and Direct
Anonymous Attestation [7, 8]. Of course, in some cases it is
useful to be remembered within a single organization but to
be anonymous at the same time. Domain pseudonyms are
IDs which cannot be linked, yet are related to User’s origi-
nal identity in such a way that she cannot use two different
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pseudonyms for the same domain [12]. Thus, the organiza-
tion can track history of a single User but cannot identify
her outside the organization. The domain pseudonymous
signatures are deployed in German identity cards [2].

One of the goals in the anonymous credential system re-
search is to design a scheme which requires as little memory
space and computation power as possible. While there are
widely deployed solutions, they utilize large RSA numbers
and thus are not lightweight [3, 6]. The LRSW-based creden-
tial system introduced by Camenisch and Lysyanskaya in [4]
provides credentials composed of elliptic curve points. How-
ever, the naive and straightforward implementation of the
credential possession proof requires computation of bilinear
mappings by both a Prover and a Verifier. While at a level
of security equal to the security of 128-bit AES, computation
of Tate pairings is less demanding than an exponentiation of
RSA numbers [11], it may be problematic with small devices
such as smartcards. Moreover, as of today, cryptographic li-
braries on such devices do not implement bilinear pairings
at all.

Since credential presentation should be as fast as possible,
it is only natural to replace interactive verification protocol
with non-interactive certificates. Given the system with do-
mains, the certificate may be computed once for each domain
and a credential set and then reused.

In this paper, we first present a modification of Camenisch
and Lysyanskaya’s scheme in which the Prover has to per-
form only standard elliptic curve operations during creden-
tial verification process. We then provide related security
proofs. Finally, we present, how to utilize the modified
scheme in order to obtain Domain-Specific certificates for
Pseudonymous Credentials and Pseudonymous Identifica-
tion.

1.1 Overview
In Section 2, we give general definitions for the crypto-

graphic and mathematical constructs we use. Section 2.1
describes a credential system on an abstract level, defining
its entities, functions and basic properties. In Section 2.2
we give the formal definition of the zero-knowledge proofs
of knowledge. In Section 2.3 we briefly describe the math-
ematical concept of bilinear maps which properties are es-
sential for our construction. In Section 2.4 we recall Ca-
menisch’s and Lysyanskaya’s signature scheme based on bi-
linear maps properties. We do not provide related secu-
rity proofs as they can be found in their paper. Our con-
struction is strongly based on this particular scheme. In
Section 2.5 we recall Fiat-Shamir transformation changing
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interactive zero-knowledge proofs into non-interactive signa-
ture schemes. We use it later for certificates construction.

In Section 3.1 we present a verification procedure for CL-
LRSW signatures C, consisting of a proof that does not re-
quire any computation of bilinear mappings or operations
in the image group of bilinear mappings on the side of the
Prover, and greatly reduces the computational burden on
Verifier as well. The change that we make in original scheme
invalidates its security proof. The original credential verifi-
cation protocol requires performing a certain zero-knowledge
proof of knowledge and exponents equation as a separate
building block. Since we do not perform it straightforwardly,
we provide a new security proof for the zero-knowledge prop-
erties that remain unaffected after our modification.

In Section 3.2 we show a way to perform zero-knowledge
proofs of knowledge of equality of any number of (some-
times entangled) exponents on different bases. Our change
is focused on reducing the number of operations and inter-
mediate values produced during protocol execution. We give
a proof that our protocol is indeed a zero-knowledge proof
of knowledge.

We show how to obtain an anonymous credential system
from our constructs in Section 4 by defining system entities
and functions utilizing modified verification protocol. The
security properties of the system are induced by the proper-
ties of the original Camenisch’s and Lysyanskaya’s scheme
as well as our security proofs.

In Section 5 we build a domain credential system. We
apply Fiat-Shamir Transform on the proofs to create re-
usable certificates for scenarios, where Issuers are supposed
to link different presentations of the same User, but should
not be able to link them across different domains.

2. PRELIMINARIES

2.1 Credential System
The credential system consists of three types of entities,

depending on their role:

1. Users – system Users possessing a set of qualities and
attributes

2. Issuers – authorities capable of issuing credentials bound
to Users’ qualities and attributes

3. Verifiers – entities checking Users’ qualities by veri-
fying genuineness of their credentials and obtaining a
subset of Users’ attributes

The Issuers and Verifiers sets may be overlapping.
There are two basic functions necessary for the system to

accomplish its purpose:

1. issue(Issuer, User): a procedure in which an Issuer ver-
ifies Users identity, qualities and attributes by some
means (not necessarily specified by the function) and,
if the verification passes, outputs a credential bound
to aforementioned values (which the User stores).

2. verify(User, Verifier): a procedure in which a User
proves to a Verifier that a credential which the User
possesses has truly been issued by a specified Issuer
and the User is its genuine owner (i.e. the credential
has not been lent or stolen). In addition, the Verifier
checks if the credential has not expired. The output of

this procedure is a boolean value denoting if the veri-
fication was successful or not (if the credential is valid
or not).

The credentials in a system must be unforgeable, i.e. no
entity besides an Issuer should be able to issue a credential
which can be successfully verified as this Issuer’s creden-
tial, even if any1 number of valid credentials is available in
the forging process. The credential system is anonymous if
verification procedure does not reveal User’s identity. Addi-
tionally, the procedures should have unlinkability property:
two presentations of the same credential should not be easy
to connect and the same holds for a presentation and an
issuance.

2.2 Zero-Knowledge Proof of Knowledge
A zero-knowledge proof of knowledge is a protocol be-

tween two PPT entities called Prover and Verifier. The
Prover proves to the Verifier that she knows a set of values
without revealing these values. ZKP possesses three prop-
erties:

1. Completeness (Correctness) – If a Prover is honest and
knows the values being proved, an honest Verifier will
always get convinced that the Prover knows these val-
ues.

2. Soundness – If a Prover does not know the values be-
ing proved, a Verifier will get convinced that the Prover
knows these values with at most negligible probability.
Moreover, there exists a PPT algorithm called extrac-
tor which, having unlimited access to Prover’s output
and input (including randomness tape), extracts val-
ues fulfilling Prover’s commitment with probability not
smaller than probability of convincing the Verifier by
the Prover (extractor existence assures that the Prover
possesses the knowledge as it can be extracted based
on Prover’s behavior).

3. Zero-knowledge – There exists a PPT simulator which,
given a statement to be proved, generates a fake proof
transcript that is indistinguishable from transcripts
which would be generated by honest Verifier and Prover
following the protocol. The only entity gaining knowl-
edge is a Verifier and he learns nothing more than a
fact that a Prover possesses a value or a set of values
she commits to. This knowledge is not transferable;
because of simulator existence, genuineness of the in-
formation is proved only for the participants which can
actively influence the protocol run. Consequently, a
transcript itself is not a proof that the Prover possesses
the values she committed to.

In this paper, we use Camenisch-Stadler notation [5] for
high-level description of zero-knowledge proofs, i.e. proofs
are denoted with the template:

ZKP{(Prover’s values) : statement}

The Prover proves that she possesses such values that the
statement holds.

1By any we mean any polynomial-bound in terms of security
parameter λ.
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2.3 Bilinear Maps
Let (G,+) be a group with generator G and (GT , ·) be a

group with generator ĝ, such that |〈G〉| = |〈ĝ〉| = q. Let e :
G×G→ GT be an efficiently computable bilinear mapping
such that:

1. (∀A,B ∈ G)(∀x, y ∈ Zq) e([x]A, [y]B) = e(A,B)xy

2. e is non-degenerate, i.e. ∃ P,Q s.t. e(P,Q) 6= 1, where
1 is the identity element of GT .

We call the tuple (G,+, G,GT , ·, ĝ, q, e) a bilinear pairing
system.

2.4 CL-LRSW Signatures
We base our construction on CL-LRSW randomizable sig-

natures presented by Camenisch and Lysyanskaya [4]. The
signatures are based on LRSW Assumption [13].

Assumption 2.1. LRSW Assumption[13] Let G be a cyclic
group with generator G and prime order q. Let A = [a]G,B =
[b]G ∈ G. Let OA,B(·) be an oracle that on input m ∈ Zq
outputs (R, [b]R, [a+mab]R) where R is a random element
of G.

Then, having access to such oracle and knowing all values
but a and b, it is infeasible to generate a triple (X,Y, Z) such
that X ∈ G ∧ Y = [b]X ∧ Z = [a+m′ab]X and m′ has not
been queried to the oracle.

In Figure 1, we recall the signature scheme for blocks of
l+1 messages (Scheme C, cf. [4]). In said paper, Camenisch
and Lysyanskaya also show how to obtain a signature on
perfectly hidden values committed as exponents and how to
prove that the signature is valid without revealing these val-
ues in interactive protocol. With this scheme, a User can
obtain a signature under her private values in such a way
that even a computationally unbound Issuer cannot learn
them. Knowledge of these values is crucial in the signa-
ture verification protocol. Hiding values prevents the Issuer
from impersonating a User and successfully performing ver-
ification procedure with a Verifier. However, the original
interactive verification protocol may consume a lot of com-
putational power because it requires computing multiple bi-
linear mappings by both sides and this number depends on
the number of messages signed.

2.5 Fiat-Shamir Transform
Let P be a three-move Zero-Knowledge Proof (ZKP) pro-

tocol involving two parties: a Prover and a Verifier, with
three steps: Commitment Cmt, Challenge Ch and Response
Rsp. One can view this protocol as a set of sequential algo-
rithms:

• Gen-Cmt(K) → (Cmt, K’) executed by the Prover,
where K and K’ represent the Prover’s internal knowl-
edge.

• Gen-Ch(Cmt) → (Ch) executed by the Verifier

• Gen-Rsp(Ch, K’) → (Rsp) executed by the Prover

• Verify(Stmt, Cmt, Ch, Rsp) → bool executed by
the Verifier, where Stmt is the statement being proved.

Note that Σ-protocols are a wide range of ZKPs, that fall
under these requirements.

Setup (λ):

1: Produce a cryptographic bilinear pairing system
(G,+, G,GT , ·, ĝ, q, e) with security parameter λ.

2: return (G,+, G,GT , ·, ĝ, q, e)

Gen (l):

1: (x, y, z1, . . . zl)
$←− Zl+2

q

2: X := [x]G
3: Y := [y]G
4: Zi := [zi]G for 1 ≤ i ≤ l
5: sk := (x, y, z1, . . . zl)
6: pk := (X,Y, Z1, . . . Zl)
7: return (sk, pk)

Signsk
(
(m0, . . .ml) ∈ Zl+1

q

)
:

1: sk = (x, y, z1, . . . zl)

2: A0
$←− G

3: B0 := [y]A0

4: for i ∈ {1, . . . l} do
5: Ai := [zi]A0

6: Bi := [zi]B0

7: C := [x]A0 +
∑l
i=0[xymi]Ai

8: σ := (A0, . . . Al, B0, . . . Bl, C)
9: return σ

Signsk (M ∈ G):

1: sk = (x, y, z1, . . . zl)

2: α
$←− Zq

3: A0 := [α]G
4: B0 := [y]A0

5: for i ∈ {1, . . . l} do
6: Ai := [zi]A0

7: Bi := [zi]B0

8: C := [x]A0 + [αxy]M
9: σ := (A0, . . . Al, B0, . . . Bl, C)

10: return σ

Verpk
(
σ, (m0, . . .ml) ∈ Zl+1

q

)
:

1: pk = (X,Y, Z1, . . . Zl)
2: σ = (A0, A1, . . . Al, B0, B1, . . . Bl, C)
3: if e(Y,A0) 6= e(G,B0) then return false

4: for i ∈ {1, . . . l} do
5: if e(A0, Zi) 6= e(G,Ai) then return false

6: if e(Y,Ai) 6= e(G,Bi) then return false

7: ĉ := e(X,A0) ·
∏l
i=0 e(X, [mi]Bi)

8: return e(G,C)
?
= ĉ

Figure 1: CL-LRSW Signature Scheme C (the first
signing algorithm accepts plain massages, while the
second one can be used for signing commitment over
messages)

Having such a proof protocol, one can transform it into
a Non-Interactive Zero-Knowledge (NIZK) scheme, by sub-
stituting the Gen-Ch(Cmt)→ (Ch) algorithm with a Ran-
dom Oracle H. This way, the Verifier does not need to
be an active party in the protocol producing the transcript
(Cmt, Ch, Rsp), without sacrificing the soundness property
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of the scheme. What is more, the tuple (Stmt, Cmt, Rsp)
is enough to run the verification algorithm, as Ch can be
efficiently computed ”on fly” as H(Cmt).

One can transform the protocol even further, changing
it into a signature scheme, by adding message argument
Msg as an additional input to the Random Oracle e.g. as
H(Msg,Cmt). Thorough analysis of the Fiat-Shamir trans-
form can be found in [1, 9].

3. OUR CONSTRUCTION
In this section, we present the generic core of our improved

construction, we later use to create Anonymous Credential
system and Domain Certificate system.

3.1 Improved Verification Procedure
Our main contribution to the CL-LRSW construction [4]

is the following, simplified verification procedure. We have
managed to completely eradicate computation of bilinear
pairings on the side of the Prover, while maintaining the
same level of security as the original CL-LRSW construction.

As in the original construction, both the Prover and the
Verifier have access to an external public key pk = (X,Y, Z1, . . .
Zl). Prover, holding an LRSW signature σ = (A0, A1, . . . Al,
B0, B1, . . . Bl, C) proves its possession, along with the knowl-
edge of a set of messages m = (m0, . . .ml) for which the
signature verifies. Cf. Figure 1.

We present our modified construction in Figure 2.

3.1.1 Zero-Knowledge Properties of the Verification
Procedure

The verification procedure is in fact a zero-knowledge proof
of knowledge of the signature and the message signed. In
high-level terms, we can define the protocol for a public key
pk as defined in Figure 1 as:

ZKP{(ς, (µ0, . . . µl)) : Verpk (ς, (µ0, . . . µl)) = true} (1)

or in details, for pk = (X,Y, Z1, . . . Zl):

ZKP

{(
(α0, . . . αl, β0, . . . βl, γ) , (µ0, . . . µl)

)
:

e(G, γ) = e(X,α0) ·
l∏
i=0

e(X, [µi]βi)

∧ ∀1≤i≤l e(Zi, α0) = e(G,αi)

∧ ∀0≤i≤l e(Y, αi) = e(G, βi)

}
(2)

Theorem 3.1. The Improved Verification Protocol (Fig-
ure 2) is a zero-knowledge protocol satisfying the proof of
knowledge from Equation (1).

Proof. In order to prove the aforementioned theorem,
we prove that our protocol retains the three ZKP properties:

Correctness.
The protocol from Figure 2 realizes the ZKP from Equa-

tion (1), that is, having a signature ς = (α0, . . . αl, β0, . . . βl, γ)
and a message µ = (µ0, . . . µl), satisfying

e(G, γ) = e(X,α0) ·
l∏
i=0

e(X, [µi]βi)

∧∀i ∈ {1, . . . l} e(Zi, α0) = e(G,αi)

∧∀i ∈ {0, . . . l} e(Y, αi) = e(G, βi),

an honest Prover will always convince an honest Verifier.

Let σ = ς and m = µ. Therefore, σ′ = (Ã0, . . . Ãl, B̃0, . . . B̃l,

C̃) = ([r′]α0, . . . [r
′]αl, [r

′]β0, . . . [r
′]βl, [rr

′]γ). Analogously,
T = [krr

′]α0+
∑
i∈{0,...l}[kir

′]βi. The first verification state-

ment expands to e(G, [c]C̃) = e(G, [crr′]γ) = e(G, γ)crr
′

on
the left-hand side and:

e
(
X,T − [sr]Ã0 −

l∑
i=0

[si]B̃i
)

=

e
(
X, [krr

′]α0 +

l∑
i=0

[kir
′]βi

− [krr
′ − crr′]α0 −

l∑
i=0

[kir
′ − crµir′]βi

)
=

e
(
X, [crr′]α0 +

l∑
i=0

[crµir
′]βi
)

=

e
(
X, [crr′]

(
α0 +

l∑
i=0

[µi]βi
))

=

e
(
X,α0 +

l∑
i=0

[µi]βi
)crr′

=

(
e
(
X,α0

)
·
l∏
i=0

e
(
X, [µi]βi

))crr′
on the right-hand side. Thus, from the equality of the expo-
nents and the fact, that e(G, γ) = e(X,α0)·

∏l
i=0 e(X, [µi]βi),

both sides of the equation are equal. The remaining equa-
tions can be verified in a very straightforward way, as (∀i ∈
{1, . . . l}):

e(Zi, Ã0) = e(G, Ãi)

e(Zi, [r
′]α0) = e(G, [r′]αi)

e(Zi, α0)r
′

= e(G,αi)
r′

e(Zi, α0) = e(G,αi)

and analogously, ∀i ∈ {0, . . . l}:

e(Y, Ãi) = e(G, B̃i)

e(Y, αi)
r′ = e(G, βi)

r′

e(Y, αi) = e(G, βi).

Soundness.
We base our soundness proof on the existence of a knowl-

edge extractor, that given a black-box algorithm A suc-
cessfully performing the verification protocol with a non-
negligible probability, extracts all the witnesses. The ex-
tractor algorithm runs A twice with the same random tape,
but with different challenges c 6= c′, producing two distinct
transcripts:

(σ′, T, c, (sr, s0, . . . sl))
(σ′, T, c′, (s′r, s

′
0, . . . s

′
l))

that verify with non-negligible probability. In such a case,
we can write:

e(G, [c]C̃) = e

(
X,T − [sr]Ã0 −

l∑
i=0

[si]B̃i

)
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Prover Verifier
pk = (X,Y, Z1, . . . Zl) pk = (X,Y, Z1, . . . Zl)

σ = (A0, . . . Al, B0, . . . Bl, C)
m = (m0, . . .ml)

Prover re-randomizes the signature. The DL-relation between Ai and Bi stays the
same, because it is fully dependent on the CA public key.

G
e
n
-C

m
t

r, r′
$←− Z2

q

∀i ∈ {0, . . . l}
Ãi := [r′]Ai
B̃i := [r′]Bi
C̃ := [rr′]C

σ′ := (Ã0, . . . Ãl, B̃0, . . . B̃l, C̃)
σ′−−−−−→

Prover proves the knowledge of the signed message and the randomizer r.

ZKP
{

(ρ, µ0, . . . µl) : e(G, C̃) = e(X, [ρ]Ã0 +
∑l
i=0[ρµi]B̃i)

}
kr, k0, . . . kl

$←− Zl+2
q

T := [kr]Ã0 +
∑l
i=0[ki]B̃i

T−−−−−→

c←−−−−− c
$←− Zq

G
e
n
-C

h

G
e
n
-R

sp sr := kr − cr
∀i ∈ {0, . . . l}
si := ki − crmi

sr, s0, . . . sl−−−−−→ Verify:

V
e
r
if
ye(G, [c]C̃)

?
= e

(
X,T − [sr]Ã0 −

∑l
i=0[si]B̃i

)
Verifier checks that Ai and Bi have been properly generated.

∀i ∈ {1, . . . l} e(Zi, Ã0)
?
= e(G, Ãi)

∀i ∈ {0, . . . l} e(Y, Ãi)
?
= e(G, B̃i)

Figure 2: Improved Verification Protocol

e(G, [c′]C̃) = e

(
X,T − [s′r]Ã0 −

l∑
i=0

[s′i]B̃i

)

where σ′ = (Ã0, . . . Ãl, B̃0, . . . B̃l, C̃). From the equation we
derive:

e(G, [c]C̃) = e (X,T ) e

(
X,−[sr]Ã0 −

l∑
i=0

[si]B̃i

)

e(G, [c′]C̃) = e (X,T ) e

(
X,−[s′r]Ã0 −

l∑
i=0

[s′i]B̃i

)
which in turn equals to

e (X,T ) = e(G, [c]C̃) e

(
X, [sr]Ã0 +

l∑
i=0

[si]B̃i

)

e (X,T ) = e(G, [c′]C̃) e

(
X, [s′r]Ã0 +

l∑
i=0

[s′i]B̃i

)
.

When we merge the equations, we get

e(G, [c]C̃) e

(
X, [sr]Ã0 +

l∑
i=0

[si]B̃i

)

=e(G, [c′]C̃) e

(
X, [s′r]Ã0 +

l∑
i=0

[s′i]B̃i

)

and after reordering

e(G, [c]C̃)/e(G, [c′]C̃) =

e

(
X, [s′r]Ã0 +

l∑
i=0

[s′i]B̃i

)
/e

(
X, [sr]Ã0 +

l∑
i=0

[si]B̃i

)
which can be simplified to

e(G, [c− c′]C̃) = e

(
X, [s′r − sr]Ã0 +

l∑
i=0

[s′i − si]B̃i

)

e(G, C̃)c−c
′

= e

(
X, [s′r − sr]Ã0 +

l∑
i=0

[s′i − si]B̃i

)
.

When we split the sum inside the bilinear operator and
change point multiplication into exponentiation, we acquire
the verification statement:

e(G, C̃) = e(X, Ã0)(s
′
r−sr)/(c−c

′) ·
l∏
i=0

e(X, B̃i)
(s′i−si)/(c−c

′).

It does not, however, correspond directly to the statement
present in the ZKP form. Let us denote ρ = (s′r−sr)/(c−c′),
µ̃i = (s′i − si)/(c − c′) and µi = µ̃i/ρ = (s′i − si)/(s′r − sr).
Then, by exponentiating both sides of the equation by 1/ρ,
we obtain:

e(G, [1/ρ]C̃) = e(X, Ã0) ·
l∏
i=0

e(X, B̃i)
µi .
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which is equivalent to the statement from Equation (2) with

γ = [1/ρ]C̃, αi = Ãi, βi = B̃i and µi extracted as above.
Note that the rest of the statement (namely the ∀ . . . cases)
follows directly from the last part of the verification protocol.

Zero-Knowledge.
We base our zero-knowledge property on a simulator, that

given one CL-LRSW signature under any message, gener-
ates a fake proof transcript that is indistinguishable from an
honestly generated one. The assumption of existence of at
least one CL-LRSW signature does not compromise security
properties, as the unforgeability proof explicitly assumes the
existence of an oracle generating valid LRSW signatures.

The simulator is given in Figure 3. No entity, even un-
bound in terms of computational power, can distinguish the
output of the Simulate function, from a genuine protocol
transcript, since:

1. in simulation: sr, s0, . . . sl are taken uniformly at ran-
dom from a cyclic group; in real transcript: sx =
kx − c(any value) with kx taken uniformly at random,
independent from c and (any value); from the proper-
ties of cyclic groups, regardless of distribution of c and
(any value), both values have the same distributions
as uniform values from Zq;

2. Ai and Ãi (a randomized value in real protocol, cf.
Figure 2) can be viewed as [r′][α′][zi]G and [r̃′][α][zi]G
with z0 = 1 for some values α, α′. It is easy to see, that
each of the values can be viewed as [zi]G multiplied by
the same, uniformly distributed value from Zq;

3. Bi and B̃i can be viewed as [y]Ai and [y]Ãi respec-
tively, thus, their distribution is the same and their

dependency to Ai (Ãi) is preserved;

4. C can be viewed as a completely random element of G;

Since C̃i is a value randomized with uniformly chosen
Zq element, they have the same, uniform distribution.

5. in simulation, T = [c/x]C + [sr]A0 +
∑l
i=0[si]Bi; in

real transcript, e(X, [c/x]C̃) = e(G, [c]C̃) = e
(
X,T −

[sr]Ã0 −
∑l
i=0[si]B̃i

)
holds; thus, from bilinear prop-

erties of e and properties of cyclic groups, [c/x]C̃ =

T − [sr]Ã0 −
∑l
i=0[si]B̃i, therefore in both cases, the

values are completely fixed (and equal) in terms of the
remaining values.

3.2 Change-Base Step
In this section, we present another primitive that we call

Change-Base step. It is an additional procedure, that can be
mixed with a Σ-protocol ZKP of a special form, to greatly
reduce the number of steps necessary to prove equality of
any number of entangled values.

Take a simple, classic case of

ZKP
{

(α, β, γ) : A = xαyβzγ ∧B = gαhβ ∧ C = d−γ
}
.

It is relatively easy to make a three-move Σ-protocol sat-
isfying the ZKP, by taking three random values kα, kβ , kγ ,
one for each of the exponents, committing to them in all

Simulate (c, pk, σ′):

1: (X,Y, Z1, . . . Zl) = pk
2: (A′0, A

′
1, . . . A

′
l, B
′
0, B

′
1, . . . B

′
l, C
′) = σ′ . We discard C′,

as it corresponds to an unknown message vector m.

3: r, r′, sr, s0, . . . sl
$←− Zl+4

q

4: C = [r]X
5: C = [r]G
6: for i ∈ {0, . . . l} do
7: Ai = [r′]A′i
8: Bi = [r′]B′i
9: T = [c]C + [sr]A0 +

∑l
i=0[si]Bi

10: σ = (A0, . . . Al, B0, . . . Bl, C)
11: return (σ, T, c, (sr, s0, . . . sl))

Figure 3: Improved verification protocol simulator
(for a challenge c, public key pk and any valid signa-
ture σ′)

three base-cases: tA = xkαykβzkγ , tB = gkαhkβ , tC = d−kα

and, after receiving a single challenge c, computing the corre-
sponding responses sα = kα−cα, sβ = kβ−cβ, sγ = kγ−cγ.
The verification step is rather straightforward and involves
checking one equation for each of the initial statements:
Ac = tAx

sαysβzsγ , Bc = tBg
sαhsβ , Cc = tCd

−sγ [15].
In our scenario, the situation is much more complicated,

as we have an equation of a form (if we take only the second
parameter of the bilinear equation and move the [x] factor

from C̃ to G in order to align first parameters) [1/x]C̃ =

[r]Ã0 +
∑l
i=0[rmi]B̃i, while sometimes, we would like to

reveal elements of a form, for instance w = gm0hm1 . A
straightforward proof requires to first show the equality of
exponents in case of an intermediate value v = grm0hrm1

and then again with the same v being equal to wr. This
still can be done in a single proof, but requires additional
steps and intermediate values.

Instead, we propose a generic algorithm that allows to ef-
ficiently prove equation of exponents of values with different
bases, when, in the original equation, the exponents are en-
tangled with another exponent, existing in that (or actually
any other) equation.

Theorem 3.2. Assume we have ZKP{(r, {αi}i∈L , {βi}) :∧
E} with a set of indexed exponents L and a set of equa-

tions E. Assume we have a correct, simulable and sound Σ-
protocol Gen-Cmt, Gen-Ch, Gen-Rsp, Verify performing
such a proof, with values sr = kr− cr and si = ki− crαi for
all i ∈ L computed in the Gen-Rsp step (for kr, ki . . . com-
puted as part of K′ in Gen-Cmt) and knowledge extractors
αi = (si − s′i)/(sr − s′r).

Then we can easily create a Σ-protocol proving

ZKP

{(
r, {αi}i∈L , {βi}

)
:
∧
E ∧ d =

∏
i∈L

gαii

}

for any constant set of bases {d} ∪
⋃
i∈L {gi} by adding t =

dkr
∏
i∈L g

−ki
i to Gen-Cmt step and t

?
= dsr

∏
i∈L g

−si
i to

Verify.
The produced proof is also correct, sound and simulable.

Proof. In order to prove the aforementioned theorem,
we prove that our protocol retains the three ZKP properties:
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Correctness.
Straightforward computation shows, that the protocol is

correct:

t = dsr
∏
i∈L

g−sii

dkr
∏
i∈L

g−kii = dsr
∏
i∈L

g−sii

dkr
∏
i∈L

g−kii = dkr−cr
∏
i∈L

g
−(ki−crαi)
i(∏

i∈L

gαii

)kr ∏
i∈L

g−kii =

(∏
i∈L

gαii

)kr−cr∏
i∈L

g
−(ki−crαi)
i∏

i∈L

gαikri

∏
i∈L

g−kii =
∏
i∈L

g
αi(kr−cr)
i

∏
i∈L

gcrαi−kii∏
i∈L

gαikr−kii =
∏
i∈L

gαikr−αicri

∏
i∈L

gcrαi−kii∏
i∈L

gαikr−kii =
∏
i∈L

gαikr−αicr+crαi−kii∏
i∈L

gαikr−kii =
∏
i∈L

gαikr−kii

Soundness.
It suffices to show, that the same knowledge extractors

apply to the given equation. That is, for two different chal-
lenge values c and c′ and two different sets of response values
{si}i∈L , sr, {s

′
i}i∈L , s

′
r corresponding to the same Prover-

commitment t:

dsr
∏
i∈L

g−sii = t = ds
′
r
∏
i∈L

g
−s′i
i .

From this, we derive

dsr/ds
′
r =

∏
i∈L

g
−s′i
i /

∏
i∈L

g−sii

dsr−s
′
r =

∏
i∈L

g
si−s′i
i

d =
∏
i∈L

g

si−s
′
i

sr−s′r
i

Thus, we can extract the individual exponents of form αi =
(si − s′i)/(sr − s′r) s.t. d =

∏
i∈L g

αi
i .

Simulability.
Simulating t is straightforward and can be easily derived

from the verification statement. The distribution of t in case
of the simulation is equal to the distribution in case of honest
execution.

It should also be mentioned, that the verification step can
be changed into an extraction step, changing verification of d
into its extraction, that is extracting d from the commitment
value t and response values sr, si:

dsr
∏
i∈L

g−sii = t

dsr = t
∏
i∈L

gsii

d =
(
t
∏
i∈L

gsii

)
1/sr .

This trick is very useful to reduce communication in some
scenarios.

4. ANONYMOUS CREDENTIALS SYSTEM
DESCRIPTION

In this section we present modified CL-LRSW anonymous
credential system in details. Note that most of the steps
are the same in the original system since our modification
affects credential verification protocol. We present the whole
system description for readability.

Let (G,+, G,GT , ·, ĝ, q, e) be an output from Setup (λ)
function defined in Figure 1. Note that e(·, ·) is a bilin-
ear mapping operation in symmetric pairing, that maps el-
ements from G × G → GT and ĝ is the image of mapping
e(G,G).

The construction can be easily adjusted to asymmetric
pairings with no loss of security properties. In this paper, we
do not provide the exact protocols for asymmetric pairings
due to the space constraints.

4.1 Entities Definition
Let l− 1 be a number of attributes for a fixed Issuer. Let

skI = (x, y, z1, . . . zl) be the Issuer’s private key and pkI =
(X,Y, Z1, . . . Zl) a corresponding public key, cf. Gen(l) func-
tion defined in Figure 1.

Let a User posses an ordered set of l−1 attributes (mi : i ∈
{2, . . . l}). Let a User’s private key be an additional attribute
denoted as m1 such that m1 ∈ Zq. Let pkU = [m1]G be
User’s public key.

Let all Verifiers know all Issuers’ public keys. This can
be achieved with, for example, public key certificates infras-
tructure and it is out of scope of this paper.

4.2 Functions Definition

Credential Issuance.
A User approaches an Issuer, divides her attributes into

two sets: hidden and public. The User generates a random
value m0 ∈ Zq which could be understood as an attribute
with index 0 which is always hidden. The User’s private key
is also one of the hidden attributes. Let P denote the set of
the indices of public attributes and H denote the remaining,
hidden attributes indices. Next, the User sends to the Issuer
MH =

∑
i∈H [mi]Zi and her public attributes list.

The generic version of issuance protocol is presented in
Figure 4. The Issuer has to verify if all the public attributes
are valid for the User. Possession of the hidden attributes is
proved in ZKP. It may happen that some of the hidden at-
tributes possess additional properties, for instance, the gen-
erator raised to an exponent of private key value yields a
public key. Existence of such properties of hidden values
can be proven with the Change-Base construction (cf. Sec-
tion 3.2). As a result, additional commitment should be
created for the private key and sent to the Issuer for verifi-
cation.

If the verification passes, an Issuer makes a CL-LRSW
signature SignskI

(
MH +

∑
i∈P [mi]Zi

)
and sends it to the

User. The User stores the signature together with all the
attributes.
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User Issuer
pkI = (X,Y, Z1, . . . Zl) pkI = (X,Y, Z1, . . . Zl)
m = (m1, . . .ml) skI = (x, y, z1, . . . zl)

P – set of public, verifiable attributes indices
H = {0, . . . l} \ P

m0
$←− Zq

User sends the public, verifiable attributes to the Issuer in plain form and hides the rest
mP = (mi : i ∈ P )

MH = [m0]G+
∑
i∈H\{0}[mi]Zi

P,mP ,MH−−−−−→
Prover proves the knowledge of all the hidden messages.

ZKP
{

(µi : i ∈ H) : MH = [µ0]G+
∑
i∈H\{0}[µi]Zi

}

G
e
n
-

C
m
t ∀i ∈ H ki

$←− Zq
T = [k0]G+

∑
i∈H\{0}[ki]Zi

T−−−−−→

c←−−−−− c
$←− Zq

G
e
n
-C

h

G
e
n
-R

sp

∀i ∈ H si := ki − crmi
si : i ∈ H−−−−−→ [c]MH + [s0]G+

∑
i∈H\{0}[si]Zi

?
= T

V
e
r
if
y

Issuer creates a LRSW signature under the blinded and plain messages.
M = MH +

∑
i∈P [mi]Zi

Store (σ, (m0, . . .ml))
σ←−−−−− σ = SignskI (M)

Figure 4: Credential Issuance Protocol

Credential Verification.
A User approaches a Verifier and lets him know that she

wants to present a credential issued with the Issuer’s public
key pkI . The Verifier checks whether this key is valid (for
example, he checks if it has not expired or if such an Issuer
is trusted). Then, both parties perform verification protocol
described in Figure 2. If the User wants to show additional
attributes properties, she modifies ZKP protocol with the
Change-Base construction. The output of the verification
protocol is true if all the Verifier’s checks pass.

4.3 Security Properties
The credentials are of the form of CL-LRSW signature

C. Since the forgery of such a signature violates assumption
of LRSW and discrete logarithm computation hardness, as
has been shown in the original paper, the probability of a
forgery is negligible for both our and the original system.

As it has been proven in Section 3.1 and Section 3.2, the
verification protocol is a zero-knowledge proof of knowledge.

Our system diverges from the CL-LRSW system with ver-
ification protocol. Thus, it suffices to prove that security
properties for this modified procedure are unaffected by our
changes. Since we have shown that our construction is a
zero-knowledge proof of possession of unforgeable CL-LRSW
signature C, our system is as secure as the original one. All
security proofs which are not present in this paper will be
the same as in the case of the original scheme.

5. DOMAIN-SPECIFIC PSEUDONYMS FOR
SIGNATURES AND IDENTIFICATION

In this section we show how to construct certificate system
for domain-(pseudonym-)based schemes, such as pseudony-
mous signatures and domain identification.

The certificates, as presented in this section, may contain
any number of attributes, although only one of them is ex-
plicitly used – User’s inter-domain secret key, used to create
domain-specific public keys, called pseudonyms. The same
technique can be applied for any number of attributes, de-
pending on the specific application. The issue is explained
in more details in Section 5.2

Our construction does not explicitly indicate the signa-
ture or identification scheme. Instead, we leave the details to
the specific implementations. Intuitively, almost any secure
signature scheme which takes (〈g〉, g, q) as system parame-
ters and sk, pk = gsk as User’s key pair for g – a generator
of a cyclic group of order q and sk ∈ Zq, can be trans-
formed into a domain signature scheme using our certificate
system. Analogously, having such an identification scheme,
a pseudonymous identification scheme can be created. For
each such an attempt, an individual security proof should be
performed, as the signature and identification schemes them-
selves use various proof techniques and no general rule can
be constructed. However, the security of our scheme holds
for Schnorr Signatures and Schnorr Identification Protocol.

We strongly base our construction on the construction of
anonymous credentials from Section 4, applying Fiat-Shamir
transform on the ZKP from Equation (1) in order to provide
static signatures under the certificates.

System Setup.
Let (G,+, G,GT , ·, ĝ, q, e) be a set of pairing-friendly do-

main parameters with e(·, ·) being a bilinear mapping op-
eration, mapping elements from G × G → GT , and ĝ being
image of mapping e(G,G). Let (GD, ·, q, g̃) be another cyclic
group of prime order q, with generator g̃.
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ReCert (m,σ, ξ):

1: (A0, . . . Al, B0, . . . Bl, C) = σ
2: (m0, . . .ml) = m

3: r, r′
$←− Z2

q

4: for i ∈ {0, . . . l} do

5: Ãi := [r′]Ai

6: B̃i := [r′]Bi

7: C̃ := [rr′]C

8: kr, k0, . . . kl
$←− Zl+2

q

9: T := [kr]Ã0 +
∑l
i=0[ki]B̃i

10: tpk := ξm1kr−k1

11: e := H(T ||tpk||Ã0|| . . . Ãl||B̃0|| . . . B̃l||C̃)
12: sr := kr − er
13: for i ∈ {0, . . . l} do
14: si := ki − ermi

15: σ′ := (Ã0, . . . Ãl, B̃0, . . . B̃l, C̃)
16: S := (sr, s0, . . . sl)
17: return (σ′, S, T, tpk)

Figure 5: Creating domain-specific certificate

CertVerify ((σ, S, T, tpk), ξ, pkCA):

1: (A0, . . . Al, B0, . . . Bl, C) = σ
2: (sr, s0, . . . sl) = S
3: e := H(T ||tpk||A0|| . . . Al||B0|| . . . Bl||C)

4: if e(G, [e]C̃) 6= e
(
X,T − [sr]A0 −

∑l
i=0[si]Bi

)
then

5: return (false, ⊥)

6: for i ∈ {1, . . . l} do

7: if e(Zi, Ã0) 6= e(G, Ãi) then return (false, ⊥)

8: for i ∈ {0, . . . l} do

9: if e(Y, Ãi) 6= e(G, B̃i) then return (false, ⊥)

10: pkU,ξ =
(
tpkξ

s1
)
1/sr

11: return (true, pkU,ξ)

Figure 6: Verifying domain-specific certificate and
extracting public key

5.1 Entities Definition
The Certificate Authority (CA) is an entity responsible for

issuing certificates in the form of credentials. Let us denote
the number of attributes in a certificate (including User’s
secret key) as l ≥ 1. CA possesses a key pair which is used
for credentials issuance (skCA, pkCA) = Gen (l). The CA is
owner of a master domain generated by g̃.

The Domain Owners are entities who own domains of
pseudonyms (each of them a single one). Let ξ ∈ GD be a
generator bound to the domain. The selection and valida-
tion of ξ is crucial to the security of the scheme. ξ has to be
publicly verifiable, selected pseudorandomly, with no known
DL-relation to any previously known element of GD. This
can be achieved by selecting ξ as an output of a hash func-
tion, somehow based on domain’s common name. Another
important issue is to check if Verifier is actually bound to
the domain ξ, as deanonymization through presenting rogue
domain bases would be trivial. Since there is a number of
different solutions to the issue, we leave its specification as a
future work. One should only remember that the parameters
of a Domain Owner depend on the chosen solution.

The Users are entities somewhat similar to credential sys-
tem Users. Let us denote a User’s secret key as skU and a
corresponding User’s public key in master domain as pkU =
g̃skU . A User obtains a certificate in a form of a credential
from the Certificate Authority. Then, she presents it to the
Domain Owner under domain pseudonym.

5.2 Functions Definition

Certificate Issuance.
The procedure is identical to Credential Issuance from

Section 4.2. The first attribute, m1, is the User’s inter-
domain secret key skU and thus its possession shall be proven
using the Change-Base construction. The remaining at-
tributes are not implicitly used in the certificates, as pre-
sented in this section, but can be revealed using Credential
Verification protocol from Section 4.2 or as additional fields
in the certificate, via additional Change-Base steps. Let us
denote obtained credential as σ. Moreover, let us define
procedure IssueCert as a protocol between the Issuer and
a User which runs SignskCA on User’s attributes.

Certificate Domain-Pseudonymization.
Recall the ZKP from Equation (1). Using the construction

from Section 3.2, let us slightly modify the statement, to
also prove the equality of exponents for domain pseudonym
pkU,ξ = ξskU = ξm1 :

ZKP{(ς, (µ0, . . . µl)) : Verpk (ς, (µ0, . . . µl)) = 1

∧ pkU,ξ = ξµ1}.

We apply Fiat-Shamir Transform on the modified ZKP in
order to produce a signature of knowledge (SoK), in form of
a domain-specific certificate, which allows extracting User’s
public key in domain ξ. We present the responsible pro-
cedure ReCert in Figure 5. The certificate is of a form
(σ, S, T, tpk).

Certificate Verification.
While Certificate Domain-Pseudonymization produces a

domain-specific certificate, this function allows anyone to
verify its correctness, extracting the domain-specific public
key pkU,ξ bound to it. It is essentially the verification step
of the aformetnioned SoK, with a verification part changed
into extraction as suggested in Section 3.2. We present the
responsible procedure CertVerify in Figure 6. The proce-
dure returns pairs of a form (true, pkU,ξ) upon a successfull
verification and (false,⊥) otherwise.

5.3 Security Properties

5.3.1 Unforgeability
The unforgeability of the certificate issuance follows di-

rectly from the unforgeability of anonymous credentials, cf.
Section 4.3.

5.3.2 Unlinkability

Definition 5.1. Unlinkability Game We define the Un-
likability Game between an adversary A(·) and a challenger
CH(·) as the following experiment:

1. CH on input takes the three groups of order q : G,GT
and GD with a bilinear pairing e : G×G→ GT , gener-
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CertSimulate (pkU , g, skCA):

1: (x, y, z1, . . . zl) = skCA

2: C
$←− G

3: A0
$←− G

4: B0 := [y]A0

5: for i ∈ {1, . . . l} do
6: Ai := [zi]A0

7: Bi := [zi]B0

8: σ = (A0, . . . Al, B0, . . . Bl, C)

9: S = (sr, s0, . . . sl)
$←− Zl+2

q

10: e
$←− Zq

11: T = [1/x]C + [sr]A0 +
∑l
i=0[si]Bi

12: tpk := pksrU g
−s′1

13: Q := T ||tpk||A0|| . . . Al||B0|| . . . Bl||C
14: if H has been queried for Q then
15: goto step 10

16: Program H(Q) := e
17: return (σ, S, T, tpk)

Figure 7: Domain Certificate simulator (program-
ming random oracle H)

ators G ∈ G, ĝ ∈ GT , g̃ ∈ GD s.t. ĝ = e(G,G), number
of attributes l and bit b. We denote it CH(b, l).

2. CH initiates certificate authority (skCA, pkCA) = Gen (l)
(cf. Figure 1).

3. If b = 0, CH selects two random private keys skU , skU′
$←−

Z2
q; otherwise skU = skU′

$←− Zq.

4. CH generates two domains ζ and ξ as random values
from GD.

5. CH generates two certificates cξ, c
′
ζ for the correspond-

ing secret keys skU , skU′ and domains ξ, ζ. The cer-
tificates pass verification, that is:

(true, ξskU ) = CertVerify(cξ, ξ, pkCA)

(true, ζsk
′
U ) = CertVerify(c′ζ , ζ, pkCA)

6. A is given the certificates and CA description (includ-
ing private keys) and outputs bit

b′ = A(cξ, c
′
ζ , ξ, ζ, skCA, pkCA).

7. We say that the adversary wins the game, if b = b′.

Theorem 5.2. The certificate scheme IssueCert, Re-
Cert, CertVerify is unlinkable under DDH-assumption
in GD, i.e. if DDH problem is hard in GD no polynomial
time adversary A wins the Unlinkability Game (Definition
5.1) with more than a negligible advantage:∣∣∣Pr [1 = 〈A|CH(b, l)〉|b = 1]

−Pr [1 = 〈A|CH(b, l)〉|b = 0]
∣∣∣ ≤ negl(λ)

where λ is the groups’ security parameter.

Proof. Given an adversary that wins the linking game
with a non-negligible advantage ε we can construct a sim-
ulator in the Random Oracle Model that solves the DDH-
problem in GD. On input DDH tuple (g, ga, gb, gc) we set
ξ = g, ζ = ga, pkU,ξ = gb, pkU′,ζ = gc.

We construct a simulator for the challenger in the follow-
ing way:

1. Initiate certificate authority (skCA, pkCA) = Gen (l).

2. Simulate domain certificates, programming the Ran-
dom Oracle:

cξ = CertSimulate(pkU,ξ, ξ, skCA)

cζ = CertSimulate(pkU′,ζ , ζ, skCA)

3. Run and return A(cξ, c
′
ζ , ζ, ξ, skCA, pkCA)

The adversary simply cannot derive any information about
the Users’ relationship from the certificates (but the public-
key parts pkU,ξ, pkU′,ζ) because CertSimulate procedure
is oblivious to their private keys, or any public keys in G.
By solving the unlinkability problem (and winning the un-
linkability game), the adversary claims that either:

• both public keys have the same private exponent α i.e.
pkU,ξ = ξα and pkU′,ζ = ζα;

• both public keys have different private exponents α
and β i.e. pkU,ξ = ξα and pkU′,ζ = ζβ .

In the first case, we obtain gb = ξα = gα ⇒ b = α and
gc = ζα = (ga)b = gab ⇒ c = ab.

In the second case, we get gb = ξα = gα ⇒ b = α and
gc = ζβ = (ga)β = gaβ ∧ α 6= β ⇒ c = aβ 6= aα = ab⇒ c 6=
ab.

6. CONCLUSION AND FUTURE WORK
In this paper, we presented a generalized version of veri-

fication procedure for Sigature Scheme C of Camenisch and
Lysyanskaya [4]. We presented a short and efficient Zero-
Knowledge Protocol for this procedure, which requires com-
puting only 2l+3 bilinear pairings on the side of the Verifier
and does not require any bilinear operation or operation in
GT on the side of the Prover, while proofs based solely on
the original construction require l+ 2 pairings on the side of
the Prover and 5l + 5 on the side of the Verifier.

We also presented a generic construction allowing efficient
extraction of entangled exponents in specific cases. While
the construction was designed specifically for the solution,
it can be applied to much wider range of Σ-protocols.

Finally, we presented two generic constructions – a slightly
modified Anonymous Credential system, tightly based on
the original construction by Camenisch and Lysyanskaya
– and a Pseudonymous Domain Certificate system – a ba-
sic building block for unified Pseudonymous Signatures and
Restricted Identification systems. Unfortunately, due to
space limitations, we were unable to provide a fully working
domain-based system. We leave its specification as a future
work.

We still see a room for improvement in efficiency of verifi-
cation procedures, as many bilinear mappings share partial
inputs. We leave this, along with a reference implementa-
tion, as a future work.
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APPENDIX
A. COMPARISON TO THE ORIGINAL PRO-

TOCOLS
In order to stress the improvements of our construction

from Section 3, we present Table 1 comparing the number of
operations and communication costs for the protocols. The
rows correspond to specific operations performed by the par-
ties in columns. The numbers for the original construction
are based upon the straightforward method using Okamoto-
Schnorr Σ-protocol for a proof of exponents equality. We
compare the number of:

1. elliptic points additions and scalar multiplications,

2. multiplications and exponentiations in GT ,

3. exponents additions and multiplications,

4. bilinear pairings computations,

5. items of G, GT and exponents sent

with respect to the number of signature messages l (cf Fig-
ure 4).
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