KDM and Selective Opening Secure IBE Based on the LWE
Problem

Jingnan He'>3, Bao Li'?, Xianhui Lu*2, Dingding Jia?' , Wenpan Jing'2

!State Key Laboratory of Information Security, Institute of Information Engineering,
Chinese Academy of Sciences, Beijing, China
2Data Assurance and Communication Security Research Center, Chinese Academy of Sciences
3University of Chinese Academy of Sciences, Beijing, China
{inhe13,lb,xhlu,ddjia,wpjing}@is.ac.cn

ABSTRACT

Based on the learning with errors (LWE) problem, we con-
struct an identity-based encryption (IBE) scheme in the
standard-model which is secure against the key dependent
message (KDM) attacks and the selective opening (SO) at-
tacks.

KDM security, which requires that the scheme can still
obtain secrecy even if the messages depend on the secret
key, is necessary for IBE when updating the identity secret
keys with the old ones. SO security, which requires that
when the adversary corrupts some fraction of senders, the
uncorrupted senders’ messages still maintain privacy, is use-
ful for IBE since that one user receives messages from many
senders is a natural scenario. Although there is a KDM
secure IBE scheme based on LWE constructed by Alperin-
Sheriff and Peikert (PKC’12), and a SO secure IBE scheme
based on LWE constructed by He et al. (IWSEC’15), those
two schemes cannot achieve both of the security require-
ments at the same time.

In this paper, first, we propose a new transformation which
is a new variant of LWE assumption. Then, we prove that a
dual-style public key encryption (PKE) scheme of the LWE
based PKE of Gentry et al. (STOC’08) is KDM secure with
the help of our transformation. At last, based on the PKE
scheme, we construct an IBE scheme in the standard model
that is both KDM and SO secure.
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1. INTRODUCTION

1.1 Motivation

The learning with errors (LWE) problem, introduced by
Regev in 2005 [21], is applied in a wide range of cryptography
[21, 11, 14, 11, 9, 1, 2, 3, 12, 18]. It is very attractive in the
last decade, because of its simple and highly parallelizable
operations and its assumed hardness in the post-quantum
world. Moreover, its average-case problem enjoyed worst-
case hardness guarantees.

Our focus in this paper is on the construction of IBE
based on LWE which can achieve two stronger security re-
quirements, the key dependent message (KDM) security and
the selective opening (SO) security. KDM secure encryp-
tion scheme, introduced by Black, Rogaway and Shrimpton
[8] in 2002, guarantees the secrecy even if the encrypted
messages depend on secret keys. Applebaum et al. [5]
and Alperin-Sheriff, Peikert [4] proposed KDM secure con-
structions based on LWE problem. SO security is another
strong security notion. It states that in the multi-party com-
putation senario, even if the adversary corrupts a part of
the senders and knows their messages and randomnesses,
the unopened ciphertexts remain secure. In [6], Bellare,
Hofheinz and Yilek proposed a framework of lossy encryp-
tion to achieve SO security, and the constructions based on
LWE in [18, 19] also fit this framework.

In the IBE scenario, it is natrual to require the scheme
to be both KDM secure and SO secure. As Alperin-Sheriff
and Peikert [4] suggested, when the secret keys are about
to expire, the private key generator (PKG) can encrypt the
new secret key under the user’s identity for the previous
epoch; and when the user loses the old key and wants to
decrypt the old ciphertext, the PKG can encrypt the old
secret key under the user’s identity for the current epoch.
So the IBE scheme needs to be KDM secure. Besides, since
that many senders send messages to one user is natural in
the IBE scenario, the SO security is also necessary.

However, there is no LWE-based IBE scheme being both
KDM and SO secure. On one hand, Alperin-Sheriff and
Peikert [4] constructed a selective KDM secure IBE for user
secret keys with the help of all-but-d trapdoor functions in
2012. Their scheme cannot achieve SO security, because the
user public key in their scheme is perturbed by an extra
Gaussian noise, and this extra noise results in the random-
ness vector drawn from the discrete Gaussian distribution
rather than the uniform distribution which does not have
enough entropy to achieve SO security. On the other hand,



He et al. [13] extended the notion of lossy encryption to the
IBE setting and proved that the identity-based lossy encryp-
tion (IBLE) can achieve the indistinguishability-based selec-
tive opening security in the selective identity setting (IND-
sID-SO) in 2015. Then they constructed an IBLE scheme
from LWE. However, their scheme is not KDM secure be-
cause the trapdoor construction just allows the adversary to
attack one identity, which does not fit the multi-user setting
of IBE.

1.2 Our Contributions and Techniques

As mentioned above, there are two main technique hur-
dles to achieve KDM and SO security based on LWE at the
same time: (1) the randomness’ distribution of the current
LWE-based KDM secure IBE scheme in [4], which is the dis-
crete Gaussian, limits the scheme to fit the framework IBLE
which can achieve SO security; (2) the trapdoor construc-
tion of the current LWE-based SO secure IBE scheme in
[13], which just allows that the adversary attacks one iden-
tity, limits the scheme to be applied in the multi-user setting
for KDM security. Therefore, how to achieve the proper dis-
tribution of the randomness and multi-user setting are the
key problem.

In this paper, we simplified the structure of the KDM se-
cure IBE scheme constructed by Alperin-Sheriff and Peikert
[4], by eliminating the extra Gaussian noise in the user pub-
lic key, and changing one Gaussian randomness vector to a
uniform randomness vector. Then, we prove that our scheme
not only is KDM secure, but also achieves SO security.

KDM secure IBE scheme with the uniform random-
ness. The key problem in proving KDM security is how to
generate public keys and challenge ciphertexts whose cor-
responding messages are affine functions of the secret keys
without knowing secret keys.

The public key of the PKE scheme in [4] is —Az; + zo
where z; is the secret key and z1, zo follow from the discrete
Gaussian distribution. Since this type of the public key and
the ciphertext are all Gaussian LWE instances, then it is
easy to generate them from standard LWE instance by the
transformation proposed by Applebaum [5], without know-
ing the secret key z1. That is why Alperin-Sheriff and Peik-
ert [4] mentioned that the KDM security of their construc-
tion relied heavily on the structure —Az; + zo of the public
key which was perturbed by an extra Gaussian noise zo like
[14] instead of using the structure Az; like [11].

The problem (1) of the randomness’ distribution in the
IBE scheme inherits from the corresponding PKE scheme.
Because Alperin-Sheriff and Peikert [4] constructed the KDM
secure IBE scheme from the corresponding KDM secure PKE
scheme and the all-but-d trapdoor function, the user public
key —A;q4z1 + zo in the IBE scheme is also perturbed by an
extra Gaussian noise which inherited from the corresponding
PKE scheme. However, the distribution of the randomness
vector is sensitively influenced by the extra Gaussian noise
zo. Since the randomness vector will amplify the noise zg
when it multiplies the user public key in the ciphertext, then
to limit the amplification in the range of decryption capabil-
ity, the randomness vector should be drawn from the discrete
Gaussian rather than the uniform distribution. Besides, the
Gaussian noise zo is not necessary in the IBE scheme, since
that A;qz1 is statistically indistinguishable from the uniform
distribution. And in fact, the classical IBE schemes based
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on LWE like [11, 9, 1, 2] does not have this extra Gaussian
noise zg.

Therefore, by removing the extra Gaussian noise zo from
the public key of the corresponding PKE scheme, there is no
amplification when the randomness multiplies the public key
in the ciphertext and the randomness does not need to be
drawn from the discrete Gaussian. Then the randomness can
be drawn from the uniform distribution which has enough
entropy to fit the IBLE framework. To do so, another prob-
lem arises that if removing the extra Gaussian noise, public
keys Az; will be knapsack LWE instances which are different
from the Gaussian LWE instances of ciphertexts and current
transformations cannot generate those two instances which
share the same secret key. How to generate the public keys
which are knapsack LWE instances and the challenge cipher-
texts which are Gaussian LWE instances, without knowing
the secret keys? By extending previous results, we propose
a new transformation to handle this problem, in which we
can simultaneously generate knapsack LWE instances and
Gaussian LWE instances from standard LWE instances. As
a by-product, our transformation can derive a variant of
LWE assumption, which says that even if some of the LWE
instances have no errors, those instances are still computa-
tionally indistinguishable with the uniform distribution.

Finally, based on this KDM secure PKE scheme with the
uniform randomness and the same all-but-d trapdoor func-
tion of [4], we can obtain a KDM secure LWE-based IBE
scheme.

SO secure IBE scheme with the multi-user setting.
In [13], He et al. proved that an IBLE scheme is IND-SO se-
cure. IBLE has two indistinguishable modes, the real mode
and the lossy mode. The real mode is same as the nor-
mal IBE scheme. In the lossy mode, the key point is to
information-theoretically hide the plaintext message for the
challenge identities. It requires that the randomness should
have enough entropy in the ciphertext to information-theor-
etically hide the message.

Therefore, to achieve the IND-SO security, by adding a
lossy mode for the above KDM secure IBE scheme, we prove
that the scheme is also an IBLE. Since the randomness vec-
tor is drawn from uniform distribution in our KDM secure
scheme, it is easy to achieve the property of information-
theoretically hiding the message by a special structure in
public key used in [13]. And the problem (2) of the multi-
user setting is naturally solved based on our KDM secure
IBE scheme. For specifically, the IBE scheme in [13] is
selective identity IND-SO-CPA secure for just one target
identity. The multi-user setting in our case means that
the IBE scheme should be selective identity IND-SO-CPA
secure for d target identities where d is polynomial in A.
Alperin-Sheriff and Peikert [4] proposed an all-but-d trap-
door function to handle with the multi-user setting. So we
can combine their all-but-d trapdoor function with the IBLE
to achieve the selective identity IND-SO-CPA secure IBE
scheme for the multi-user setting. We should remark that,
the all-but-d trapdoor function is used to construct a trap-
door for d identities rather than the opened ciphertexts in
selective opening security.

To sum up, we propose a new transformation and combine
it with the all-but-d trapdoor function in [4] with the frame-
work IBLE [13] to construct an LWE-based IBE scheme,



which can achieve KDM security and SO security at the
same time.

1.3 Organization

The rest of this paper is organized as follows. In sec-
tion 2 we introduce some notations, definitions and previous
results. In section 3, we describe the new transformation.
In section 4, we prove a public key encryption scheme is
KDM-CPA secure. Based on the KDM secure public key
encryption scheme in section 4 and the all-but-d trapdoor
function in [4], we just describe the construction of compact
KDM secure IBE scheme in section 5. Because the proof of
the security is similar with the proof in [4], we will omit the
proof. At the same time, we prove that this IBE scheme is
IND-SO secure.

2. PRELIMINARIES
2.1 Notations

Except special notes, all operations in this paper are under
the operation of modulo ¢, and log means log,. Throughout,
we use A to denote our security parameter. For a positive
integer I, we use [I] to denote the set {1,...,1}. We use bold
lower-case letters (e.g. s) to denote vectors, and bold upper-

case letters (e.g. A) to denote matrices. We use & X to
denote that z is drawn uniformly at random over a set X.
We use z <~ X to denote that = is drawn according to a
distribution X. To denote the statistical distance between
two distributions, we write A(X,)). For two distribution
ensembles X' = X,y = Y, we write X ~, Y if A(X,))
is a negligible function of A, and we write X ~. Y if for all
probabilistic polynomial time (PPT) distinguishers D there
is a negligible function mnegl(-) such that: |Pr[D(\, X)) =
1] — Pr[D(A, Vx) = 1]| < negl(A). We let [z] be the clos-
est integer to x. For a matrix X € R™™*_ the largest sin-
gular value of X is defined as s1(X) = max)y=1 [|Xul|.
Let Ay (A) = {e € Z™s.t.Ae = y mod g} given a matrix
A € Zg*™ and a vector y € Z;. We use |z| to denote the
absolute value of an element z, and use ||s|| to denote the
Lo length of the vector s.

2.2 The Discrete Gaussians

For any s > 0 and ¢ € R", define the Gaussian function:
Vx € R", ps.c(x) = exp(—7||x—c||?/s?). For any ¢ € R™, real
s > 0, and n-dimensional lattice A, define the discrete Gaus-

s,c(X
Pt
where ps,c(A) = 3° cp Ps,c(y). We omit the parameter ¢
when ¢ = 0.

The following lemma states some properties of the dis-
crete Gaussian distribution. For € > 0, n.(A) denotes the
smoothing parameter of an n-dimensional lattice introduced
by Micciancio and Regev [17] which is a positive real value.
The definition of it depends on the notion of dual lattice, we
just need some relevant facts but not the precise definition,
so for details see [17, 11, 16].

sian distribution over A as: Vx € A, D sc(x) =

LEMMA 2.1  ([4], LEMMA 2.1). Let m > Cnloggq for
some constant C' > 1.

1. For any w(y/logn) function, we have n.(Z™) < w(+/logn)
for some negligible e(n) = negl(n).

2. With all but negl(n) probability over the uniformly ran-
dom choice of A € Z3*™, the following holds:

For e < Dgm , where r = w(y/logn), the distribution
of y = Ae mod q is within negl(n) statistical distance of
uniform, and the conditional distribution of e given y is
Drgcayr

3. For any m-dimensional lattice A, any ¢ € Z™, any r >
ne(A) where €(n) = negl(n), and any random variable x
Date,r, we have ||x|| < ry/m with all but negl(n) probability.
In addition, for A = Z and any random variable © < Dz, .,
we have |z| < r-w(v/logn) except with negl(n) probability.

4. For any r > 0, and for R + ngk, we have s1(R) <
- O(v/n + Vk) except with negl(n) probability.

2.3 Hard Learning Problems

Here we recall the concepts and the hardness of LWE.

Learning with Errors (LWE).
Let m = m(n), ¢ = q(n) be integers, and x be a distri-

bution on Z,. Let A & Zqg*", s & Zy,e < X, then the

LWE(m,n, q, x) problem is to find s, given (A, As + e).

When s < Dz ,., we call it Gaussian LWE. This is the
search version of the LWE problem, and there is a decisional
version of the LWE problem.

(Decisional) Learning with Errors (DLWE).

Let m = m(n), ¢ = q(n) be integers, and x be a dis-
tribution on Z,. Let A & Zy ", s & Zy,e < x™, then
the DLWE(m,n, ¢, x) problem is that given (A,b), decide
whether b is distributed by As + e or chosen uniformly at
random from Zg".

Evidence for the hardness of LWE(m,n, q, Dz,qq) follows
from results of Regev [20], when m = poly(n) and ag > 2/n.
The hardness of decisional version of LWE can be reduced
to the search version of LWE.

(Decisional) Knapsack Learning with Errors (KLWE).
Let m,n be positive integers with m > n and let x be an

error distribution on Z,. Let A & Z77" e <+ x™,u & Ly,
then the KLWE(m, n, ¢, x) problem is to distinguish the ditri-
butions (A, A'e) and (A, u).

(Decisional) Extended Learning with Errors (ELWE).
Let m, n be positive integers with m > n and let x be

. . . $ $
an error distribution on Zg. Let A < Z7**",s < Zy,e

X"t +— x™,u & Zy, then the ELWE(m,n, ¢, x) problem
is to distinguish the distributions (A, As + e, t,t‘e) and
(A, u,t,t'e).

The hardnesses of these problems are as follows.

LEmMMA 2.2 ([15] LEMMA 4.8). For any n,m > n+ w(
logn), q and Dz,aq, there is a polynomial time reduction
from the problem of inverting A\WE(m, n, q, Dz aq) with prob-
ability e, to the problem of inverting KLWE(m, m—n, q, D7)
(in the search version) with probability € = € + negl()\).

LEmMA 2.3 ([4] THEOREM 3.1). There exists a proba-
bilistic polynomial time oracle machine (a simulator) S such
that for any adversary A, Adv._WE(m,mq,X)(SA) > 2p1_1 .
Adverwe(m,n,q,x) (A) — negl(X), where m > n +w(logn), |(e,
t)| < p with overwhelming probability, and p is the smallest
prime divisor of the modulus q.




2.4 Some Results about Randomness

We introduce some results about randomness which will
be used as tools in the later section.

LEMMA 2.4 ([12]). Let D be a distribution over Zg with
min-entropy k. For any € > 0 and | < (k — 2log(1/e) —
0(1))/loggq, the joint distribution of (C,C -s) where C
Zfzx" s uniformly random and s € Zq is drawn from the
distribution D is e-close to the uniform distribution over
len % Zl

a a

The following lemma is an extension of lemma A.2. The
proof will be showed in appendix which is similar to lemma
A2 of [7].

LEMMA 2.5. There is a distribution Lossy such that A +
Lossy ~. U & Z2m*" and given s & Zy, and e

Dy x,e® « DI, He (s|A, As + [(eM)!](e®)]") > n,
where € = negl(\). Lossy is as follows.

e Choose B & 777k ¢ & 78" Z « DI5", and
R + DZSZ:’/@), where - = negl(\), o= negl(\),

klogg<n—2\+2, andnlogqg < m — 2\ + 2.

. B Z
e Output A.
2.5 Key-Dependent Message Security

The key-dependent message security against chosen plain-
text attack (KDM-CPA) is that an adversary plays a game
with a challenger that answers encryption queries for func-
tions of the users’ secret keys (see figure 1). We use F to
denote the class of functions which map [ secret keys to a
plaintext. The adversary can make KDM queries polyno-
mial times with f € F and j € {1,...,1}.

A C

ber {0,1}

fori=1tol
{PKi}icq (PK;,SK;) + KeyGen(1*)
<~———"end

co + Enc(PK;,0™)
c1 < Enc(PK;, f({SKi}tiep))

if ¥ = b, outputs true
else outputs false

_(chooses j € [I], f € ]-'M»
:{ ch
b/

—_—

guesses b’ € {0,1}

Figure 1: Game of key-dependent message security
for PKE

The advantage of the adversary is Advﬁ?}\;ﬂkcf A= 2Pr[t =
b] — 1|. If for every probabilistic polynomial-time adversary
A, Advﬁ?%"kcg A is a negligible function, then the PKE scheme
is KDM-CPA secure with respect to F.

The above definition is the KDM-CPA security for PKE,
the definition for an IBE scheme (Setup, Ext, Enc, Dec) is
similar. First, the challenger chooses a bit b < {0,1}. Sec-
ond, the adversary A(1*,d) outputs (distinct) target identi-
ties Z = (idq, ..., id;) for some [ < d to the challenger. Third,
the challenger runs Setup(1*, d) to generate the master pub-
lic key MPK and the master secret key MSK, and sends MPK
to the adversary. Then the challenger extracts secret keys
for every target identities id;. Fourth, A can make polyno-
mial extraction and encryption queries. The order of these
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queries decided by A. The extraction query means that A
sends any identity id ¢ Z to the challenger, then the chal-
lenger runs Ext(MSK,id) to get the user secret key sk;q and
sends it to A. The encryption query means that A sends
(f € F,1 <j <) to the challenger. If b = 0, the challenger
computes co < Enc(id;,0). If b = 1, the challenger com-
putes c1 < Enc(idy, f({skia, }icy)).- Then the challenger
sends ¢, to A. Finally, A attempts to guess b and outputs
b €{0,1}.

The advantage of the adversary is Advﬁ?}ﬂégm = 2Pt/ =
b] — 1|. If for every probabilistic polynomial-time adversary
A, Advﬁ?}ﬂég«% is a negligible function, then the IBE scheme
is KDM-CPA secure with respect to F.

2.6 Selective Opening Security

We use a game to define IND-sID-SO. Let Daq be any
message sampler.

Init : The adversary outputs a list of target identities Z =
{id7,id3, ...,id; }.

Setup : The challenger runs Setup(1*) and keeps the
master secret key MSK. The challenger randomly chooses
j €r {0,1,...,1 — 1}. The challenger samples n messages
{mé}izl‘_n from Daq and gets n ciphertexts by using al-
gorithm Enc(idj, MPK, m)), i = 1..n. The master public
key MPK and the n ciphertexts ci, c2, ..., ¢, are sent to the
adversary.

Phase 1 : The adversary issues queries qi, ..., ¢k where the
i-th query ¢; is a query on id;. We require that id; ¢ Z. The
challenger responds by using algorithm Extract to obtain a
private key SKiq, for id;, and sends SKjq, to the adversary.
All queries may be made adaptively, that is, the adversary
may ask ¢; with knowledge of the challenger’s responses to
quyees Qi1

Open & Challenge : Once the adversary decides that
Phase 1 is over it specifies a set J and sends it to the chal-
lenger. Then the challenger resamples n messages {mll Yiz1n
from Dy such that m[l‘]] = mé‘]]. The challenger picks a ran-
dom bit b € {0,1} and sends the adversary the messages m;
and the randomnesses r[J] used in ciphertexts c[J].

Phase 2 : The adversary issues additional adaptive queries
Qk+1,---,gm Where q; is a private-key extraction query on
id;, where id; ¢ Z. The challenger responds the same as in
Phase 1.

Guess : Finally, the adversary outputs a guess b’ € {0,1}
and wins if ¥’ = b.

The advantage of A in attacking an IBE scheme & is
Adv'\Z5 30, (A) = [2-Pr[b = '] — 1]. The probability is over
the random bits used by the challenger and the adversary.

We say that an IBE system IND-sID-SO secure if for all
IND-sID-SO PPT adversaries .4 we have that Advﬂ'?ﬁ;‘?j&n(
A) is a negligible function.

2.7 Identity-based lossy encryption

An IBLE scheme works in two modes. One is the real
mode which is the same as an IBE scheme with standard
master key generation algorithm and extraction algorithm.
The other is the lossy mode with a lossy master key genera-
tion algorithm, and the corresponding extraction algorithm.
The two modes share the same encryption and decryption
algorithms. Let Z be the list of the lossy identities. Then for
identities id ¢ Z, encryptions with the lossy master public
key MPKiossy are committing as the same in the real mode.
For idjessy € Z, encryptions are not committing.



Formally, the real mode is a tuple of PPT algorithms
{Setupreal, Extreal, Enc, Dec}:

L] Setupreal(lA) — (MPKreah MSK)
° Extreal(id, MPKrea|, MSK) — SKid
e Enc(id, MPK, u) — C

e Dec(id, SKiq, C) outputs either a message p or L in
the case of failure.

The lossy mode is a tuple of PPT algorithms {Setupiossy,
Extiossy, Enc, Dec}:

e Setupiossy (1, 7Z) = (MPKjoss,, MSK)

o Extiossy (id, MPKiossy, MSK) outputs either a user se-
cret key SKiq when id ¢ Z or L when id € .

e Enc and Dec algorithms are the same as those in the
real mode.

An Identity-based Lossy Encryption Scheme should have the
properties as below.

(1) Correctness on keys for all id ¢ Z. For any (MPK,
MSK) generated by Setupreal(lk) or Setuplossy(P7 7), any
SKia generated by Extcal/iossy(id, MPK,MSK), and any
message 4, Dec(id, SKiq, Enc(id, MPK, 1)) = u.

(2) Lossiness of encryption with lossy keys for id € Z. For
any lossy keys MPKossy generated by Setuplossy(lk,l) and
any two messages o 7# p1, there is Enc(id, MPKiessy, t0) ~s
Enc(id, MPKigssy, pi1).

(3) Indistinguishability between real keys and lossy keys.
We use a game to describe this property.

C
A T = {id}, ... id}}
(MPK07 MSKO) — Setupreal(]')\)
(MPKl, MSKI) <~ SetuPlossy(I)
modep = real, mode; = lossy

MPK
~—>b per 0,1}

fori=1ton

id; ¢ 7
chooses id; ¢ Z %

SK

records SKia, <+ i—SKiq, < Extmode, (id;, MPKp, MSK})

end ,
guesses b’ € {0, 1}————if b/ = b, outputs true
else outputs false
Figure 2: Game of indistinguishability between real
keys and lossy keys

The advantage of the adversary is Advﬁs’}ygz}z = |2Pr[b =

b] —1|. If for all PPT adversaries A we have that Adv'3Yu2s
is a negligible function, then we say that the real keys gen-
erated in the real mode is indistinguishable with the lossy
keys generated in the lossy mode.

LEMMA 2.6  ([13]). Let X be a security parameter. If
IBLE is any identity-based lossy encryption scheme, then
for all IND-sID-SO PPT adversaries A, Adv%?j%'%;gso()\) is
a negligible function.

3. TRANSFORMATION

Before the discussion of the KDM security, we will de-
scribe a transformation which is a useful tool in our security
proof. It is based on two previous transformations. The-
orem 1 of our transformation shows that from the same
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standard LWE instances (A"~ A’s' +t™*"), we can
get the knapsack LWE instances (A™*" A‘t) and polyno-
mial many fresh Gaussian LWE instances (a™*',a’t 4 ¢')
involved with the same t. Micciancio and Mol [15] proposed
a transformation from standard LWE instances (A/™*(m=m)
A’s’ +t™*") to knapsack LWE instances (A™*" A't). Ap-
plebaum et al. [5] proposed a transformation from standard
LWE instances (AJ™*™ Absh +t7"*!) to Gaussian LWE in-
stances (ay'*' abty + e). However, we can not get the
knapsack LWE instances and the Gaussian LWE instances
which share the same t by using the two transformations
straightly. The reason is that in the transformation of Ap-
plebaum et al. [5], the m-dimensional Gaussian LWE is gen-
erated with the help of the invertible square matriz version
of standard LWE instances (AJ™*™, Absh + t7"*!). But we
should get the Gaussian LWE instances with the help of the
standard LWE instances (A/*(™=")  A’s’ + t™*") where A’
is not an invertible square matrix. So we need to expand the
standard LWE instances (A" "= A’s" + t™") to the in-
stances of an invertible square matrix, and keep t unchanged
meanwhile.

THEOREM 1. Let ¢ p® be a prime power.
n,m >n+w(logn), x = Dz,r,

(1) There is a polynomial-time transformation that, for
arbitrary s’ € Zy, maps (A, A's' + t) which follows from
LWE(m, m—n, ¢, x) to (A, A't) which follows from knapsack
LWE(m,n, q,x), and maps (A’,u’) which follows from U(
zrxm=n) XZy") to (A, u) which follows fromU(Zy " X Zy).

(2) With the help of (A’, A's' +t), there is a polynomial-
time transformation that, maps (8’,a’'s’ +e’) which follows
from LWE(1,m—n, q, x) to (a,a’t+e’) < Gaussian LWE(1,m,
¢,X), and maps (&', a") which follows from U(Zy' ™" x Zq) to
(a, ) which follows from U(Zy' x Zg).

PrROOF. Draw m samples {(af, b;) }ic[m] from some distri-
bution D over Zflm_”) X Zq, where D is either LWE(1,m —
n,q,X) or U(ZT] ™™ X Zg). We use (A’,b’) to denote these
m samples, 1.0.(A",b) = ([ah, @b, @], 55, b5y Ba]') €
zZy <) g

(1) This can be obtained by lemma 2.2 which is proved by
Micciancio and Mol [15]. We will simply state the method

used in lemma 2.2. Because A’ « U(Z7"™*™™™), A’ is non-
—(m—n)—1

For any
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singular except with probability at most 1/p™ =
1/p™ ™' = negl(n), where p is the smallest prime factor of
g A matrix A € Z7*™ can be efficiently computed using
linear algebra from A’ such that A’A’ =0 mod ¢. A’ can
further be randomized by left-multiplying a random unimod-
ualar matrix. If A’ is chosen at random among all nonsin-
gular matrices, then the distribution of the randomized A is
within negligible statistical distance from U(Z;"*™). Then
we can get (A, A'b’).

When D is LWE(1,m —n, q, X), i.e. (A’,b’)is (A’,A’s'+
t), we can get knapsack LWE(m, n, q, %) instances (A, A’t).

When D is U(Z] ™™ X Zq), i.e. (A’,b’) is (A’,u’). Then
we can get (A, A‘u’). Because m > n + w(logn) and the
min-entropy of u’’s distribution is m log ¢, by lemma 2.4, the
distribution of (A, A*u’) is statistically close to the uniform
distribution over Zy"*" xZy.

(2) Because A’ « U(Zy*™"™), A’ is nonsingular ex-
cept with probability at most l/pmf(mfmf1 =1/p" ! =
negl(n), where p is the smallest prime factor of g. Then
choose another matrix A” € Z7"*™ such that [A’,A"] €



Z7*™ is invertible. Sample an instance (a’,d") from D.

Choose a” (i ZZ,S“ i Zg. Let at — —[Z_ilt,é//t][A/,A”}_l c
ZY and b = a'(b’ + A”s"”) + b’ + a"'s”. Because [a*,a""]
is uniform and [A’, A”] is invertible modulo ¢, a € Zj" is
uniform as well.

When D is LWE(1,m —n, q, x), i.e. (A’,b’)is (A’,A’s'+
t), and (a’,b') is (a’,a’'s’ + ¢’). Then

Z_):ét(b'—&—A”s”)+l_)'+5”ts"
=t _/

y+a’s' +e +

" _rn

=a'(A's'+t+A"s

=t _n
a s

/
_ —[ﬁlt,éﬂt][A/, A//}_I[A/, A//} |:SS”:| + ﬁtt—l—

’
[élt, é//t] |:SS//:| + e
=a't+e.

Therefore, (a,b) is distributed according to gaussian LWE(1,
m,q, x)-

When D is U(Z]' ™™ X Zg), ie. (A',b') is (A’,u'), and
(@',b) is (&’,@'). Then b = a'(b’ + A”s") + b +a"'s" =
a'(u’' + A”s") + 4’ +a"'s”. Because @ is uniform and in-
dependent with af(u’ + A”s”) + a"!s”, b is uniform too.
Therefore, (&, b) is distributed according to U(Z]' x Zg). [

Obviously, this theorem inducts a variant of DLWE as-
sumption that (A, At,B,Bt + e) is computationally indis-
tinguishable with (A,ui,B,uz2) based on the DLWE as-
sumption, where A & Zy*™, B & Z™ ¢« DY, e +

Dy ., W & Zy,uz & ZL, and r > 2y/n,q,m,n satisfy the
parameters in theorem 1. It means that the Gaussian LWE
instances even if some of which has no errors, they are still
computationally indistinguishable with the uniform.

4. KDM-CPA SECURE PKE SCHEME

In this section, we will prove that the dual Regev type
PKE scheme like [11] proposed by Gentry, Peikert and Vaikun-
tanathan is KDM-CPA secure for affine functions of the se-
cret keys.

4.1 Construction

The structure of this PKE scheme is the same as the
scheme of [11]. The message space M is Z,, and the concrete
construction is as follows.

KeyGen(1*) Enc(PK = (A, A't), ) | Dec(SK =t,C)
A(iZ;nxn s(iZ’q1 (c1,c2) =C

t «— Dy, e+— Dy ¢« Dz, |p =co—tle
PK = (A, Alt) c1=As+e = decode(p')
SK=t co=ttAs+e +pu-p return g
return (PK, SK) return (c1,c2)

Figure 3: Construction of the PKE scheme

decode(1') means that for y', outputs the number in Z,
which is closer to (4’ £ [£]) mod q.

Parameters. Let n = poly(\), m > n+w(logn), g
p > 2(rw(+/log n)
+r2y/m - w(y/Togm)), r > 24/n.

Correctness. For all (PK, SK) generated by KeyGen(1*)
and all message p, (c1,c2) + Enc(A, A't,p), c2 — thcr

=p?
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t'As+e +pu-p—t'As—tle = - p+e —tle. By Cauchy-
Schwarz and lemma 2.1, |’ — t'e| < rw(y/Iogn) + r2/m -
w(vlogm) < §. Therefore, the algorithm decode() will get
the correct message with overwhelming probability.

4.2 KDM-CPA Security.

We will prove that the scheme mentioned above is KDM-
CPA secure.

THEOREM 2. Parameters are the same in section 4.1. 1 >
1 denotes the number of users in the definition of KDM-CPA
security. And the adversary A makes at most d = poly(n)
times KDM queries. Then the scheme in section 4.1 is
KDM-CPA secure for affine functions, assuming that the
extended LWE problem and the LWE problem is hard. Specif-
ically, AdvPMLSTA o < 1d - AdvgVE 0P
Adv;\;\/E(de’m_n’q’Dz’” + negl(\).

PRrROOF. We use f to denote affine functions over Z, of the
[ users’ secret keys ti,to, ..., t;. fisdefined as fi . ({t:}icy)

= 2%1] < ki, t; > 4w mod p, where K = [ky,...,k;]. For
ic

simplicity, we will omit K and w, and use f to denote the
affine function.

We will use a game sequence to prove this theorem. We
start with the game Gyg, which is the real game of the defi-
nition of KDM-CPA security in section 2.5. We generate the
public keys and the corresponding secret keys.

Then, we move to the game G;. In this game, instead of
using public keys to generate ciphertexts, we use the secret
key and uniformly randomly chosen vector u to generate ci-
phertexts. By the extended learning with errors (ELWE) as-
sumption and the hybrid technique, we can obtain that this
game is computationally indistinguishable from the game
Go.

Next is the game Gz, in which, we do not choose pub-
lic keys and secret keys, but generate public keys and the
challenge ciphertexts from LWE instances using the trans-
formation (theorem 3) without knowing secret keys. This
transformation guarantees that the distributions of public
keys and challenge ciphertexts are identical as the distribu-
tions in game Gi.

In the final game Gs, public keys and challenge cipher-
texts are all uniformly random vectors generated from uni-
form instances by the transformation (theorem 3). Then
based on the LWE assumption, we can get that this game is
computationally indistinguishable from the game Go.

Since the challenge ciphertext in Gs is uniformly random,
there is no information about the message.

Next we will describe every game and the indistinguisha-
bility between them in detail.

This is the original game from the definition of
KDM-CPA security in section 2.5. At first, we randomly

choose a bit b & {0,1}. Next, we choose [ users’ public key
{(As, Alts)}ieqy and secret keys {t;};c( like the KeyGen al-
gorithm, and send the public keys to the adversary .A. Then
the adversary makes the KDM query of the form (j., f.) at
most d = poly(A) times, where 1 < z < dand 1 < j. <.
The adversary can make this query at most d = poly(X)
times. The query (j-, f-) means that it is the z-th query and
the adversary requires that the challenger uses j.-th public
key to encrypt “0” if b = 0, and f.({t:}:cpy) if b = 1. More
concretely, the challenge ciphertext sent to the adversary
for the KDM query (js, f») is Co = (A, s +e,t’:_Aj s+e¢')

1]z



if b=0,0r C1 = (Ass+et) Ajs+e + f({tiiey)p)

) Lz
if b = 1, where s & Zy, e < D7, € < Dz, chosen by
us. Then the adversary guesses the value of b. Figure 6 in
section B shows the process.

In this game, we generate the public keys {(A;, Alt;)
}iep) and secret keys {t;};cp;) as in Go. The difference of this
game from Gy is the method of generating challenge cipher-
texts. For every KDM query (4, f») from the adversary, we

choose u & 7y, e < DF,, ¢ « Dz, and generate the
challenge ciphertext is, Co = (u, tj-zu — t;-ze +e)ifb=0,
or C1 = (u,tf,u—th e+e + fo({ti}icp)p) ifb=1.

Then, we show that the above two games Go and Gi
are computationally indistinguishable based on the extended

LWE assumption.

CLaM 1. |Pr[Go(A) = 1] — Pr[G1(A) = 1]| < 1d -
ELWE(m,n,q,Dz )

Adv 5,

PrOOF. In the definition of KDM-CPA security, the ad-
versary in a game can make at most d times KDM query
(jz, f2), so it is reasonable that the adversary queries the
same user’s public key many times, i.e. j; = ji for the i-th
query and the k-th query, where 1 < i < d;1 <k <d and
i # k. To show this situation clearly, we will use a sequence
of hybrid games.

Hy : The same as Gg.

H; : When the challenger receives the first k queries
(jz, f2),z € {1, ..., k} from the adversary, he uses the method
of encryption in G to generate the challenge ciphertext
Co = (u,tbu—thie+e)ifb=0,or C1 = (u,thu—
t;ze =+ e =+ fz({ti}ie[l])p) if b=1.

When the challenger receives the rest (d—k) queries (52, f»),
z € {k+1,...,d} from the adversary, he uses the method
of encryption in Go to generate the challenge ciphertext
Co=(Aj,s+etl Ajs+e)ifb=0,or C1 = (Ajs+
e, t;-zAsz +e + fz({ti}ie[l])p) ifb=1.

Hg : The same as Gi.

Suppose there is a PPT adversary A has non-negligible
advantage in distinguishing Hy_1 and Hy, for any k& €
{1,...,d}. Then we use A to construct an algorithm S; as
figure 7 in section B to distinguish ELWE(m,n,q, Dz,) in-
stance with the uniform instance. The oracle Ogwe uniform
randomly outputs the ELWE instances (A, As + e, t, t'e) or
the uniform instances (A, u,t,t’e).

At first, §; randomly chooses a bit b £ {0,1}. Then,
after receiving an instance (A,b,t,t’e) sent by the ora-

cle Ogwe, S1 chooses j* & {1, ...,1} uniformly at random.
Next, (A, A't) is the public key and t is the secret key for
the j*-th user. And for other users, S; chooses the public
key (A;, Alt;) and secret key t; as the KeyGen algorithm
where @ # j*.

S1 sends the [ public keys to the adversary A and invoke
A. Then §&; will receive KDM query and sends back the
challenge ciphertext. This process can be looped at most d
times. For the first k—1 KDM queries from the adversary A,
S1 generates the challenge ciphertext as the game Gi. For
the k-th KDM query (jk, fx), if jx # 5%, then S1 outputs 0
or 1 randomly, and ends this algorithm. If else, i.e. jx = 57,
then S; chooses e + Dz, and uses the instance sent by
Okrwwe to generate the challenge ciphertext as follows, Cp =
(b,t'b —t'e +¢') if b = 0, or C1 = (b,t'b —t'e + ¢ +
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fe({ti}iep)p) if b = 1. And for the rest d — k KDM queries,
S simulates as the game Go.

Specifically, let’s analyze the case of jr = j*. When
the oracle Ogowe outputs the ELWE(m,n,q, Dz,-) instance
(A,b = As + e, t,t’e), the j*-th public key is (A, A’t),
and the challenge ciphertext is Co = (As + e, t"(As +e) —
tle+¢e) = (As+e,t'As+¢')if b =0, or C1 = (As +
e, t’As + € + fu({ti}icp)p)if b = 1, which is the same as
the game Go. So in the case that jx = 7 and Ogwe outputs
ELWE(m, n, q, Dz,) instance, S simulates the game Hy_1.

When the oracle Ogiwe outputs uniform random instances
(A,b = u,t,t’e), the j*-th public key is (A, A’t), and the
challenge ciphertext is Co = (u,t'u — te +¢€') if b =0, or
Ci = (u,t'u—te + ¢ + fo({ti}icy)p) if b = 1, which is
the same as the game Gi. So in the case that j, = j* and
Orwwe outputs a uniform random instance, S; simulates the
game Hy.

Since the probability of jx = j* is 1, so 7| Pr[Hg_1(A)
1] - Pr[Hi(A) = 1]] = Advg,"""™™"P2") H is a hybrid
sequence, consequently, T|Pr[Ho(A) 1] — Pr[Hq(A)
1] <d- AdvELWE(m’n’q’DZ""). Since Hy is Go and Hy is Gy,

S1
|Pr[Go(A) = 1] — Pr[Gi(A) = 1]| < Id - Advg. ™0 Par)

holds. [

In this game, we use the transformation from LWE in-
stances to knapsack LWE instances by theorem 1(1) to gener-
ate public keys without knowing secret keys. Specifically, we
can generate KLWE(m, n, ¢, Dz, ) instances {(As, Alt:) }iey,
which are used as public keys, from [ LWE(m, m —n,q, Dz )
instances {(A}, Als’ +t:) ey

It should be noted that we do not know the secret keys
{ti}icyy- But we can construct the relation of the secret keys
for all users by the transformation. In detail, by theorem
1(1), the public key of i-th user is the knapsack LWE in-
stance (A;, Aft;) generated by the LWE instance (A}, b; =
As’ + t;), and the public key of j-th user is the knap-
sack LWE instance (A, A’t;) generated by the LWE in-
stance (A}, b; = Ajs’ +t;) for any i,j € [I] and ¢ #
j. Because Aj, A} + UZT* ™) A’ is nonsingular ex-
cept with probability at most l/pm*(m*")*1 =1/p" ! =
negl()), we can choose another two matrices C;, Cj € Z;**"
such that [A}, C}] and [A]}, C’] are nonsingular. Then we
can get a matrix Vj; € Z7**™ such that Vj;;[A), Cj] =
[Af, C{] using linear algebra. That is, V;; A = Aj. There-
fore7 Vjibj —b; = VjiA;S/ + Vjitj — A;S/ —t; = A;S/ +
Vjit]' — A;S/ — ti = Vjitj — ti.

Then,we can get t; = b; —V;;b;4+V;t;. We define V;; =
I. Then the affine function of secret keys can be written as
an affine function of one secret key, as follows

F({titicny) = _EE[Z] <k, t; >4+w mod p

_2%” <k;,b; — Vjibj + Vjitj > 4w mod P
1€

'E[l](< Viki,t; >+ <kyb; —Vjb; >)+w mod p
S

=< Rjﬂ)j > 4w; mod p,
where k; = :%l](v;iki) mod p and w; = 'Xfl](< ki, b; —
1€ 1€

V,:b; >)+w mod p. Then obviously, 1~<j and w; are known
to us.

For every KDM query (j2, f-), with the help of the LWE



instance (A}, A s + t;,) which is used to generate the
public key (Aj,, AL t;.), we can get a fresh gaussian LWE
instance (a,a’t;, + ¢') by theorem 1(2). We chooses e +
D7, and generate the challenge ciphertext as below, Co =
(a+etiate)ifb=0,0or C1 =(a+e—kjpttate+
’J}jzp) if b=1.

Then, we show that the two games G and G2 are statis-
tically indistinguishable.

CrLaM 2. Gi and Gz are statistically indistinguishable.

PROOF. Firstly, in G1, public keys are KLWE(m, n, g, Dz )
instances. In Ga, public keys are generated from LWE in-
stances by theorem 1 which are also KLWE(m, n, ¢, Dz,,) in-
stances.

Then, in Ga, for the KDM query (j:, f-) the challenge
ciphertext is C1 = (a + e — kj.p, ti a+e +w; p) if b=1.

Define y = a+e—k;.p, then C; = (y,th.a+e +w;,p) =
(y.t5.(y —e+kip)+e +1i.p) = (y,thy—ti et+e +
f=({ti}ic)p). Since a is uniform by theorem 1(2) and in-
dependent of e — l~(jzp, so the distribution of y is uniform.
Consequently, the challenge ciphertext in G2 is distributed
exactly as in G; when b = 1. The case of b = 0 follows
symmetrically.

Therefore G; and G are statistically indistinguishable.

In this game, instead of using LWE instances to gen-
erate public keys and challenge ciphertexts in Gz, we use
uniform instances to generate public keys and challenge ci-
phertexts by theorem 1. In detail, by theorem 1(1), from [
many U(Z3™ "™ x Zy') instances {(Aj},u})}icpy, we can
generate U(Zg**"™ x Zg') instances (A, u;) which are used
as public keys.

For every KDM query (jz, f-), with the help of (A, u’_)
which is used to generate the public key (A;_,u;,), we can
get a fresh uniform instance (&, @) which follows U(Zy x Z,)
by theorem 1(2). Then we choose e < D7, and generate
the challenge ciphertext as below, Co = (a + e, u)if b = 0,
or Cy = (a+e—kjp,a+w,.p)ifb=1.

Then we will show that the two games G2 and Gz are
computationally indistinguishable based on the DLWE(d +
Im,m — n,q,Dz,) assumption.

CLam 3. |Pr[Gz(A) = 1] — Pr[Gs(A) =1]| =
DLWE(d+Im,m—n,q,Dyz )

Adv 5o

PROOF. Suppose there is a PPT adversary A has non-
negligible advantage in distinguishing G2 and Gs. Then we
use A to construct an algorithm S as Figure 8 in section
B to solve the decisional LWE problem. The oracle Opiwe
uniform randomly outputs the LWE instances or the uniform
instances.

At first, Sz randomly chooses a bit b ¥ia {0,1}. Then,
after receiving instances ({(Af, b})};cp) sent by the oracle
Obiwe, S2 gets {(Ai, b))}y by theorem 1(1) as the public
keys.

Then S sends the ! public keys {(As, b;)}icp to the ad-
versary A and invoke A. Then Sz will receive KDM query
and sends back the challenge ciphertext. This process can
be looped at most d times. For each KDM query (j:, f»)
from the adversary A, Sz invokes the oracle Opiwe to get an
instance (a’,b’). Then by theorem 1(2), S gets an instance
(a,b) from the instance (a’,b’). Next, S; draws e + D7’

a
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and generates the challenge ciphertext is Co = (a + e, b') if
b=0,o0r C; = (a+e—kj_p,b" + w;,p) if b = 1, where k;_
and w;, can be computed by f. and {A;}cpy.

When the oracle Opiwe outputs LWE instances {Aj}, b} =
Ajs' + ti}ep and (8/,0 = &''s’ + ¢€’), the public keys are
{(As, Alts)}icqy (by theorem 1(1)), and for every KDM query
(jz, f=), (A,b) is (a,a"t;, +¢’) (by theorem 1(2)). Then the
challenge ciphertext is Co = (a + e, t;zé +e€)ifb=20or
Ci=(a+e— l;jzp, t;zé +eé' +w;_p) if b = 1. Therefore, in
this case, Sa simulates Ga.

When the oracle Opwe outputs uniform random instances
{A},b; = uj}icy and (&', = @), the public keys are
{(Ai,u;)}iepy (by theorem 1(1)), and for every KDM query
(jz, f2), (a,0) is (a,u) (by theorem 1(2)). Then the chal-
lenge ciphertext is Co = (a +e,u) if b = 0, or C1 =
(a+e—k;.p), a+1w;.p) if b= 1. So in this case Sy simulates

3.
Consequently, | Pr(G2(A) = 1] — Pr[G3(A) = 1]| =

DLWE(d+Iim,m—n,q,Dy,
Advg "™ =)0

CLAM 4. Pr[Gs(A)] = 5 + negl()).

PRrROOF. In Gs, for every KDM query (5, f»), when b = 0,
the ciphertext is Co = (a+e, @). When b = 1, the ciphertext
is Ch = (a+e—k;.p, i+ W.p).

Since (&, u) is uniform by theorem 1 and independent of
everything else in the ciphertext, so the distributions of Cy
and C7 are uniform. Therefore, the distributions of the ci-
phertext in the case of b = 0 and in the case of b = 1
are statistically indistinguishable. So the adversary can just
randomly guess b. That is, Pr[Gs(A)] = 5 + negl(A). O

Above all, AdvRPM-PA = [2Pr[Go(A)] —1] < ld-

AdUEI;WE(m,n,tI,'Dz,T)_|_Adng-WE(dﬂle’m*"’q’DZ'r)-|— negl(\) =

negl(\) states that the scheme is KDM-CPA secure.

We should note that when g is super-polynomial in n, the
above reduction is still valid. And the hardness of the corre-
sponding extended LWE problem is under an LWE problem
with super-polynomial modulus ¢ and inverse error rate 1/a.
In the later IBE construction, ¢ will be super-polynomial in
.

5. KDM SECURE AND SO SECURE IBE

In this section, we will describe the construction of the
IBE scheme as figure 4. Based on the all-but-d trapdoor
function proposed by Alperin-Sheriff and Peikert [4] and the
KDM secure PKE scheme in section 4, this IBE scheme is
KDM secure. Because the proof is similar as [4], we will sim-
ply describe it. Compared with the KDM secure IBE scheme
in [4], the user public key in Ext algorithm does not have the
extra Gaussian noise, and the randomness vector s in Enc al-
gorithm can be drawn from the uniform distribution instead
of the discrete Gaussian. Thanks to these modifications, we
can construct the lossy mode to the scheme by the method
of [13] and prove it is an IBLE scheme. Then, we can get
this scheme is IND-SO secure.

5.1 Construction

The following lemma is the efficient trapdoor construction
and associated sampling algorithm of Micciancio and Peikert
[16] which will be used in the extraction of user secret keys.



As in [16], we say that R is a strong trapdoor for A €

. R
Zy*™if A I
invertible linear transformation H over Zg, which is applied
column-wise to G where G is a universal pubic “gadget”
matrix.

= H(G) for some efficiently computable and

LEMMA 5.1  ([16],THEOREM 5.1). Let R be a strong trap-
door for A € Zy*™. There is an efficient randomized algo-
rithm that, given R, any u € Zg, and any r > si(R) -
w(vIogn) > nc(A(A)) (for some e(\) = negl(N)), samples

from a distribution within negl(\) distance of Dyi (a).,-

Setup(1*, d)

md X w
R« DZ w(\/log n)
fori=0tod—1
A; & zpomd A =
end

Ay ] A,
A= A= =
Ag-1 Ag_q

q
M
—AR,y =
Yd—1
MPK = (A, A,y), MSK = R
return (MPK, MSK)

(A,A,y),MSK = R, u)

1{ (u ul Lud 1)

A, =1at A yu = ﬁ't y

A, = [dt A|udG + @t - Al = [A,JulG — A,R]
tu DAaﬁ (Ay),r (by lemma 5.1)

SKy = tu

return (SKy)

$

—A;R € Z;’;Xw, yi < 21

Ext(MPK =

at = (u0,ul, .., ud™ 1), Ay = [@ - AlulG+at Al y, =at-y
s<—Z" e eDmd @ DYy e Dy,

f = stAu + (€D |(€®)1], &3 = styu + ¢+
return (c1, c2)

Dec(MPK, SK,, (c1,c2))

p = decode(ca — cﬁSKu)
return p

Figure 4: Construction of identity-based encryption

The following lemma is a useful tool in the proof of KDM
security and the construction of the lossy mode.

LEMMA 5.2 ([4]). Let A* € Z2'™™ and let V € RV
be the Vandermonde matriz whose rows are the vectors @ =
(ud, ut,...,ud™") wherel < d andm > 1. There is a polynomial-
time algorithm MapUser(A*,Z = {u1,...,w}) that outputs
A € Z2™ such that V- A = A*. And A is uniformly

random over the uniformly random choice of A*.

Figure 4 is the construction of IBE scheme. As in [4], let R
denote any commutative ring (with efficiently computable
operations, including inversion of multiplicative units) such
that the additive group G = Zy is an R-module, and such
that there are at least d + 1 known elements U = {ug =
0,u1,uz,...} € R where u; — u; is invertible in R for every
1 # j. Then the identity space is U\{0} C R. Let u denote
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the identity and @' = (u°,u',...,u?""). @' - A means that

S utA; where A = [A§|AL]. AL )" € Zrmd. We
take G = I, ®[1,2,2%,...,27n '] € Z'** where ¥ = [logq]
as in [16]. decode() is same in section 4.

Parameters. Let n = poly(\), m > nlogq + 2\ — 2,
q = p?, p = v-poly(n) for a sufficiently large poly(n) term to
ensure correctness, v = r*1 and r > O(v'md) -w(v/ITogn)?.

Correctness. Let ef = [(e™)!|(e®)!]. For (c1,c2) «
Enc(MPK, u, 1) and t, « Ext(MPK, MSK, u) under identity
u, o —city =s'y,+e +p-p—stAuty —e'tu =p-p+
e/ — e’t,. By Cauchy-Schwarz and lemma 2.1, le" + ettu\ <
le'| + |t'e| < v - (w(vIogn) + w) + r*md < £. Therefore,
the algorithm decode() will get the correct message with
overwhelming probability.

5.2 KDM security

THEOREM 3. Parameters are the same in section 5.1. The
IBE scheme in section 5.1 is selective identity KDM-CPA se-
cure for affine functions, under the LWE assumption and the
KDM-CPA security of the PKE scheme in section 4.

Proof sketch. The proof is same as the proof in [4], so we just
give a brief introduction. Game 0 is the actual KDM-CPA
security game from section 4.2.

In Game 1, the challenger uses an all-but-d trapdoor con-
struction to construct the master public key, and this game
is statistically indistinguishable from the Game 0. In detail,
the adversary sends a list of target identities Z = {u7, u3, ...,
uj}. The challenger chooses d uniform random matrices

A; € Z2™ and master secret key R < DZLZ(X\;U@) And

for i € [d], the challenger chooses the secret key for the iden-
tity u; to be z; < D"“H“’ and sets y; = [A7| — AjR]z;. By
lemma 2.1, this is statlstlcally close to choosing y; uniformly
an random and then sampling z; from DAL ([A%|~AZR]),r

Let A™ denote the stack of matrices A, and y* denote
the stack of vectors y;. By the algorithm MapUser(A*,T)
and MapUser(y*,Z) (lemma 5.2), the challenger computes
A and y such that A} = @' - A and y; = @' - y. Like
in [4], we define the monic degree-d polynomial as f(x) =
2 [ —uw)) =co+az+- - +ecg12% ' + 2% when
i€[l]
x ¢ Z, f(x) is invertible, and when x € Z, f(z) is 0. And let
A=—-AR+ [coy .-y ca—1]"G. Then (A, A,y) as the master
public key is sent to the adversary. Now the user public key
is pky = [@'- A| — @' - AR+ f(u)G], and this is an all-but-d
trapdoor function in which R is the trapdoor if f(u) is in-

vertible, because pk,, - = f(u) - G. When the adversary

makes extraction queries, the challenger uses the Ext algo-
rithm normally if the identity u ¢ Z. If the identity u € Z,
f(u) = 0 then R is not the trapdoor for pk,. So Ext can not
sample the user secret key.

In Game 2, the challenger uses the KDM secure PKE
scheme discussed in section 4 to statistically simulate Game
1. The challenger uses the outputs of the KDM secure PKE
scheme and the all-but-d trapdoor function to construct the
keys and the ciphertexts. Because the dimensions of keys
and ciphertexts in the IBE scheme are larger than the di-
mensions in the PKE scheme, it should be handled carefully.
Specifically, when the challenger constructs IBE ciphertexts
from the PKE ciphertexts, a super-polynomial extra noise
should be used to disguise the noise introduced from the



PKE ciphertext. Then the IBE ciphertext will be statisti-
cally distinguishable from the real IBE ciphertext created by
the encryption algorithm. It will lead to a super-polynomial
modulus ¢g. Since all the operations are same as [4], we omit
them here. In this game, the KDM security of this IBE
scheme is reduced to the KDM security of the PKE scheme.

5.3 SO security

THEOREM 4. Parameters are the same in section 5.1, and
r=r*D ¢ > /nklogg < n—2\+ 2. Then the IBE
scheme in section 5.1 is IND-sID-SO secure, assuming that
the LWE problem is hard.

ProoF. First, we construct a lossy mode to the IBE scheme
of section 5.1, and prove it is an IBLE scheme. Then by
lemma 2.6, this scheme is IND-sID-SO secure.

Now, we will construct the IBLE scheme. The Setupiossy
algorithm is as figure 5, besides, Setupreal is same as Setup,
Extreal and Extiossy are same as Ext in figure 4.

Then, we show this scheme fulfills the properties of IBLE.

1. Correctness on keys for all id ¢ Z. This is the same
as the correctness property in section 5.1.

2. Lossiness of encryption with lossy keys for id =
uj € Z={uj,...,u} for some j € {1,...,1}.

Enc(id, MPKiossy, 11) = Enc(u;, (A, A, y), p)

d—1

= (s"[@;" - Al - T AR+(Z i)' + (u5)") G+
() [(e™)],s"(@" - y) +¢ +u-p)

= (s'[(B;C +Z;)"|(—(B;C + Z;)' R + f(u;)G)]+
[(e)|(e®)],s'y} + ¢ +p-p)

(St[(B C+Zy)'|(-(B;C+Z;)'R)] +
s'y;+e€ +u-p)

~((|

[(e™)1(e™)1,

eV

B;C+Z; «
(2)])t7sty3‘ +€ +pu-p)

R'(B; C+Z)] + L

B; Z; ) x
=((({ BB }C+ [_Rizj])s+ [2(2)])t,styj +e +p-p).
B, Z; W
Let A’ = { Rt ]C + {_Rizj] ,e = {2(2)]. Because

the parameters satisfy the requirements of lemma 2.5, we
know that Hoo(s|A's + €) > n. Then because logq < k —
2log(1/e) — O(1), and by lemma 2.4, given A's + e, s'y]
is e-close to U(Zq). When € = negl()), s'y; ~s U(Zq)
given A's+e. Therefore, for any p € M, (s'yj + ¢ +
i - p) is statistically close to U(Z,), given A's + e, i.e. for
the lossy identity u}, any lossy keys MPKiss, generated by
Setup,es, (17, 1) and any two messages o # i1, there is
Enc(u}, MPKiossy, t10) =s Enc(uj, MPKiossy, f11).

3. Indistinguishability between real keys and lossy keys.
We use a game sequence to prove this property.

Gameg : This is the actual game from the definition of
the third property of identity-based lossy encryption de-
scribed as figure 2. In the process of Setup,,s,, we choose
B;,C,Z; where j = 1 to [ to construct [Bﬁ,...,BﬂtC +
[Zﬁ, 5 Zf]t as figure 5.

Game; : In this game, we use LWE instances (H}, A7)
(B;,(B;C + Z;)") where j = 1 to | and process as the
algorithm Setupiossy (figure 5) to generate the lossy keys
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(MPK1,MSK7). The remainder of the game is unchanged.
So this game is identical to Gameg.

Setuplossy(lk, d,T = {ul,us,...,u;})

f@) =2t Tl (z—u)=co+ecrz+-+cqg_12% 1 + ¢
€[]
mdXw
R+ DZ ,w(v/logn)
forj=1tol
dxk kX dx
B<—Zm C<—Z " Z; <—DZLT,"
Ax = (B;C+1z,)t, v; & Zy
end
A7 yi Ao
A= | .. |, y"=|...|, A= < MapUser(A*,7)
A; v Ag

Yo

- —AoR + oG
y=| .. | < MapUser(y*,7), A =
Yd—1

—Ag 1R+c41G

MPK = (A, A,y), MSK = R
return (MPK, MSK)

Figure 5: Construction of the lossy mode

Game; : In this game, we use uniformly random ma-
trices X to replace (B;C + Z;)" where j 1 to ! and
process as the algorithm Setupiossy (figure 5) to generate
the lossy keys (MPK1, MSK1). The remainder of the game
is unchanged. Based on the hardness of LWE assumption,
As = (B,;C + Z;)" ~. X, so this game is computationally
indistinguishable from Game;.

In Game;, MPK; = (A’JA’)y’) where ﬁ*t A’ = X7,
A’ = —A'R + [co, ..., ca1]'G, @'y =yjand j =1 to
I. Then, by lemma 5.2, A’ and y’ are uniformly random
because X* which is the stack of matrices X} and y* which
is the stack of vectors y; are uniformly random. And by
lemma 2.1, (A’, A’R) is statistically indistinguishable from
uniform, i.e. (A’,A’) is statistically indistinguishable from
uniform. Therefore, MPK; = (A, Ay is statistically dis-
tinguishable from MPKq = (A, A,y) where A, A,y are uni-
formly random.

Furthermore, Extrear and Extiossy are same as the al-
gorithm Ext in figure 4. Since the distributions of MPKg
and MPK; are statistically indistinguishable, and the distri-
butions of MSKy and MSK; are the same, then the distri-
butions between the output of Extreal(u, MPKo, MSKo)
Ext(u, MPKo, MSKo) and the output of Extiessy (v, MPKjy,
MSK;) = Ext(u, MPKy, MSK;) are statistically indistinguish-
able, i.e. any SK, generated by Extreai(u, MPKo, MSKo)
is statistically indistinguishable with any SK, generated by
Extiossy (4, MPK1, MSK;) for all u ¢ 7.

Therefore, the advantage of the adversary of Game; is
negl(A\). So the advantage of the adversary of Gameg is
negl(A). This completes the proof. [
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APPENDIX

A. PROOF OF LEMMA 5

The min-entropy of a random variable X is Hoo(X) =
—log(max, Pr[X = z]), and the average min-entropy of
X conditioned on Y, defined by [10], is

fIOO(X|Y) = — log(EyPy[mijr[X =z|Y =y]))

= —log(Bycy[2 =X =0,

DEFINITION 1 ([10]). For two random variables X and
Y, the e-smooth average min-entropy of X conditioned
on Y, denoted HS, (X|Y) is

H(X]Y) = Hoo(X'|Y).

max
(X7, Y7 ):A((X,Y),(X7,Y7))<e

LEmMMA A1 ([7]). For any random variable X, given
distributions Dy =s Dz where Y < Dy and Z < Dg,
there exists some € such that A(Y,Z) < € = negl(\), and
AL(X]Y) > A% (X|2).

Next we prove lemma 2.5. The method of proof is similar
to lemma A.2 in [7].

Proor. 1. A ~, U & 72m<,

(BC + Z,R!(BC + 2)) ~. (U, R'U,) 2,
where Uy, Uy & Z777"

e Under the hardness of LWE assumption, approximate
formula (1) holds.

(U1, Us),



e Let r; be the i-th column of R where r; < D%”w(\/m>.

Because nlogq < m—2A+2, by lemma 2.1, (U}, Ulr;)
is statistically close to the uniform distribution over

Zy*™ x Zy . Because the columns of R = [r1 ra ... rpy]
are sampled independently, (U}, U{R) is statistically
close to the uniform distribution over Zj*™ x Zy*™.
Taking the transpose, (2) holds.
2. HS(s|A,As+x) > n, where € = negl(\): Let so &
{0,1}", s1 & Zyg, then, think of s = so + s1. Because

HS (s|As +e) > HS (so|As + e), we will consider HS, (so| As
+e).

As + e
VA (1)
|:Rt :| CSO + |:th:| So + |: :| Csl + |:th:| S1 + |:§(2):|
o [ B Z W
s |:RtB] Cso + |:Rt ] Cs; + |:th:| s1 + |:Z(2>]
@ [ B c zZ e
s IRtB| W0 + Rt s1 + AR + e
e Since . = negl(A), each element of Zsg is negligibly

r1
small compared to the corresponding element of e,
" = negl(\) and R'Zsg is polynomial number of op-

o
erations on elements of Zsg, so each element of R!Zsg

is negligibly small compared to the corresponding ele-

(1) 7 )
e
2), Therefore, + R'Z So s 6(2)},
and the approximate formula (1) holds. It means that
their statistical distance is some €1 = negl(\).

ment of el

e Since sg <& {0,1}" and klogg < n —2XA+2, by lemma

2.4, the approximate formula (2) holds where ug & Z’;.
It means that their statistical distance is some eo
negl(A).

Then, for € = €1 + €2 = negl(A),

HE (sol |:Rt ] Cso + {R%Z} so + [R]ZD’B_
[ZE;})
¢ H (sol [R]?B} Cso + [R]?B} Csi + :R%Z] s1+ {zg})
So))

[7€ B B Z
o (s0] |:RtB:| uo + |:RtB:| Cs; + {th] s1 + L

© foo(s0)

=n

By lemma A.1, (3) holds. Because each of B,R, C,Z, up,s1, e
is independent of so, (4) holds. [J

(7D).
that A < Lossy ~. U & Z7" and gen s & Zy, and
e +— D%";q", HS (s|A,As+x) > n, where € negl(N).
Lossy is as follows,
o Choose B & ZmF C & ZExm,
where § = negl(\) and klogg <n —2X+2.

e Let A=BC+Z.

Z
Cs: + [th:| s1+

\Y]

LEMMA A.2 There exists a distribution Lossy such

mXn
and Z < Dy ",
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o Output A.

B. EXPLANATION IN FIGURES
A C
ber{0,1}
fori=1tol

A, E g D

PK; = (A;, Alt;),SK; = t;
end

{PKi}ien
T Ririe(l]

Unte), s& 77, e DF, ¢ Dy,

{ cO:(AJZs—i-et LAy s+e)
‘Ci)— c1=(Aj.s+e, tt A]szre + f2({t; }ze[l])P)
b, = b, outputs 1

else outputs 0

Figure 6: The process of Go

S1
ber {0,1}

Ok1we
. (A, As + e, t,tle)
s (M{(Auttt)

g AL
fori=1tol
if § = j*
A, =A
t, =t

else $
Ai < ZZHX‘/L

t; — 'D%nr
PK; = (A.“Afbtl)
{PKi}ieg SKi =t
-4— end

(]—>z’ fz)z<ku Ly e+ D, e« Dy,

{ co = (thézu_tzze—i_e/)
. c
o= (utt u—tt e+ + fo({ti}icp)p)
- Jz Jz [t
(J fr) if j, = j*
e’ (-DZ,r
Cp co = (b, t'b —t'e +¢’)
<~ ¢ = (b, t'b-tlete + fu({ti}icy)p)
(]mfZ)zgk s<—Z eeDm e <« Dz
{ o = (Ayus ot Ass+¢)
Ch c1=(Aj,s+e, tt A]szre +fj. ({titieq)p)

Y T - b, outputs 1
else outputs 0
else outputs bs € {0, 1}

Figure 7: Game of distinguishing H;_; and H;

A So ObLwe
be 0,1 A' A s’'+t;)},
S e P
<— lE

by theorem 1(1) gets {(Az,bl)}ze
{PKiticl sop
~——{PKitiey = {(Ai, bi) ficp

(=, f2)
gets (a, b)j—{

i

+—C] =

b/

—/ S/ta!
samples e «- D7* ,a'ts’ +e')

by theorem 1(2)
co = (a+e, bt)
(a+efk]zp,b + w;,p)
if b’ = b, outputs 1

else outputs 0

Figure 8: Game of distinguishing G2 and G3





