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ABSTRACT
The graphical pattern unlock scheme which requires users
to connect a minimum of 4 nodes on 3X3 grid is one of the
most popular authentication mechanism on mobile devices.
However prior research suggests that users’ pattern choices
are highly biased and hence vulnerable to guessing attacks.
Moreover, 3X3 pattern choices are devoid of features such
as longer stroke lengths, direction changes and intersections
that are considered to be important in preventing shoulder-
surfing attacks. We attribute these insecure practices to the
geometry of the grid and its complicated drawing rules which
prevent users from realising the full potential of graphical
passwords.

In this paper, we propose and explore an alternate cir-
cular layout referred to as Pass-O which unlike grid layout
allows connection between any two nodes, thus simplifying
the pattern drawing rules. Consequently, Pass-O produces a
theoretical search space of 9,85,824, almost 2.5 times greater
than 3X3 grid layout. We compare the security of 3X3 and
Pass-O patterns theoretically as well as empirically. Theo-
retically, Pass-O patterns are uniform and have greater vi-
sual complexity due to large number of intersections. To per-
form empirical analysis, we conduct a large-scale web-based
user study and collect more than 1,23,000 patterns from
21,053 users. After examining user-chosen 3X3 and Pass-
O patterns across different metrics such as pattern length,
stroke length, start point, end point, repetitions, number
of direction changes and intersections, we find that Pass-O
patterns are much more secure than 3X3 patterns.
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1. INTRODUCTION
Today mobile devices are being used to perform a mul-

titude of tasks including banking, mailing, social network-
ing, shopping and browsing. Consequently, these portable
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devices are gateway to sensitive information such as credit
card details, passwords and emails. To prevent unautho-
rised use of mobile devices several authentication mecha-
nisms e.g., textual passwords, numerical passwords (PINs),
graphical passwords and biometrics are available. However,
users perceive 3X3 patterns to be more usable as compared
to textual passwords and PINs [15]. Further, biometric al-
ternatives such as fingerprints are considered to be less se-
cure than PINs, textual passwords and 3X3 patterns [2].
Hence, 3X3 patterns have received wide attention from the
security community.

Although the grid-based pattern unlock scheme is consid-
ered as usable, the recent security studies [6, 13] show that
human-generated graphical patterns are vulnerable to guess-
ing attacks. In particular, users’ pattern choices are highly
biased and only a small fraction of the theoretical pattern
space is actually used. Simple pattern shapes resembling
English letters such as ‘Z’, ‘S’ , ‘L’, ‘N’, ‘M’ are quite pop-
ular among users. Since the 3X3 pattern space is already
limited (3,89,112 combinations), the weak pattern choices
of users make the problem much worse. Increasing the grid
size to 4X4 does not solve this problem as 4X4 patterns are
simply extended versions of popular 3X3 patterns [6].

Yet another threat to the grid-based authentication scheme
comes from shoulder-surfing attacks [10, 11]. These attacks
are more likely to succeed since users choose simple pat-
terns [6, 13] containing only horizontal (1 → 2) or vertical
lines (1 → 4) which could be easily memorized by an ob-
server. The features such as longer length, knight moves,
direction changes and intersections which are necessary to
counter shoulder-surfing attacks [4,10,11] are mostly absent
in the user-chosen patterns. We attribute these insecure
practices to the grid-based layout and its complex pattern
drawing rules.

The rules are as follows, (a) the pattern should be drawn
using straight lines and without lifting the hand, (b) the
pattern should connect at least 4 nodes and a maximum of
9 nodes, (c) a node cannot be connected more than once,
and (d) an unconnected node cannot be skipped if it lies
along the path of a pattern.

The last rule (d) especially limits the space of 3X3 pat-
terns as it does not allow connectivity between any two
nodes unconditionally. For instance, users cannot connect
1 → 3 in the grid unless the node 2 is already connected
(Figure 1a). In this paper, we develop an intuitive circular
layout which unlike grid layout allows a direct connection be-
tween any two nodes, therefore yielding a theoretical space
of 9,85,824 patterns, 2.5 times greater than 3X3 grid layout
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(a) Grid Layout (b) Circular Layout

Figure 1: 3X3 grid layout and Pass-O layout

(3,89,112). We refer to this circular layout as Pass-O.
Contributions. In this paper, we compare the security of
3X3 and Pass-O patterns against both guessing attacks and
shoulder-surfing attacks. We study them analytically as well
as empirically. Specifically, our contributions are:

• Theoretical Analysis - We perform theoretical analysis of
all valid 3X3 patterns and Pass-O patterns. We show that
Pass-O layout not only provides a large search space than
grid-based layout but also patterns drawn on Pass-O are
visually more complex in terms of intersections.
• Largest ever Security Study - To estimate the security of

3X3 and Pass-O patterns against guessing and shoulder-
surfing attacks, we conduct a large-scale user study and
collect 69,797 3X3 patterns and 53,393 Pass-O patterns
from 21,053 users. To the best of our knowledge this is
the largest patterns study reported till date.
• Resistance to Shoulder-Surfing - We compare the security

of 3X3 and Pass-O datasets across different metrics such
as repetitions, pattern length, stroke length, start point
distribution, end point distribution, number of direction
changes and intersections. The average length of Pass-O
patterns is 7.46 while for 3x3 patterns it is 6.92. Fur-
ther, the average number of intersections (3.47) in Pass-O
patterns is significantly larger than that of 3X3 patterns
(0.63). Thus, as compared to 3X3 patterns, Pass-O pat-
terns are visually more complex and therefore more resis-
tant to shoulder-surfing attacks.
• Resistance to Guessing - The large-scale data allow us to

provide a more reliable estimate of guessing resistance of
users’ pattern choices. We find that the security of 3X3
patterns is much less than that reported in the litera-
ture [6, 13]. Our Markov model based guessing algorithm
cracked 18.55% of 3X3 patterns but only 11.51% of Pass-O
patterns within first 20 guesses. Using the partial guess-
ing entropy metric [8], we find that the security of the first
10% (G0.1) of 3X3 patterns is just 5.80 bits (less than two
random digits) while the security of Pass-O patterns is
7.06 bits (more than two random digits).
• Top 500 patterns - We also share a list of top 500 3X3 and

Pass-O patterns with the research community [1].

Notations. For convenience, all nodes in 3X3 grid and
Pass-O are labelled from 1 to 9 (Figure 1). Specifically,
nodes in 3X3 grid are labelled in row-major order, the upper-
left node is labelled as 1 and the bottom-right node is la-
belled as 9. Nodes in Pass-O are labelled in clockwise as-
cending order starting from the top-most node which is la-
belled as 1. A pattern can therefore be represented as an
ordered sequence of nodes, e.g.,12369. We refer to the num-
ber of nodes connected in a pattern as pattern length or
simply length. Thus, the pattern length of 12369 is 5. Pat-
terns can also be viewed as a sequence of line segments. For
instance, the pattern 12369 is composed of 4 line segments,
1 → 2, 2 → 3, 3 → 6 and 6 → 9. The number of line seg-
ments in a l length pattern is simply l− 1. We use symbols
µ for average, σ for standard deviation and x̃ for median.

2. THREAT MODEL
We consider the threat posed to pattern unlock scheme

by guessing as well as shoulder-surfing attacks. For more
information about the related work on these attacks, we refer
the reader to appendix A.

2.1 Guessing Attacks
In this threat model, we assume that an attacker is in

possession of the user device (e.g., by theft). Further, we
assume that the attacker has no information about the de-
vice owner nor about the pattern lock. The only information
that the attacker has an access to is the sorted list of most
commonly used patterns. The attacker can make a maxi-
mum of 20 failed attempts before the device is deactivated
and rendered useless [6]. Therefore, immediately after ac-
quiring the device, the attacker draws the first 20 patterns
from the sorted pattern list to authenticate.

2.2 Shoulder-surfing Attacks
We quote the shoulder-surfing threat model as described

in [14] verbatim. A user draws the pattern in a (semi-)public
setting. The attacker, who has no previous knowledge about
the characteristics (e.g., length) of the drawn pattern, has
perfect sight on the display. There are no occlusions and
no distracting reflections. The attacker sees the whole au-
thentication exactly once as there is no technical equipment
involved (e.g., video recording). Immediately after the at-
tack, the observer gets in possession of the device (e.g., by
theft) and redraws the observed pattern to authenticate.

3. THEORETICAL ANALYSIS
To perform theoretical analysis, we wrote a recursive pro-

cedure that generates all valid 3X3 and Pass-O patterns. In
addition, the procedure also calculates and stores the charac-
teristics of all valid patterns. We focus on the characteristics
such as node reachability, size of the search space, pattern
length, stroke length and number of intersections.
Reachability. Figure 2 shows the reachability of nodes in
both layouts. We classify all nodes in 3X3 grid into three
categories, namely corner nodes, center node and side nodes.
As the name suggests, a corner node is the one located at the
corner of the grid {1,3,7,9}. The node 5 located at the center
is a center node and the remaining nodes located along the
boundary of the grid {2,4,6,8} are referred to as side nodes.
A corner node can be connected to 5 other nodes uncondi-
tionally and to the remaining 3 nodes conditionally only if
the intermediate node along the path is already visited. For
instance, the line segment 1→ 3 is possible only if the node
2 is already visited. Similarly, a side node can be connected
unconditionally to seven other nodes. The only node in this
grid that can be connected to other eight nodes is the center
node whereas in Pass-O any node can be connected to the
remaining eight nodes.

(a) Corner (b) Side (c) Center (d) Pass-O
Figure 2: Reachability of 3X3 and Pass-O nodes

Total Space. Due to limited reachability of corner and side
nodes, 3X3 grid offers only a limited space of 3,89,112 pat-
terns. On the other hand, in Pass-O since every node can be
connected to every other node, the total number of l length
patterns can be easily computed using the formula 9P l.
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Theorem 1. In a Pass-O with n nodes, the size of the
theoretical space is bn! · e− 1c.
If n = 9, the size of the theoretical space is b9! · e − 1c =
b9! ·2.71828−1c = 986, 409. This enumeration also includes
patterns with length 1, 2 and 3, excluding these the size of
the search space is 985,824.
Pattern length. The length of a pattern is simply the
number of nodes connected to form that pattern. It is anal-
ogous to the length of a textual password and is one of the
most important features in determining the pattern security.

Theorem 2. In a Pass-O with n nodes, the average pat-
tern length µn is n− 1.

Thus, the average pattern length in the 9-node Pass-O is
9− 1 = 8. This also matches with the average µnode = 8 as
computed by our program (Table 1). The length statisitcs
of theoretical 3X3 and Pass-O patterns are quite similar.
Stroke Length. Not every line segment in a pattern has
same length. For instance, in both grid and circular lay-
outs, the line segment 1→ 6 is longer than the line segment
1 → 2. This distance notion is captured using the stroke
length of a pattern, which is defined as the sum of Euclidean
distances of all line segments that forms the given pattern.
To compute the stroke length of 3X3 patterns, we label the
upper-left node as (0,0) and the lower-right node as (2,2).
Thus, the length of horizontal and vertical line segments
connecting adjacent nodes is just 1 and the length of diago-
nal segments can be easily computed using the Pythagoras
theorem.

We categorize all line segments in 3X3 grid into five moves,
straight move (horizontal or vertical) of length 1, short di-
agonal move of length

√
2 = 1.414, long diagonal move of

length
√

8 = 2.828, knight move of length
√

5 = 2.236 and
overlapping move of length 2. A straight move connects a
node to its adjacent neighbours, 1 → 2 and 1 → 4. A diag-
onal move connects a node to its diagonally adjacent neigh-
bour 1 → 5 while a long diagonal move connects two diag-
onally opposite corners of the grid 1 → 9. A knight move
connects non-adjacent nodes with a diagonal line 1 → 6
and 1 → 8, an overlapping move also connects two non-
adjacent nodes but with a straight line 1→ 3 and 1→ 7. All
five moves are possible (conditionally) only from the corner
nodes {1,3,7,9}. The side nodes {2,4,6,8} allow all but long
diagonal moves while the center node 5 allows only straight
and short diagonal moves (Figure 2).

To compute the stroke length of Pass-O patterns, we as-
sume that the Pass-O circle is inscribed in 3X3 grid. If the
grid fits on a mobile screen then, the inscribed circle also
fits on the same screen. Thus, the radius of the nine nodes
Pass-O inscribed in 3X3 grid is 1. We observe that every
line segment in a Pass-O pattern is a chord in the unit cir-
cle and its length can be calculated using the formula, r · θ,
where θ is the angle formed between two radii connecting
the two ends of the chord. Therefore, from a given node
x, there are 2 nodes {x+1, x-1} at a distance of 0.684 , 2
nodes {x+2, x-2} at 1.286, 2 nodes {x+3, x-3} at 1.732 and
2 nodes {x+4, x-4} at 1.970. Note that, we have penalized
the stroke lengths in Pass-O by assuming its radius to be of
unit length. Thus, the average stroke length of 3X3 patterns
(11.02) is longer than Pass-O patterns (9.93).
Intersections. Intersection occurs when two line segments
in the pattern cross each other. For instance, the 3X3 pat-
tern 152436 depicted in Figure 3a has 3 intersections, the

first between 1 → 5 and 2 → 4, the second between 1 → 5
and 4 → 3, and the third between 5 → 2 and 4 → 3. Simi-
larly, the Pass-O pattern 148263 has 5 intersections.

Table 1: Statistics of 3X3 and Pass-O patterns
Measure 3X3 PassO

µ x̃ σ µ x̃ σ

Pattern Length 7.97 8 1.02 8 8 0.99
Stroke Length 11.02 0.40 11.13 9.93 10.05 0.21
Intersection 2.22 2 1.96 5.16 5 3.13

(a) 3 intersections (b) 5 intersections (c) intersection x
Figure 3: Intersections in 3X3 and Pass-O pattern

Theorem 3. In a Pass-O with n nodes, the average num-

ber of intersections is n2−7n+13
6

.

The proof is given in appendix B. The average number of

intersections in the 9-node Pass-O is thus 92−7·9+13
6

= 5.167.
This also matches with µ = 5.16 as computed by our code
(Table 1). Note that 3X3 patterns have only 2.22 intersec-
tions on an average.
Remark 1. Theoretically, Pass-O not only provides a large
search space but also the patterns drawn on Pass-O are uni-
form and visually more complex in terms of intersections.

4. USER STUDY
The primary objective of our study was to quantify the se-

curity of human-generated 3X3 and Pass-O patterns against
both guessing and shoulder-surfing attacks. To provide a
reliable estimate of the pattern security, we sought a large
sample size. However, we note that collecting a large amount
of graphical patterns from a diverse set of users is a chal-
lenging task. In case of textual passwords, the breach of
large-scale websites is a common event which presents re-
searchers with an unique opportunity to analyse millions of
password strings [3]. In contrast, since graphical patterns
are mostly used to protect personal mobile devices, survey
methodology seems to be the only way to study them. This
method limits the number of patterns that can be collected.
In fact, prior survey studies [6, 13] performed security anal-
ysis on a small number of patterns gathered from not more
than 100 participants per condition.

To be able to perform a large-scale analysis of 3X3 and
Pass-O patterns, we conducted a web-based user study in
our organization. Since the organization is large and spread
across multiple locations around the globe, conventional meth-
ods e.g., pen and paper survey [6, 13] would have required
tremendous amount of resources. On the other hand, us-
ing the web-based study we were able to gather more than
1,23,000 patterns from 21,053 participants within two weeks.

4.1 Methodology
We created a website specifically for the study and made it

accessible to all employees through an internal portal. This
portal is used for many purposes and employees already had
the credentials to access it. On visiting the study link, par-
ticipants were shown both conditions, 3X3 and Pass-O, but
they were allowed to participate in only one of them. After
choosing the condition, participants were redirected to an
appropriate page containing instructions for drawing pat-
terns on the chosen layout. The competition ran for two
weeks and participants could participate only once.
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To attract more participants, we designed an adversarial
game as described in [6, 13]. More specifically, participants
were asked to draw at most 3 distinct secret patterns which
they think are easy for them to remember but difficult for
others to guess. These are called defensive patterns. Further,
participants were asked to draw at most 3 distinct pattern
guesses which they think are being used as secret (defensive)
by other participants. These are called offensive patterns.

The purpose of the competition was two-fold, i) to learn
the common pattern choices of participants, ii) to use these
learnings in educating participants about insecure choices.
After the competition, we published a list of top 500 popular
3X3 and Pass-O patterns [1] to make participants aware of
the insecure patterns that should ideally never be used.

Since paying a large number of participants costs more
money, we awarded top 3 participants in each condition with
a cash reward of $300. Participants were assigned a score
based on the guessability (strength) of their defensive pat-
terns and the guessing efficiency of their offensive patterns
(zero-sum game). At the end of the game, we displayed a
dashboard wherein each participant can view their score and
their position (rank) with respect to other participants. We
believe that the adversarial nature of the game and a large
cash reward provided enough incentive for participants to
choose strong defensive patterns in both 3X3 and Pass-O
conditions.

Our organization does not fall under the jurisdiction of
an IRB, but we did abide by the privacy laws and did not
collect any data about participants. However, for research
purpose, we requested the cumulative demographic data of
participants from the Chief Security Officer of our organiza-
tion.

4.2 Participants
11,960 employees participated in 3X3 condition and 9,093

in Pass-O condition (total 21,053). Participants in 3X3 con-
dition provided 34,548 defensive and 35,249 offensive pat-
terns (total 69,797). While participants in Pass-O condition
provided 26,469 defensive and 26,914 offensive patterns (to-
tal 53,383). We found no significant difference between gen-
der, age, qualification and nationality of participants in 3X3
and Pass-O conditions (chi-square test). Most participants
were young and were in the age group of 20-30 (Table 2).
Qualification-wise participants were quite diverse. Further,
participants belonged to 43 different nationalities, however,
more than 93% of participants belonged to nationality N1.

Table 2: Participant demographics and Pattern Count
3X3 Pass-O 3X3 Pass-O

Gender Nationality
Male 70.28% 70.50% N1 93.89% 95.80%
Female 29.72% 29.50% Others 6.11% 4.20%

Age Qualification
20-25 58.39% 40.16% CS related 10.88% 12.49%
26-30 24.20% 33.35% Engineer 60.72% 62.70%
31-35 9.93% 15.77% Science 5.24% 4.60%
36-40 3.40% 6.37% Commerce 7.69% 5.78%
≥ 41 4.08% 4.35% Other 15.56% 14.43%

Pattern Total
#Defensive(Def) 34,548 26,469 #Def+#Off 69,797 53,383
#Offensive(Off) 35,249 26,914 #Participants 11,960 9,093

4.3 Limitations
Due to the web-based nature of the study, we were not

in a position to verify whether participants stored their pat-
terns for later use during the recall phase. Hence, we could
not measure memorability in our study. Consequently, this
experiment has to be treated as an initial security study of
3X3 and Pass-O patterns. Further, the generalizability of

our study results is limited as the sample is not representa-
tive of a larger population. The population is younger and
more technical than the overall population. However, the
data analysis reveals striking similarity between the statis-
tics of patterns from our study and pattern data reported in
the past [5,6,13]. In fact, we found that the security of 3X3
patterns is less than that reported in these earlier studies.

5. DATA ANALYSIS
Now, we analyse the collected data and present empir-

ical results. To determine the shoulder-surfing resistance,
we use pattern characteristics such as pattern length, stroke
length, direction changes and intersections [4, 10, 11] and to
determine guessability we look at the common start and end
points, popular patterns and repetitions [6,13]. Due to space
constraints, we combine defensive and offensive patterns into
a single list as done in [6,13] and compare the characteristics
of all 69,797 3X3 patterns and 53,383 Pass-O patterns.
Pattern Length. Figure 4a shows the lengthwise distri-
bution of user-chosen 3X3 and Pass-O patterns. 53.74% of
the Pass-O patterns are connected using 9 nodes while only
26.30% of 3X3 patterns have 9 connected nodes. Surpris-
ingly, the number of Pass-O patterns with length 7 and 8 is
smaller. However, due to the preference for longer patterns,
the average number of nodes connected in Pass-O patterns
(7.46) is larger than that in 3X3 patterns (6.92).
Stroke Length. Theoretically, the average stroke length
of 3X3 patterns is larger than Pass-O patterns. However,
the survey data reveals that not only 3X3 patterns are con-
nected with fewer nodes, the line segments used in connect-
ing them are also short. Figure 4b presents the stroke length
distribution of 3X3 and Pass-O patterns. More than 71% of
3X3 patterns are composed using straight and short diag-
onal moves only. The line segments such as knight moves
which resist shoulder-surfing attacks [4, 10, 11] are mostly
absent in 3X3 patterns while more than 84% of Pass-O pat-
terns are connected with longer line segments (Figure 4c).
Consequently, the average stroke length of Pass-O patterns
(8.57) is longer than 3X3 patterns (7.20).
Intersections. As shown in Figure 4d more than 76% of
3X3 patterns are simple and do not contain any intersec-
tions, a property which contributes towards the pattern com-
plexity [4,10,11]. On the other hand, nearly 60% of Pass-O
patterns have at least one intersection. 3X3 patterns contain
only 0.63 intersections on an average while Pass-O patterns
is drawn with 3.47 intersections (Table 3). Therefore, Pass-
O patterns appear more complex than 3X3 patterns. We
compare the shoulder-surfing resistance of 3X3 and Pass-O
patterns in appendix C.

Table 3: Features comparison of 3X3 and Pass-O data
Measure 3X3 PassO

µ x̃ σ µ x̃ σ

Pattern Length 6.92 7 1.68 7.46 9 1.88
Stroke Length 7.20 6.83 0.66 8.57 8.69 1.10
Long Strokes 0.53 0 0.75 2.81 3 1.50
Intersection 0.63 0 1.74 3.47 1 4.44
Direction 2.19 2 1.84 3.68 4 2.26

Start and End Points. As shown in Figure 4f, the upper-
left corner of the grid is the most common choice for start-
ing 3X3 patterns. The most popular beginning for Pass-
O patterns is also the top-most node (Figure 4g), however
the number of Pass-O patterns that begin at the top node
(29.64%) is relatively smaller than 3X3 patterns (42.84%).
While 3X3 patterns are most likely to begin with corner
nodes, Pass-O patterns are most likely to begin with nodes
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(a) Pattern Length (b) Stroke Length (c) Long Segments (d) Intersections

(e) Direction Changes (f) Start point (g) Start point (h) End point (i) End point

Figure 4: Feature distribution of 3X3 and Pass-O data

{1,9,8,7}. To gauge the amount of randomness in a given
distribution, we use the Shannon entropy measure H.

Entropy H =
n∑
i=1

pi · log2(1/pi) (1)

The entropy due to starting point choices of 3X3 patterns
is 2.51 bits while in case of Pass-O, the entropy is slightly
higher 2.62 bits. Further, the end point choices of 3X3 par-
ticipants are also highly biased with nearly 30% of 3X3 pat-
terns terminating at the bottom-right node. Surprisingly,
the termination choices of Pass-O patterns are relatively uni-
form. The entropy due to end point choices of 3X3 patterns
is 2.89 bits while for Pass-O patterns it is 3.14 bits.
Repetitions. Of the 69,797 3X3 patterns, only 16,310 (less
than 24%) patterns are distinct, whereas of the 53,383 Pass-
O patterns, 27,497 (more than 50%) patterns are distinct.
The most popular 3X3 pattern is the ‘Z’ shape and it con-
stitutes 3.10% of all 3X3 patterns (Figure 5). Other popular
3X3 patterns also resemble the letters of an English alpha-
bet such as ‘S’, ‘L’, ‘N’, and ‘M’. The most popular Pass-O
pattern constitutes 1.64% of all patterns and is drawn by
connecting all nodes in an anti-clockwise fashion beginning
from node 1. Other popular choices include patterns with
alternating nodes and those resembling English letters such
as ‘Z’ and ‘C’. A list of top 500 patterns can be found at [1].

2,158 1,611 1,486 971 744 656

876 725 583 510 463 412
Figure 5: Top 6 3X3 and Pass-O patterns from the study

Remark 2. The user-chosen Pass-O patterns are not only
visually more complex but also less repetitive and have uni-
form beginning and ending as compared to 3X3 patterns.
The data strongly suggests that the space utilized by Pass-
O patterns is much better than that of 3X3 patterns.

6. GUESSABILITY
In this section, we measure the relative strength of 3X3

and Pass-O patterns against guessing attacks. First, we use

the pattern data to develop a Markov model based guessing
algorithm [13] and then, we use it to estimate the partial
guessing entropy [8] of 3X3 and Pass-O patterns.

6.1 Guessing Entropy
The attack technique we use is quite similar to that de-

scribed in [13]. The objective is to recover as many pat-
terns as possible using as few guesses as possible. To gain
maximum benefit, pattern guesses should be generated in
decreasing order of probabilities. To estimate pattern prob-
abilities, we employ ngram-Markov model which exploits the
fact that subsequent choices in a human-generated sequence
are largely dependent on the current choices. For instance,
the letter ‘e’ is more likely to follow ‘th’ than the letter ‘z’.
In case of 3X3 patterns the adjacent nodes are more likely to
be chosen than the non-adjacent nodes. Based on this obser-
vation, the ngram-Markov model predicts the next letter in
a sequence using the prefix of length n− 1. The probability
of a sequence of letters s1, . . . , sl can be modelled as

P (s1, . . . , sl) = P (s1, . . . , sn−1) ·
l∏

i=n

P (si|si−n+1, . . . , si−1) (2)

Parameters. We choose the value of n to be 3. The suit-
ability of the choice of trigrams is evident from Figure 8
given in appendix D. More than 1/6th of 3X3 patterns are
composed using the trigram 789, while 1/13th of Pass-O pat-
terns are made up of trigram 234. Further, we found that
increasing the size of n to 4 does not improve the pattern
guessability. We estimate the probabilities of trigrams that
do not appear in the dataset using the Laplace smoothing
technique.
Implementation. We use K-fold cross-validation technique
and split our dataset randomly into K = 5 disjoint equal
sized subsets. Then, we perform K iterations. In each it-
eration, we select a previously unvisited subset from K = 5
subsets, mark it as visited and use it as test set. The re-
maining 4 sets are combined and used as training set. The
size of 3X3 test set is around 13,959 while the size of Pass-O
test set is about 10,676. After fixing the training set and
test set, we do the following computations.

• We assign highest probabilities to the frequent pat-
terns (count ≥ 10) appearing in the training set, so
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that they are used upfront while performing guessing.
• We compute trigram probabilities using the training

set and employ Markov model to estimate the proba-
bilities of the remaining patterns.
• We sort all patterns in decreasing order of probability.
• We use these as guesses to crack the test set patterns.

We repeat the entire process 50 times and report the mean.

Figure 6: Guessing resistance of 3X3 and Pass-O patterns

Results. Figure 6 demonstrates the success rate of guess-
ing algorithm against all (defensive + offensive) patterns.
Within 5000 guesses, the attacker can recover 70% of 3X3
patterns but only 40% of Pass-O patterns. Even within the
first 20 guesses, the attacker can crack 18.55% of 3X3 pat-
terns but only 11.51% of Pass-O patterns. Therefore, Pass-
O patterns are more resistant to guessing attacks.

Table 4 compares the percentage of patterns cracked on
different layouts within the first 20 guesses. Our guessing
algorithm cracked 18.55% of 3X3 patterns, 11% more than
that reported in [6]. Also, Pass-O patterns are much stronger
as compared to 3X3 and 4X4 patterns [6], since within 20
guesses the attacker can crack 18.55% of 3X3 and 19.90%
of 4X4 patterns but only 11.51% of Pass-O patterns.

6.2 Partial Guessing Entropy
Now, we compare the partial guessing entropy [8] (for def-

inition refer to appendix E) of 3X3 and Pass-O patterns. We
define the probability pi as the fraction of patterns cracked
by ith guess of our Markov-based algorithm. We found that
the effort required to crack the first 10% (G0.1) of 3X3 pat-
terns is just 5.80 bits while for Pass-O the effort is 7.06 bits
(Table 4). Note that the guessing resistance (G0.1) of 3X3
patterns (5.80 bits) is less than reported (6.59 bits) in the
earlier study [6]. The difference in security is much higher
for cracking larger proportion of patterns, e.g., the security
of first 50% of 3X3 patterns is 9.86 bits (less than three ran-
dom digits) while the security offered by Pass-O patterns is
15.28 bits (more than four random digits).

Table 4: Partial Guessing Entropy Comparison

Distribution α = 0.1 α = 0.2 α = 0.5 20 guess

3X3 All 5.80 6.95 9.86 18.55%
Pass-O All 7.06 8.50 15.28 11.51%
Aviv et.al. 3X3 All [6] 6.59 6.99 8.93 16.70%
Aviv et.al. 4X4 All [6] 6.23 6.64 11.61 19.90%

3X3 Def 8.61 9.50 13.02 6.65%
Pass-O Def 10.01 14.07 18.49 4.45%
Aviv et.al. 3X3 Def [6] 9.43 9.79 10.98 4.00%
Aviv et.al. 4X4 Def [6] 6.23 6.64 11.61 3.20%
Uellenbeck et.al. 3X3 Def [13] 8.72 9.10 10.90
Uellenbeck et.al. Circle Def [13] 9.76 10.81 12.69

3X3 Off 4.54 5.18 7.51 30.57%
Pass-O Off 5.62 6.82 11.66 18.97%
Aviv et.al. 3X3 Off [6] 6.98 7.69 9.31 12.50%
Aviv et.al. 4X4 Off [6] 6.46 7.57 10.40 16.70%
Uellenbeck et.al. 3X3 Off [13] 7.56 7.74 8.19

As shown in Table 4, Pass-O defensive patterns are much
stronger than 3X3 defensive patterns. The effort required
to crack the first 20% of Pass-O patterns is 214.07−9.50 =

24.57 ≈ 23.75 times greater than that of 3X3 defensive pat-
terns (Table 4). Moreover, Pass-O defensive patterns are
also stronger by an order of magnitude than the defensive
patterns drawn on 4X4 grid [6] and Circle [13].

7. CONCLUSION
In this paper, we proposed an alternate circular layout

Pass-O which not only simplifies the pattern drawing rules
but also improves the theoretical space and allows visually
complex patterns. We conducted a large-scale user study
and compared the security of 3X3 and Pass-O patterns. We
found that users do take advantage of circular layout and
create patterns with longer strokes and relatively large num-
ber of direction changes and intersections. Consequently,
a significant fraction of the Pass-O patterns is classified as
strong by existing strength meters. Further, the search space
utilized by Pass-O patterns is much better than 3X3 pat-
terns. Consequently, the guessing resistance of Pass-O pat-
terns is also much higher.
Future Work. We found that Pass-O provides clear se-
curity improvements over 3X3 grid. However, due to the
web-based nature of the study, we could not compare the
usability of Pass-O and 3X3 patterns reliably. In future, we
intend to perform a focused usability study to determine any
resulting usability-security tradeoff due to the use of Pass-O.
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APPENDIX
A. BACKGROUND AND RELATED WORK

Graphical passwords are considered as usable alternatives
to textual passwords as they exploit the superior ability of
human brain to remember visual information. According to
dual-coding theory [9], verbal (word-based) and non-verbal
(image-based) memory are processed and represented differ-
ently in the brain. The storage of graphical information is a
one-step process while the storage of textual information is
a two-step process and thus requires more effort. Therefore,
graphical passwords are a promising avenue to explore.

Depending on the memory task involved in remembering
and entering password, graphical schemes are broadly clas-
sified into three categories, namely, recognition-based, cued
recall-based and recall-based [7]. Pass-Go [12] is an exam-
ple of recall-based scheme in which user selects one or more
strokes on a n× n grid. The 3X3 pattern unlock scheme is
an instance of Pass-Go, especially tailored for the hand-held
mobile devices. (The name Pass-O for our circular layout
is partly inspired from Pass-Go. Dropping the letter ‘G’ for
Grid from Pass-Go yields Pass-O.)

A.1 Attacks on Pattern Unlock Scheme
Although pattern-based graphical schemes are usable, they

are susceptible to a wide variety of attacks including guess-
ing attacks and shoulder-surfing attacks. In this section, we
give a brief overview of these attacks and differentiate our
work from the prior studies.
Guessing Attacks. In 2013, Uellenbeck et al. [13] col-
lected approximately 2,900 patterns from 584 participants
on 5 different layouts and demonstrated that the security of
3X3 patterns is less than a 3-digit random PIN. The authors
found that most users use only horizontal and vertical lines
to create their 3X3 patterns and that 43% of participants
begin their patterns with an upper-left node. To eliminate
these biases, authors also tested four alternate layouts, of
which the circular layout improved security.

Their circular layout citeUellenbeck:guessing consisted of
9 nodes of which 8 nodes were placed along the circumfer-
ence of a circle while the remaining ninth node was placed
in the center. Due to this arrangement, two nodes at diag-
onal ends could not be connected directly without passing
through the center node. This arrangement allows a total
space of 645,504 patterns, 1.6 times more than 3,89,112 pat-
terns possible on 3X3 grid layout. In Pass-O, we arrange
all 9 nodes along the circumference of a circle, so that any
node can be connected to any other node, which gives a full
space of 9,85,824, about 2.5 times more than that of 3X3 grid
layout and 1.5 times more than the circular layout of [13].

Recently, Aviv et al. [6] studied the security of patterns
drawn on 4X4 grid and found that most of the 4X4 patterns
are just extended versions of 3X3 patterns. These results
were based on 494 patterns collected from 80 participants.

In this paper, we report the largest pattern study conducted
till date. We collect 69,797 3X3 patterns and 53,383 Pass-O
patterns from 21,053 participants. We find that the guessing
resistance of 3X3 patterns is much less than that reported
in the literature [6, 13]. In addition to providing a reliable
security estimate of 3X3 patterns, we also test the security
of a new layout (Pass-O). Further, we share a list of 500
most popular 3X3 and Pass-O patterns from our dataset [1].
Shoulder-surfing Attacks. The graphical patterns are

prone to shoulder-surfing attacks and to thwart them several
pattern strength meters have been proposed [4,10,11]. The
objective of the strength meters is to nudge users to create
visually complex patterns. The more complex the pattern
appears, the harder for the observer to memorize it.

The strength meter proposed by Androitis et al. [4] relies
on 5 different features to determine the pattern complex-
ity, namely starting point, length, direction changes, knight
moves and overlapping nodes. Sun et al. [11] determined the
pattern strength based on length, stroke length, number of
intersections and number of overlaps. Later, Song et al. [10]
also attributed the pattern complexity to length, number of
intersections and number of non-repeated segments.

In this paper, we characterize the visual complexity of 3X3
and Pass-O patterns using features such as pattern length,
stroke length, number of intersections and direction changes.
We first adapt and implement the 3X3 pattern strength me-
ters [4, 10, 11] for Pass-O and then compare the security of
3X3 and Pass-O patterns against shoulder-surfing attacks.

B. INTERSECTION PROOF
Proof. First, we count the number of paths that contain

an intersection x between the given two line segments s1
and s2 on n-node Pass-O (Figure 4c). To construct a path
of length n− j containing the intersecting line segments s1
and s2, we drop j nodes from the remaining n − 4 nodes.
This can be done in n−4Cj ways. For counting purpose, we
coalesce two nodes of line segment s1 into one node and two
nodes of line segment s2 into another. After coalescing, we
are left with n− 2 nodes. As there are (n− j − 2)! different
paths of length n− j and the nodes connecting each of the
line segments s1 and s2 can be visited in 2! ways, we have

#paths with intersection x =

n−4∑
j=0

n−4Cj · (n− 2− j)! · 2!2!

After simplification we get

= 4(n− 4)! ·
n−4∑
j=0

(n− 2− j)(n− 3− j)
j!

= 4(n− 4)! ·
( n−4∑
j=0

(n− 2)(n− 3)

j!
−
n−4∑
j=1

2n− 5− j
(j − 1)!

)
≈ 4(n− 4)! · e · ((n− 2)(n− 3)− (2n− 5) + 2)

= 4(n− 4)! · e · (n2 − 7n+ 13)

This gives the number of paths containing a particular in-
tersection x. Now, any 4 points in a n-node Pass-O define
one unique intersection. Hence, there are nC4 intersections.
Also by Theorem 1 there are n! ·e different paths. Therefore,
the average number of intersections is given by

µintersection = nC4 ·
4(n− 4)! · e · (n2 − 7n+ 13)

n! · e

µintersection =
n2 − 7n+ 13

6
(3)

C. SHOULDER-SURFING
In section 5, we found that features such as longer length,

longer strokes and intersections are pre-dominantly present
in Pass-O patterns. These features add to the visual com-
plexity of patterns and therefore provide better security against
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shoulder-surfing attacks [4,10,11]. The intuition is that hu-
mans can store very few items in the short term memory.
Therefore, if a pattern is longer and visually complex it is
difficult for a human observer to memorize the pattern in
just one observation. To determine the visual complexity
of 3X3 patterns, few strength meters have been proposed
in the literature [4, 10, 11]. We adapt these algorithms for
Pass-O and measure the shoulder-surfing resistance of 3X3
and Pass-O patterns. Due to space constraints, we report
on the combined list of defensive and offensive patterns.
LNCS Strength Meter. Andriotis et al. [4] used 5 differ-
ent features to determine the complexity of 3X3 patterns,
namely starting point, number of nodes, direction changes,
knight moves and overlapping nodes. The longer patterns
that begin with any but upper-left node, that contains knight
moves, overlaps (line segments with length > 1.414) and
direction changes are assigned highest scores. A direction
change in the pattern occurs when an angle is formed be-
tween two consecutive strokes. For instance, the consecutive
line segments 1→ 2 and 2→ 5 on 3X3 grid constitute a di-
rection change, while the line segments 1 → 2 and 2 → 3
constitute no direction change. This strength meter weighs
every feature equally and classifies all patterns into three
categories, weak, medium and strong.

We use the same 5 features to classify Pass-O patterns as
well. The starting point (top-most node) and the number of
nodes are trivial to find but we need an equivalent notion of
knight and overlapping moves in the Pass-O context. Since
knight moves in 3X3 grid are nothing but strokes of longer
lengths, we consider the line segments of length 1.732 and
1.970 in Pass-O as knight moves. Overlap is a unique feature
of the 3X3 grid and therefore we set the value of overlapping
feature for Pass-O patterns as 0. Further, straight lines are
not possible on circular layout as there is always an angle
between every consecutive strokes (chords), hence most of
the Pass-O patterns will be classified as strong. To prevent
this, we slightly alter the definition of a direction change.

We say that a direction change in the pattern occurs if
two consecutive strokes have different lengths. For instance,
the consecutive line segments 1 → 2 and 2 → 3 on circular
layout are of same length and therefore they do not consti-
tute a direction change, but 1→ 2 and 2→ 7 are of different
lengths and as per our definition they constitute a direction
change. Therefore, simple 3X3 patterns such as ‘L’ and ‘S’
and Pass-O patterns of the form 123456789 which are com-
posed entirely of similar line segments have zero direction
changes. The average number of direction changes in Pass-
O (3.68) is 1.7 times higher than that of 3X3 pattern (2.19).
The distribution is shown in Figure 4e.
JISA Strength Meter. The strength meter proposed by
Sun et al. [11] computes shoulder-surfing resistance using en-
tropy like formula by employing 4 different features, namely
stroke length, pattern length, number of intersections and
overlaps. Again, while quantifying the complexity of Pass-
O patterns, we set the overlap feature value to zero. Also,
the authors used a 5 point interval scale (very weak to very
strong) to measure the shoulder-surfing resistance of 3X3
patterns, however to be consistent with the scales of other
two strength meters, we convert this 5 point scale into 3
point scale by merging patterns that belong to very weak
and weak categories into a single class and patterns that be-
long to very strong and strong categories into another class.
CHI Strength Meter. Song et al. [10] used 3 different fea-
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Figure 7: Shoulder-Surfing resistance of 3X3 and Pass-O
data as computed using 3 distinct strength meters [4,10,11]

tures, namely pattern length, number of non-repeated seg-
ments and intersections to determine the shoulder-surfing re-
sistance of 3X3 patterns. The idea behind non-repeated seg-
ments is similar to that of direction change given by us. The
authors performed shoulder-surfing experiments and learned
relative weights of these 3 features. The weight of the pat-
tern length was found to be 0.81 and that of intersections
to be 0.15. The authors used chess board distance to com-
pute the segment length i.e. the distance between two nodes
(x1,y1) and (x2,y2) is simply max(|x1 − x2|,|y1 − y2|). Our
pattern strength evaluation considers Euclidean distance as
opposed to chess board distance metric.

Figure 7 depicts the shoulder-surfing resistance of 3X3
and Pass-O patterns as evaluated by these 3 meters. LNCS
meter classified most of 3X3 and Pass-O patterns as strong.
JISA meter determined only 12.59% of 3X3 patterns as strong
whereas it classified 43.09% of Pass-O patterns (3.4 times
higher) as strong. Similarly, CHI meter classified only 5.25%
of 3X3 patterns as strong while in case of Pass-O, the per-
centage is nearly 6.9 times higher (36.40%).

D. POPULAR NGRAMS

10,808 9,203 8,063 7,778 7,529 7,526

4,025 3,994 3,972 3,929 3,718 3,636

Figure 8: Top 6 3X3 and Pass-O trigrams

E. PARTIAL GUESSING METRIC
The partial guessing metric [8] models an adversary that

terminates the guessing process after breaking a certain frac-
tion α of passwords. If µα = min{i0|

∑i0
i=1 pi ≥ α} repre-

sents the minimum number of guesses to recover at least a
fraction α of passwords and λα =

∑µα
i=1 pi ≥ α represents

the actual fraction recovered then, the partial guessing en-
tropy is computed using the formula,

Gα(X) = (1− λα) · µα +

µα∑
i=1

i · pi (4)

The first part in the addition is contributed by those pat-
terns that remained unguessable after µα attempts and the
second part is due to those patterns that were guessed in
µα attempts. To compute the partial entropy into bits, the
formula can be expressed as follows,

G̃α(X) = log

(
2 ·Gα(X)

λα
− 1

)
+ log

(
1

2− λα

)
(5)

407




