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ABSTRACT

We introduce an efficient Key-Policy Attribute-Based En-
cryption (KP-ABE) scheme in prime order groups. Our
scheme is semi-adaptively secure under the decisional lin-
ear assumption and supports a large universe of attributes
and multi-use of attributes. Those properties are critical for
real applications of KP-ABE schemes since they enable an
efficient and flexible access control. Prior to our work, ex-
isting KP-ABE schemes with short ciphertexts were in com-
posite order groups or utilized either Dual Pairing Vector
Spaces (DPVS) or Dual System Groups (DSG) in prime or-
der groups. However, those techniques brought an efficiency
loss. In this work, we utilize a nested dual system encryp-
tion which is a variant of Waters’ dual system encryption
(Crypto’ 09) to achieve semi-adaptively secure KP-ABE. As
a result, we obtain a new scheme having better efficiency
compared to existing schemes while it keeps a semi-adaptive
security under the standard assumption. We implement our
scheme and compare its efficiency with the previous best
work.
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1. INTRODUCTION

Attribute Based Encryption [37] (ABE) is a public key
based encryption system which allows users to access secret
data based on their attributes. The concept of ABE was
refined by Goyal, Pandey, Sahai and Waters [22]. They de-
fined two types of ABE systems, namely, Key-Policy ABE
(KP-ABE) and Ciphertext-Policy ABE (CP-ABE), based
on where an access policy is located. In KP-ABE, an access
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policy is employed in a user’s private key while a ciphertext
is associated with a set of attributes.

One of the applications of ABE is to provide a fine-grained
access control mechanism for large-scale IT systems (e.g.
cloud storage) [43, 40, 24]. To use a KP-ABE scheme in a
real system such as a cloud storage, efficiency and flexibility
must be guaranteed. There exist important properties for
KP-ABE to satisfy both of them. In order to satisfy this
efficiency requirement, the KP-ABE scheme must be con-
structed in prime order groups. This means that it has sig-
nificant benefits not only in terms of low computation costs
but also because of the shorter parameters. It is well-known
that the pairing computation and exponentiation in prime
order groups are more than fifty times faster than those in
composite order groups [19]. This performance gap between
prime order groups and composite order groups cannot be
ignored in a practical usage. Additionally, efficiency is im-
proved further by the achievement of constant-size cipher-
texts. The benefits of reducing the size of ciphertexts of the
KP-ABE system are due to the fact that they are directly
related to the amount of data traffic or the size of the cloud
data storage.

To support flexibility, the KP-ABE scheme should be ex-
pressive and allow multi-use of attributes. Therefore, it can
be used to support any boolean functions for access controls
without any pre-processing or encoding to work around the
restriction of an appearance of attributes in the access policy
to be adapted to any situation while the system is operating
and growing. Moreover, the scheme can be more flexible by
supporting a large universe of attributes. In KP-ABE with
a large universe of attributes, the public parameter does not
depend on the total number of attributes in the system. This
is useful for a growing IT system. In this setting, the system
developer does not need to consider all attributes at the ini-
tialization stage. It is also flexible since operators can add
new attributes to the system whenever required (simply via
allocating unique IDs for new attributes in the system while
the system is operating).

1.1 Our Contribution

In this paper, we introduce an expressive semi-adaptively
secure KP-ABE scheme in prime order groups under the
standard assumptions. Our scheme features both efficiency
and flexibility because our scheme has a short ciphertext
and supports a large universe of attributes and multi-use



of attributes. Compared to existing similar schemes, our
scheme shows a better efficiency without a loss of flexibility.

Currently, the best scheme is proposed by Agrawal and
Chase [3]. Their scheme is based on Attrapadung’s scheme
[4] which is originally adaptively secure in composite or-
der groups under ¢-type assumptions. They showed that
this scheme was also semi-adaptive secure in prime order
groups under standard assumptions. While semi-adaptive
security is weaker than the adaptive security, it is still rea-
sonable since the adversary can see the public parameters
before it declares the target ciphertext. Their scheme re-
mains the most efficient scheme (in particular, the scheme
under the Symmetric External Diffie-Hellman (SXDH) as-
sumption) among the schemes supporting both prime order
groups and a large universe.

In this work, we suggest a new KP-ABE scheme with
a short ciphertext. Our scheme outperforms Agrawal and
Chase’s scheme even under a weaker assumption (the De-
cisional Linear (DLIN) assumption). Simply, for each at-
tribute in a ciphertext and a key ciphertext, Agrawal and
Chase’s scheme needs two group elements, but ours need
only a group element and an integer. In practice, replacing
a group element with an integer reduced the size of cipher-
texts and keys significantly. For example, in popular Miyaji,
Nakabayashi and Takano (MNT) groups [31], the size of an
integer is only a half of a group element of G1 and one-sixth
of a group element of G2 where G1 and G2 are left and right
inputs of pairing computation e (i.e. e : G1 x G2 — Gr).
Moreover, our scheme has faster encryption and decryption.
The number of pairing computations of our scheme is con-
stant while the number of pairing operations of Agrawal
and Chase’s scheme increases linearly as the number of at-
tributes used in a decryption increases. We implement our
scheme and Agrawal and Chase’s scheme for comparison.
Our scheme reduces the encryption and decryption time by
more than 35 percent and 14 percent compared to those of
Agrawal and Chase’s scheme.

Comparisons with other schemes having short ciphertexts
are shown in Table 1. The first expressive KP-ABE with
short ciphertexts was introduced by Attrapadung, Libert
and Panafieu [7]. However, it is only selectively secure un-
der ¢-type assumption and supports a small universe of at-
tributes. Later, Attrapadung [4] introduced an adaptively

secure KP-ABE scheme with a constant size ciphertext. How-

ever, their scheme is inefficient since it was introduced in
composite order groups, and it still relies its security on
g-type assumptions. More recently, Attrapadung [5] intro-
duced a technique to convert ABE schemes in composite
order groups to the schemes in prime order groups. There-
fore, the scheme from [4] can be featured into prime order
groups while it is still adaptively secure. However, the origi-
nal construction depends on ¢-type assumptions. Therefore,
the resulting scheme depends also on multiple assumptions
including two ¢-type assumptions. According to Cheon [16]
and Sakemi et al. [38], the schemes under g-type assump-
tions are vulnerable in practice since they can be broken by
specific attacks. Takashima [39] uses a sparse DPVS and
achieves semi-adaptively security in prime order groups un-
der the standard assumption. Their scheme is more expres-
sive than the other schemes since it supports non-monotone
access policy, but their scheme is less efficient than Agrawal
and Chase’s scheme and ours.
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1.2 Our Technique

Water’s dual system encryption [41] is a well-known proof
technique for public key cryptography. In the dual system
encryption, keys and ciphertexts in a construction, namely
normal keys and normal ciphertexts, are changed to auxil-
iary types, namely semi-functional keys and semi-functional
ciphertexts which are only used in a security proof. Semi-
functional keys cannot decrypt semi-functional ciphertexts,
but they can decrypt normal ciphertexts while normal keys
can decrypt both semi-functional ciphertexts and normal ci-
phertexts. Then, it must be shown that a security game
consisting of only semi-functional keys and semi-functional
ciphertexts is indistinguishable from a real game which con-
sists of normal keys and normal ciphertext. To do this,
first, the challenge ciphertext is changed from normal type
to semi-functional type (i.e., semi-functional ciphertext in-
variance). Then, it changes all keys from normal type to
semi-functional type one by one (i.e., semi-functional key
invariance). After the types of all keys and the challenge ci-
phertext are changed to semi-functional, the proof of the se-
curity (semi-functional security) is relatively easy since keys
cannot decrypt the challenge ciphertext due to their semi-
functionality.

In the dual system encryption, proving the semi-functional
key invariance is most critical. However, achieving the semi-
functional key invariance for ABE schemes is a daunting
task. In KP-ABE, a challenge key and the challenge cipher-
text have multiple attributes where the challenge key is a key
of which the simulator wants to distinguish the type. Addi-
tionally, those attributes can appear in both the challenge
key and the challenge ciphertext at the same time unless
an access structure of the key was not satisfied by a set of
attributes for the challenge ciphertext. Moreover, achieving
KP-ABE with short ciphertexts in a large attribute universe
is more difficult since the total number of attributes in the
system is not bounded or exponentially large since we must
reuse limited entropy to unbounded attributes.

We solve those problems by utilizing a nested dual system
encryption. We let a row of a private key denote correspond-
ing key elements of a row of an access matrix. Also, we let
a semi-functional row denote a row of which correspond-
ing key elements have the same distribution with those of
a semi-functional key. In our security analysis, proving the
invariance between a normal key and a semi-functional key
is replaced by showing the invariance of a normal row and
a semi-functional row. Instead of changing all rows from
normal to semi-functional at once, we change each row of
an access matrix of the challenge key from normal to semi-
functional one-by-one until a normal key turns to a semi-
functional key.

The way of converting a normal row to a semi-functional
one is similar to that of Waters’ Identity Based Encryption
(IBE) [41]. In IBE scheme, users have a key based on their
identities and the ciphertext is created only for a single iden-
tity. We consider IBE scheme as the simplest ABE scheme.
In the analysis of our KP-ABE scheme, we can isolate an
attribute from other attributes using the nested dual sys-
tem encryption similar to IBE. This allows us to apply the
technique of Waters’ IBE to convert the corresponding row
to semi-functional.

However, we must solve two problems to apply Waters’
technique to our scheme. Firstly, the isolated attribute can
appear in the challenge ciphertext. In the security model



Table 1: Comparisons of KP-ABEs with constant size ciphertexts

| ALPI11[7] A14 4] T14 [39] AC16 [3] A15 [5] Ours
Assump. q-type q-type, SDs DLIN SXDH q-type, DLIN DLIN
Universe small large large large large large
Security Selective Adaptive Semi-adap. Semi-adap. Adaptive Semi-adap.
Order Prime Composite Prime Prime Prime Prime
AS. NM M NM M M M
PK O(n)|G] O(n)[G] O(n)|G] (144 2n)[Gi[+ [Gr| (21+3n)[Gi|+ [Gr] (12 + n)[G] + G|
SK O(mn)|G| O(mn)|G]| (54+6mn)|G| (6 4+ 6m +2mn)|Gz2| (9 + 9Im + 3mn)|G:| (7_:1:;)'72'(‘@‘
P
CT | 3/G|+1/Gr| 6|C|+1Gr| 17/G|+1Gr|  12|Gi|+ 1G] 18|G1| + 1|Gr| 9'%@;%'

n: the mazximum number of attributes per ciphertext, A.S.: access structure
m: the number of rows of an access matriz, NM : Non-monotone, M : Monotone

of Waters’ IBE, the adversary only can query the keys if
the identities for the queried keys are different from that
of the challenge ciphertext. To overcome this difference,
we only change rows of the challenge key from normal to
semi-functional if their corresponding attributes are not in
the target set of attributes in the challenge ciphertext. Be-
cause our scheme is semi-adaptively secure, the simulator
knows the target set of attributes before it generates any
keys. Therefore, it always can choose those rows in the in-
variance proof.

Secondly, in our scheme, the challenge ciphertext still has
multiple attributes unlike IBE scheme because we only nest
attributes in a key, not the challenge ciphertext. Since Wa-
ters’ IBE uses pairwise independence which allows only one
attribute in the ciphertext, we need an alternative infor-
mation theoretical argument for our scheme. We solve this
problem by using n-wise independence [6]. If we let A, de-
note the " row of A, Tags for the A,, kTag; . Vj € [n] and
a tag for the challenge ciphertext, cT'ag, are generated as

—p(x) 1 ho kTag1,«
—(p(x))? 1 hy kTags,o
: hl? = .
7(p(x))n 1 k'Tagn,x

Co c1 c2 Cn hl, cTag

where ¢; is coefficients of ¢/ of [, )es(y — p(2)) and S*
is the target set of attributes for tﬁw challenge ciphertext.
Moreover, we set hg, ...h,, are information theoretically hid-
den to the adversary. It means that the values of hy,...A),
are not revealed anywhere else. Therefore, the correlation
between tags in the challenge key (in particular, tags of the
isolated row in the challenge key) and the challenge cipher-
text is information theoretically hidden to the adversary as
the dual system encryption requires.

1.3 Related Works

Although the first KP-ABE was introduced by Goyal et
al. [22] under the Decisional Bilinear Diffie-Hellman assump-
tion, g-type assumptions were widely used to prove the se-
lective security of Attribute-Based Encryption [42, 36, 7]
as in other public key encryption systems [9, 10, 18, 20].
Although Lewko and Waters [29] demonstrated how ¢-type
assumptions were able to be utilized to achieve adaptive se-
curity, ¢g-type assumptions are less desirable for the security
of cryptographic primitives. Cheon [16] and Sakemi et al.
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[38] show that schemes under g-type assumptions are vul-
nerable in practice.

Several fully secure KP-ABE schemes [27, 28, 4] were in-
troduced in composite order groups. However, it is well
known that composite order groups bring significant ineffi-
clency into an encryption system. Guillevic [23] noted that
to achieve 128 bits security in composite order groups, the
size of each group element must be about 10 times larger
than the group element of prime order groups. In addi-
tion, computing a pairing operation is more than 200 times
slower even if the group order is the product of two primes.
More recently, in [29, 26], this inefficiency of composite or-
der group was eased through the use of Dual Pairing Vector
Spaces (DPVS) [32, 34, 33] technique. Essentially, DVPS al-
lows the construction which exhibits key properties of com-
posite order groups, including parameter hiding and orthog-
onality, using prime orders by orthogonal vector spaces, but
DPVS still retains an efficiency loss caused by the size of a
vector since the size of parameters and the number of pair-
ing computations normally increases linearly with the size
of the vector in the system. Therefore, it remains a diffi-
cult task to construct an ABE achieving more than selective
security under static assumptions without using composite
order groups or DPVS.

More recently, Dual System Groups (DSG) [13] were of-
ten used to construct ABE in prime order groups. In DSG,
the size of parameters of ABE scheme depends on the as-
sumptions they relied on. Agrawal and Chase [3] suggested
KP-ABE scheme with a short ciphertext using dual sys-
tem groups using DSG. In their scheme, they showed that
Attrapadung’s scheme [4] can be featured in prime order
groups under the standard assumption. In their conversion,
one element in composite order groups [4] can be realized
two group elements in prime order groups under the SXDH
(Symmetric eXternal Diffie-Hellman) assumption or three
group elements under the more standardized Decisional Lin-
ear (DLIN) assumption.

The first fully secure expressive KP-ABE scheme was in-
troduced by Lewko, Okamoto, Sahai, Takashima and Wa-
ters [27] in composite order groups while a selectively secure
scheme was first introduced by Goyal et al. [22] in prime
order groups. Since then, KP-ABE of [27] was developed in
many directions. KP-ABE schemes with a large universe are
suggested in [4, 28, 35]. In a large universe of attributes, KP-
ABE system supports exponentially many attributes. Also,
they support a growing system without changing the initial
set-up. To take benefits of prime order groups, a scheme



[35] with a large universe also suggested using DPVS. But,
it does not allow multi-use of attributes and constant-size
ciphertexts.

A semi-adaptive security model is suggested by Chen and
Wee [15]. It is a stronger notion than a selective security, but
weaker than an adaptive security. In a semi-adaptive secure
KP-ABE, the adversary is not required to declare its target
before seeing any public parameters, but it must declare the
target before it queries any private key.

Kim et al. [25] introduced a generic way (i.e. tag based
encoding) to achieve encryption scheme using Water’s dual
system encryption. They generalized Waters’ identity-based
encryption [41] for generic encryption schemes but without a
nested methodology. Therefore, our scheme cannot be fitted
into their framework.

2. BACKGROUND

2.1 Monotone Access Structures [8]

Definition 1 (Access Structure) Let {Py, ..., P,} be a set
of parties. A collection A C 28Pv--Pn} is monotone if
VB,C: if B € A and B C C, then C € A. An monotone
access structure is a monotone collection A of non-empty
subsets of {P1, ..., Pn}, i.e., A C 2{Pro P} \ {}. If the sets
in A, they are called the authorized sets. Otherwise, if the
sets not in A, they are called the unauthorized sets.

Definition 2 (Linear Secret-Sharing Schemes (LSSS)) A
secret sharing scheme I over a set of parties P is called
linear (over Z,) if

1. The shares for each party form a vector over Zy.

2. The share-generating matrix A exists for II. The matriz
A has m rows and £ columns. For all i = 1,...,m, the it
row of A is labelled by a party p(z) (p:{1,...,m} =P ).
When we consider the column vector v = (s,ra,...,7¢) € Zf;,
where s is the secret to be shared and ra,...,r¢ are randomly
selected, then Av is the vector of m shares of the secret s
according to I1. The share (Av); belongs to party p(x).

We point out that, in our KP-ABE scheme, p is not nec-
essary to be injective. It means that our KP-ABE scheme
naturally allows multi-use of attributes.

2.2 Bilinear Maps in Prime Order Groups

We briefly describe the important properties of prime or-
der bilinear groups. Let set G as a group generator taking a
security parameter A as input and outputting a description
of a bilinear group G. For our purposes, we will have G out-
put (p, G1, G2, Gr, e) where p are a prime, G1, G2 and Gr
are cyclic groups of order p, and e : G1 x G2 — Gr is an
efficiently computable non-degenerate bilinear map.

We assume that the group operations in G1, G2 and G as
well as the bilinear map e are efficiently computable in poly-
nomial time with respect to A and that the group descrip-
tions of G1, G2 and G include generators of the respective
cyclic groups. If G1 = G2, we call e a symmetric pairing and
we use G to denote both G1 and G2 (i.e. e: G X G — Gr).
Otherwise, we call e an asymmetric pairing.

2.3 Complexity Assumptions

Decisional Linear Assumption (DLIN) Given a group
generator G, we define the following distribution:

G=(p,G,Gr,e) &G, g fiv &G, ey,
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D=(G,g, f,v, g, f?), Ti=v""2 T <&@

We define an advantage of an algorithm A in breaking DLIN
to be:

Adv§ 5N (N) = | Pr[A(D, T1) = 1] — Pr[A(D, T») = 1]

Decisional Bilinear Diffie-Hellman Assumption (DBDH)
Given a group generator G, we define the following distribu-
tion:

G:(p,G,GT,e)gg, g&G, c1,02,63<£Zp

T & Gr

ci1c2c¢3
)

D=1(G,9,9",9%,9%), Ti=e(g,9)

We define an advantage of an algorithm A in breaking DBD H
to be:

Adv§ 5P (A) == | Pr[A(D, T1) = 1] — Pr[A(D, T») = 1]

In our security proofs, we utilize both DLIN and DBDH.
However, it is well known that DLIN implies DBDH [11, 14].

2.4 Key-Policy Attribute-Based Encryption

KP-ABE system is obtained by four PPT algorithms, Setup,
Encrypt, KeyGen and Decrypt. Since we aim to describe a
large universe of attributes, the total number of attributes
in the universe is not necessary for Setup. Setup only needs
the description of the universe of attributes in our definition
and a maximum number of attributes per ciphertext, n.
Setup(\, U, n): The setup algorithm takes as input a secu-
rity parameter A, an attribute universe description U and a
maximum number of attributes per ciphertext, n. It outputs
public parameters PK and a master secret key MSK.

Encrypt(PK, M, S): The encryption algorithm takes as in-
put the public parameters PK, a message M, and a set of
attributes S over the universe of attributes.

KeyGen(MSK, PK, A = (A, p)): The key generation algo-
rithm takes as input the master secret key M SK, the public
parameters PK, and an access structure A. It outputs a pri-
vate key SK.

Decrypt(PK, CT, SK): The decryption algorithm takes as
input the public parameters PK, a ciphertext C'T, and a
private key SK. If a set of attributes of the ciphertext sat-
isfies an access structure of the private key, it outputs the
message M which is encrypted in CT'.

2.5 Security Model for KP-ABE

The security model of a semi-adaptive secure KP-ABE is
defined as follows.

Setup The challenger runs Setup algorithm and sends pub-
lic parameters PK to the attacker.

Init After all public parameters are published, the attacker
chooses a target set of attributes S* for the challenge cipher-
text and gives it to the challenger.

Phase 1 The attacker queries the challenger for private keys
corresponding to access structures Aj, ..., Ay, .

Challenge The attacker sends two messages Mo and M
and a set of attributes S* such that S* does not satisfy any
of the queried access structures, A1, ..., A4, to the challenger.
The challenger randomly generates S € {0, 1}, and encrypts
Mp under S™, producing CT™. It responses to the attacker
by sending CT™.



Phase 2 The attacker queries the challenger for private keys
corresponding to sets of access structures Ag, 41, ..., Aq, with
the restriction that none of these are satisfied by S*. Guess
The attacker outputs a guess 8’ for 5. The advantage of an
attacker in this game is defined to be Pr[8 = 8] — 1/2.

Definition 8 (semi-adaptively secure KP-ABE) A key pol-
icy attribute-based encryption system is semi-adaptively se-
cure if all polynomial time attackers have at most a negligible
advantage in the security game above.

3. KP-ABE WITH SHORT CIPHERTEXTS

We introduce KP-ABE with short ciphertexts in a large
universe U. In this system, the maximum number of at-
tributes per ciphertext is bounded by n, but the total num-
ber of attributes in the system is not bounded. In this
scheme, we achieve short ciphertexts using a formula pro-
vided in [7], but leverage an entropy using the nested dual
system encryption instead of a ¢-type assumption. More-
over, our technique achieve additional improvement in the
scheme. Our scheme is semi-adaptively secure with a large
universe of attributes although the scheme of [7] achieves a
selective security with a small universe.

3.1 Construction

Setup(A, U, n) First, G and Gr £ G(X,p). Then, the algo-
rithm generates g, v, v1,v2, w € G and exponents a1, az2,b, a,
ho,...;hn € Zp. Let 71 = vvit, 72 = vvy?. It publishes the
public parameters PK as follows

b-aj

(9.9", 9", 9", 9", g

b-as b b
5 T1, T2, T1, T2, W,

9", g e(g,9)7 ")
The algorithm sets MSK := (¢%, g% "', v, v1, v2).

Encrypt(PK, M, S = {Att1, ..., Att,}) the algorithm chooses
s1, s2, t and cT'ag from Z, and sets s = s1 +s2. It computes
€o, ..., ¢n, which are coefficients of 3°,...,4" in HAttieS(y —
Att;), respectively. It outputs a ciphertext CT as follows

CT := (C, Cy, Cs, Cs, C4, Cs, Cs, C7, Eo, E1, cTag)
where

C=M-(e(g,9)**")*, C1 = (¢")°, C2 = (g"“)*",

(9",

Co = 117152, Cr = (11)* (15) 2w ™,

=(9"")"2, Cs

hn)cnw

Eo =g, Bx = ((¢")(g") --- cragyt,
KeyGen(MSK, PK, A = (A4,p)) We let A, denote the z"
row of A and p(z) write an attribute associated A, by the
mapping, p. The algorithm randomly chooses 71,4, 72,4, 21,2,
29,2 from Z,, for each x € [m], and sets ry = r1,.+72,, where
A is an m x £ matrix. It randomly chooses kTag;,, for each
z € [m] and j € [n] from Z,. Then, it randomly selects an ¢
size vector (i of which the first coordinate equals to o from
Zf;, and sets A, = Azfi as the share of A;. It creates SK as
follows

SK = (D1,17 D2,z7 D3,z, D4,z, D5,z, DG,z, D7,17

(g

{Kja,kTag;;Vj € [n]}; Vo € [m])

827

where

=Xz, Tz 21,2

5D271:g U1 g )

)\a:'al,UT:c

Diz=g
D3 = (g°) ™%, Dyy = 05 g™, D5 o = (g") 7>,
D = (g")">", Dro = g"™"",
Ko = (g"1 g 0P wkTesiayrie v e [n).

Decrypt(SK, CT, PK, A, S) First, the algorithm calculates
constants w, such that Zp(a))ES we Az = (1,0, ...0). For each
x € S, it calculates co, ..., ¢, by the same manner of Encrypt,
then it calculates Tag. := 3, ¢; - kTagj» — cTag. If
Tag, # 0, it calculates

Wi 126(01, H Dl’muz)'e(CQ, H D2,xwm)
p(z)ES p(z)eS
...6(05’ H DS,zwz)
p(z)es

Wa=e(Cs, [[ Do) e(Cr, [] Dra®)

p(x)es p(x)es
Ws ::6(E1, H D77I7ww/Tagw)
p(x)€S
e(Bo, [T LT,

p(z)€S,j=[n]
Otherwise, it aborts. Finally,

Wa - W3
M=C ———.
Wh

Correctness
For the sake of simplicity, we rewrite

Wi
Wy Wi

I ()"
p(z)€S W2,z : W3,z

where Wi ,, := e(C1, D1,3)-€(Ca, D2 3) -+ €(Cs, D5 3), Wo o =
6(06, DG,;])) . 6(07, D7,w) and

(E(EO’ Hj—[nl(Kj,z)c"))l/T“g“” |

e(Er, Dr.2)

W3 . =

’

The computation of W1 /W 5 is trivial. Also, the similar
computations can be appeared in [41]. We only write the
result of the computation.

Wie/Waa = e(g,9)* " "2 e(g, w)™=".
To compute W3 ,, we compute
e(Bo, [T (Ki)*)
j=[n]

e(gt’ H (ghjfhop(z)J wkTagjyz)c]wrl,m)
J=[n]

g, gclhl+~~~+cnhn_h0 e cir(@)? w=i€nl Cj'k’Tagj.m)t-m,m
g gclh1+-~~+cnhn )t'Tl,me( —ho X jein) cip(x)? )t-m,m

I
o

Il
o
PLGS

9,9
. 6(9, ijE[n] cj-kTag;j « )t»rLm

)

— 6( gC1h1+---+Cnhn)t"f'l,u»,e(g7 g)*t'T‘l,m'hO‘Zje[n] CjP(Z)j

g,
. e(g7 w)t-'rlm E_;’e[n] cj-kTag;j » ,



and

e(E1, Dr7.z)

_ e((ghoco+...+hncnwcTag)t ’rl,z)

h h ...+h
— e(g ocothicit...+ nln

g

g)t-rl,me(,w7 g)t»rl.z-cTag‘

Therefore,

e( [T (o, Kj2)

j=[n]

“9)/e(Er, Dr2)

—r1,z-t-ho-co )_Tl,z‘t‘h(] >jeln] cip(z)?

e(g,9
)t (=)

= e(gvg)

e(g,w
—hor1,e t(cotcrp(z)+eap()+...+enp(z)™)

cj-kTagj )—cTag)

=e(g,9)
e(g,w)
= e(g, )™= (=

71,0 t((Sy2n) € kTag; z)—cTag)

] ¢ kTagjz)—cTag)

It worth noting that the last equality holds because

[T (p(a)—Att) =0

Att; €S

coterp(x)+eap(@)’+...tcnp()”

Because all tags are given,

cs 1/Tagy
e(Bo, [T (i) \ /7% e(g, )™=
6(07 . El) 9>

W3 ¢ =

’

Therefore, it can compute

H WWIV{; we _ H (e(g7g)>\za1b32)wm
p(x)eS 3 ”” p(x)eS
= e(g, )"

)aalbsg .

because }_ s wzAe = a. Finally, M = C/e(g, g

3.2 Security Analysis

We define two semi-functional algorithms SFKeyGen and
SFEnc. We remind that since we prove the security under
the semi-adaptive security model of KP-ABE, the simulator
always knows the target set S* for the challenge ciphertext
when it creates semi-functional keys.

SFKeyGen(MSK, PK, S*,;A) The algorithm takes as in-
puts the target set of attribute S™ for the challenge cipher-
text and an access structure A = (A, p) where A is an m x £
matrix. First, to generate the semi-functional key, the algo-
rithm generates a normal key

D'Lz, ~-~7D'/7,17{K;',z7 kTag;’z;Vj € [n]} Vz € [m]
using KeyGen. Then, it sets

’ /
Dl,a: = Dl,:cv "'7D7,z = D?,:cv

{Kj = ]'@, kTag;.. = kTag;-’z;Vj € [n]}Vz s.t. p(x) € S*

For the rest key elements, It randomly selects vz, ... 7z,
from Z, for each x such that p(z) ¢ S* and defines D 4,
D3 o, Dy, as

. Y —a1a27: — ! a27:
Dl,x—Dl,z'g L7D2,£L’_D2,z'g I7

Dy =Dy, g’ Vzx st px) ¢S
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and sets other elements to equal those of the normal key.
SFEncrypt(PK, M, S) For a set of attributes S, the algo-
rithm generates a normal ciphertext

Cl7 017 AR C”?7 E(’)? E17 CTa/g/

by using Encrypt. Then, it sets a semi-functional cipher-

text identically with the normal ciphertext except Clu, ..., Cr.
Then, it randomly selects « from Z, and sets Cy, ...,C7 as
04 — O‘/l . gbagn CS 05 gagn CG CGUQZK C7 C/ bagn.

In our security proof, we utilize a hybrid model to convert
a normal key to a semi-functional key. Instead of chang-
ing a type of the key at once, we change the key elements
associated with an attribute which is not included in S* one-
by-one. In order to describe this process, we additionally de-
fine a semi-functional key generation algorithm SFKeyGen'.
It should be noted that the semi-functional key generation
algorithm additionally takes as input an index 6.

SFKeyGen’(MSK, PK, S*,A,0) The algorithm takes as in-
puts an index 6, the target set of attribute S™* for the chal-
lenge ciphertext and an access structure A = (A, p) where
A is an m X £ matrix. We let z; denote the index of the i*"
row A, of A such that p(z) ¢ S*. To generate the semi-
functional key, the algorithm generates a normal key

D’l,gc, .,.,Dé,ﬁ,{K'-’x, kTag‘;-@;Vj € [n]} Vx € [m)]
using KeyGen.
1. For all z such that p(z) € S*, it sets
Dz = D/Lx, vy D7 = D/77m, {Kjz = KJ/-@,

kTagj . = kTag; .;Vj € [n]} Vx s.it. p(z) € 5™

2. For all z; such that ¢ < 6, it randomly selects vz, ...
from Zyp, and defines D1 4,, D2 5,, D4 o, as

—ai1a2%z;
vy DQ,wi

BET

Dig, =D, g =Dha g

a2z,
)

—_—n' a1z,
D4,at,i = D4,zi - g K

and sets other elements equal to those of the normal key.
3. For all z; such that 7 > 0, it sets,

/ /
Dl,zi = Dl,xiv "'7D7yzi = D7,:C,;7

{Kje, = KJ o kTaG) (o)) = kTag;-,(zl.);Vj € [n]}

It should be noted that SFKeyGen’ (MSK, PK, S*, (4, p), ©)
is identical with SFKeyGen(MSK, PK, S*, (A, p)) where ©
is the total number of rows, A, such that p(z) ¢ S* where
A, is the '™ row of the access matrix A.

Gamepgeq; This game is identical with the semi-adaptive se-
curity model. It should be noted that all keys and the chal-
lenge ciphertext are normal in this game.

Games, is identical with Games_1,e; , where ©s_1 is the
total number of rows, A, such that p(z) ¢ S* of the § — 1t"
key. In this game, the first § — 1 keys are generated by
SFKeyGen(MSK, PK, S*,A). It should be noted that in
Gamey o all keys are normal, but the challenge ciphertext is
semi-functional.

Games,p We let z; denote the index of the i** row A, of A
such that p(xz) ¢ S* where (A4, p) is an access structure for



the §t" key. This game is identical with Gamesg—1 except
the key elements for A;, of the §*" key. In this game, the
key elements for A, ..., Az, are semi-functional. It means
SFKeyGen'(MSK, PK, S*, A, 6) are used to generate the §*"
key.

Gamerina: This game is identical with Game,,e, except the
message encrypted in the challenge ciphertext where ¢ is
the total number of key queries in Phase I and Phase II. In
this game, a random message replaces the message in the
challenge ciphertext.

THEOREM 1. Qur KP-ABE scheme with short ciphertexts
is semi-adaptively secure under the decisional linear assump-
tion.

Proof: This is proved by Lemmas 1, 2, and 3. a

Lemma 1. (Semi-functional ciphertext invariance)
Suppose there exists a PPT algorithm A to distinguish be-
tween Gamereqar and Gameo,o with a non-negligible advan-
tage €. Then we can build an algorithm B breaking DLIN
with the advantage, €, using A.

Proof: This proof is similar with the proof of Lemma 1. B
takes (g, f,v, g°*, f°?,T) as an instance from DLIN assump-
tion. It will simulate either Gamereq or Gameog,o based on
the value of T'.

Setup: The algorithm selects a1,b, Yu, Yv; , Yvg, Yws R0y ves Pn
from Zyp, and sets g** = f,¢"? = v. Then, it publishes the
public parameters as follows

hn

Yw ho
) g 7

b b-a b b-a b
9,99 lszg 22(”)71”:9 y g Ty e

7,73, e(9,9)
It also sets MSK = {g%, g% = f¥, v,v1,v2}.

Init: Before it generates any private key, B requests to the
adversary a target set of attributes S* which will be used to
generate the challenge ciphertext.

arap-b

e(g, f)™".

o= fU, =¥z,

Phase | and II: To generate normal keys, BB uses the key gen-
eration algorithm, KeyGen. It is possible because B knows
all public parameter and MSK.

Challenge: When A requests the challenge ciphertext for
S* = {Attq, ..., Att, } with two message Mo and M, B ran-
domly selects § from {0,1}. Then, it generates a normal
ciphertext, C’,C1,...,C%, By, B3, cTag’ using Encrypt. It
sets the challenge ciphertext as follows:

C= Cl . (e(gC17f) : e(gvfcz))b'a7
Cr=01,(47)" Co = Gy (£2) ", s = C5 - (£2),
C14 = CA/I(T)b7 05 - CéT7 06 = Cé'(QC1)y’U '(fCQ)_yvl 'Tyvzv

Cr=Cr (™) - (f2) 7" -T2,

Eg = E}, E, = E1, cTag = cTag’

We let s1,s5,t denote the randomization parameters of
the normal challenge ciphertext. This implicitly sets s1
—co + st and sy = s + ¢1 + co. Therefore, if T equals to
v°1re2 B has properly simulated Gamegeq:. Otherwise, if T
is a random value, it has simulated Gamey o, also properly
by letting v°1T°2g* denote 7. m]
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To achieve semi-functional key invariance, we designed a
nested duals system encryption. In our proof of lemma 2, the
independence of tags in the challenge key and the challenge
ciphertext is proved by n-wise independence [6]. In detail,
tags for Az, kTag;.Vj € [n] and a tag for the challenge
ciphertext, cT'ag are generated as

—p(x) 1 ho kTag o
—(p(2))? 1 h kT ags,.
; mlo|
—(p(z))™ 1 : kTagn, .

Co c1 ¢ Cn hl, cTag

where c; is coefficients of y? of [, )es- (v — p(x)) and S*
is the target set of attributes for the challenge ciphertext.

To claim n-wise independence of tags, we show that they
satisfy two conditions following

1. hy,...h!, are information theoretically hidden to the ad-
versary.

2. p(z) is not in S™.

In lemma 2, we must show that they appear only once
to suffice key elements for A, for the first condition. To do
this, we isolates kT'ag;,. Vj € [n] for A, from the other tags
by utilizing a hybrid model. In the security proof, we show
the invariance of two games which have different types of
key elements corresponding to A., not all key elements in
the k" key. Also, we do not apply semi-functionality for
the elements if a corresponding attribute of A, is shared
between keys and the challenge ciphertext. Therefore, we
leave those key elements as normal type (i.e. without any
change of type from the real game). This is because the
correlation can be detected to the adversary by checking
EiE[O,n] cikTag; pxy = cTag if p(x) is in S™ as the second
condition requires.

Lemma 2. (Semi-functional key invariance) Suppose

there exists a PPT algorithm A to distinguish between Gamer,o—1

and Gamey,g with a non-negligible advantage €. Then we
can build an algorithm B breaking DLIN with the advan-
tage, €, using A.

Proof: First, B takes (g, f,v,¢", f°,T) as an instance
from DLIN. It will simulate either Gamey,g—1 or Gamer,o
based on the value of T'.

Setup: The algorithm selects v, a1, az, Yoy , Yoy s Yuws ROy - P,y
ho, ..., hn, from Z,, and sets

a2

—ayi-a2 —
, U1 =V

_ b __ _ Y _a Y
9=g,9 =f,v=v ~g7, v = v gl

fngh
We do not know h;, but we can calculate h; using g, f, hi,
and h;. It publishes the public parameter following

_ pas _hg h,
_f 9 yeen g "3w7

w = fgyw7h0 = fﬁh()gﬁoa ahn -

b b-a a b-a
9,9 ,9 t=[f"9""

a a b a b a
= gyvl 177_2 _ gyvz 277_1 _ fyul 177_2 _ fyvz 27

e(g,9)* " =e(f,9)"".

B generates MSK= {g%, g% %", v,v1,v2}. This is possible
because it knows a1 and a. We stress that 5 does not require
any information of the target set of attributes, S* for the
challenge ciphertext when it sets all parameters in Setup.



Table 2: Summary of Security Games

|| Key Generation Algorithm |

Encryption Algorithm

Gamegeal KeyGen Enc

Gameyg,o KeyGen SFEnc

Games,o Siijégsn(é%f) SFEnc

SFKeyGen (< ¢)
Games g SFKeyGen’ with 6 (= 6) SFEnc
KeyGen (> §)
Gamegy o, SFKeyGen SFEnc
Gamerinal SFKeyGen SFEnc with a random message

(< §): For the first § — 1 keys, (= §): For the §'" key,
(> 9): For all keys except the first § keys

Init: Before it generates any private key, B requests to the
adversary a target set of attributes S* which will be used to
generate the challenge ciphertext.

Phase | and II: For the first k—1 keys (< k), first it generates
[m]) where m is the number of rows of an access matrix for
the key, then, it selects v, from Z, for each x such that
p(x) ¢ S*. For all rows of A, it sets

1. Vx s.t. p(z) € S*
Dl@ = D;,vaZZ = Dé,va?),I = Dg,:cD4,fE = Déll,xy

/ ’ ’
D5,ac = D5,z7D6,x = D6,17D7,9: = D7,zv

{Kj= ;7m,kTagj,z = kTag;yz;Vj € [n]}).

2. Vx s.t. p(z) ¢ S*
Dl,z = Dll,z : gia1a2’yx7D2,z = Dé,z . ga2’yx7D3,z = Dg,zv

—n' a1z —_ N —_ N
D4,Z*D4,z'g T7D5,17D5,I7D6,1‘*D6,z7

D12 =Dz, {Kj2 = Kj ., kTag;. = kTag} .;Vj € [n]}.

For the rest keys except the k" key (> k), B runs the key
generation algorithm to generate normal keys. It is possible
since B knows all public parameters and MSK.

We let x; denote the index of the it" A, of A such that
p(xz) ¢ S*. To generate the k' key with the index 6, for
A = (A, p), it first generates {kTag; ;Vj € [n]} randomly
from Z, for each = s.t. x # xg. For xg, it sets

kTagje, = h; + hop(ze) Vi € [n].

Then, using {kTag;,»;Vj € [n], Vo € [m]}, it generates a
normal key

Di gy, D70, {Kj o, kTagj«;Vj € [n]} Vo € [m].

Finally, it selects v, from Z, for each x; such that ¢ < 6.
To set the k' key, for all & such that p(x) € S*, it sets

/ /
Dl,a} = Dl,z7 "~7D7,m - D7,z7

{Kjo = Kj,,kTag;;Vj € [n]}.

For the rest of the key (i.e. Vx s.t. p(x) ¢ S*), it sets as
follows:

Vx; s.t. 1 <0,
Dl,xi - l)ll,ac1

—aiazv¥z; 4 azYzx;
g IyDQ,J:i*DQ,zi'g k)
Y, I = YA a1va, Y,
DS,xi - D3,zi7 D4,aci - D4,zi =) Yy D5,xi - D5,zi7
De; = D§ ., D7.u; = D
6,x; — L6,z VT,x; = P72y

{Kj,zi = JI’,zi’ kTagj..;;Vj € [n}}

For z¢ (i.e. i =0),

Diwy = Di 3, T~ "%, D34y = D, T*(g°")""1,
D32y = D5 ) (f2)""1, Daay = D}, T (g°1)¥2,
Ds,up = D55 2y (f)"2, D62y = Dg oy [
D70, = D/7,a:9 (gCl)7

(Kiog = K 4y (g7) 0P kg, . € [n]}.

71,
Vx; s.it. 1> 0,
’ /
Dl,zi = Dl,xia ) D7,Ii = D7,xia

{K‘721 = K;',xivaagj,zi;vj S [n]}

We let 21 4y, 25005 1,295 72,245 4 denote randomized pa-
rameters for A;, in the normal key. This implicitly sets
Zwg = 21,2y — Yor C2 00 22 05 = 25 5, — YusC2. Also, it sets
T2wy = T2z, +C2 and r1,0, = 714, +c1. If T equals to
v°1e2 this has properly simulated the semi-functional key
generated by SFKeyGen’ (MSK, PK, S*, A, 6—1). Otherwise,
If T is a random value, and we denote it as v°1 72 g0 | this
is properly simulated the semi-functional key generated by
SFKeyGen’(MSK, PK, S*, A, 0).

Challenge: When A requests the challenge ciphertext for
S* with two message, My and M; B randomly selects
from {0,1}. Then, it sets cT'ag = coh( + ... + cnhj,. With
Mpg and cT'ag, it generates a normal challenge ciphertext,
(C',C1,...,Ch, Eo, Eaw,; VAtt; € S*). Then, it randomly
generates x from Z, and sets

0:01701 :C{ac2:0£ac3:C§7C4:C!1‘fa2nv

/ a2k ! a2k
Cs =Cs-g"*",C6 = Cp - 052",



’ - — ] Yy - ’
Cr = 07.fyv2 ka2, = a1 K Yw az’EO = E, ‘UﬂflaQ’f’

E = E{ . (V00f10+-»-+cnﬁn+yw-cTag)alazﬁ’CTag.

This implicitly sets ¢ = gtl - v%192% where t' is a ran-

domization parameter of a normal key. It should be noted
that tags in the challenge ciphertext and the key elements
of Az, of the k" key are not correlated because of n-wise
independence. Hence, all tags in the challenge ciphertext
and the k" key are randomly distributed and do not corre-
late to each other. Therefore, if T equals to v°*7°2, B has
properly simulated Gameg,o—1. Otherwise, it has simulated
Gamey, g, also properly. a

Lemma 3. (Semi-functional Security) Suppose there
exists a PPT algorithm A to distinguish between Gameg,o,
and Gamerina with a non-negligible advantage €. Then, we
can build an algorithm B breaking DBDH with the advan-
tage, €, using A.

Proof: B takes (g,9°", g%, ¢°®,T) as an instance from DBDH.

It will simulate either Gameg e, or Gamerina based on the
value of T

Setup: The algorithm selects a1,b, Yu, Yv; , Yvg Yws R0y -ees Pn
from Z,, and sets
gaz — 9627,0 — gyv7U1 — gyvl,vg — gva’w — gyw’
hi.
{g";i€[0,n]}
Then, it publishes the public parameters as follows
b ba b-a co\b h hn
99,9 "9 " =(9")w,g" .9,
al a-arb _ aib

12 = (g)V2, 17,75, e(g, 9) e(g™,g?)

This implicitly sets a = ¢1 - c2 and a2 = c2. In this setting,
the simulator does not know MSK since it does not know
Q.

T1 = V1

Init: Before it generates any private key, B requests to the
adversary a target set of attributes S* which will be used to
generate the challenge ciphertext.

Phase | and II: For generating a semi-functional key, B ran-
domly selects fi1 from Zj,, such that A, - i1 = 0 for all « such
that p(z) € S* and the first coordinate of fi1 equals to 1.
This exists because S* does not satisfy an access structure of
the semi-functional key. Also, it generate a random vector
[z of which the first coordinate equals to 0. It implicitly sets
- = a- 1+ fie. For each © € [m], it randomly generates
21, 22,2, "1,0s T2,2, 1kT0gj,2; V) € [n]} from Zy.

Then, for normal type rows (i.e. Vz s.t. p(x) € S¥), it sets

Azuz'alsz Agpz, re 21,z

Dl,z =g ,D2,z =g U1 g )
Do = (") "%, Daw = 057 g™, Ds o = (") 22,
Deo=g""" Drn=g"",

{Kjw = (hyhg " wTa%ie)"e kTag, ,: j € [n]}

For the rest semi-functional rows, it randomly generate .,
for each = such that p(x) ¢ S*. It sets

Agpz-al (962)—"/;@11]% ,

Dlx:g

)

Dax =g "2 (g) 0} g™ Dy = (g") 77,
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Table 3: The Size of PK, SK and CT (bits)

Param || AC16 [3] [ Ours | Ours/ACI16
d.159 8,58 6,360

PK d.201 10,854 8,040 0.74
d.224 12,096 8,960
d.159 66,780 | 45,812

SK d.201 84,420 57,908 0.69
d.224 [ 94,080 | 64,532
d.159 4,770 3,975

CT [d.120T 6,030 0,025 0.83
d.224 6,720 5,600

o Tx 22 4, Cl\a1Azp1 ar-vy! _ by—22 ¢
Daz =g = (g7 )" g™ %, Ds o = (97) 727,
— ,T2,2b — 71,
Deo=9*"",Dre =9 "7,

{Kje = (hjhy " w95 ™02 kTag; o1 € [n]}

This implicitly sets vz = c1 Az + 5.
Challenge: When A requests the challenge ciphertext for S*
with two message Mo and M, first, B randomly selects
from {0,1}. It, then, randomly generates s1,x and ¢ from
Z, and sets s2 = c3 and Kk = —c3 + '. It, also, sets the
challenge ciphertext as follow.

C = MBTalb, Cl _ gbsl (gcg)b’ CZ _ gbalsl’ CS

a1s1

=9 )

Ca=(g)"", Cs = (¢°)" ,Cs = 752 (g°%)" (g°2) "2,

Cr =70 (g™) (g ) b,

EO = gt7 E1 = (h(c)ohil...hzanTag)t

If T equals to g°*“2“%, BB has properly simulated Gameg,e, .
Otherwise, a random will be added in Mg, and it has simu-
lated Gamerpinai, also properly. O

4. IMPLEMENTATION AND BENCHMARK

We implement our scheme using PBC library [30]. We
mainly compare our scheme to Agrawal and Chase’s scheme
[3]. To compare the efficiency of our scheme, we convert our
scheme to asymmetric groups (Appendix 1) since Agrawal
and Chase’s construction is based only on asymmetric groups.
It should be noted that our scheme naturally extended to
asymmetric groups since it is constructed in symmetric groups,
but the other way around does not trivially hold. Our im-
plementation is executed on VirtualBox [1]. We allocate
4GB memory and 2 CPUs (Intel® Core™i7-4600U CPU @
2.10GHz x 2) to Ubuntu 16.04 LTS (64 bits).

We evaluate our scheme with the elliptic curves introduced
by Miyaji, Nakabayashi and Takano (MNT) with various
field sizes (159, 201 and 224 bits) [31]. We are using a simple
policy “(A AND B) OR (E OR F)” for the ciphertext. A
user has four attributes (“A”, “B”, “C”, “D”). Therefore,
it can decrypt the ciphertext using attributes “A” and “B”.
The maximum number of attributes per a ciphertext is set
as five (n=5). We ignore the time to compute LSSS for
our policy. It is precomputed outside the implementation.
The time to compute LSSS also may be negligible in a real
application since the other operations such as pairings and
exponentiations over groups are much slower.



Table 4: Comparison of pairing and exponentiation

I AC16 [3] | Ours
Setup || 2(n+6)(E1+E2)+P | (11+n)E1+(9+n)E2+P
KeyGen (4nk+10k+8) E» (3n+13)kE>
Encrypt (2n+18)E1+Er (n+13)E1+Er
6+6m)P+2mnkE
Decrypt ( —|—)2mET E 9P+(n+8)mE>

n: the maximum number of attributes per a ciphertext.
m: the number of attributes used for decryption.

k: the number of attributes that a user has.

FE1: Exponentiation over G1, F2: Exponentiation over Ga
Er: Exponentiation over Gr

P: Pairing e : G1 X G2 — Gr

Table 5: The Excution Time (ms)
| Param [ AC16 [3] [ Ours | Ours/AC16

d.159 266.5 91.6 0.34
Setup d.20T 344.1 118 0.34
d.224 439.4 145.3 0.33
d.159 4074 416.2 1.02
KeyGen [ d.20T 526.7 538.2 1.02
d.224 671.2 670.6 1.00
d.159 16.8 10.6 0.63
Encrypt [ d.201 22.9 14.5 0.63
d.224 29.7 I8.1 0.61
d.159 105.6 89.6 0.85
Decrypt | d.201 137.3 1177 0.86
d.224 176.5.7 145 0.82

The efficiency gap between ours and Agrawal and Chase’s
scheme increases as the maximum number of attributes per
a ciphertext n increases. Our scheme can save up 50 percent
of PK and 41 percent of SK if n is big enough. However,
even if we set n to be small, parameters of our scheme are
much shorter than those of Agrawal and Chase’s scheme.
Table 3 compares the sizes of keys and ciphertexts between
our scheme and Agrawal and Chase’s scheme when n is only
five. The column Param means the field sizes of MNT.

We provide Tables 4 and 5 to show the theoretical and ex-
perimental improvements of our scheme. Table 4 shows the
number of operations to run Setup, KeyGen, Encrypt and De-
crypt of our scheme is significantly less than those of Agrawal
and Chase’s scheme. We additionally provide the average
execution times of those algorithms in Table 5. On running
each algorithm 100 times, our scheme is faster Agrawal and
Chase’s scheme. In particular, compared with Agrawal and
Chase’s scheme, the Encrypt and Decrypt of our scheme is
reduced the execution times more than 35 percent and 14
percent, respectively. The time for Setup of our scheme is
much faster than that of Agrawal and Chase’s scheme. It
only takes 34 percent of their scheme.

S. CONCLUSION

In this paper, we provided a semi-adaptively secure KP-
ABE scheme in prime order groups. We achieved an efficient
KP-ABE scheme with short ciphertexts. Our KP-ABE with
short ciphertexts shows additional desirable properties such
as supporting a large attribute universe and multi-use of
attributes under the standard assumption. In addition, it
has more efficient features than the previous best scheme
from both time and space perspectives. We leave a question
on how to achieve all those properties in an adaptively secure
KP-ABE as an open problem.
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APPENDIX

A. KP-ABE WITH SHORT CIPHERTEXTS

We introduce KP-ABE with short ciphertexts with an
asymmetric pairing. This scheme is the natural extension of
the scheme in Section 3. We use subscript to denote where
group elements belong to (e.g g1 € G1 and g2 € G2).

A.1 Construction

Setup(A, U, n) First, G1, G2 and Gr & G(A\,p). Then,
the algorithm generates g1 € G1,92 € G2 and exponents
y’U7yw7yvlyy’v27a17a27b7a7h07"'ahn S ZP' Let 1 = Yo +
a1Yvl, T2 = Yo + a2Yp2. It publishes the public parameters
PK as follows

b-a bt b w
(glaghgl 791 791 1agl )gl 791 agl 1agl 27 :g% )
h hn ‘ay-b
9105 g1 e(g1,92) ")
The algorithm sets MSK as follows
Vv

o ay a-al b Y _ _
(92792792 y 92 ;92,02 = g ,u27g2 7u2792 )

ho hn — Y
9o 592 W2 = gg )

Encrypt(PK, M, S = {Att1, ..., Att,}) the algorithm chooses
s1, s2, t and cT'ag from Z, and sets s = s1 +s2. It computes
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Co, ..., ¢n which are coefficients of 3°,...,y™ in ]_[Ames(y —
Att;), respectively. It outputs a ciphertext CT as follows

OT = (C, Cl, CQ, 03, C4, Cs, CG, 07, E‘o7 E’17 cTag)

where
C'=M-(e(g1,92)* "), C1 = (g7)°, C2 = (g7'"*)"",
Cs = (g1")°", Ca = (97"2)%, Cs = (91%)2,
Co = (97)°(97%)2,Cr = (917*)" (917*) "> wy *,

_t hn\c cTag\t
Eo = g1, Ex ")t )"

() (gr)™ - (g1
KeyGen(MSK, PK, A = (4,p)) We let A, denote the z'"
row of A and p(x) write an attribute associated A, by the
mapping, p. The algorithm randomly chooses 71 4, 72,4, 21,2, 22,2
from Z, for each z € [m], and sets ry = 71,2 + r2,» where
A is an m x ¢ matrix. It randomly chooses kT'ag;,, for each
z € [m] and j € [n] from Z,. It randomly selects an ¢ size
vector i € Zf, of which the first coordinate equals to «, and
sets A\ = A, fi as the share of A,. It creates SK as follows

SK := (Dl,am D2,zy D3,z, D4,z, D5,z; D6,17 D7,z7
{Kjw,kTagj;Vj € [n]}; Vo € [m])
where
D1z = 92T My”, Doy = gy AT“2 921 D32 = (9127)_21’17

Dig=u5""gy>", D50 = (g5) 7", Do = (g5)"",

—hop(x)? w’;T‘lgj,m)n,m vj € [n).

T1,@ h
D7y =9y,""Kjz = (95795

Decrypt(SK, CT, PK, A, S) First, the algorlthm calculates

constants w, such that ZP<I cs wz A (1,0,...0). For each
x € S, it calculates co, ..., cn iay the same rnanner of Encrypt,
then it calculates Tag, := Zj:n - kTagj> — cTag. If

Tags # 0, it calculates

Wi i=e(C1, [[ Dia")-e(Co, [ D2")
p(x)ES p(z)eS
6(05, H D571w1)
p(z)€S

W2 = 6(06, H Dsymw)

p(z)€S

6(07, H D7,Iw)

p(z)€S

Wy :i=e(Br, [[ Dra /T ) e(Bo, [] Kja9=/T00).
p(z)€ES p;_z:)[if,
Otherwise, it aborts. Finally,
Wi

M=
¢ W2 Ws®

Correctness can be derived trivially from our scheme
with a symmetric pairing.





