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ABSTRACT

Blockchain is a novel way to construct fully distributed sys-
tems and has the potential to disrupt many businesses inclu-
ding Uber and Airbnb within the sharing economy. Specifi-
cally, blockchain provides a method to enforce the agreement
between a user and the physical property owner without
using any trusted party, e.g., if a user pays the agreed mo-
ney, the blockchain guarantees that he/she has access to the
property. While a blockchain based system has many desi-
rable features, it may leak privacy information of involved
parties due to its openness to the public. To mitigate the
privacy concern, we propose a privacy respecting approach
for blockchain-based sharing economy applications, which
leverages a zero-knowledge scheme. We also analyze the se-
curity features and performance of the proposed approach
to demonstrate its effectiveness in these applications.

CCS Concepts

eSecurity and privacy — Access control; eComputer
systems organization — Embedded and cyber-physical sy-
stems;
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1. INTRODUCTION

The emerging blockchain technology offers a novel way for
bookkeeping in a fully distributed manner. Initially, it was
only used to build e-cash systems [28], but later it’s poten-
tial to innovate other areas where there is a lack of trust
between involved parties was realized [36]. One such area
is the sharing economy. For example, the German company
Slock.it has developed the Ethereum Computer which joins
smart objects (such as locks, washing machines, or vehicles)
with the blockchain so these objects are rentable with little
trust or interaction between owner and renter [35]. The
Ethereum Computer allows the owner of a smart object to
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create a smart contract on the Ethereum Blockchain that
governs transactions and access control for that object. Af-
ter a renter finishes paying the owner the listed amount to
use the object, he/she will be granted access for an allotted
time and can manipulate the object’s state. This approach
has many advantages compared with existing centralized ap-
proaches, including lower cost (users do not need to pay the
centralized broker) and higher reliability (there is no single
point of failure, and the storage is immutable). Therefore,
blockchain applications like Slock.it are believed to be able
to disrupt the disruptors like Airbnb and Uber [39, 21].

One major issue to replacing centralized systems in sharing
economy applications is privacy, i.e., in order to enforce a
contract with blockchain, identities of parties involved in the
contract has to be disclosed together with the contract. For
example, a renter does not want to show his/her itinerary
to the public by disclosing contracts with different property
owners. It is relatively easy to protect privacy sensitive in-
formation with a private or permissioned blockchain [19].
However, these blockchain systems are more like variants of
classical distributed system and do not support full decen-
tralization. Public blockchains are a better choice because
they are fully open systems and do not consider hiding in-
formation from participants.

To address the privacy concern without sacrificing the de-
sirable features of public blockchain, we propose a privacy
respecting contract platform based on the public blockchain,
PrC, that can be used to build a variety of sharing economy
applications. The proposed scheme does not assume any
special party in the blockchain system and does not change
the overall design of existing applications. It leverages a
noninteractive zero-knowledge technique and can be applied
to many other IoT areas. In summary, our contributions in
this paper include:

e We provide detailed design of PrC that offers a privacy
respecting contract platform;

e PrC adds more privacy features to public blockchain
and addresses the major concern that hinders the sharing
economy applications to migrate to the public block-
chain environment; and

e We analyze the security features of PrC and evaluate
its performance to show its practicality.

The remainder of the paper is organized as follows: In
Section 2 we give a short review of the blockchain techno-
logy and cryptography tools used in PrC. Section 3 provides
a detailed description of PrC, and Section 4 evaluates per-
formance and security features of the proposed approach.



Section 5 discusses related work, and we conclude the paper
in Section 6.

2. BACKGROUND OF TECHNOLOGIES

In this section, we briefly review background technologies.

2.1 Blockchain

Blockchain is at the core of the cryptocurrency, Bitcoin [28],
and a major technology contributor to the success of Bitcoin
over a community of distributed peers. It is believed that
blockchain based technology may revolutionize many indus-
tries [37, 36].

Roughly speaking, a blockchain is a system that involves
multiple participants who achieve consensus over a dataset
and maintain the data locally. Blockchain systems are deve-
loped under different trust models with different consensus
protocols. There are two main types of trust models: one as-
sumes all participants are equivalent (public blockchain) and
one has participants with different privileges for block con-
struction (private/permissioned/federated blockchain). Un-
der a given trust model, the system can use various consen-
sus protocols including proof-of-work [28], proof-of-stake [6],
or BFT [38]

Regardless of the trust model and underlying consensus
protocol, most blockchain systems have three important fe-
atures [31, 20]: (i) public accessibility (all information stored
with block-chain is publicly accessible to everyone); (ii) im-
mutability (information added to the blockchain is not mo-
difiable or removable); and (iii) resilience (each participant
of the system keeps a complete copy of the blockchain, and
no single point of failure can affect the availability of the
stored information).

There are four major operations for blockchain: (i) checking
validity of received record; (ii) generating a block to hold re-
cords and verifying validity of received blocks; (iii) checking
the validity of a record/block; and (iv) producing a new re-
cord according to instructions of existing records. In our
case, the last operation is used to facilitate the enforcement
of contracts.

2.2 Cryptographic Tools

Two major cryptographic tools are used in this work, com-
mitment scheme, and non-interactive zero-knowledge proof.

Commitment scheme. A commitment scheme [5, 10, 12]
involves two players, the committer and the receiver, run-
ning probabilistic polynomial-time algorithms. The execu-
tion of the scheme is divided into two phases. During the
first phase, the committer chooses a value v, and runs COMMIT
to generate a commitment on v, which is shared with the re-
cetver. During the second phase, the committer shares extra
information with the receiver, and the receiver can execute
REVEAL to verify the committed value v.

A secure commitment scheme has two major features:
(i) Hiding. The receiver cannot learn v from the commit-
ment; (ii) Binding. The committer cannot change v to v’
after the first phase.

Zero-knowledge proofs. The zero-knowledge proof is also
an important cryptographic primitive [16]. Roughly spea-
king, a zero-knowledge proof involves two parties, the prover
and the wverifier. For a statement, the prover can generate
a proof to convince the wverifier the correctness of the sta-
tement. In this process, the verifier cannot learn anything
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Figure 1: Overview of the workflow of using block-
chain for room sharing. The privacy protection me-
chanism is not reflected in the figure and discussed
later.

except the fact that the statement is true (zero-knowledge
feature). Zero-knowledge proofs can be either interactive or
non-interactive. Interactive zero-knowledge proofs [17, 15]
requires the prover to communicate with the verifier multiple
rounds to finish the proof. Non-interactive zero-knowledge
proofs (NIZK) [4, 18, 9] do not require multiple rounds in-
teraction between prover and verifier and is more suitable
for scenarios where it is hard for these parties to be online
at the same time.

An important tool that related to NIZK is zero-knowledge
succinct non-interactive arguments of knowledge (zk-SNARK)
[14, 2, 3]. zk-SNARK allows for efficient verification of NP
statements with proofs produced by an untrusted but com-
putationally bounded prover. A trusted party is used to pu-
blish a proving key and verification key, where the proving
key is used to generate non-interactive proofs for adaptively-
chosen NP statements, and the verification key is used to ve-
rify the proof. We refer the readers to [2] for a more formal
definition of zk-SNARK.

3. BLOCKCHAIN BASED PHYSICAL ACCESS

In this section, we provide a detailed description of PrC.
PrC can be deployed for various blockchain based sharing
economy applications that involved access control of physical
properties and has the potential to extend to a broader range
of other online-to-offline applications and these related to
IoT. For convenience, we use the case of room sharing to
illustrate the proposed approach.

3.1 Security Model and Overview of the Sy-
stem

The overall workflow of the proposed scheme is depicted
in Fig. 1. PrC for blockchain-based room sharing involves
four parties:
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Figure 2: The basic idea of PrC to protect pri-

vacy information of the owner and user. Instead of
doing the transaction directly, the owner and user
use proxies to finish the renting and access granting
procedure.

e Owner. The property owner rents his/her rooms to the
user in exchange for money. The property owner is not
trusted, and he/she may try to maximize his/her be-
nefit by different approaches including to concurrently
rent the property to different users;

e User. The user rents a room from the owner through
the blockchain. He/she is not fully trusted. He/she
may try to minimize costs by avoiding payment to the
owner. Both the owner and the user have the incentive
to protect their privacy;

e Physical property. The physical property is rented to
the user by the owner. We assume the physical pro-
perty is controlled by machines and pre-determined
protocols and therefore is trusted, i.e., the property
is programmed to follow decisions made by the block-
chain system. It is also assumed that the physical pro-
perty will not disclose information to any third party;
and

e Blockchain. The blockchain is the platform to carry
out transactions between owners and users by recor-
ding agreements/payments and tracking agreement exe-
cution. The blockchain is accessible to anyone inclu-
ding attackers. It is maintained by a large number
of participants through mining, where the majority of
participants are honest. Trusted properties always fol-
low instructions accepted by the blockchain system.

If the owner and user submit transaction information di-
rectly to the blockchain in plain-text, anyone can observe
the blockchain and learn their activities. The goal of PAC
is to protect the privacy of both the owner and the user, i.e.,
an adversary with access to the blockchain cannot learn in-
formation like who rents the owner’s room and how much
the user pays for the room.

Fig. 2 shows the idea behind PrC to protect privacy. The
renting agreement (generated by the owner) and payment
(generated by the user) do not link with each other directly
on the blockchain. Instead, they are submitted to correspon-
ding pools first. Two temporary agents are used to pull out
corresponding records and commit to the blockchain again
in a new form. Although the new agreement and payment
are connected on the blockchain, the adversary cannot learn
the relationship with original ones, and privacy is preserved.
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3.2 Basic Operations of PrC

We first consider the case where the time and price are
related, e.g., each time the user pays a fixed price to the
owner for a fixed time frame, and discuss the case where
time and price are unrelated after.

Initialization. At this stage, public parameters used in fol-
lowing steps are generated and released to the public. Be-
cause there is no secret, anyone can be in charge of the gene-
ration process and this does not affect security assumptions
of PrC. Public parameters include commitment scheme and
zk-SNARK scheme used in the system, and common para-
meters of these schemes.

In this step, the potential owner and user also exchange in-
formation about agents they plan to use for the transaction.
The exchange can be done through an off-blockchain chan-
nel, or use key-private encryption scheme [1] to encrypt the
message with receiver’s public key and store to the block-
chain. The key-private feature guarantees that an adversary
observing cipher-texts stored on the blockchain cannot infer
the identity of the receiver.

Owner creates an agreement. The owner creates the

agreement in two steps:
1. The owner O generates a transaction
tXesv = (¢, cmy)

and submits it to the blockchain. ¢ is the time period
that the owner O reserved for a renter, and cm; =
COMMIT(sn¢,r¢) is the commitment of sny, which is a
piece of information that O generated for the reserva-
tion of the room at time ¢. One straightforward way to
construct sn; is to use the public key of the agent of the
user (which is determined in the initialization phase)
to encrypt the time information. 7; is the random
number that O generates for the commitment cmy.

Participants of the blockchain check whether ¢ is va-
lid, i.e., the owner O does not use t before. If the
transaction is valid, tx;sy is accepted by the block-
chain. The hiding property of the commitment scheme
guarantees that an adversary cannot learn information
about sn; by observing cm.

2. The owner O constructs a zk-SNARK proof magmt on

the NP statement "I know r; such that COMMIT(sne, )
is on the blockchain”. Then, O generates a proxy O’,
and O’ submits the following transaction to the block-
chain:

tXagmt = (

Tragmty 5”1,7 Cm

if Received payment for O’ then

Post tXgrant = (U’, sn¢) to the blockchain
end if

),

where ¢, is the cipher-text of 7¢, which is encryp-
ted with public key of the agent of the targeted user.
With 7agmt, participants of the blockchain can verify
the validity of sn. They also check whether sn has
been posted on the blockchain before. This prevents
double-usage, i.e., the owner cannot rent the room to
more than one user at the same time. If tXagm¢ passes
all checks, it is accepted by the blockchain as a new



record. Note that one cannot post txgrant directly wit-
hout payment as the system can detect and reject such
request.

The relationship between O and O’ is not disclosed
as an adversary cannot establish a connection between
tXagmt and txrsv by extracting information from the zk-
SNARK proof and commitments on the blockchain.

User makes a payment. After the owner finishes these
two steps, he/she notifies the user U. The user U checks
the blockchain to verify the agreement tXagmt, including ve-
rifying that O’ owns sn; and the relationship between sn;
with ¢ (by decrypting sn: and cr, to verify the commitment).
Because sn: has been published on the blockchain, U cannot
claim it again even if he learns r;.

and then starts the payment process, which divides into
two steps:

1. The user U generates a transaction
tXpre = (v, cMy)

and submits to the blockchain. v is the value of the
payment and c¢m, = COMMIT(sn,,7,) is the commit-
ment of sn, which is a random serial number that U
generated for the payment. r, is the random number
used to build the commitment.

Before accepting txpre as a new record on the block-
chain, participants deducts v from the account of user
U. If U does not have enough balance, txp:. is rejected.

2. The user U constructs a zk-SNARK proof mpay on the
NP statement "I know 7, such that COMMIT(sn,,7,) is
on the blockchain”. Then, user U generates a proxy
U’, and U’ submits the following transaction to the
blockchain:

tXpay = (

Tpay

Transfer sn, to O’
Trigger tXagmt

The blockchain verifies 7pay, transfers the money to O,
and revisit tXagmt. As the condition given in tXagmt is
satisfied after the payment, the system works to post
the record txgrant = (U’, sn¢) to the blockchain.

When the user finishes the payment, O’ can transfer the
money to O. As the price is fixed, an adversary cannot
establish the relationship between a payment and a room
sharing contract.

User accesses the property. The user uses identity U’ to
request access to the property, and the identity information
of the property is also recorded on the blockchain (denoted
as P). To prevent a man-in-the-middle attack, U’ and P can
run a mutual authentication to verify each other. P checks
the blockchain for the access privilege of U’. This operation
does not generate any new records on the blockchain and P
follows related records to grant or deny the access request
of U’. Specifically, as P is assumed to be a trusted party,
U’ can disclose his/her private key to P, and P can decrypt
sng to learn the time period that U’ is allowed to enter.
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3.3 Other Operations and Refinements

Cancellation operations. Besides the basic operations
like generating agreement and making payment, another
useful operation that PrC supports is cancellation, which
allows the owner and user to change their minds at certain
stages of the transaction.

e If cancellation occurs between the first and second step
of agreement creation, the owner O can disclose both
snt and r; to the blockchain and request to revert the
effect of tx,sy. The blockchain verifies whether these
values are consistent and generates a new record to
add time ¢ back to the owner O’s account on available
time;

e If cancellation occurs between agreement creation (ow-
ner’s second step) and user payment (user’s first step),
then the owner O and his/her proxy agent O’ can ge-
nerate a record together to disclose r; and request the
system to revert. The blockchain can verify whether
r¢ is valid (by checking the commitment value), and
generate a new record to return the time ¢ to O di-
rectly. In this case, the relationship between O and
O’ is disclosed. This is not a problem because O only
uses O’ once, and he/she generate another O" for next
usage.

e If cancellation between the first and second step of
user payment, then the user U can disclose sn, and
ry to request the refund. The blockchain checks the
commitment and generates a new record to refund the
money to U.

e If cancellation occurs after the user payment, then the
user (U and U’) has to work together with the ow-
ner (O and O’) to cancel the transaction. They have
to jointly construct a record to disclose both r; and
rv, and request to cancel the transaction. If the user
U does not have enough balance on his/her account,
the cancellation fails. Otherwise, the blockchain ve-
rifies 7; and 7, with the commitment values to add
time/money back to the owner/user. Cancellation at
this stage requires the disclosure of the relationship
between the user and the owner, and privacy is not
preserved.

PrC does not monitor any offline activities. If the user re-
quests to cancel the transaction after he/she has used the
property, it is the responsibility of the owner to refuse the
cancellation request.

Efficient data organization. PrC involves verification
operations of zk-SNARK proof. If reservation records (tXrsv
and pre-payment records (txpre) are stored on the block-
chain in a linear way, cost of verification of the proof incre-
ases quickly. Instead, all these records can be organized as
leaves of a Merkel tree [26], where the verification cost only
increases logarithmically to the number of records. Specifi-
cally, we fix a large enough value for the height of the tree
(e.g., with height 32, the tree can handle 232 records), and
all records are added as leaf nodes. Internal nodes are up-
dated accordingly and the value of the root is included in
the zk-SNARK proof [3]. This does not affect any security
feature of the zk-SNARK scheme or the overall system.

Supporting different time lengths and prices. The
approach described in Section 3.2 has the limitation that



for one contract, the time and price are fixed. The owner
and the user may need to have multiple contracts for a long
stay or high price.

First we consider changing the time length for the owner
to create the agreement. Instead of including ¢ in txjrsv,
the owner puts a time range (t1,t2) into the record. As the
information is in plain-text, the blockchain can still verify
whether that time period is available. sn; is also modified
accordingly to incorporate this information to allow the po-
tential user to verify before making a payment. Allowing the
user to pay different amount of currency for the property is
more complex as the payment value may leak connection be-
tween the owner and the user. We can leverage the scheme
used by Zerocash to divide the payment to O and O’ in a
random way to hide the connection [33].

4. PERFORMANCE EVALUATION OF DL-
BAC

In this section, we analyze security features and perfor-
mance of PrC.

4.1 Security Analysis

Double usage. Double usage has two aspects for the room
sharing application (and other similar sharing economy ap-
plications). The owner tries to rent the room to multiple
users, and the user uses the same payment for different
rooms. If both the owner and the user follow the two-steps
procedures, PrC can always reject any records that try to
use the same resource twice. If the owner tries to ignore the
first step of agreement creation, he/she cannot generate a
valid zk-SNARK proof and cheat the blockchain to accept
a record of the second step. This prevents the owner from
having a contract with the user without available property.
The situation is the same for users.

The owner cannot create multiple contracts with overlap-
ped time for different users neither. Specifically, before a
user makes payment, he can verify whether the sn; is valid
by tracing back to the record that creates sn;.

Owner and user privacy. Protecting owner and user pri-
vacy is the goal of the PrC. By observing records stored
on the blockchain, an adversary should not determine whet-
her an owner and a user have had a contract in the past.
Although the connection between proxy agents is disclosed
on the blockchain, it is hard for an attacker to infer iden-
tity information related to the agents. The only connection
between the original identity and proxy agent identity is a
zk-SNARK proof. The zero-knowledge feature prevents any
attacker with limited computation capability (probabilistic
polynomial time algorithm) to recover the connection bet-
ween the two identities.

4.2 Performance Analysis

Performance of PrC is affected by two factors: perfor-
mance of the underlying blockchain and performance of in-
volved cryptographic primitives.

Performance of Blockchain. PrC is not bound with any
specific blockchain system. The original Bitcoin protocol
can only support limited throughput [13] and may not be
able to satisfy the demands of various sharing economy ap-
plications developed on top of PrC. A lot of work has been
done to improve the performance of blockchain system and
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Table 1: Performance of existing zk-SNARK sche-
mes [3, 30].

Time
117 s to 123 s
147 s to 784 s

< 10 ms
288 Bytes

Operation

Key generation

Proof generation

Verification

Proof size

PrC can take advantage of these works to improve the per-
formance [11, 8, 25].

Performance of cryptographic primitives. Two ma-
jor primitives involved in PrC are the commitment scheme
and the zk-SNARK scheme. The commitment scheme is
relatively cheap, so we focus on the extra cost related to
zk-SNARK scheme. Key performance parameters of a zk-
SNARK scheme includes key generation, proof generation,
and verification. For existing zk-SNARK schemes, key ge-
neration is more expensive than proof generation, and proof
generation is more expensive than verification. For a secu-
rity level of 128 bits, the running times of these operations
for a 1-million-gate circuit and 1000-bit input on a common
computer are summarized in Table 1.

Key generation only needs to be executed once, so the
related cost is not an issue. Proof generation is not cheap,
but it is only run by the owner and user, and not the whole
blockchain system. Therefore, it does not significantly affect
the overall performance of the system. Verification is run by
every participant of the blockchain, but the cost is cheap.
Furthermore, proofs that have to be stored on the blockchain
are very compact, so it is not a problem for every participant
of the blockchain to keep a copy of these proofs.

5. REMARKS AND RELATED WORKS

In this section, we shortly review related works.

5.1 Remarks and Takeaways

In general, it is a hard problem to conceal identities in-
volved in a contract with public blockchain, especially when
the contract is related to the real physical world (e.g., con-
tracts for room sharing). The approach proposed in this
work uses proxy agents to execute the contract and levera-
ges cryptography tools to cut off the connection between the
real identities and their proxy agents. Although this two-
layer approach can support most of the common operations
that are necessary for sharing economy applications, it is
not clear at this moment how to support ratings and recom-
mendations. Future directions of research include providing
a richer set of operations and evaluating the capability to
recover connections between identities using other sources
of information.

5.2 Related Works

IoT and blockchain. Blockchain technology has been used
in different ways in IoT systems. Hardjono and Smith pro-
posed the use of a permissioned blockchain for IoT device
commissioning and data sharing [19]. Christidis and Devet-
sikiotis proposed a design of using blockchain platform for
smart contracts and IoT [7]. [23] proposed to use block-
chain to facilitate firmware updating of IoT devices. These



works explored new opportunities of blockchain in the area
of IoT but did not consider privacy protection problems.

Privacy in access control. Access control is an essential
part of many sharing economy applications including room
sharing. In scenarios where there is a centralized party, va-
rious techniques are proposed to achieve privacy protection
in user authentication and access control [32, 29, 34, 24].
These approaches do not apply to the blockchain scenario,
especially public blockchain where there are no nodes with
special privilege.

Privacy in blockchain based transactions. Classical
blockchain based transaction systems like Bitcoin [28] allow
a user to hide his relationship with identities used in the
system. More sophisticated systems like Zerocash [33] and
Zerocoin [27] allow users involved in a transaction to hide
their relationship with each other. These works focus on
one-way currency transaction, but for sharing economy ap-
plications, the interaction is usually two-way and involves
extra features beyond the currency. [22] proposed a gene-
ral approach to executing smart contracts securely on the
blockchain. This is orthogonal to our work as we focus on
the privacy of the identities involved.

6. CONCLUSION

As an attracting platform of sharing economy applicati-
ons, public blockchain lacks the capability of privacy pro-
tection as it is open to the public. This paper proposes
PrC, a privacy respecting blockchain based sharing economy
platform. PrC uniquely integrates cryptography tools and
blockchain technology, and achieves the goal of maintaining
desirable features that public blockchain offered to sharing
economy applications without sacrificing user’s privacy. Alt-
hough we use the case of room sharing to describe the appro-
ach, PrC can be extended to other areas with similar setting
and opens the door to exploring more sharing economy ap-
plications where user identity is privacy sensitive.

For the next step, we plan to implement a fully functio-
nal prototype of PrC and evaluate it with different system
sizes and applications. We will also extend PrC to support
other functionalities that are useful for sharing economy like
privacy preserving rating and recommendation.
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