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ABSTRACT

Anonymous authentication allows one to authenticate her-
self without revealing her identity, and becomes an impor-
tant technique for constructing privacy-preserving Internet
connections. Anonymous password authentication is high-
ly desirable as it enables a client to authenticate herself
by a human-memorable password while preserving her pri-
vacy. In this paper, we introduce a novel approach for
designing anonymous password-authenticated key exchange
(APAKE) protocols using algebraic message authentication
codes (MACs), where an algebraic MAC wrapped by a pass-
word is used by a client for anonymous authentication, and
a server issues algebraic MACs to clients and acts as the
verifier of login protocols. Our APAKE construction is se-
cure provided that the algebraic MAC is strongly existential-
ly unforgeable under random message and chosen verifica-
tion queries attack (suf-rmva), weak pseudorandom and tag-
randomization simulatable, and has simulation-sound ex-
tractable non-interactive zero-knowledge proofs (SE-NIZKs).

To design practical APAKE protocols, we instantiate an
algebraic MAC based on the ¢-SDH assumption which sat-
isfies all the required properties, and construct credential
presentation algorithms for the MAC which have optimal ef-
ficiency for a randomize-then-prove paradigm. Based on the
algebraic MAC, we instantiate a highly practical APAKE
protocol and denote it by APAKE, which is much more efficien-
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t than the mechanisms specified by ISO/IEC 20009-4. An
efficient revocation mechanism for APAKE is also proposed.
We integrate APAKE into TLS to present an anonymous
client authentication mode where clients holding passwords
can authenticate themselves to a server anonymously. Our
implementation with 128-bit security shows that the aver-
age connection time of APAKE-based ciphersuite is 2.8 ms.
With APAKE integrated into the OpenSSL library and us-
ing an Apache web server on a 2-core desktop computer,
we could serve 953 ECDHE-ECDSA-AES128-GCM-SHA256 HTTP-
S connections per second for a 10 KB payload. Compared
to ECDSA-signed elliptic curve Diffie-Hellman ciphersuite
with mutual authentication, this means a 0.27 KB increased
handshake size and a 13% reduction in throughput.

1. INTRODUCTION

Privacy protection has become a major concern with the
rapid growth of cloud computing, big data and internet of
things. For example, contact details of 1.5 million customers
of Verizon Enterprise were put up for sale on a Dark Web fo-
rum recently [1]. Most people typically associate the loss of
privacy with a feeling of invasion or loss of control [45]. The
importance of user privacy in authentication systems has
been emphasized by the European privacy standard [31] and
by the US government in the National Strategy for Trust-
ed Identities in Cyberspace [52]. NIST has developed three
privacy engineering objectives - predictability, manageabili-
ty, and disassociability [47], where disassociability captures
one of the essential elements of privacy-enhancing systems
that the system actively protects or “blinds” an individual’s
identity or associated activities from unnecessary exposure.

Authentication of participants is usually required in com-
puter systems-based applications to establish trust relations.
An effective approach to protect users’ privacy in authentica-
tion systems is anonymous authentication which achieves se-
cure authentication and anonymity simultaneously [45], i.e.,
no unauthorized user can fool a server into granting it ac-
cess, and the server should not know which user it is in-
teracting with. As stated in [21], privacy-conscious service
providers (SPs) have a strong incentive to adopt anonymous
authentication, and it is in their best interest to keep client
information private on technical unavailability grounds.



Password-based authentication systems have been wide-
ly deployed in information systems to guarantee authorized
access to desktop, mobile and web applications, as pass-
words have advantages of being memorable, avoiding com-
prehensive public key infrastructure for distributing client
certificates and dedicated hardware for storing secret keys.
Password-based authentication with key exchange protocols
have been extensively explored [7, 4, 14, 44, 49, 8] and widely
standardized [39, 57, 40]. The TLS ciphersuite using secure
remote password protocol [57] is provided in OpenSSL.

In traditional password-based authentication systems, a
user keeps a password confidential but pays no attention
to privacy protection of herself [2], since the identity infor-
mation is usually transmitted explicitly so that the server
can determine which password should be used. Therefore,
anonymous authentication that can work with password-
based technology are highly desirable [45].

Anonymous password authentication protocols have been
proposed by Viet et al. [58] via integrating an oblivious
transfer protocol within a two-party password-authenticated
key exchange protocol, and later improved in [60, 54]. Such
protocols allow a client holding a password to authenticate
herself to the server, while preserving her privacy. However,
these protocols have an inherent limitation for computation
efficiency, i.e., a server performs O(N) computations per
protocol execution, where NN is the total number of users.

Another approach for anonymous password authentica-
tion was proposed in [61, 62], where a user obtains a (CL
[17] or BBS [12]) signature from a server, wraps the signa-
ture with her password and stores it on some extra storage,
such as a smartphone, a tablet (e.g., iPad), a USB flash
memory, or even in a public directory (e.g., cloud). The ex-
tra storage is only needed to be integrity-protected, which
is weaker than a dedicated hardware. To login the server,
the user recovers the signature from a password-wrapped
credential using her password, and then proves possession
of the signature. In these schemes, the server’s cost is in-
dependent of the scale of user set. However, homomorphic
encryption is needed in [61, 62] to resist off-line dictionary
attacks. For 80-bit security level, a user with a 2.53GHz
notebook costs 385 ms and a server with a 3.0GHz desktop
computer costs 430 ms per login protocol run.

Anonymous password authentication also attracts the in-
terest of industry standard organizations. In a standard for
anonymous entity authentication, the mechanisms based on
weak secrets are named as ISO/IEC 20009-4 and developed
by ISO/IEC JTC 1, SC 27, IT Security techniques. Three
mechanisms have been included in ISO/IEC 20009-4 [43].

For the Transport Layer Security (TLS) protocol [28],
there are three modes supported: mutual authentication,
server authentication (with no client authentication), and
total anonymity. The first mode needs client certificates to
offer authentication, and thus provides no client-anonymity.
The last two modes do not provide any authentication of
clients, and the mode of total anonymity is inherently vul-
nerable to man-in-the-middle attacks and strongly discour-
aged. A TLS mode of anonymous client authentication is
of great interest, where clients can authenticate to a server
without revealing their identities, the server is assured that
only authorized clients can provide secure authentication.

In CCS 2015, Cassola et al. [21] consider a practical s-
cenario of anonymous authentication for Wi-Fi connectivity
using open hotspots hosted on untrusted Access Points (AP-
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s). A dishonest ISP may track which APs a client connects
to and when, revealing clients’ mobility patterns and other
sensitive information. A protocol was proposed in [21] that
allows SPs to authenticate their clients, but hides clients’
identities from APs and SPs at the time of authentication.

1.1 Our Contributions

In this paper, we propose a novel approach for design-
ing anonymous password authentication protocols by using
algebraic MACs which are constructed using only group op-
erations rather than block ciphers or hash functions [24].
Specifically, an algebraic MAC is issued by a server to a us-
er, and then used as a credential for authentication. The
algebraic MAC is protected by a user’s password and stored
on some extra storage with integrity-protection. The under-
lying algebraic MAC is required to be weak pseudorandom
in order to resist off-line dictionary attacks, and admits ef-
ficient zero-knowledge proofs so that a user can prove pos-
session of a credential. Thus, only registered users owning
algebraic MACs can authenticate themselves to the server
while preserving their privacy. This approach sufficiently
incorporates the symmetric feature of algebraic MACs with
that of anonymous password authentication, eliminates the
dependence of homomorphic encryption, and yields concep-
tually simple and provably secure constructions.

To construct practical APAKE protocols, we instantiate
an algebraic MAC scheme based on the ¢-SDH assump-
tion [11], and show that it is suf-rmva secure, weak pseudo-
random and tag-randomization simulatable, and allows la-
beled SE-NIZKs. For credential presentation, the Show algo-
rithm costs one exponentiation and one multi-exponentiation
to generate a presentation proof and the ShowVerify algorith-
m costs one multi-exponentiation for verification, which are
optimal for the randomize-then-prove paradigm.

Based on the instantiated algebraic MAC scheme, we ob-
tain a highly practical APAKE protocol, which is denot-
ed by APAKE. Compared with the mechanisms specified by
ISO/IEC 20009-4 [43], APAKE provides significant perfor-
mance advantages, and may invoke interest of the standard
community. An efficient revocation mechanism for APAKE is
proposed, and the resulting protocol is denoted by APAKEr.

We integrate APAKE and APAKEr into the TLS protocol to
provide a mode of anonymous client authentication. For an
ECDSA-signed elliptic curve Diffie-Hellman ciphersuite, we
denote the ciphersuite with anonymous client authentication
by ECDHE3, and denote the ciphersuite with only server au-
thentication (resp., mutual authentication) by ECDHE1 (resp.,
ECDHE2). Let ECDHE4 be the ECDHE3 supporting revocation.
Based on OpenSSL library, we implemented in C the ECDHE1
ciphersuite at a 128-bit security level fori = 1,---4. HTTPS
connections per second supported by the server are report-
ed in Figure 1. When using the secp256r1 elliptic curve
and an Apache web server on a 2-core desktop computer,
the server can handle 953 ECDHE-ECDSA-AES128-GCM-SHA256
HTTPS connections with anonymous client authentication
per second for a 10 KB payload, and a factor 1.13x fewer
than ECDHE2. While the average connection time of ECDHE3
ciphersuite is 2.8 ms, that of ECDHE4 ciphersuite is 3.4 ms.

1.2 Related Work

To enhance users’ privacy, anonymous signature schemes,
such as group signatures [27], blind signatures [25] and Di-
rect Anonymous Attestation (DAA) [15] have been exten-
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Figure 1: HTTPS connections per second supported by
the server at a 128-bit security level

sively investigated. DAA has been adopted by the Trusted
Computing Group and standardized by ISO/IEC [41, 42].

Anonymous credentials are introduced by Chaum [26],
and a series of schemes [19, 18, 16] have been proposed. Sev-
eral privacy-enhancing attribute-based credential systems
[51] have been developed, including IBM’s Idemix system
[38], and Microsoft’s U-Prove system [48].

In CCS’14, Chase et al. [24] constructed keyed-verification
anonymous credentials based on two algebraic MACs, where
one is uf-cmva secure [29] in the generic group model [55],
and the other is uf-cmva secure under the DDH assumption.

Cesena et al. [22] proposed a solution for anonymous au-
thentication via integrating DAA into TLS, and obtained
a ciphersuite which has a factor about 25x fewer HTTPS
connections per second than ECDHE2, even if the compu-
tations of TPM are performed on a PC. Walker and Li [59]
presented a key exchange protocol with anonymous authen-
tication by combining DAA and the SIGMA family of key
exchange protocols from I[Psec and IKE.

In CCS’15, Fett et al. [32] proposed the first privacy-
respecting Single Sign-On system (SPRESSO) for users to
login web sites, and prove that it enjoys strong authenti-
cation and privacy properties. SPRESSO is a new system
built from scratch and involves a forwarder (FWD) to for-
ward messages from Identity Providers to Relying Parties.

2. BUILDING BLOCKS

In this section, we present the building blocks used in our
APAKE construction. Firstly, we describe the notation and
the assumptions used in this paper.

Notation. Throughout this paper, A denotes the security

parameter, & S denotes z is sampled uniformly at random
from a set S, [n] denotes the set {1,...,n}. For an algorith-
m A, (y1,y2,...) < A(x1,x2,...) denotes the process of
running A on input (z1,z2,...) and getting (y1,y2,...) as
output. A function f : N — [0,1] is negligible if for any
positive ¢, we have f(A) < 1/X° for sufficient large \.

Let G be a multiplicative group of prime order p generated
by g, 1 be the identity element of G and G* denote G\{1}.

2.1 Assumptions

¢-SDH Assumption [11]. Given (g,¢%,... ,g‘"”q) for z &
Zy, it is hard to output a pair (c, gl/(”C)) for c € Zp\{—2x}.
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¢-DDHI Assumption [10]. Given (g,¢%,...,¢°") for z &
Zy, it is hard to distinguish g*/* from a random element.

DDH Assumption. Given (g,4%,gY) for z,y & Zy, it is
hard to distinguish ¢”¥ from a random element in G*.

2.2 Non-Interactive Zero-Knowledge Proofs

Non-interactive zero-knowledge proofs (NIZKs) enable a
prover to prove in zero-knowledge that a statement x is in
a given language £ defined by an NP-relation R, i.e., £L =
{x| Tw s.t. R(x,w) = 1}. An NIZK could also be extended to
support (optional) labels, meaning that both a prover and
a verifier are given a label £ as input.

A labeled NIZK should satisfy soundness and unbounded
zero-knowledge, where the former requires that no adversary
can prove any false statement, and the latter means that
there exists a simulator which is able to simulate any proof
for any statement x and any label £ without knowing the
witness w. If a labeled NIZK also provides simulation-sound
extractability, then it is called a labeled simulation-sound
extractable non-interactive zero-knowledge proof (SE-NIZK)
[36], where there exists an online extractor [34] works even if
the adversary sees simulated proofs and information about
previously extracted values. In this paper, we consider la-
beled SE-NIZKs in the random oracle model (ROM) [6], and
refer to [9] for a formal definition.

We adopt the notations of [20] to abstract labeled NIZKs.
Let ¥ + SPK{(witness) : statement}(¢) denote a labeled
SE-NIZK on a label ¢, 7 < NIZK{(witness) : statement}
be an NIZK. We write Verifyspk (statement, X, ¢) for the pro-
cedure that verifies a labeled SE-NIZK proof X, and write
Verifynizk (statement, 7) for verifying an NIZK proof 7.

2.3 Algebraic MAC

Following [24], an algebraic MAC scheme M.AC is defined
as a triple of algorithms M.AC = (KeyGen, MAC, Verify) with
associated message space M. and tag space T .

e KeyGen(1*) : On input a security parameter 1%, the key
generation algorithm outputs a secret key sk and a set of
parameters parmac which is an implicit input in the follow-

ing algorithms.

MAC(sk,m) : On input the secret key sk and a message
m, the MAC algorithm outputs an authentication tag o.

Verify(sk,m, o) : On input the secret key sk, a message
m and a tag o, the deterministic verification algorithm
outputs 1 if o is valid on m under sk and 0 otherwise.

We assume that the key generation algorithm KeyGen satis-
fies the key-parameter consistency [24], meaning that there
does not exist two keys sk and sk’ such that (parmac,sk) €
KeyGen(1%), (parmac,sk’) € KeyGen(1*) and sk # sk’.

Given the parameters parmasc and a message-tag pair (m, o),
we assume that there exists a proof system NIZK{(sk) :
Verify(sk, m, o) = 1A(parmac,sk) € KeyGen(1*)} proving that
o is a valid tag on m under sk associated with parmac.
Unforgeability. Based on the security notions of algebra-
ic MACs [29, 24], we define a security notion of algebraic

MAG:s, i.e., strongly existentially unforgeable under random
message and chosen verification queries attack (suf-rmva).

Definition 1. An algebraic MAC scheme MAC is said to
be suf-rmva secure if for any probabilistic polynomial time



(PPT) adversary A, there exists a negligible function v such
that Adviie™™(A) &
(parmac, sk) « KeyGen(1*);
Pr (m*,a*) « AMAc(sk),VERIFY(sk,»,»)(parmac) .
(m*, ") ¢ Q A Verify(sk,m*,0") =1

<wv(N),

where for each query MAC returns m i M. and o <+
MAC(sk,m) and adds (m, o) to the set @ which is initially
empty, for each query (m, o) VERIFY returns Verify(sk, m, o).

Weak pseudorandomness. Based on the definition of
weak pseudorandom functions (WPRFs) [46], we define a no-
tion of weak pseudorandomness of algebraic MACs. For sim-
plicity, we assume that the size of M. is super-polynomial.

Definition 2. An algebraic MAC scheme MAC is said to
be weak pseudorandom if for any PPT adversary A, there

exists a negligible function v, such that Advy; . (A) Lof

(Parmac, sk) < KeyGen(1*);b & {0,1};
/
2Pr |b=10 mﬁMdO’o(—MAC(Sk,m);O’lﬁT; -1
b/ . AMAC(Sk)(parmac,m, U'b)

< v(A), where for each query, the MAC oracle returns a ran-
dom m € M. and o < MAC(sk, m).

Credential Presentation. A tag o is used as a creden-
tial in this paper. The credential presentation consisting
of (Show, ShowVerify) algorithms, is a procedure of proving
possession of a valid message-tag pair (m, o), and is gener-
ally constructed via the randomize-then-prove paradigm.
In the randomize-stage, there are two algorithms Rerand
and Derand such that Rerand(c) returns a randomized cre-
dential T' and a randomness a, and Derand(T, a) returns o.
For algebraic MACs, both a prover and a verifier can com-
pute the same value V = fu(parmac, T, m,a) = fy(T,sk) us-
ing (m, a) and sk respectively, where fo and fy are efficiently
computable functions specified by a concrete mechanism.
In the prove-stage, the prover proves knowledge of (m, a)
such that fi(parmac, T, m,a) =V using a labeled SE-NIZK.

e Show(parmac,m, o, £) : On input parmac, a message-tag pair
(m,o) and a label ¢ € {0,1}", the Show algorithm runs
(T,a) < Rerand(c), then computes V' < fi(parmac, I, m, a),
and executes X < SPK{(m, a) : fo(parmac, T, m,a) = V}(¥).
Finally, it outputs a presentation proof o¢ «+ (T, V,X).

o ShowVerify(parmac, oc, £,sk) : On input parmac, a presen-
tation proof o¢ = (T,V,X), a label £ and the secret key
sk, algorithm ShowVerify computes V + f(T,sk). If T
is correctly formed and Verifyspk ((parmac, T, V), 2, ¢) = 1
and V =V, then ShowVerify returns 1, else it returns 0.

We say that the tag-randomization is simulatable, if there ex-
ists an efficient algorithm TVSim that takes as input parmac,
and returns a pair (7", V') such that V' = f,(T",sk) and T"
has the same distribution as T produced by Rerand(o).

2.4 Password-based Encryption

Let M. be a message space of super-polynomial size, C
be a ciphertext space. A password-based encryption scheme
PE with a password pw drawn uniformly at random from a
dictionary D, is defined as PE = (Enc, Dec).
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e Encpw(M): On input a password pw € D and a mes-
sage M € M., the encryption algorithm outputs a
ciphertext C' € C, which is also denoted by [M]pw.

e Decyw(C): On input pw and a ciphertext C € C, the
decryption algorithm outputs a plaintext M for C'.

We define a security notion of password-based encryption
called indistinguishability under equality test (IND-ET), where
an equality test oracle is used to model an adversary’s ability
deciding whether an online password guess is correct.

Definition 3. A password-based encryption scheme PE is
said to be IND-ET secure, if for any PPT adversary A, there

exists a negligible function v, we have Advpg 5 (A) &of
$ ) $ . $ ) $ -
b<{0,1}pw < D; M < M;Co <~ C; | 1
C1 « Encpu (M); b« A% (M) ()
< get/|D| +v(N),

where Ogr (M, -) takes as input a M’ € M. and outputs 1 if
M = M’ and 0 otherwise, get is the number of oracle queries.

2Pr b=V

2.5 Digital Signature

A digital signature scheme DS is defined as a triple of
algorithms DS = (Gen, Sign, Ver). The key generation algo-
rithm Gen(1*) returns the public and secret keys (PK, SK).
The signing algorithm Sign(sK, M) returns a signature o on
a message M. The verification algorithm Ver(PK, M, o) re-
turns 1 if o is valid on M under PK and 0 otherwise.

The security notion of digital signatures is existential un-
forgeability under adaptive chosen message attacks (EUF-
CMA) [35], which states that for any PPT adversary A,
there exists a negligible function v, such that Advips ™ (A)

(PK, SK) < Gen(1*); (M*, o) « ASNES) (pK)

def
- Ver(PK, M*,0*) =1AM"* ¢ Q

Pr

< v(A), where for each query M, SIGN returns a signature
o on M and adds M to the set Q which is initially empty.

3. SECURITY MODEL

We formalise a security model for APAKE protocols in
the eztra-storage setting, meaning that a client needs to
memorize a password and store a password-wrapped cre-
dential on some extra storage. The definitions of authen-
ticated key exchange (AKE) security and client authentica-
tion combine the security model for PAKE protocols by Bel-
lare, Pointcheval and Rogaway [4] and the model for anony-
mous authentication by Lindell [45]. The security model for
anonymity is based on indistinguishability-based definition
of anonymity for group signatures [3].

3.1 AKE Security and Client Authentication

Protocol participants. The participants of an APAKE
protocol P involve a set of clients C = {C1,--- ,Cn} and a
set of servers S. For simplicity, we assume that C is fixed
and S contains only one server S, i.e., S = {S}.

Long-lived keys. The server S holds a long-term secret
SK for issuing credentials and authenticating himself and
publishes the system parameters params which are publicly
available for all parties. Each client C; € C holds a pass-
word pw; that is drawn independently and uniformly from



a dictionary D, and a password-protected credential credc,
generated by wrapping a credential issued by S with pw;.

Protocol execution. Each participant U € CU S is mod-
eled as a PPT Turing machine, and the §-th instance of U is
denoted by U®. An adversary A is given a set of password-
protected credentials Cred = {cred; }icc and params, and is
assumed to have full control of the communication network.
Adversary A is a PPT algorithm with a distinguished query
tape. Queries written on this tape are answered according
to the description of P. The allowed queries are as below:

e Send(U, 6, M): causes message M to be sent to instance
U® for U € CUS. The instance U° computes what the
protocol says to, and sends back the computation result
to A. If this query causes U % to accept or terminate, it
will also be made visible to A.

e Execute(C}, p, S, 0): carries out an honest execution of P
between a client instance C? and a server instance S°
and outputs the transcript of the execution. Although
this queries could be simulated with Send queries, sepa-
rate Execute queries are essential for dealing with off-line
dictionary attacks [4].

e Reveal(U,d): returns the session key held by instance U°.

e Test(U,d): If instance U° for U € C U S has accepted
and holds a session key skzg7 the following happens. A bit
b € {0,1} is picked uniformly at random. If b = 1, sk
is returned to A. Otherwise, a string picked at random
from the space of session keys is returned. Adversary A
is allowed to ask the Test query only once.

Partnering. Since the anonymity property implies that
the server can only know that a client is a legitimate entity
from a group C, a partner identifier of the server is the group
C. An instance U° that accepts, holds a partner identifier
pid?], a session identifier sid‘;] (which is the transcript of the
whole protocol) and a session key skg. A client instance
C? and a server instance S° are said to be partnered if both
accept, they hold (pidg,, sidg, , sk¢,) and (pid%, sid%, sk2)
respectively, with sidg, sidS, skg, = sk, pidg, = S,
pid%y = C and C; € C, and no other instance accepts with
session identifier equal to sidgi.

Freshness. An instance U° is said to be fresh unless either
a Reveal(U, d) query occurs or a Reveal(V, p) query occurs,
where V* is the partner of U? (if exists).

AKE security. Let Succp ¥ (A) be the event that A makes

a single Test (U, §) query such that the instance U° has ter-
minated and is fresh, and eventually outputs a bit b’ such
that b = o', where b is chosen in the Test query. A protocol
P is said to be AKE secure, if for any PPT adversary A,
there exists a negligible function v such that

def

AdVASE(A) " 2 Pr{SuccpSP(A)] - 1 < gue/|D] + v(N),

where gse is the number of Send(S, -, -) queries.

Client authentication. Due to the anonymity require-
ment, an adversary against client authentication is declared
successful if it impersonates any client in the group C to the
server while the server fails to detect.

To capture the security of client authentication, A is pro-
vided the same information and abilities as that in the AKE
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experiment, except that the Test query is ignored. Let
Succ’3(A) be the event that some server instance S° ac-
cepts but has no partner instance. We say that a protocol
P achieves clients-to-server authentication if for any PPT

adversary A, there exists a negligible function v such that

d:ef PT[SUCC%?% (A)] < QSe/|D| + V(A)7

where gse is the number of Send(S, -, -) queries.

Advi’5(A)

3.2  Anonymity

The anonymity property requires that the server cannot
determine whether two key exchange transactions are made
by the same client. To model anonymity against the server,
an adversary is given the server’s secret key as in [24].> A Reg
oracle is also provided to model the registration protocol.

Protocol participants. The participants of a protocol P
consist of a set of clients C = {C,---,Cn} and a server S.

Long-lived keys. An adversary A impersonating as the
server S is given the system parameters params and the se-
cret key SK. Each client C; € C holds a password pw;. Her
password-protected credential credc, is initiated as L and
will be generated in the execution of the protocol.

Protocol execution. At the beginning of the protocol, a
random bit b is chosen. A is provided the following queries:

e Reg(U,M): If U € C and credy = L, the following hap-
pens. Message M is sent to client U, and the client com-
putes what the registration protocol says to and send-
s back the computation result to A. If U accepts, a
password-protected credential is generated by U and as-
signed to credy which is sent to A.

e Send(U,d, M): causes message M to be sent to instance
US for U € C and credy # L. U’ computes what the
protocol says to, and the computation result is sent to A.

e CH(io,%1,0, M): If ig,iy € C, cred;, # L, cred;; # L
and neither 40 nor 1% is used, the following happens.
The instance 4,° with password pw;, and cred;, computes
what the protocol says to, and sends back the output of
the computation to A.

For any above query, if this query causes the client or the
instance to accept or terminate, this will also be shown to A.
A is allowed to make arbitrary number of queries to CH.

Anonymity. Let Succh'*"(A) be the event that A outputs
a bit b’ such that b = b’, where the bit b was picked at the
beginning of the protocol. An APAKE protocol P is said to
be anonymous if for any PPT adversary A, there exists a
negligible function v such that

Advio™ (A) %' 2 Pr[Succi®" (A)] — 1 < v(\).

4. OUR APAKE PROTOCOL

In this section, we present a new APAKE protocol in the
extra-storage setting. It employs an algebraic MAC scheme
MAC = (KeyGen, MAC, Verify) with credential presentation

'A model allowing A to generate the server’s public key
is applicable if the domain parameters are selected from a
standard. It does not undermine anonymity if a proof of
knowledge of SK is published.



algorithm (Show, ShowVerify), a password-based encryption
scheme PE = (Enc,Dec) and a digital signature scheme
DS = (Gen, Sign, Ver), which are described in Section 2. We
prove that our construction achieves AKE security, client
authentication and anonymity in the random oracle model.

4.1 Our Construction

Our construction consists of the following phases.

Setup. Given a security parameter A, a server chooses a set
of domain parameters (G, p, g), where G is a group of prime
order p and generated by g. The server runs (parmac,sk)
+ KeyGen(1*) and (PK, SK) + Gen(1*). Let H; : {0,1}* —
M. and Hz : {0,1}* — {0,1}" be cryptographic hash func-
tions, where x is the length of session keys. The server
publishes params < (G, p, g, parmac, PK) as the set of system
parameters and sets SK = (sk, SK) as his secret key.

Registration. Each client needs to register to the server in
advance. The registration phase is executed over a secure
channel, which can be established, e.g., using TLS with the
server’s public key PK. The registration protocol is shown
in Figure 2, and details are described as follows.

1. A client sends her identity ID to the server and authenti-
cates herself to the server according to the server’s policy.

. If the server accepts the registration request from client
ID, he does the following. The server computes a message
m < H1(ID), and generates an authentication tag o on
message m using sk. Then he generates an NIZK proof
7 proving knowledge of sk such that Verify(sk,m,o) =1
and (parmac,sk) € KeyGen(lA) hold. Finally, the server
sends a credential o and its proof 7 to the client.

. When receiving a pair (o,7), the client computes m <+

H,(ID), and verifies if 7 is valid on statement (parmac, m, o).

If 7 is valid, the client encrypts the credential o with
her password pw into a ciphertext [0]pw, and puts the
password-protected credential cred < (ID, [0]pw) to her
preferred storage with integrity-protection.

Login. To login the server, a client authenticates herself
to the server and establishes a session key with the server.
Suppose that the client has already obtained her password-
protected credential cred = (ID, [0]pw). The login protocol
is shown in Figure 3, and details are described as follows.

1. Upon a login request, the server picks y & Zy, and com-
putes Y < gY. Then, he generates a signature os on
message Y using SK, and sends (Y, 0g) to the client.

. When receiving a pair (Y, os), the client verifies whether
os is valid on message Y under PK. If she accepts og,
she computes m <+ H1(ID), and decrypts ciphertext [o]pw
with her password pw to recover credential 0. Then she

chooses © ﬁ Z,, and calculates X < g”. Next, the client
runs algorithm Show on input parmac, (m,o) and a label
¢ = (X,Y,0s) to generate a presentation proof oc =
(T,V,%). Finally, the client sends (X, o¢) to the server.
. Upon receiving a pair (X,o0¢), the server executes the
ShowVerify algorithm on input parmac, a presentation proof
oc, alabel £ = (X,Y,0s) and sk to verify if o¢ is valid.
. If they both do not abort, then the client and the server

can compute the same session key K via H2(Y, 05, X, 0c,
Y®) and H2(Y,05,X,0c,X?) respectively.
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4.2 Security Proofs

We prove the security of the proposed APAKE protocol
(denoted by P) in Theorems 1, 2, and 3 respectively.

THEOREM 1 (AKE SECURITY). If MAC is suf-rmva se-
cure and weak pseudorandom, the tag-randomization is sim-
ulatable, SPK is a labeled SE-NIZK, PE is IND-ET secure,
DS is EUF-CMA secure, the DDH assumption holds in G,
and both H1 and Hs are random oracles, then our APAKE
protocol guarantees the AKE security. In particular, we have

(A) < gee/ D] + O (AdVEEK(B1) + AdvaEK™ (B2))
(Bs) + N?/ [IMe| + 2 /p + NAdv T (Ba)+

+ AdVBE *(Bs) + O (Na.q. AdvE™ (B7) )

AdvAKE

suf-rmva

+ Adviiiac
O (N|D|/[Me])

where q. is the mazrimum number of sessions per client, qs
is the mazimum number of server sessions, Advisy (resp.,
AdvEEEY) is the advantage for the unbounded zero-knowledge
(resp., simulation-sound extractability) of SPK,and AdvEPH

is the advantage for the DDH assumption.

PRrOOF. Firstly, we construct an algorithm CredSim who
can generate presentation proofs without knowledge of sk
and any credential using a zero-knowledge simulator Sim
for SPK. We also construct an algorithm CredExt who can
extract a message-tag pair from any presentation proof pro-
duced by A using an online extractor Ext for SPK.

CredSim(parmac, £) : Given parmac and a label ¢, CredSim runs
(T, V") <= TVSim(parmac) and ¥’ <+ Sim((parmac, 7", V'), £)
and outputs a presentation proof o¢ < (T, V', %), where
TVSim is defined in Section 2.3.

CredExt(parmac, oc, £) : Given parma, oc = (T,V,X) and a
label ¢, CredExt runs Ext((parmac,Z,V),%,£). If T is not
correctly formed or Ext returns invalid,? CredExt outputs
invalid. Otherwise (Ext returns witness (m,a)), CredExt
computes o < Derand(T, a) and outputs (m, o).

Let A be an adversary who aims at breaking the AKE secu-
rity of our APAKE protocol P. This proof will proceed via
a sequence of games Go, G1,...,G7. We will bound the de-
crease in A’s advantage between two successive games, and
use Adv;(A) to denote the advantage of A in game G;.

Game Gy. This is the real game. Recall that A is given ac-
cess to Cred = {cred; = (IDs, [04]pw; ) }11, params, and all
the oracles specified in the security model, where o; is a cre-
dential on m; = H1(ID;). We have Adv'%' (A) = Advo(A).

Game G, (Simulate and Extract). This game is the same
as game Go, except that using CredSim to generate presen-
tation proofs for client instances, for each presentation proof
oc created by A, rejecting oc if CredExt outputs invalid
or Verify(sk,m,o) = 0 for (m,o) < CredExt(parmac, oc,¥),
and accepting o¢ otherwise, where £ = (X,Y, 0g).

Analysis. When CredExt(parmac, (T, V, X)), £) outputs (m, o),
Verify(sk,m,c) = 1 if and only if V' = f,(T,sk). Moreover,
simulated 7" has the same distribution as real T. Thus, G1
has the same distribution as Gy, except that the proofs of
SPK are simulated by Sim and Ext fails for extraction. Let B3
(resp., B2) be an algorithm that breaks the unbounded zero-
knowledge (resp., simulation-sound extractability) of SPK
by interacting with 4. Then, we have

2If Verifyspk ((parmac, T, V), £, £) = 0, Ext returns invalid.




Client (params, pw)

m « Hy(ID)
Abort if Verifynizk ((parmac, m, o), m) =0 (o,m)
[0]pw < Encpu (o)

Store cred < (1D, [0]pw)

secure channel

Server (params, SK)
m < Hi(ID), o < MAC(sk, m)
7 < NIZK{(sk) : Verify(sk,m, o) = 1 A
(Parmac, sk) € KeyGen(1*)}

Figure 2: Registration Protocol of Our APAKE Protocol

Client (params, pw, cred = (ID, [0]pw))
Abort if Ver(PK,Y,05) =0

m < Hi(ID), o + Decpuw ([0]pw) (Y,05s)
z & Ly, X < g"
oc + Show(parmac, m, 0, (X,Y,05)) (X,00)

K« H2()/7 Us,X,Uc,Yx)

Server (params, SK)
yE LY g
os < Sign(sk,Y)

Abort if ShowVerify(parmac, oc, (X,Y, 05),sk) =0
K« HQ(Y7057X7UC>Xy)

Figure 3: Login Protocol of Our APAKE Protocol

Advo(A) = Advi(A) + O (Advggﬁ(&) + AdvEs (82)) .
Game G2 (MAC Forgery). This game is the same as Gy,
except that rejecting any presentation proof oc produced

by A such that CredExt(parmac,oc,¥) outputs (m,o) and
(m7 U) gé {(mlv 0—7«)}7{\;1

Analysis. We bound the decrease in A’s advantage from G
to G2 using a reduction from the suf-rmva security of M.AC.
Let B3 be an algorithm that has access to parmac, an oracle
MAC and a verification oracle VERIFY. B3 executes just as in
G1 and interacts with A, with the following exceptions:

e B3 generates the system parameters params using parmac.
Then Bs makes N queries to oracle MAC and obtains
{(ms, )}, for m; & M. For each i € [N], B3 pro-
grams random oracle H; such that H;(ID;) = m,.

e For each (m, o) + CredExt(parmac, oc,?), Bs accepts o¢
if and only if oracle VERIFY(sk, m, o) returns 1.

If A behaves differently between Gi and G2, there exists
a pair (m*,0") + CredExt(parmac, o0&, £*) such that oracle
VERIFY (sk,m*,¢*) returns 1 and (m*,c*) ¢ {(mi, o)}y,
Then Bs can output (m*,c™) as its forgery. Thus, we have

Advi (A) = Adva(A) + Adviie™™ (Bs).

Game G3 (Exclude Collisions). This game is the same
as G, except that aborting if the event abort; that m; = m;
for some i,57 € [N] and ¢ # j occurs, for each (m,o) +
CredExt(parmac, oc, £) such that m = m,; for some ¢ € [N],
accepting o¢ iff 0 = o, aborting if the event abort, that the
messages from server instances encounter a collision occurs.

Analysis. Since Hy is a random oracle, Pr[aborts] < N2/ |M.|.
Clearly, Pr[aborts] < ¢2/p. So we have

Adva(A) < Advs(A) + N2/ |M.| + ¢2/p.

Game G4 (Randomize Credentials). This game is the
same as G3, except that replacing [0i]pw,; With [Ri]pw, for

each i € [N] where R; & T, for each (m, o) <— CredExt(parmac,
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oc¢,?) such that m = m; for some i € [N], accepting o¢ if
and only if o = R;.

Analysis. We bound the decrease in A’s advantage from
G3 to G4 using a reduction from the weak pseudorandom-
ness of MAC. We use a hybrid argument to complete the
reduction. For each j € [N] U {0}, let game G3; be the
same as G3, except that setting cred; < (IDy, [Ri]pw,) for

each ¢ € [j] where R; & T, and using {R;};c[;) to veri-
fy the presentation proofs produced by A. It is clear that
G3,0 and G3 N are the same as G3 and G4 respectively. If
A behaves differently between G3 and G4 with probabili-
ty €, then A must behave differently between Gs ;—1 and
Gs,; for some j € [N] with probability at least ¢/N. We
can construct an algorithm B4 which breaks the weak pseu-
dorandomness of MAC with probability at least ¢/N via
interacting with A. By is given parmac, a challenge (m™*,c™),
and an oracle MAC. B4 makes N — j MAC queries and ob-
tains N — j message-tag pairs {(mi,ai)}f\;jﬂ. Then, Ba
programs random oracle H; such that Hi(ID;) = m™* and
H,(ID;) = m; for each i € {j 4+ 1,...,N}. By also picks
j — 1 random values {RZ}Z;l in 7. Next, By executes as
in Gs, except that By sets cred; + (ID;, [Ri]pw,;) for each
i € [j—1], cred; + (ID;, [U*}pwj) and cred; < (IDy, [0i]pw; )
for each i € [N]\[j], and By uses ({Ri}gz_ll,o*,{oi}fv:jﬂ)
to verify the presentation proofs produced by A. If ¢* =
MAC(sk,m"), Bs behaves exactly as in Gs ;_1. Otherwise
(i.e., o™ is uniformly random in 7), B4 behaves exactly as
in G3,;. Then, AdV37j_1(.A) = AdV3,j(A) + AdVVX/Il)_fAC(B‘l)
Thus, we have Advs(A) < Advs(A) + NAdV ) e (Bs).

Game G5 (Randomize Ciphertexts). This game is the
same as G4, except that replacing [R;|pw; with a random
ciphertext C; € C for each i € [N], and rejecting all client
messages created by A.

Analysis. In game G4, since R; is uniform at random in
M. =T for each i € [N] and presentation proofs for client
instances are simulated by CredSim, the only way for guess-
ing passwords is to amount on-line dictionary attacks by
making Send queries to the server. Thus, we can bound
the decrease in A’s advantage from G4 to Gs using a re-



duction from the IND-ET security of PE. The reduction is
completed via a hybrid argument. For each j € [N]U {0},
let game G4,; be the same as G4, except that replacing
[Ri]pw; with a random ciphertext C; € C for each i € [j],
and rejecting any client message (X, o¢) produced by A if
(m,o) < CredExt(parmac,oc,?) and m € {m;}]_,, where
¢ = (X,Y,0s). Clearly, G40 and G4 n are the same as
G4 and G5 respectively. If A behaves differently between
G4,j—1 and G4 ; for some j € [N] with probability €;, then
we can construct an algorithm Bs ; that breaks the IND-
ET security of PE via interacting with A4 with almost the
same probability. Specifically, Bs ; is given a challenge ci-
phertext € and an equality test oracle Owr(M, ), where M

is a random message in M.. Then Bs ; picks C; i C for

each ¢ € [j — 1] and R; & M. for each i € [N]\[j]. Bs,;
executes just as in game G4, with the following exceptions:

e For each i € [N], Bs,; sets the ciphertext in cred; as C; if
i€lj—1], Cif i =j, and [Ri]pw, if ¢ € [N]\[]].

e For each (m, o) + CredExt(parmac,oc, ) such that m =
m; for some i € [N] where o¢ is produced by A, Bs ;
rejects oc if i € [j — 1], or ¢ = j A Om(M,0) = 0, or
1 € [N]\[J] A 0 # R;, and accepts o¢c otherwise.

If € = Encpw (M) where pw acts as the password pw; of client
ID;, then Bs ; behaves exactly as in game G4, ;1. Otherwise
(i-e., € is uniform at random in C), Ow: (M, -) returns 0 for all
queries with probability at least 1 — (|D]| +1)/|M.|, since €
is independent from M and the probability that there exists
a pw’ € D such that Decy,/(€) = M is at most |D|/|M.|.
Thus, Bs,; behaves exactly as in game G4,; with probability
at least 1 — (|D| 4+ 1)/|Me|. As a result, we have

Adva(A) — Advs (A § : (Advaj—1(A) — Adva;(A)) <
3 (Adv?i%%(ﬁs )+ 'D'“) <=0 (N'D')

»J — )
2 ) <o O\

where the total number of queries to Og is bounded by gse.

Game Gg (Signature Forgery). This game is the same
as G, except for aborting if the event aborts that the first
time some client instance accepts after receiving a signature
0% on Y™ that was not output by a server instance occurs.

Analysis. Game Gg has the same distribution as G5 if
aborts does not occur. Thus, the difference between Gs
and Gg can be bounded by a reduction from the EUF-
CMA security of DS. Let Bg be an algorithm that break-
s the EUF-CMA security of DS via interacting with A.
Bs is given a public key PK*, and sets PK* as the serv-
er’s public key. Bg simulates the protocol execution as in
G5, except that Bg generates signatures for all server in-
stances by querying the signing oracle. If aborts occurs,
Be outputs (Y*,0%5) as its forgery for DS. Thus, we have
Advs(A) = Adve(A) + Advips M (Bs).

Game G7 (Randomize Session Key). This game is the
same as Gg, except for replacing session key in test session

U? and its partner V7 with an independently random string.
Analysis. In this game, all client messages created by A are

rejected, and A cannot replay presentation proofs from client
instances since a message (Y,0gs) from any server instance
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could act as a nonce and collision of the nonces is excluded in
game G3. Thus, we can bound the decrease in A’s advantage
from G¢ to G7 using a reduction from the DDH assumption
as follows. We construct an algorithm B; that breaks the
DDH assumption by interacting with A. Bz is given an
instance (g, g%, ¢", W) of DDH and aims to distinguish W =
g*’ from a random element W € G*. By simulates the
protocol execution as in G with the following exceptions.
B distinguishes two cases. For case 1 that the test session

is a server session, By picks i* & [¢s] and aborts if i* # 5.
If Br does not abort, it sets ¥ = ¢g” and X = g" as the
ephemeral Diffie-Hellman (DH) values for U? and its partner
V? respectively. For case 2 that the test session is a client
session, Br picks (U, 8,5%) < [N] X [gc] x [gs], and aborts
if (U,8) # (U,6) or client instance U° receives the message
that is not the output of the j*-th session of the server. If B
does not abort, it sets X = g" as the ephemeral DH value
for U° and Y = g% as the one for the j*-th server session.
In both cases, B can respond all Reveal queries (including
the sessions for Y = g”) by computing the session keys using
ephemeral DH exponents at the client side, since all accepted
messages from clients are generated by B7. For both cases,
Bz returns H2(Y, 05, X, 0c, W) as the session key of the test
session. If B7 does not abort, then B; behaves exactly as
in Gg if W = ¢g"¥, and behaves exactly as in G7 if W is
uniformly random in G* since Hs is a random oracle. Thus,

Adve(A) = Advz(A) + O (chqSAdngH(&)) .
Overall, we obtain the bound claimed in the theorem. []

THEOREM 2  (CLIENT AUTHENTICATION). Our APAKE
protocol P obtains clients-to-server authentication, provided
that MAC 1is suf-rmva secure and weak pseudorandom, the
tag-randomization is simulatable, SPK is a labeled SE-NIZK,
PE is IND-ET secure, and Hi is modeled as a random ora-
cle. In particular, we have

(A) < gee/ D] + O (AdVERK(BL) + AV (B2))
(Ba)

AdvE’D

+ AdVAEY (Bs) + N2/ |IMe| + @2 /p + NAdVYE",
+ O (N|D|/|Me.]).

PROOF. (Sketch) This proof is proceeded by a series of
games Go,G1,...,Gs, where Gy is the real game for client
authentication, and Gi,...,Gs are essentially the same as
that in the proof of Theorem 1. In game G5, all client mes-
sages produced by A are rejected, and A cannot replay pre-
sentation proofs from client instances since a message (Y, o)
from any server instance could act as a nonce and collision
of the nonces is excluded in game G3. Thus, A cannot au-
thenticate itself to the server in game Gs. [

THEOREM 3 (ANONYMITY). If NIZK is sound, SPK is
unbounded zero-knowledge, the tag-randomization is simu-
latable, and KeyGen satisfies key-parameter consistency, then
our protocol P is anonymous. In particular, we have

Advp'™(A) = (B1) + Advagk (Bz).

where AdviSSRd is the advantage for the soundness of NIZK.

sound

Advnizk

PROOF. Let A be an adversary that breaks anonymi-
ty of P. This proof will proceed via a series of games
Go, G1,G2,Gs, where Gy is the real game. By Adv;(A) we
denote A’s advantage in G;, and Advy'®"(A) = Advg(A).



Game G; (Soundness). This game is the same as Go, ex-
cept for aborting if the first time some client accepts a proof
7 on a statement (parmac, m, o) such that Verify(sk, m, o) = 0.

Analysis. Since KeyGen satisfies key-parameter consistency,
there exists the unique secret key sk such that (parmac,sk) €
KeyGen(1*). Thus, if Verify(sk, m, o) = 0, then (parmac, m, o)
is a false statement on NIZK. Then, we can construct an
algorithm 3; that breaks the soundness of NIZK by inter-
acting with A. If A behaves differently between Go and
G1, then Bi can find a valid proof m on a false statement
(parmac, m, o) such that Verify(sk, m,c) = 0. Thus, we have
Advo(A) = Advi(A) + Adviier? (B1).

Game G; (Simulate Proofs). This game is the same as
G1, except for using the zero-knowledge simulator Sim to
generate a proof w.r.t. SPK for each challenge query.

Analysis. G2 behaves exactly like G1, except for the sim-
ulation of the proofs for SPK. From the unbounded zero-
knowledge property of SPK, we have Adv;(A) = Adva(A) +
Advizi (Bs), where By is an algorithm that breaks the un-
bounded zero-knowledge of SPK by interacting with .A.

Game G3 (Simulate Tag-Randomization). This game
is the same as G2, except that for each challenge query re-
placing (T, V) with (T', V') <= TVSim(parmac).

Analysis. In Gg, any message-tag pair (m, o) accepted by
any client 1D satisfies Verify(sk, m, o) = 1 where m = H;(ID).
Thus, (T7”,V’) simulated by TVSim has the same distribu-
tion as real (7, V). Then, we have Adva(A) = Advs(A).

Overall, we obtain the bound claimed in the theorem. [

5. INSTANTIATION OF APAKE

In this section, we instantiate the building blocks used
in our APAKE construction. In particular, we give an ex-
ample of suf-rmva secure and weak pseudorandom algebraic
MACs with efficient labeled SE-NIZKs, which is a pairing-
free variant of the weak Boneh-Boyen signature scheme [11].
We denote the algebraic MAC scheme by MACspy. The
password-based encryption scheme PE is instantiated with
an example recommended by Bellare and Rogaway [5] for
the AuthA mechanism of IEEE P1363.2 standard [39], which
satisfies the IND-ET security in the ROM. We use ECDSA
to instantiate digital signature scheme DS. Our instantia-
tion assumes that MACspn, PE, DS and key exchange use
the same domain parameters par = (G, p, g).

When applying the instantiations of the building blocks to
the APAKE construction described in Section 4, we obtain a
highly-efficient APAKE protocol, which is denoted by APAKE.

5.1 An SDH-based Algebraic MAC
The construction of MACspy is described as follows.
KeyGen(l)‘) takes as input a security parameter 1%, chooses
the group parameters (G, p, g) such that p is a 2\-bit prime,

picks v & Zy,, computes w < g7, and outputs sk = =
and parmsc = (G,p, g, w). We assume that (G,p,g) is an
implicit input in all the following algorithms.

MAC(sk,m) takes as input sk = ~ and a message m €
Z,\{—~}, computes A « ¢"/O+™ "and outputs o + A.

Verify(sk, m, o) takes as input sk = v, a message m and a
tag o = A, and outputs 1 if A7T™ = g and 0 otherwise.

Using the techniques in [11], we can prove that MACspn
is suf-rmva secure under the ¢-SDH assumption. Using the
techniques in [11, 30], we can also prove that MACspy is
weak pseudorandom under the ¢-DDHI assumption. The
detailed proofs can be found in Appendix A.

It is easy to see that KeyGen satisfies the key-parameter
consistency, as (g, w) uniquely determines the secret key ~.

The MACspn allows an efficient proof system NIZK{(y) :
AY = A""gAg” = w}, which is constructed using the Fiat-
Shamir heuristic [33] to transform the corresponding Sigma
protocol, and is shown as follows.

e On input a statement (g,w,m,A) and a witness ~, the

prover picks r & Zyp, computes Ri1 < A", R2 < g", ¢ +
Hs(g,w,m, A, Ri,R2) and s < r + ¢y mod p. Finally, it
outputs a proof m = (¢, s).

e The verification algorithm Verifynizk takes as input a state-
ment (g,w,m,A) and a proof m = (¢, s), and calculates
¢« Hs(g,w,m, A, A5 ™ g=¢ g°w™°). Then it outputs 1
if c = ¢/ and 0 otherwise.

Using the techniques in [50], one can prove that the NIZK is
sound and unbounded zero-knowledge in the ROM.

Credential Presentation. The credential presentation al-
gorithms Show and ShowVerify for MACspn are constructed
by SPK{(m,a) : T"™g% = V}(¥) for T = A%, and the SPK
is instantiated by Fiat-Shamir transformed Sigma protocol.

e Show(m, o, ) : On input a message m, a credential o0 = A
and a label ¢, Show picks a & Z, and computes T < A”.

Then it picks rpm, rq & Zyp, computes R« T~ "™g"* ¢+
Hy(g,T,R,£), Sm < Tm +cm mod p and s, < 14 + ca
mod p, and sets ¥ = (¢, $m, So). Finally, Show outputs a
presentation proof oc = (T, %).

e ShowVerify(o¢, £,sk) : On input a presentation proof ¢ =
(T, (¢, $m, Sa)), a label £ and sk = v, ShowVerify computes
VT, R < T *g°V~°and ¢ < Hu(g,T,R,¥).
ShowVerify returns 1 if T'# 1 and ¢ = ¢, and 0 otherwise.

It is easy to see that Rerand, Derand, f» and f, are spec-

ified as follows: Rerand(A) picks a & Z,,, computes T <
A%, and outputs (T,a); Derand(T,a) outputs A + T%;
fe(parmac, Tym,a) =T~ "g* and fv(T,sk) =T".

The simulator TVSim is constructed as follows: given

parmsc = (G,p,g,w), TVSim chooses t & Zy,, computes
T + g' and V' + w', and outputs (T',V’). Note that
V' = w' = (T")" and T’ has the same distribution as T
generated by Rerand(A).

To obtain better efficiency, we do not involve V to oc
following [24]. The reason behind this is that an online ex-
tractor Ext for SPK without knowing V' can be obtained in
the combined random oracle and generic group model fol-
lowing along the lines of [53, 56, 24]. The zero-knowledge
simulator Sim for SPK can be constructed as follows: giv-
en a statement (g,7,V) and a label ¢, Sim randomly picks
C,S8m,Sa + Zp and programs the random oracle Hs such
that Ha(g, T, R,¢) = ¢ with R =T~ ¢°*V~° and outputs
3 <+ (¢, $m, Sa). Overall, the SPK is a labeled SE-NIZK.

Efficiency of Credential Presentation. For anonymous
credentials, a presentation proof is usually generated using
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Table 1: Comparison of APAKE Protocols

APAKE Cc.:)mputatlon overhead Comm.
Client Server
[60] 4Eg (N +3)Eg N 44
[54] 5E¢g + 1Dec (N+5)Eg+NEnc | 2N +38
2 2
[62] 8L¢, + 1Eg + 3Eg, +3Eg + 18
1E2 4+ 2P 1E} +2P
APAKE 3Eg + 2E2 3Eg + 1E2 8

Legend: N is the total number of users, Eg denotes one expo-
nentiation in G, E¢ denotes a multi-exponentiation of n values in
G, P represents a bilinear pairing operation, Enc (resp., Dec) de-
notes a symmetric-key encryption (resp., decryption) operation,
and Comm. denotes the communication overhead.

the randomize-then-prove paradigm, where a credential is
first randomized, and the randomized credential is then pre-
sented with a zero-knowledge proof. In general, the first step
costs at least one exponentiation and the second step cost-
s at least one multi-exponentiation, and the verification of
presentation proofs costs at least one multi-exponentiation.
Note that R’ can be computed via T~m+eM g% in an ex-
ecution of ShowVerify. Therefore, the efficiency of MACspn-
based credential presentation is optimal.

5.2 An Example Password-Based Encryption

Let H : D — G* be a cryptographic hash function mod-
eled as a random oracle. An example of password-based
encryption PE is described as follows.

Encpw (M) takes as input pw and a message M € G, com-
putes C' < M - H(pw), and outputs C.

Decpw (C) takes as input pw and a ciphertext C' € G, com-
putes M < C/H (pw), and outputs M.

One can easily prove this example of PE is IND-ET secure,
since the outputs of H are uniformly random.

5.3 Comparison of APAKE Protocols

We compare our protocol APAKE with the mechanisms spec-
ified by ISO/IEC 20009-4 in Table 1. For computation over-
head, we only list the most time-consuming operations, and
count the number of group elements in the login protocol.
The output size of a hash function or a MAC algorithm is
counted as a group element.

Table 1 shows that APAKE is much more efficient than the
mechanisms [60, 54] in the password-only setting in terms
of computation cost at the server side and communication
overhead, and APAKE is also much more efficient than the
mechanism [62] in the extra-storage setting.

6. SUPPORT OF REVOCATION

We present an accumulator-based revocation mechanism
for APAKE, which enables non-membership proofs to be ver-
ified by a server with a secret key 7.

A server picks a random 4 € Zj, computes @ < g7, and
adds w to params and 4 to sK. The server maintains a
revocation list RL = {(ms, Vi)}i—1, where m; = H1(ID;)

for a revoked user ID; and Vi = gl/(H§=1(ﬁ+mj)) for each
i € [r]. Let Vo = g. For a registration request from a client
ID, the server issues a witness W, + \zl/(:wm) along with
7 NIZK{(§) : WJ = V, W, ™ A g" = b}, and the client
stores (ID, [A]pw, W), where m = H1(ID).
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Client Server
ClientHello = =  -—-—-—---- >
ServerHello
Certificate”
ServerKeyExchange*
CertificateRequest”
—======= ServerHelloDone
ClientKeyExchange
|CertificateVerify* |
[ChangeCipherSpec]|
Finished @ = -——————- >
[ChangeCipherSpec]|
<——===——= Finished
Application Data <————m—= > Application Data

Figure 4: TLS Message Flows

Witness Update. Given the current revocation list RL =
’

{(m3, f/i)}?:l, an un-revoked user ID can update off-line her
witness W, iteratively with m = H1(ID) as follows:

W1 < (W, Vi) Mi+1=™) for each r < j < v/ — 1.

Non-membership Proof. To prove that she has not been
revoked, the client computes m < H;(ID), randomizes the
witness as T + W/ with a random z € Zy,, and generates
S« SPK{(m,z) : T"™V;* =V}, where V = T7.

Note that a revoked user ID;+1 (r < j < r’) cannot update
her witness, as the denominator m; ;11 —m = 0. Using the
technique in [11, Lemma 3.2], we can prove that no revoked
user can forge a witness under the ¢-SDH assumption.

To support revocation, we extend the Show and ShowVerify
algorithms in Section 5.1 by replacing the underlying SPK
with SPK'{(m,a,z) : T"™g* = V AT™™V;? = V}({). By
APAKEr we denote the APAKE protocol with above revocation.

7. APPLICATION OF APAKE TO TLS

We integrate APAKE into the TLS protocol to provide a
TLS mode of server authentication with anonymous client
authentication, where a client holding a password-wrapped
credential and the password can authenticate herself to the
server without revealing her identity, and denote the ECDSA-
signed elliptic curve Diffie-Hellman ciphersuite with anony-
mous client authentication by ECDHE3.

Since a labeled SE-NIZK is also a signature of knowledge
[23] where a label £ is the message to be signed, we consider
Show and ShowVerify for MACspn as a signing algorithm
and a verification algorithm respectively, where (m, A) is
the secret key for generating signatures, and a signature o¢
on message £ is verified using sk. We refer to the “signature
algorithm” as SigMAC, where SigMAC = (Show, ShowVerify).

We also integrate APAKEr into TLS in the same way as
APAKE except for using the extended (Show, ShowVerify) to
support revocation and additionally publishing Sign(sk, w).
We denote the resulting ciphersuite by ECDHE4.

7.1 Integration into TLS

Assume that the server holds a certificate certs on his
ECDSA public key PK. The set of domain parameters par =



Table 2: Performance of HTTPS using Apache with OpenSSL

Ciphersuite Connections / second Connection | Handshake| Client

10 B payload 1 KB payload 10 KB payload | 100 KB payload time (ms) (bytes) Auth.

ECDHE1 2043.678 (1.06) | 2022.282 (1.61) | 1833.658 (1.80) | 943.266 (1.09) 1.54 (0.05) 2200 None
ECDHE2 1133.08 (1.50) | 1129.442 (1.69) | 1075.69 (0.48) | 718.736 (0.21) 2.39 (0.05) 3806 plain sigs
ECDHE3 1007.308 (2.25) | 999.994 (1.74) | 953.698 (1.28) | 661.652 (1.02) 2.80 (0.01) 4078 anon. sigs
ECDHE4 863.712 (1.49) | 860.364 (1.32) | 826.032 (0.92) | 602.928 (0.24) 3.40 (0.02) 4179 avrvl;);vzlfs

Legend: mean, (std. dev.) in columns 2-6; Client Auth. represents the type of signatures used to provide client authentication.

(G, p, g) is selected from a trusted published source such as
a standard, and its identifier is denoted by parid. The serv-
er acts as a Certification Authority to generate an ECDSA
signed certificate certmq. on a dummy entity “apake” and
public key w. Then certmqc is published and used by all
clients who provide anonymous authentication with SigMAC.
In the registration phase, each client should first check the
validity of certs and certmqc, and then stores cert,,q. along
with a password-wrapped credential (1D, [A]pw).

When using the X.509 certificate with ASN.1 data type,
the certificate cert,ac is defined as follows:

Certificate ::= SEQUENCE {

toBeSigned TBSCertificate,
algorithmIdentifier {ECDSA},

encrypted certsig,

N

TBSCertificate ::= SEQUENCE { ...
subjectPublicKeyInfo SubjectPublicKeyInfo,
R
SubjectPublicKeyInfo :
algorithm {SigMAC},
subjectPublicKey paridl |w,

A N

where SigMAC specifies the SigMAC = (Show, ShowVerify)
algorithm, paridl||w denotes the bit-string of (parid,w),
certsig = Sign(SK, TBSCertificate), and the omitted field-
s are specified following the X.509 specification.

Below, we show how to integrate the APAKE into TLS [28].
We assume that a client has already recovered the “secret
key” (m = H1(ID),A) from a password-protected creden-
tial (ID, [A]pw) with her password pw, before initiating the
TLS protocol. The ciphersuite ECDHE3 is the same as the
ECDSA-signed elliptic curve Diffie-Hellman ciphersuite with
client authentication using ECDSA signatures, except that
the messages marked with in Figure 4 are dif-

ferent. The server adds apake and (SigMAC, SHA256) to the
fields of CertificateRequest, which is showed as follows:

:= SEQUENCE {

struct {

ClientCertificateType {...,apake};
SignatureAndHashAlgorithm {..., (SigMAC, SHA256)};
... } CertificateRequest;

A client then utilizes certq.c in Certificate, and invokes
the SigMAC to sign the handshake messages with the “secret
key” (m, A) and generates CertificateVerify. The server
can check the validity of certmac, and verify the validity of
a “signature” oc using SigMAC and his secret key sk.

7.2 Implementation

We implemented in C the ECDHE3 and ECDHE4, based on
the OpenSSL v1.0.2g. For comparison, we also implemented
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the ECDSA-signed elliptic curve Diffie-Hellman ciphersuite
with only server authentication (resp., mutual authentica-
tion), which is denoted by ECDHE1 (resp., ECDHE2) and is
included in TLSv1.2. Our implementation take places at a
128-bit security level, and uses the secp256r1 curve. Apart
from digital signature algorithms for client authentication,
the ciphersuites ECDHE1, ECDHE2, ECDHE3 and ECDHE4 share
the same ingredients, i.e., ECDHE-ECDSA-AES128-GCM-SHA256,
where AES128-GCM denotes authenticated encryption (with
associated data) using AES-128 in GCM (Galois Counter
Mode). In the implementation of ECDHE4, we assume that
the client has already updated off-line her witness Wi,..

Experiment environment. Our experimental results are
obtained in two desktop computers. The “client” computer
has an Intel i5-3470 processor with 4 cores running at 3.2
GHz each. The “server” computer has an Intel Core2 Duo
E7300 processor with 2 cores running at 2.66 GHz each.
Both computers run the operating system of Ubuntu 15.04.
Our softwares were both complied for the x86_64 architec-
ture with -O2 optimizations using g++ 4.9.2.

7.3 Performance Evaluation

The performance of ECDHE1, ECDHE2, ECDHE3 and ECDHE4
within the context of an HTTPS connection is shown in
Table 2. The approach for analyzing the performance in
TLS/HTTPS follows that of Gupta et al. [37]. Besides, we
follow the method of [13] to achieve the experimental data.
The client and server computation platforms were connected
over an isolated local area network with less than 1 ms ping
time. The server was running Apache httpd 2.4.20 with the
prefork multi-threading module.

The first section of Table 2 shows the number of simulta-
neous connections supported by the server. The client com-
puter was running siege 4.0.1 tool® to create many HTTP
connections in parallel for TLS. We did separate tests in the
different HTTP payloads (10 bytes, 1 KB=1024 bytes, 10
KB, and 100 KB), so that simulating a variety of web page
sizes. Each test was run for 100 seconds, and the results
reported in Table 2 are the average of 5 runs with standard
deviation listed in parentheses. During all tests, the client
computer and network configuration was enough to ensure
that the server’s processor had at least 95% utilization. Note
that session resumption was disabled. The second section of
this table reports the average time which is required for a
client to establish a connection, and is measured by using
Wireshark from when the client opens the TCP connection
to the server’s IP address to when the client starts to re-
ceive the first packet of application data. The third section
of Table 2 reports the size of the handshakes.

3http://download. joedog.org/siege/siege-4.0.1.tar.gz



Table 2 shows that ECDHE3 obtains between a factor 1.43-
2.03x fewer HTTPS connections per second than ECDHE1,
and between a factor 1.09-1.13x fewer HT'TPS connections

per second than ECDHE2.

The ECDHE4 obtains between a

factor 1.10-1.17x fewer HT'TPS connections per second than
ECDHE3. The average connection time and the size of the
handshakes for ECDHE3 and ECDHE4 are attractive.
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APPENDIX
A. SECURITY PROOFS OF MACspn

In this section, we prove that MACspy is suf-rmva secure
in Theorem 4 and weak pseudorandom in Theorem 5.

THEOREM 4. If the q-SDH assumption holds in G, then
the MACspn scheme is suf-rmuva secure.

ProOOF. If there exists an adversary A that makes ¢,
queries to oracle MAC and ¢, queries to oracle VERIFY, and
breaks the suf-rmva security of MACspn with probability e,
then we can construct an algorithm B that breaks the ¢-SDH
assumption with probability €/(g, + 1) by interacting with
A, where ¢ = ¢m + 1.

Given a ¢-SDH instance (g,97,...,¢"") € (G*)?*! for some
unknown vy € Z,, B aims to output a solution (c, gl/(ﬂ'“))

for some ¢ € Zp\{—v}. B picks i* & [gv + 1] as the guess
that the first fresh and valid forgery appears in the ¢*-th
verification query if 1 < ¢* < ¢, or the final output of A if

©* = qv + 1. Then B chooses m1,ma,...,mg—1 <§ Zp. Let
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fl@) =TT (& +my) = 30925 aj2’ and fi(x) = f(2)/(z +

m;) = ?;ij#i(x +my) =321 Bi,jx’ for each i € [¢ — 1].
Using the tuple (g,97,... 7qu) and the technique of Boneh-
Boyen [11, Lemma 3.2], B can compute g’ = 3;(1) (g7 =
gf(“/)’ w = ;1_:1(gw7 Y1 = gvf(w) _ (g/)w’ and A; =

‘]?;(2)(97] )Bi,j _ gfi('Y) — gf(’Y)/(’Y+mi) _ (g’)l/(’v+mi) for

each i € [q¢ — 1]. Next, B returns parmac = (G, p,g’,w) to A
and responds the queries made by 4 as below:
For i-th MAC query, B returns (m;, A;) to A.
For i-th verification query (m}, A}), B responds as follows:
o If i =i*, B sets (m, A) = (m}, A}) and aborts.

e Otherwise (i.e., i < i*), B returns 1 if (mj}, A})
(mj, Aj) for some 1 < j < ¢ —1 and 0 otherwise.

Finally, if B does not abort, A outputs a forgery (m*, A*).
In this case (i* = qv + 1), B sets (m, A) = (m*, A¥).

If B guesses correctly with probability 1/(g, +1), B’s sim-
ulation is perfect, and (m, A) is a fresh and valid forgery,
ie., (m,A) ¢ {(mi, A;))}IZ} and A7™™ = ¢’. Thus, we have
m ¢ {mi,...,mqg_1}, since for any valid message-tag pair
(r, A) under ¢’ and v, A is uniquely determined by 7. Let
f(z) = f'(z)(x +m)+n for some n € Z;, and write f'(z)
Z;I;g §;z’. Note that A = (g/)l/(w-&-m) = g//Otm) —

o7 /A B combutes gt/ 0+m) — (A/gf’m)l/” with

gf/('” = H?;g (97")%, and outputs (m, g*/O*+™) as a solu-
tion of the ¢-SDH problem. [

THEOREM 5. If the q-DDHI assumption holds in group
G, then MACsph is weak pseudorandom.

PROOF. If there exists an adversary A that makes ¢,
queries to oracle MAC and breaks the weak pseudorandom-
ness of MACspn with probability €, then we can construct an
algorithm B that breaks the ¢-DDHI assumption with prob-
ability at least € — (¢ — 1)/p via interacting with A, where
q=qm+1.

Given (g,g%,..
a € Zy, B aims to distinguish 7' = g

., g%, T) € (G*)72 for some unknown

/e from a random ele-

ment T'. Firstly, B picks mi,...,mg—1,m <§ Zyp. Using the
Binomial Theorem, B can compute the tuple (g,97,... ,g”q)
where ¥ = a — m. Then, as in the proof of Theorem 4, B
generates ¢’ = g7, w = (¢')7, and A; = (¢")V/ O™ for
each ¢ € [qg — 1], where f(z) = Hg;i(:p + mj). Next, B
returns parmac = (G,p,g’,w) to A. For i-th query to or-
acle MAC, B returns a pair (m;, 4;) to A. If m is equal
to one of mq,...,mg—1, B aborts. Otherwise, the poly-
nomial f(z) is not divisible by (z 4+ m). In this case, we
have f(z) = gq(z)(x + m) + n for some n # 0, and write
q(z) = Z;’;g 8;a’. Then, B computes g9 = H?;g (g7")%.
Next, B returns (m,o = g9 . T") to A as the challenge.
Finally, A outputs a guess b’, and B outputs b'.

It is easy to see that the simulation of oracle MAC is per-
fect. If T = g'/“, then

o= gq(v)Tn _ gq(v)gn/(wm) _ gf(v)/(“ﬂrm) — (g')l/(wm)'
If T is uniformly distributed in G, then so is o. If B does
not abort, B succeeds if A wins. As Pr [3i € [g—1] s.t. m =

mi] < (¢—1)/p, we have the claimed bound. UJ





