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ABSTRACT

The premise of this year’s SafeConfig Workshop is existing tools
and methods for security assessments are necessary but
insufficient for scientifically rigorous testing and evaluation of
resilient and active cyber systems. The objective for this
workshop is the exploration and discussion of scientifically sound
testing regimen(s) that will continuously and dynamically probe,
attack, and “test” the various resilient and active technologies.
This adaptation and change in focus necessitates at the very least
modification, and potentially, wholesale new developments to
ensure that resilient- and agile-aware security testing is available
to the research community.  All testing, validation and
experimentation must also be repeatable, reproducible, subject to
scientific scrutiny, measurable and meaningful to both researchers
and practitioners.

Keywords
SafeConfig; Testing; Validation; Security; Resilience; cyber;
testbeds; metrics; cyber experimentation; science of cybersecurity

1. SCOPE AND OBJECTIVES

The premise of this year’s SafeConfig Workshop is that existing
tools and methods for security assessments are necessary but
insufficient for scientifically rigorous testing and evaluation of
resilient and active cyber systems. For example, we contend that
existing penetration testing tools, red team processes, and security
testing are not able to cope with inherent nature of continuous and
resilient systems.  Using existing tactics, techniques and
procedures (TTP) by adversarial groups and penetration teams are
often adequate to accomplish the job needed for cybersecurity
testing. However, to increase the scientific validity, the validation
of resilient systems must not be a static test or one consisting only
of breach of perimeter or exfiltration of data. Rather the objectives
for this workshop are the exploration and discussion of
scientifically sound testing regimen(s) that will continuously and
dynamically probe, attack, and “test” the various resilient and
active technologies. This adaptation, and change in focus
necessitates at the very least modification, and at the most,
wholesale new developments to ensure that resilient and agile
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aware security testing is available to the research community.
These impediments will also include natural faults such as
flooding, fire, or hardware failure, or even staff member
negligence. They must also be repeatable, reproducible, subject to
scientific scrutiny, measurable and meaningful to both researchers
and practitioners. The following topics are of interest of this
workshop:

* Configuration testing, forensics, debugging and evaluation.
+ Continuous monitoring and response.

* Cyber agility and moving target defense.

* Cyber resiliency.

* Cost effectiveness.

* Resilience/ agility effectiveness.

* Risk measurement.

* Testbeds.

* Research Infrastructure.

* Verification techniques.

* Validation techniques.

* Testing & evaluation methods.

* Cyber-physical systems security.

* Security configuration verification and economics.

* Security metrics - Adversarial and user Measures

» Mission metrics - Mission assurance, Mission measures,
Conflicting mission management

* Security policy management

* Theory of defense-of-depth
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3. WORKSHOP CO-CHAIRS

Nicholas J. Multari provides programmatic and technical
guidance to cybersecurity research programs at the Pacific
Northwest National Lab (PNNL). Prior to joining PNNL, he led
the trusted cyber technology research at Boeing Research and
Technology in Seattle, Washington. In 2008, he served as a
consultant to the USAF Scientific Advisory Board (SAB)
investigating the effects of the contested cyber environment on the
USAF mission. Other positions held include five years as a Senior
Security Engineer with Scitor Corporation in Northern Virginia,
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