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ABSTRACT

We propose a simple and efficient searchable symmetric
encryption scheme based on a Bitmap index that eval-
uates Boolean queries. Our scheme provides a practical
solution in settings where communications and compu-
tations are very constrained as it offers a suitable trade-
off between privacy and performance.
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1. INTRODUCTION

Cloud computing is attractive to a broad range of
users as well as private and public organizations by of-
fering massive processing and storage at reduced cost.
In addition, the cloud computing paradigm enables for
providers to offer a range of software services such as
email, spreadsheet and document management appli-
cations. Ome of the main obstacles for even higher
adoption rates, is the lack of privacy. In most cur-
rent cloud services, cloud providers are able to access
the data stored at their servers. Encrypting the data
before outsourcing it to the cloud can be a solution to
this problem, but then processing the encrypted data by
the cloud is possible through currently impractical so-
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lutions such as fully homomorphic encryption schemes
[10]. One trivial but impractical solution is to download
all the encrypted stored data and decrypt it locally on
the client machine and then search for the desired key-
word or execute SQL queries in case the data is stored
in a relational database.

However, some practical solutions for searching on
encrypted data do exist at the cost of leaking some
information about the encrypted data. One of these
schemes is searchable symmetric encryption (SSE). The
very first SSE scheme was proposed by Song et al. in
[18] where searches are made possible by symmetrically
encrypting each word separately and then embedding
its deterministic encryption value (trapdoor) inside the
encrypted document. When a user is searching for a
keyword, the client application will ask the server to
match the deterministic encryption value of the key-
word (trapdoor) with the existing deterministic encryp-
tion values on the encrypted documents in the server.
When a match is found, the server retrieves the cor-
responding document(s). This scheme is an in-place
searchable encryption scheme where searches are per-
formed per document by iterating over all the encrypted
keywords within the document. Song et. al scheme’s
showed that their scheme is indistinguishable against
chosen plaintext attacks IND-CPA which ensures that
the ciphertext does not leak any information about the
plaintext. However the IND-CPA security definition
does not address the main leakage of searchable encryp-
tion schemes coming from the trapdoors and queries.
Two security definitions addressing the main leakage of
searchable encryption schemes were introduced by Goh
in [11] and Chang and Mitzenmacher in [7]. Goh intro-
duced the concept of indistinguishably against adaptive
chosen keyword attacks and Chang and Mitzenmacher
introduced a simulation-based security definition. Curt-
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mola et al. [9] showed that these security definitions are
insufficient and do not imply that keywords cannot be
recovered. Moreover, they proposed two security defi-
nitions which have become since then the standard se-
curity definitions for searchable symmetric encryption
schemes. The first security definition addresses security
against non-adaptive adversaries whose current search
queries are not based on the outcome of their previous
queries while the second definition addresses security
against an adaptive adversary whose current queries are
based on the outcome of their previous queries. Regard-
ing efficiency Curtmola et al. [9] proposed the use of an
inverted index which is an index per keyword whose
search is linear in the number of documents contain-
ing the keyword. This is optimal for search as opposed
to the forward index which is an index per document
used in previous schemes such as Goh’s [11] scheme and
Chang and Mitzenmacher’s scheme [7].

Curtmola et al.’s security model for SSE together
with their inverted index has been used by many sub-
sequent SSE schemes. Chase and Kamara [8] proposed
an adaptively secure SSE based on an inverted index
data structure where padding is used to hide the length
of the list corresponding to each keyword. Liesdonk
et al. |[19] proposed the first dynamic adaptively secure
SSE scheme. They used a different index data struc-
ture, namely, the Bitmap index which is a keyword per
Bitmap index. Also Kamara et al. [13] proposed a dy-
namic SSE scheme supporting update operations such
as addition and deletion of documents.

All the above schemes support only single keyword
search where conjunctive or a general Boolean search
can only be supported using the naive approach which
basically means performing a single keyword search on
each keyword’s trapdoor and then let either the server
or the client to compute the intersections of the search
results. Beside being inefficient, the naive approach
obviously leaks a lot of information to the server be-
yond the search result. A practical solution to this
problem has been presented recently at Crypto 2013
by Cash et al. [6] where they proposed searchable en-
cryption schemes executing arbitrary Boolean queries of
the form “wy A f(wa, -+, wy,)” with a remarkable com-
bination of a minimal security leakage and an efficient
sublinear search time. They proposed two schemes, the
first scheme is called the Basic Cross-Tags (BXT) proto-
col. The second protocol is called the Oblivious Cross-
Tags (OXT) protocol which achieves security against a
stronger attacker model compared to the BXT protocol.

Our Contribution. Beside providing a practical trade-
off between privacy and performance where the leakage
is reduced to its minimal and the search complexity is
sublinear, Cash et al. SSE schemes [6] suffer from com-
munications and computations overhead. Moreover, their
schemes use an auxiliary data structure called the XSet
beside the main index data structure the TSet. This
adds a storage overhead that might not be suitable

for very large databases. To address the communica-
tions, computations and storage limitations, we pro-
pose a searchable symmetric encryption scheme similar
to the basic Boolean query scheme proposed by Cash
et al. [6] as it evaluates arbitrary Boolean queries of
the form “w; A f(wa,- -+ ,wy,)” with minimal leakage
and low communication overhead. Our scheme uses a
Bitmap index as its main index data structure which
allows to perform Boolean queries without needing an
auxiliary data structure such as the XSet used in Cash
et al. searchable symmetric encryption schemes.

Related work. Several searchable encryption schemes
proposed solutions [12, 2| |4} [14] addressing only con-
junctive queries w; A wa A -+ A wy,,. These solutions
leak only the set of matching documents but they are
not suitable for environments where computations and
communications are constrained due to the pairings op-
erations. Also, all these solutions handle only conjunc-
tive queries and none of them handles general Boolean
queries. However, our solution is similar to Cash et
al.’s BXT protocol [6] which handles arbitrary Boolean
queries of the form “wi A f(wa, -+ ,wy,)” but achieves
better security and a smaller communication overhead.
Moreover our solution does not need an additional aux-
iliary data structure which would be an improvement
when dealing with very large databases.

Organization of the paper. In Section [2] we in-
troduce searchable symmetric encryption schemes. In
Section |3 we describe the BXT protocol [6] which is
the protocol that we want to improve. In Section [4]
we describe an efficient BXT-like searchable symmet-
ric encryption whose encrypted index is a Bitmap data
structure and demonstrate its advantages over the BXT
protocol [6]. In Section [5] we give some experimental
results demostrating the advantage of our approach for
some very large databases compared to previous work
in [6, [5]. Finally, in Section [6] we conclude our results.

2. BACKGROUND AND DEFINITIONS

Notation. Throughout the paper, we use the follow-
ing notation. The security parameter is denoted by
A. Let DB denotes a database of n documents and m
unique keywords. Let ID = (id;)?_; denotes the set of
all document identifiers in DB and let W = (wj);”:1
denotes the set of all unique keywords in DB. The
database can be represented as an inverted index where
each keyword is associated with a list of identifiers, i.e.
DB = (w;, DB(w;))™, where DB(w;) denotes the set of
documents containing the keyword w;. Let EDB denotes
an encrypted database index.

Bitmap Index. Our searchable symmetric encryp-
tion scheme is based on the Bitmap index. Let DB =
(wj, DB(w;))jL; be a database index. Then for each
keyword wj;, allocate an n-bit vector B; where the ith
bit B;[i] is set to 1 if id; € DB(w;) and otherwise is
set to 0. So the plaintext Bitmap index is (wj, B;)7L;.



Denote by Bj[s1,- - ,s2] a substring of the Bitmap B;
where s; is the begin index and ss is the end index.

Hash Tables. Our conjunctive search protocol on the
Bitmap relies on hash tables. A Hash table data struc-

ture has two functions. The first function, HT Construct(L)

takes as an input a list of m elements L = (I;,d;)™,
where [; is an [-bit string label and d; is an r-bit data
and m is the number of unique keywords in the database
as mentioned above, and outputs a hash table HT.
The second function, HTRetrieve(HT, [;) outputs d; if
(l;,d;) € L and outputs @) otherwise. The total size of
the hash is O(m(l+r)). For more info about hash tables
implementations, we refer the reader to [17].

2.1 Searchable Symmetric Encryption.
Definition. A searchable symmetric encryption (SSE)

scheme enables a server to search on an encrypted database

consisting of documents (or records) without learning
the plaintext of the encrypted database. SSE achieves
good performance at the cost of leaking some informa-
tion about the plaintext according to a leakage function
(defined below). All SSE schemes leak the access pat-
tern: the result of the query or the document IDs corre-
sponding to the queried keyword and the search pattern:
the fact that whether two searches are the same or not.

An SSE scheme ¥ = (KeyGen, EDBSetup, TrapGen, Search),

consists of a random key generation algorithm KeyGen
that generates the secret keys to be used in the scheme,
a randomized encryption algorithm EDBSetup that takes
as input a database DB and the secret keys and outputs
an encrypted database EDB, a trapdoor generation al-
gorithm TrapGen and a search protocol Search between
a client holding the secret keys and a server holding the
encrypted database EDB.

The leakage function. The minimal leakage in an
SSE scheme L, (DB) is the number of keyword occur-
rences in the plaintext database DB, N = > .- [DB(w)|
and {DB(w;) : w; € W}.

However, an SSE scheme can leak more information
such as the unique number of keywords m, the number
of documents n or M = max,, |[DB(w)|. The initial leak-
age L(DB) given to the simulator Sy does not include
any DB(w) since no query has been issued. Depending
on the SSE scheme, the initial leakage can be the mini-
mal size leakage N as in [6]. Specifically, in our scheme,
the initial leakage will be m and n. The leakage given
to the simulator S; where ¢ > 0 is £(DB) and the access
pattern of w;, DB(w;) in addition to the access pattern
leakage from the previous queries DB(w;) where j < 1.

Adaptive Security Definition. We recall the adap-
tive semantic security [9] definition of an SSE scheme
with respect to a leakage function £(DB) capturing the

information that an adversary (honest-but-curious server)

A = (Ag, -, Agt1) is allowed to learn about the DB
and the search queries during its interaction with a se-
cure SSE scheme. Formally, the security definition re-

quires that the view of the adversary (i.e. encrypted
index, trapdoors) generated during an adaptive attack
can be simulated by a simulator S = (Sy, - - ,S,) given
only the defined leakage profile £. More precisely, let
REAL;‘{?;(/\) denote the output of the real execution
where the adversary will attempt to compute f(DB)
given the encryption of DB and let IDEAL;C{?A’S()\) de-
note the output of the ideal world execution where the
adversary will attempt to compute f(DB) given the en-
cryption of the database created by the simulator given
the leakage profile £. Note that f is a function or more
precisely a distinguisher that the adversary tries to find
in order to predict the value f(DB) with a probability
that is significantly better than predicting it when given
no information about the real DB other than its defined
leakage L£(DB).

DEFINITION 1. (Adaptive security) Let ¥ = (KeyGen,
EDBSetup, TrapGen, Search) be an SSE scheme and let
L be a leakage function. We say that the scheme %
is L-adaptively-secure SSE scheme if for every efficient
adversary A there is an efficient simulator S such that

IPr[REALF?(\)] — Pr[IDEALEP , (V]| < neg(X).

In the following, we describe the single keyword Bitmap
SSE scheme ¥ = (KeyGen, EDBSetup, TrapGen, Search).
The scheme relies on a pseudo random functions (PRF)
F : K x{0,1}* — K, pseudo random permutation
(PRP) 7 : K x {0,1}' — {0,1}' assuming that the
keywords are represented as [l-bit strings and a hash
function H with output size b bits which for adaptive
security is modeled as a random oracle.

KeyGen(1?) :

Sample K, K & {0,1}* and output K = (K7, K,).
K7 is used to generate unique subkeys to encrypt b-bit
blocks in each keyword Bitmap B;. K, will be used to
permute the Bitmaps (B;)7;.

EDBSetup(DB) :

e For each w; € W build an n-bit vector B; as fol-
lows:

— For each id; € DB(w,): set B;[i] = 1 and zero
otherwise.

— Set Ky, + F(K1,w).

— Divide Bj in to b-bit blocks and encrypt each
block I;[t], 1 <t < [¢] as follows (if n is not
a multiple of b we pad the last block to satisfy

this by adding some random bits):

* Ul L[t] © H(Ku,|lt)

e Permute the encrypted Bitmap B = (B;)jL; by
applying 7 to each row B;: B = Bk, ;) + Bj.



e Output EDB = (B).

TrapGen (K, w;):

e The client takes as input the key K = (K, K,)
and a keyword w;.

o It computes K; < 7(Kr,j) and K, < F (K7, wj)
e Output Ty, = (Kj, Ky, ).

Search :

e The client takes as input the key K = (K, K,)
and a keyword w; to query.

e The client computes (K, K,;) < TrapGen(K,w;).

e The server divides B K, into b-bit blocks and de-
crypt each block By [t], 1 <t < [%] as follows:

= lj[t] < Bg,[(t =1)xb+1, --- bxt]

= 1[t] = 1[t] ® H(Ku,|[t)

- BKj[(t_ 1)*b+17 7b*t] <_l][t]

— Find the active bits in block Bg[(t —1) * b+
1, ---,bxt] and return their corresponding

document identifiers id;.

In Section [4 we show how to slightly modify the
above single keyword search scheme to handle Boolean
queries. The single keyword SSE scheme has leakage
L = {n,m} and it is very similar to |3} |19] which have
the same leakage and are proved to be L-adaptively se-
cure. So we have the following theorem. We do not
provide a proof here as it will be redundant. However,
one difference between the proofs in [3,|19] is our use of
a random oracle. We do this mainly for adaptive secu-
rity and to avoid the lower bound on the search tokens
given by Chase and Kamara in [§].

THEOREM 1. The single keyword SSE scheme 3 de-
scribed above is adaptively secure under the assumption
that F is pseudorandom function and 7 is a pseudoran-
dom permutation and the hash function H is modeled
as a random oracle.

3. CASH ET AL’S SSE SCHEME FOR
BOOLEAN QUERIES

Recently, Cash et al. [6] have proposed two schemes
(the BXT and the OXT SSE protocols) that execute
Boolean queries of the form “wy A f(wa,- - ,wy,)” effi-
ciently and have lesser leakage compared to the naive
approach. Their main encrypted searchable index and
length-hiding data structure, TSet, is basically a dic-
tionary data structure which is slightly different than
the one proposed by Curtmola et al. in [9]. Different
and efficient alternatives for the TSet are proposed in
[5]. In Appendix [A]l we briefly describe the TSet data
structure. For more details, we refer the reader to [6].
Next, we describe Cash et al.’s BXT protocol [6].

14

3.1 The Basic Cross-Tags (BXT) Protocol

Assuming that w; is the least frequent keyword in the
conjunctive query “wi; A wa A -+ Awy,”, the BXT pro-
tocol [6] computes the conjunctive query by using the
single keyword search (SKS) scheme described in [6] to
allow the server to retrieve the document IDs corre-
sponding to wi, TSet(w;). Then the protocol enables
the server to perform the intersections with the other
terms ws, - -+, Wy, and only returns the document IDs
matching the full conjunctive query “wi Awa A+ - - Awy,”.
As mentioned in [6], the least frequent keyword w; is
called the s-term where the ‘s’ refers to the use of the
“SKS” scheme or to w; being the keyword whose fre-
quency is “small”. Also, the other terms in the conjunc-
tion are called the x-terms where x’ refers to “cross”.

Besides the TSet data structure, the BXT protocol
uses another data structure called the XSet which is ba-
sically a set data structure. It can be implemented as
a Bloom filter data structure (or any set representation
that is history-independent as noted in [6]). By adding
f(xtrap;,ind) to the Bloom filter data structure, XSet,
the server will be able to decide whether or not the key-
word w; corresponding to xtrap, exists in the document
with ID equivalent to ind.

The encrypted database in the BXT protocol EDBSetup
is setup as follows:

1. Choose keys Kg and Kx for the PRF F.

2. Initialize T to an empty array indexed by keywords
from the set of all keywords W.

3. Initialize XSet to an empty set.

4. For each w € W, construct the tuple list T[w] as
follows:

e Initialize t to an empty list, and set K. <
F(Ks, ’LU)
e Compute xtrap + F(Kx,w).

e For all document IDs ind € DB(w) in random
order:

— e + Enc(K,,ind); append e to t.

— xtag < f(xtrap,ind) and insert xtag to
XSet.

o T[w] + t.
5. (TSet, K7) < TSetSetup(T).
6. EDB = (TSet, XSet).
The Search protocol in the BXT protocol is as follows:

1. The client takes as input the keys Kg, Kx and Kp
and wi Aws A--- Aw,, as a query. Assuming that
wy is the least frequent keyword in the query, it
evaluates:

o K.+ F(Kg,wq)
o stag < TSetGetTag(Kr,w;)



e For each 7 = 2,--- ,ng, it evaluates xtrap;
F(KX, wi).
e It sends (stag, K.,xtrap,y,--- ,xtrap,,) to the

server.

2. The server takes as input (TSet, XSet) and replies
as follows:

e t + TSetRetrieve(TSet, stag)
e For each entry e in t:
— ind < Dec(K,,e€).

— if f(xtrap,,ind) € XSet Vi = 2,---
then send ind to the client.

s Mgy

3. The client outputs all of the received inds.

Analysis of the BXT protocol:

One can see that Cash et al.’s BXT protocol described
above is very efficient. The server takes time in the or-
der of ny - |D(wy )| where w; is the s-term in the conjunc-
tive query and n; is the number of terms or keywords
in the query. This represents a significant improvement
over previous schemes which are linear in the database
and also over the naive solution whenever there is a
term with less number of occurrences in the database.

In terms of security, the BXT protocol has lesser leak-
age compared to the naive solution as it only leaks the
document IDs corresponding to the s-term and not the
x-terms where the naive solution leaks the document
IDs corresponding to each term involved in the con-
junctive query. However, the above described solution
allows the server to correlate information from different
queries about the x-terms. One can see that once the
server receives the xtrap, corresponding to an x-term w;
at at one query, then the server can later use it against
an ind found through an s-term in another query. In
other words, once the server gets xtrap,; during the query
“wi Awa A~ - - Awy,”, it can save xtrap; in order to decide
if an old or a newly revealed document ID ind contains
w; by testing the membership of f(xtrap,,ind) in the set
or Bloom filter XSet.

As pointed in [6], one can prevent the above attack at
the cost of having multiple communication rounds, by
evaluating the function f(xtrap,,ind) at the client side
and sending its result to the server rather than evalu-
ating it at the server side. Henceforth, we will call the
BXT protocol after this fix, the interactive BXT pro-
tocol. However, as pointed in [6], this fix comes at the
cost of extra communication between the client and the
server in which the client needs to send the results of
(ny—1) evaluations of the f function for each document
ID ind. Assuming that the output of f has size s bits,
then the size of transmitted bits for all the x-terms w;
is (ny —1)-s-|DB(w1)| bits. To avoid this extra commu-
nication cost, the authors propose the Oblivious Cross
Tags (OXT) protocolﬂ To address this communication

IFor more details about the OXT protocol, we refer the
reader to [6].
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issue, we propose an efficient single round of interaction
BXT-like protocol as opposed to the above multi-round
interactive BXT protocol. Moreover, the total trans-
mission cost of our protocol is reduced by a factor of s,
namely, (n; — 1) - |[DB(wq)] bits.

In terms of storage efficiency, both the BXT and the
OXT protocols suffer from using an additional auxil-
iary data structure (XSet) beside the main index data
structure (TSet). The XSet data structure is employed
to enable the execution of Boolean queries. It holds the
secret values computed from each pair of keyword and
document identifier. In [6], the XSet is realized as a
RAM-resident Bloom filter which might be suitable for
some databases. However, as mentioned in [6], for very
large databases an efficient disk-resident XSet is needed.
In fact, it is mentioned as part of their future work (See
page 28, [6]). Our protocol addresses this storage is-
sue by processing the Boolean queries without using an
auxiliary set such as Cash et al.’s XSet.

4. AN EFFICIENT SSE SCHEME: THE
BXT-BITMAP PROTOCOL

Liesdonk et al. [19] described a dynamic and adap-
tively secure SSE scheme whose index is a Bitmap index
data structure. Later, Bosch et al. also used a Bitmap
index in their distributed searchable scheme [3]. In or-
der to reduce the storage space of the Bitmap index,
Kuzu et al. |15] also used a Bitmap index combined
with an inverted index in their distributed search over
encrypted big data. All these schemes are single key-
word Bitmap-based searchable encryption schemes that
are adaptively secure.

In this section, we propose an SSE scheme that per-
forms Boolean queries on the Bitmap index. Our scheme
realizes the BXT protocol described above on the Bitmap
index as opposed to the TSet and the XSet data struc-
tures used in [6]. Using only the Bitmap index with
two small hash tables, we are able to perform conjunc-
tive search without an auxiliary huge set such as the
XSet which is not suitable for very large databases. We
focus here on conjunctive queries which can easily be
extended to the arbitrary Boolean queries of the form
wy A f(ws, -, wy,,) without changing the protocol. For
more details about this, we refer the reader to [6].

We begin by describing how to setup an encrypted
database based on the Bitmap index. Then we de-
scribe how to perform the conjunctive search efficiently
as done in the BXT protocol which was specifically de-
signed to enable search on a secure inverted index or
dictionary data structure. However, we show that us-
ing a Bitmap index instead we can perform conjunctive
queries with better communication efficiency without
compromising security at the price of a linear search
process that can be easily parellelized.

4.1 Description of the BXT-Bitmap Scheme
We show here how to slightly modify the single key-



word SSE scheme described above to handle Boolean
queries. More specifically, we protect the trapdoor K
generated for the keyword w; by encrypting it with two
different keys and storing the resulting encryption in
two different hash tables where one is accessed when
the keyword is used as an s-term and the other is ac-
cessed when the keyword is used as an x-term. So un-
like the single keyword scheme where K is part of the
trapdoor, our new scheme generates a trapdoor for the
s-term and the x-terms to enable the server to retrieve
their corresponding encrypted K; pointer from the hash
tables and decrypt them.

Our conjunctive Bitmap-based search protocol is based
on the interactive BXT protocol. However, due to the
Bitmap data structure, we achieve conjunctive search
without the need for an XSet and the client will be able
to decide itself whether an x-term w; exists in the doc-
uments returned by the s-term w; or not. Therefore,
there is no interaction in our protocol and it only con-
sists of two rounds, in the first round, the client sends
the secret token stag of wy together with its correspond-
ing secret key and the secret token xtag of each x-term
w;. In the second round, the server responds to the
client by sending document identifiers ids correspond-
ing to the s-term w; together with encrypted bits corre-
sponding to each x-term with each document identifier
ids.

Our protocol relies on two hash tables HTs.g and
HTytag. The HTge hash table is used to process the
s-term w;. In each entry (I,d), the label [ is a hash
of the secret token generated using a PRF F’ with a
secret key Kg and the data d is the encryption of the
pointer K; to the Bitmap corresponding to the keyword
w; concatenated with its Bitmap encryption key K., .
The HT,:ag hash table is used to process the x-terms.
In each entry (I,d), the label [ is a hash of the secret
token generated using a PRF F’ with a secret key Kx
and the data d is only the encryption of the pointer Kj;
corresponding to the keyword w; in order to enable the
server to access the Bitmaps corresponding to the x-
term keywords without the ability to decrypt since K,
is only stored encrypted on the HTg,; and it is only
revealed when processing the s-term which needs the
decryption key to return the corresponding document
identifiers id;.

We now proceed to describe our conjunctive search
BXT-Bitmap SSE Ygxt_giT = (KeyGen, EDBSetup,
TrapGen, Search) protocol based on the Bitmap index.
Similar to the single keyword scheme our scheme relies
on two pseudo random functions F : K x {0,1}* —
KxKand F' : K x {0,1}* — K, and a pseudo ran-
dom permutation 7 : K x {0,1}} — {0,1}' assuming
that the keywords are represented as [-bit strings. We
also use a hash function H with output size b bits to
generate the block keys for the n-bit Bitmap and which
for adaptive security is modeled as a random oracle in
the security proof. Also for adaptive security we use
an encryption scheme (£,D) with a keyspace K where
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E(K,m) = (r, H (K]||r) @m) where r is a random value
and H' is a random oracle with output size A-bit. H' is
also used to generate the [-bit labels for the hash tables
and in this case its A-bit output is truncated to [-bit.

KeyGen(1?) :

Sample K7, K, Kg, Kx & {0,1}* and output K =
(K1, Ky, Kg,Kx). Ky is used to generate unique sub-
keys to encrypt b-bit blocks in each keyword Bitmap
Bj. K will be used to permute the Bitmaps (B;)L;.
K is used to generate a secret trapdoor for a keyword
when it is used as an s-term in a conjunctive query while
Kx is used to generate a secret trapdoor for the same
keyword when it is used as an x-term in a conjunctive
query.

EDBSetup(DB) :

e Initialize an m x n Bitmap index (B;)jL; where
B; is an n-bit vector.

e Initialize two empty lists Lgag and Lytag.
e For each w; € W process B; as follows:
— For each id; € DB(w,): set B;[i] = 1 and zero
otherwise.
— Compute K, + F'(K7,w;).

— Divide Bj in to b-bit blocks and encrypt each
block I;[t], 1 <t < [#] as follows (if n is not
a multiple of b we pad the last block to satisfy
this by adding some random bits):

e Ll Bilt—1) %41, o b
* 15[t] = 1i[t] © H(Ky,|[t)
* Bj[(t—l)*b-i-l, ,b*t](—lj[ﬂ

— Compute (K, , Ks,) + F(Kg,w;).
— Compute K; < m(Kr,j)

— Set label | - H'(K,,) and data d < £(K,, Kj||Ky,)

and add (I, d) to Lstag.
— Compute (K., Ky,) < F(Kx,w,).

— Set label ! < H'(K,,) and data d < E(K,,, K;)
and add (I, d) to Lytag-

e Randomly permute the encrypted Bitmap B

(Bj)jL, by applying 7 to each row B;: B = Bk, j) <

j.

o Compute HTsag < HTConstruct(Lstag) and HTyag

HT Construct(Lytag)
[ ] Output EDB = (B7 HTstagv HTxtag)'

TrapGen(Kg, Kx, w1 Awa A+ Awy,):

e The client takes as input the keys Kg,Kx and a
query wi A wa A -+ Awy,.

e Compute (Ks,,K,,) + F(Kg,wy). Set stag <
(KSUKSQ)'



e For each i = 2,---,ny, compute (K, ,Ky, ) <
F(Kx,w;). Set xtag; < (K, , K.

ig /"

e Output (stag,xtag,,--- ,xtag,,).

Conjunctive Keyword Search Protocol:

e The client takes as input the secret keys Kg and
Kx and the query wi Awa A+ - Awy,. It computes:

— (stag,xtagy,--- ,xtag,,) < TrapGen(Kg, Kx, w1 A

Wy Ao A wpy,)

— It sends (stag, xtag,, - - - , xtag,,.) to the server.

o The server takes as input EDB = (B, HTstag, HTxtag)
and replies as follows:

— Initialize an empty result set RS.

— Tt extracts (K, , Ks,) from stag.

— Foreachi =2, ny, it extracts (K, , Ky, )
from xtag,.

— It computes d <— HTRetrieve(HTgag, H' (K5, ))
and (Kj|[Ky,) < D(Ks2,d).

— It divides B, into b-bit blocks and decrypt
each block By, [t], 1 <t < [¢] as follows:

[;[t] < By, [(t =1) b+ 1, --- ,bxt]

Lilt] < 1[t] & H (K, [t)

BK7[(t7 1) *b+1, ab*t] <;lj[t}

Find the active bits in block Bx[(t —1) *

b+ 1, ---,bxt] and return their corre-

sponding document identifiers ids and add
them to RS.

— For each id; € RS, the server:
* Sends idg to the client.
x Foreach i =2,--- ,ng:
- d < HTRetrieve(HTytag, H' (K z;,)) and
Kj = D(K.’Eiz,d).
- l; < Bk, lids] and sends (ids, ;) to the
client.

* K X ¥

e For each (ids, (I;);5) received from the server, the
client computes:

— Koy, + F'(Kp,w;) and k « H(K,,|[[%])
— v; + 1; ® k[ids( mod b)].

—ifVi=2,---,ng, v; = 1, the client outputs id,
and retrieve the document whose identifier is
ids.

4.2 Analysis of the BXT-Bitmap Protocol

Efficiency-wise, our BXT-Bitmap search protocol has
only a single round of interaction which is similar to
Cash et al.’s OXT search protocol but better than Cash
et al.’s interactive BXT protocol discussed above which
has many rounds between the client and server. More
precisely, it has one round for each ind € DB(w) and
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each x-term, that is (n; — 1) - |[DB(w1)| rounds of inter-
actions. Moreover, the size of the transmitted bits per
round in our protocol is much smaller than Cash et al.’s
OXT and BXT protocols. This confirms that our search
protocol is more suitable for communication constrained
environments. Here we note that our EDBSetup needs
to upload an encrypted n-bit per each keyword but that
is done only once whereas the search protocol will be
running throughout the lifetime of the client’s applica-
tion.

Table[I]shows the communication and computational
advantages of our protocol compared to Cash et al.’s in-
teractive BXT and OXT protocols [6]. Regarding the
storage, we have a clear advantage when it comes to
very large and dense databases since we make use of
no auxiliary data structure which such as the XSet em-
ployed by Cash et al.’s protocols [6]. In Section [5] we
show that for some large and dense databases such as
the Census data|l6], our Bitmap index consumes lesser
storage compared to the TSet data structure when it
is used with Cash et al.’s OXT protocol [6]. All these
communication, computational and storage advantages
come at the cost of more search time for identifying
the corresponding document identifiers for the s-term
keyword. The search cost is linear in the number of
documents O(n) but fortunately the search procedure
is embarrassingly parallel.

Security-wise, our protocol achieves the same level of
security achieved by the interactive BXT protocol which
we will explain in what follows.

THE ROLE OF THE HASH TABLES. If there are no hash
tables, then the only way for the s-term and x-term
to access the Bitmaps is by sending to the server the
secret Bitmap pointer K; corresponding to the s-term
and also the secret Bitmap pointer K; corresponding
to each x-term. This would enable the server to partly
respond to new queries whose s-terms had been used as
x-terms in previous queries. So one solution is to store
the pointers K; on two different hash tables, one to be
accessed by the s-terms and another to be accessed by
the x-terms.

INTERSECTION BETWEEN S-TERMS. Similar to the in-
teractive BXT protocol, our protocol reveals the inter-
section between the s-terms of any two queries but di-
rect intersections between x-terms of different queries
are not possible. However, one can fix the s-term in-
tersection issue at the cost of extra computation at
the client side as follows. During the database setup
the client permutes the document identifiers for each
keyword using a pseudorandom permutation 7, : K X
[1,n] — [1,n] with a unique secret key specifically gen-
erated for each keyword K, . Applying this will yield
a single keyword search protocol where the intersec-
tion between any two queries is not known at the in-
dex server. Now, we propose two solutions to adjust
the conjunctive search according to the permutation ap-
plied for each keyword since the document identifier id;



Protocol Communication Size | No of Rounds Computations Search
BXT-Bitmap (ny — 1) - DB(wy) 1 xor and hash function O(n)

Interactive BXT | (n; — 1) - DB(wy) - | f] (ng — 1) - DB(w;) | DB(wy) decryptions DB(wy)
OXT (ng —1)-DB(wy) - |G| 1 (ny — 1) - DB(w;) exponentiations | DB(wy)

Table 1: The table draws comparisons between our protocol (BXT-Bitmap) and Cash et al.’s Interactive BXT and
OXT protocols regarding the communication size in bits, the number of interaction rounds between the client and
the server, and the computational operations done at the client and the server and the search complexity spent for
retrieving the document identifiers corresponding to the s-term keyword wi. |f| = the output size of f(xtrap,,ind)
in bits. |G| = the size of the group elements in bits where the group G satisfies the decision Diffie-Hellman (DDH)

assumption).

represented by the ¢-th bit in the encrypted Bitmap
corresponding to the s-term w; will no longer be repre-
sented at the i-th bit of the Bitmaps corresponding to
the x-terms. The first solution comes at the cost of ex-
tra communication between the client and the server
but no computational effort at the server as it only
needs to retrieve either the Bitmap corresponding to the
s-term keyword or certain individual bits correspond-
ing to an x-term keyword. So it is a suitable option
for cloud servers with limited computational resources.
Firstly, the server sends the encrypted n-bit Bitmap
corresponding to the s-term w; to the client so that it
can decrypt it and permute the identifiers back to their
initial permutations using m,, with secret key K, . Af-
terwards, for each id; € DB(w) and for each x-term wj,
the client asks the server to send the encrypted bit at the
location 7, (K, ,ids) in the encrypted Bitmap corre-
sponding to the x-term w;. The server sends the corre-
sponding bit for each x-term per each ids € DB(w;) and
the client decrypts it using the corresponding secret key
bit and decides whether to output the document iden-
tifier idg in the result set or not. The second solution
is similar but with lower communication and with giv-
ing the server the ability to decrypt the whole Bitmap
corresponding to an s-term and sending the result set
back to the client which permutes back the result set to
its initial state using m, and the secret key Kﬁw1 and
afterwards sends back per each id; € DB(w;), only one
key bit corresponding to each x-term after applying
to enable the server to decrypt the corresponding bit
and at the same time decide whether to include id in
the conjunctive search result set or not.

It is worthy to note that while the OXT protocol and
the two solutions described above prevents intersection
between the s-terms of any two queries at the index
server, during the document retrieval process the index
server will be able to know the intersection between the
s-terms unless the document access pattern is hidden or
the index server is completely isolated from the docu-
ment retrieval server and has no communication with
it.

NO INTRA-QUERY LEAKAGE. Our protocol has no intra-
query leakage — which is the leakage from the intersec-
tion between an s-term w; and any subset of the x-
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terms wa, -+ ,wy, within the same conjunctive query
wi; Awa A --- Awy,. Compared to the OXT and BXT
protocols which suffer from this kind of leakage. This
is possible since our protocol does not decide at the
server side but at the client side whether an x-term is
contained within a document whose identifier is id, €
DB(w;) where wy is the s-term.

SECURITY OF TWO-TERM CONJUNCTIONS. Let Lpzi_pit
be the leakage function describing the leakage of the
BXT-Bitmap protocol. We focus on the simple case
where we have two keywords. Let g[i] = w1 [i] A wz[i] be
the ith conjunctive query where w; [i] is the s-term and
wsi] is the x-term. As pointed above, our protocol leaks
the intersection between the s-term of any two queries,
i.e DB(w1[i]) NDB(wy[j]) where i # j but does not leak
DB(ws[i]) N DB(ws[j]). The server access the Bitmaps
corresponding to the x-terms via the hash table HTg
which enables the server to obtain the encrypted pointer
to the corresponding x-term Bitmap and decrypt it. Af-
ter obtaining the pointer K; of the x-term’s Bitmap, the
server accesses it and sends to the client the bits corre-
sponding to the identifiers idg of the s-term. Now since
the server does not know the secret key, it will not be
able to decrypt any single bit in the Bitmap. This en-
sures that the server does not learn anything about the
x-terms except for what can be learned from the inter-
sections of their corresponding s-terms. Also we note
that when the client issues a query whose s-term had
been used before in a previous query as an x-term, the
server will not be able to notice this since the s-terms’
Bitmaps are accessed through a different secret token
stag stored in the HTg., hash table which is not linked
to the secret token of x-terms xtag stored in the HT,¢ag
hash table.

THE LEAKAGE OF OUR SCHEME Lp_pic. Our SSE
scheme YgxT1_gIT leaks the number of documents n, the
number of unique keywords m, the search pattern, the
size of the s-term wy, |DB(w1)| and the intersection be-
tween the s-terms of any two queries. The above anal-
ysis confirms that the leakage Lpyxi—_pit is necessary for
a correct simulation. We also model the hash function
as a random oracle and define our security within the
random oracle model for the same reasons mentioned
above for the security of the single keyword SSE scheme.



We claim in the following theorem that our protocol
achieves at least the same level of security achieved by
the interactive BXT protocol.

THEOREM 2. Let Lpx—bir be as defined above. Then

the above described searchable encryption scheme YgxT_pgiT

18 Lpxi—_pit-adaptively-secure SSE scheme and its secu-
rity is at least equivalent to that of Cash et al.’s interac-
tive BXT protocol under the assumption that F' and F’
are secure pseudorandom functions, m is a secure pseu-
dorandom permutation, H and H' are hash functions
modeled as a random oracle and (€,D) is an encryp-
tion scheme as defined above.

S. EXPERIMENTAL RESULTS

In this section, we focus on showing the practical vi-
ability of our solution. We first show that our protocol
is more suitable for very large and dense datasets such
as the Census dataset [16]. We then explain the results
of our experiments on the Census data comparing the
latency between the single-term keyword search vs the
two-term conjunctive queries and how they are affected
by varying the number of documents, the number of x-
terms and the frequency of the involved keywords. In
Appendix we present the results of running these
experiments on the Enron data set to show that our so-
lution is practical, in terms of search time, not only for
the Census data set.

Data Sets. To show that our solution is viable, tests
were run with two data sets: (1) a census data set
[16] with 299,285 rows, 3,993 distinct keywords and
11,347,304 keyword-document pairs, and (2) a subset of
the Enron corpus [1] with 500,000 emails, 520,218 dis-
tinct keywords and 75,062,313 keyword-document pairs.
Each row in the census data set is considered to be a
document d, and each attribute-value pair is treated as
a keyword w. Common words, such as an, the, for,
were removed from the Enron data set. Stemming was
performed as well, to remove word-endings.

Experimental Results. Table[2]and Table[3]show the
storage required for each subset of the Census and En-
ron data sets. The tables also show the estimated size of
what the TSet would be, when used on these data sets.
Comparing the two tables, it is shown that our proposed
scheme occupies less space than the TSet when used on
dense data sets, such as the Census. Our estimation for
the TSet’s storage is based on the TSet instantiation
procedure described in [6]. But, when used on sparse
sets, i.e. the Enron corpus, the BXT are OXT protocols
are a better choice (Note that the BXT protocol is not
secure and its interactive version has considerable com-
munication overhead). Figure [l shows that conjunctive
queries introduce some computational overhead, which
is expected since the identifiers of the s-term need to
be compared to the identifiers of the x-term. We can
also see that the search time grows as the number of
documents increase, which is also expected since the

19

150

—o— W1
—B— w1 N\ wsy

100 *

Time(ms)

50 - *

1 1 1 1
150 200 250 300

Number of documents, 1000

|
100

Figure 1: End-to-end execution time for the single key-
word and non-interactive 2-term conjunctive search on
the Census data set. Note that this figure is produced
using a slightly different previous variant of the BXT-
Bitmap protocol described above. The previous variant
used to send the short key K, rather than storing its
encryption in the hash tables and then decrypting it
during the s-term keyword search.

key generation of the bitmap block keys requires [%]
hash computations. With the conjunctive search, there
is an additional Bitmap subkey generation related to
the x-term at the client side, as opposed to the single
keyword search where only the Bitmap key for the s-
term’s Bitmap is generated. An important note is that
the key generation can be parallelized and would thus
reduce the computational overhead.

In Figure [2| we present results from single keyword
and conjunctive searches where the keywords vary in
frequency. The red line shows that increasing the fre-
quency of the x-term does not affect the search, which
is expected since the s-term determines how many bits
to fetch from the x-terms. Increasing the frequency of
the s-term during a single keyword search (black line)
does not affect the search either, which was also ex-
pected, as the dominant computation during execution
of a single keyword search is the bitmap key genera-
tion. Decrypting the s-term’s Bitmap is dependent on
the number of documents n. However, the blue line
shows that the conjunctive search is highly dependent
on choosing a good s-term, i.e. a keyword with a low
frequency. When the frequency of the s-term increases,
the search time dramatically increases. The increase is
due to the fact that more key blocks need to be gener-
ated during decryption, and that more bits need to be
fetched from the x-terms’ Bitmaps. We emphasize that
our scheme is intended to be used with, and requires, a
low frequency s-term.

We also performed conjunctive searches on the Cen-
sus data set with a varying number of x-terms, which
can be found in Figure |3| It was demonstrated in Fig-
ure [2] that the frequency of the x-term does not affect
the search and thus we let the x-terms in Figure 3| have



n 50,000 | 100,000 | 150,000 | 200,000 | 250,000 | 299,285
N 1,806,214 | 3,792,048 | 5,686,007 | 7,582,582 | 9,478,817 | 11,347,304
HT etog /H T tog 0.12 0.16 0.19 0.20 0.21 0.22
Bitmaps 14 36 62 90 119 149
Est. TSet (BXT) | 61 122 183 244 305 365

Table 2: Storage results in MB for the Census data set, for subsets from 50,000 to 299,285 rows, and the estimated storage of
the TSet. Note that our estimation for the TSet’s storage is based on the TSet instantiation procedure described in [@ where
each entry in the TSet has a value (encryption of a document ID and encryption of a single bit 3) and a label L of size equal
to the security parameter A. Thus the minimal size of each TSet entry is 257 bits. For more details, we refer the reader to the
Appendix. Note that n denotes the number of documents while N = >, DB(w;) denotes the size (total number of keyword
occurrences) of the Census database DB.

n 100,000 | 200,000 | 300,000 | 400,000 | 500,000
N 14,352,245 | 26,509,765 | 43,529,924 | 57,516,347 | 75,062,313
HT etag/H T xtog 7 10 17 25 29
Bitmaps 1582 1414 11446 22124 32513

Est. TSet (BXT) | 461 351 1398 1848 2411

Table 3: Storage results in MB for the Enron data set, for subsets from 100,000 to 500,000 documents, and the estimated
storage of the TSet. Note that our estimation for the TSet’s storage is based on the TSet instantiation procedure described
in @ where each entry in the TSet has a value (encryption of a document ID and encryption of a single bit 3) and a label L
of size equal to the security parameter X\. Thus the minimal size of each TSet entry is 257 bits. For more details, we refer the
reader to the Appendix. Note that n denotes the number of documents while N = 3~ DB(w;) denotes the size (total number
of keyword occurrences) of the Enron database DB.

a varying frequency between roughly 4,000 and 100,000.
This experiment shows that the number of x-terms in a
conjunctive query has very little influence on the search
time. As long as the s-term is well chosen, i.e. has
low frequency, we conclude with these experiments that
neither the frequency of the x-terms nor the number of
x-terms affect the performance in a negative manner.
We would like to emphasize that the aim of our exper-
iments is to give an indication of how well our solution
performs in terms of search time and more importantly
demonstrate how it scales and that x-terms do not af-
fect the performance. The latency experiments were
run on a Lenovo T450 machine with a Intel i7-5600U
CPU with 4 cores, each running at speed 3.2 GHz, and
with a RAM size of 12 GB, and the storage experiments
were run on a VPS with 20 virtual cores of Intel Xeon
€5-2650lv3 at 1.80GHz and 60 GB of RAM. Worth to
note is that the latency experiments only measured the
time from that the client starts to process the query
until it has the decrypted documents identifiers.
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Figure 2: End-to-end execution time for the Census

6. CONCLUSION

In this paper, we proposed a searchable encryption
scheme that executes arbitrary Boolean queries of the
form wq A f(wa, -+ ,wy,). Our scheme realizes Cash et
al.’s BXT protocol @ on the Bitmap index data struc-
ture. This is suitable for environments where computa-
tions and communications are very constrained. More-
over, for some large and dense datasets such as the
Census dataset , our solution occupies lesser storage
compared to Cash et al.’s BXT and OXT protocols @

data set, 299,285 documents. H denotes a term with
high frequency, L denotes a term with low frequency
and V denotes the term that varies in frequency.
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Figure 3: End-to-end execution time for the non-

interactive conjunctive search on the complete Census
data set with a growing number of x-terms. The s-
term has low frequency and the frequency of the x-terms
varies between 4,177 and 100,955.
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APPENDIX
A. THE TSET INDEX

The TSet is a new primitive index data structure pre-
sented in [6]. It is called a tuple set or TSet. It allows
the association of a list of fixed size data tuples with
each keyword in the database. The server retrieves
the corresponding keyword list if the client provides
the right token for the keyword. It has three functions
which we describe in the following.

The first function, TSetSetup, processes an array T
of lists of equal-length indexed by the set of unique key-
words W. For each w € W, T[w] is a linked list t con-
taining the encryptions of the corresponding document
IDs. Note that when the TSet is used with BXT, only
e, the encryption of a document ID ind is added to the
linked lists but when it is used with OXT, e and another
integer y € Zp are added to the linked lists. Note that
in both schemes (BXT and OXT), each element added
to the linked list has a random label, L, generated using
a hash function. For more details about this we refer
the reader to [6]. Thus, the length of T[w] is equivalent
to the number of occurrences of w in the database. The
security goal of T-Set is to hide the length of T[w] ex-
cept for those T[w;]’s previously retrieved by the server
as a reply to the client’s queried w;’s. For more de-
tails, we refer the reader to |6] where it is shown that
the only leakage of the T-Set instantiation as described
in [6] is the total number of keyword occurrences in the
database, namely, N = > |T[w]|. The output of
this function is the TSet data structure and the ran-
domly chosen secret key K used by the TSetGetTag
function to generate the secret token or trapdoor stag.

The second function, TSetGetTag, takes a secret key
K7 and a keyword w as inputs and outputs stag —
F(K7,w) where F is a PRF. It is used by the TSetSetup
during the setup of the encrypted database at upload
time and also by the client to generate the correspond-
ing key-dependent token for each keyword.

The third function, TSetRetrieve, takes as input the
TSet and stag and returns the data associated with the
stag corresponding to the client’s queried keyword.

B. ENRON RESULTS

Note that all the figures in this Section are produced
using a slightly different previous variant of the BXT-
Bitmap protocol described above. The previous variant
used to send the short key K, rather than storing its
encryption in the hash tables and then decrypting it
during the s-term keyword search. Figure |4 and Figure
shows the experimental results on the Enron dataset
of the same experiments on the Census dataset shown
in Figure [1| and Figure [2] respectively. We see similar
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Figure 4: End-to-end execution time for the single keyword
search and non-interactive 2-term conjunctive search on the
Enron data set.
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Figure 5: End-to-end execution time for the Enron data set,
300,000 documents. H denotes a term with high frequency,
L denotes a term with low frequency and V denotes the term
that varies in frequency.

results for the Enron corpus, which show that our pro-
posed scheme’s latency does not depend on the data set.
However, as previously stated, our scheme is optimal for
dense data sets such as the Census data set.
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