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ABSTRACT

Current bartering platforms place the burden of finding si-
multaneously executable quotes on their users. In addition,
these bartering platforms do not keep quotes private. To
address these shortcomings, this paper introduces a privacy-
preserving bartering protocol secure in the semi-honest model.

At its core, the novel bartering protocol uses a newly-developed

bipartite matching protocol which determines simultaneously
executable quotes in an efficient manner. While the new
privacy-preserving bipartite matching protocol does not al-
ways yield the maximal set of simultaneously executable
quotes, it keeps the parties’ quotes private at all times.
Moreover, our new privacy-preserving bipartite matching
protocol is more efficient than existing solutions in that it
only requires linear communication in the number of quotes
the parties specify.

1. INTRODUCTION

In the past, bartering occurred predominantly one-to-one
within local communities. Nowadays, online platforms such
as NATE [o0], Read It Swap It [22], Craigslist [6], and
TradeYa [26] facilitate bartering beyond local communities.
These bartering platforms typically allow their users to ad-
vertise their offered commodities and to indicate which de-
manded commodities they are willing to accept for an offer.
This naturally leads to pairs of an offered and a demanded
commodity which we refer to as quotes. If the offered com-
modity of a quote is equal to the demanded commodity of
another user’s quote and vice versa, we say that the quotes
are compatible. As users commonly hold an offered com-
modity only at a single quantity (e.g., for books [22]), some
quotes of a user may be competing in the sense that the
offered or demanded commodities coincide. To facilitate an
efficient exchange, it is desirable to determine as many simul-
taneously executable quotes as possible, i.e., to find a multi-
tude of compatible quotes where the offered and demanded
commodities are pairwise different. However, today’s plat-
forms generally require users to manually determine which
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of their quotes are compatible with a quote from another
user and force users to disclose their quotes.

To the best of our knowledge, the work from [7] is the
only approach to date addressing privacy-preserving barter-
ing for two parties that keeps quotes private and eliminates
the need for a trusted third party. However, a shortcoming
of the protocol from [7] is that as input it allows only one
quote per party and the protocol is therefore restricted to a
narrow use case. By combining [7] and [27] in a straightfor-
ward fashion, it is possible to build a bartering protocol
which always yields a maximal set of simultaneously ex-
ecutable quotes but is inefficient in that its computation
and communication complexities range from Q(no . nl) to
O(min(no,n1) - mo - n1) where ng and n1 denote the number
of quotes from the first party and second party, respectively.

It is in this context that this paper proposes a novel and
efficient two-party bartering protocol that determines simul-
taneously executable quotes based on set intersection and bi-
partite matching. Our main contribution is a probabilistic
privacy-preserving bipartite matching protocol whose com-
putation and communication complexities are in O(min(no,
n1)). Unlike existing privacy-preserving bipartite matching
protocols, our protocol does not yield a maximal matching in
all cases, but allows us to keep compatible quotes as well as
the quotes of both parties private. To the best of our knowl-
edge, it is impossible to keep this information private using
existing protocols. Our bartering protocol requires merely
O((no +n1)log(no+mn1)) computation and communication.
We prove the security of our protocols in the semi-honest
adversary model.

2. PRELIMINARIES

2.1 General Notations

Let N := {1,2,...} denote the set of natural numbers.
Then, N; := {1,2,...,i} for 4 € N. Forn € N, ¥, is
the set of all permutations of N,,. For a non-empty set S,
s <g S denotes that s € S is sampled uniformly at ran-
dom from S. For £ € N, V := (V[1],...,V[{]) € S*
denotes an ¢-dimensional column vector with components
V[1],...,V[f] € S. For n € N column vectors V; € S*
(i € Ny), we write W := [Vi---V,,] € S*™ to denote
the £ x n matrix with columns Vi,...,V, and £ - n entries
Vi[i] € S (j € Ng). Similarly, for matrices Wy € $**™ and
Wa € §4%m2 [Wy Wa] € §Ex(n1+72) denotes the £ (n1+n2)
matrix formed by concatenating the columns of W7 and Ws
(¢,n1,n2 € N). For a plaintext m € P and the corresponding
ciphertext E(m) € C, we use the abbreviation m := E(m).
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We define P, C, and E(-) for Paillier in Section E4. For vec-
tor V! € P* (£ € N), V' € C* is a component-wise encryp-
tion of V’. Analogously, for a matrix W' € P**™ (£,n € N),
W' e C*™*™ is an entry-wise encryption of W’. For a se-
quence of n € N integers z1,...,2n € Z, the prefix sum is
the sequence y1,...,yn € Z with y; := Z;zl xy for i € N,,.
For a,b € Z and % € {<,>,<,>,=}, ax' b € {0,1} indi-
cates whether axb holds. The two parties participating in
the protocols are denoted as Py and P;.

2.2 Bipartite Matching

Following the definitions from [8], a bipartite graph G :=
(A, B, Mp) is an undirected graph with nodes A U B where
ANB = 0 and edges My C A x B. A matching in G is
a subset of edges M C My such that for all nodes a € A
at most one edge of M is incident on a and for all nodes
b € B at most one edge in M is incident on b. A node a € A
(a node b € B) is matched, if some edge in M is incident
on a (on b). Otherwise, the node is unmatched. A maz-
imal matching in G is a matching M such that for any
edge (a,b) € Mo\ M, M U {(a,b)} is not a matching. A
mazimum matching in G is a matching M such that for any
matching M’ it holds that |M| > |M’|.

2.3 Semantic Security

A formal treatment of semantic security is provided in [I2].
The intuition behind semantic security is that adversaries
should be unable to derive any partial information about
the plaintext from the ciphertext [16]. There is an equivalent
and much simpler definition of semantic security with regard
to indistinguishable encryptions under a Chosen Plaintext
Attack (CPA) [i6]:

Definition 1. The PubKj;"(Gen’E’D)
of the of the following steps [i6]:

(n) experiment consists

1. Key generation algorithm Gen is run to obtain (pk, sk).
2. Adversary &/ is given pk as well as oracle access to en-
cryption function Epk(-). The adversary outputs a pair
of messages mo, m1 of the same length. (These mes-
sages must be in the plaintext space associated with

k.

3. F/; r)andom bit b + {0,1} is chosen, and then a cipher-
text My < Epk(ms) is computed and given to &/. We
call mp the challenge ciphertext.

4. o/ continues to have access to Epk(-), and outputs a
bit b'.

5. The output of the experiment is defined to be 1 if
b’ = b, and 0 otherwise.

Definition 2. A function f is negligible if for every polyno-
mial p(-) there exists an n’ such that for all integers n > n'
it holds that f(n) < 7. I8

Definition 3. A public-key encryption scheme (Gen, E, D)
has indistinguishable encryptions under a chosen-plaintext
attack (or is CPA secure) if for all probabilistic polynomial-
time adversaries <7, there exists a negligible function negl

s.t. Pr (PubK;f;""‘(Gen’E’D)(n) = 1) < 1 + negl(n). [18]

2.4 Threshold Paillier

Our protocols require an additively homomorphic (2,2)
threshold cryptosystem that is semantically secure. As the
threshold variant of the Paillier cryptosystem [21] from [g]

108

satisfies all of our requirements, we use it throughout this
paper.

A (t,n) threshold scheme divides data d into n pieces
di,...,d, such that knowledge of any ¢ or more d; pieces
allow the computation of d, whereas knowledge of any ¢ — 1
or fewer d; pieces leaves d undetermined [23].

We use the key generation, encryption, and decryption
phases for the threshold cryptosystem by Fouque et al. [R].

Key Generation. Select a modulus N = pg where p and
q are strong primes and p = 2p’ + 1 and ¢ = 2¢' + 1. Let
security parameter x denote the size of N in bits and set
N’ :=p'q'. Pick B <3 Z¥, (a,b) <s Z* x Z* and set g :=
(1+ N)*-bY mod N?. Share the private key SN’ among
the two parties Py and P1 using Shamir’s (2,2) threshold
scheme [23] such that party P; (¢ € {0,1}) obtains share sk;.
The public key is pk := (g, N, 8) where 6 := L(¢g"'?) = aN'B
mod N with L(u) = “*.

Encryption. To encrypt plaintext m € P in plaintext
space P := Zn, choose r +g Zy, and compute E(m) :=
g™ mod N?. Ciphertext E(m) is in the ciphertext space C
= L2

Decryption. To decrypt m € C, each party P; (i € {0,1})
computes its decryption share th; = m2** mod N? for
A = 2. The parties then jointly combine their shares to re-
cover the corresponding plaintext m by computing D(m) :=
L(Hje{o,l} m?uj mod NQ) ’ ng
2- A and g1 = —A. Protocol m(22).pec denotes the corre-
sponding threshold decryption protocol.

Properties. The plaintext space P and the addition +
modulo N form the group (P, 4), while the ciphertext space C
and multiplication - modulo N? form the group (C,-). For
all mq, ma2 € C, threshold Paillier enables homomorphic
addition denoted as M1 +p Mo := M1 - M2 mod N2. As we
have D(M1 45 M2) = m1+ma, the group (C, +4) is additive.
Threshold Paillier allows for re-randomizing a ciphertext m
€ C by computing Rnd(m) := m +, E(0) where E(0) is a
random encryption of 0 and thus Rnd(m) is a random en-
cryption of m. For security reasons, it is typically necessary
to re-randomize a ciphertext that results from one or more
homomorphic additions. For V € C* (¢ € N), Rnd(V) de-
notes a component-wise re-randomization of V. Similarly,
for W € C**™ (¢,n € N), Rnd(W) denotes the entry-wise
re-randomization of W.

2.5 Security Model

In the following, we present the definitions necessary to
describe the security model for our protocols. We consider
a semi-honest adversary, i.e., the adversary controls a set
of corrupted parties which follow the protocol but attempt
to learn new information from their internal coin tosses and
received messages. Furthermore, we assume that the ad-
versary is computationally bounded and non-adaptive. The
latter means that the corrupted parties are fixed throughout
each protocol execution. Since we consider two parties, up to
one party can be corrupted. We assume authentic commu-
nication channels which prevent tampering with exchanged
messages but allow eavesdropping.

The next definition characterizes the information a party
gathers during a protocol execution.

mod N = m with o

Definition 4. Let m be a two-party protocol for a func-
tionality F : {0,1}* x {0,1}* — {0,1}" x {0,1}" on inputs
(o, 1) where z; (i € {0,1}) is the input of party P;. Let r;



denote the outcome of coin tosses on the random tape of P;
and let m;; (j € N,, with n; € N) denote the jth mes-
sage P; received during an execution of w. The view of P;
during an execution of 7 is denoted as VIEWT (zo, x1) :
(i, Ti, M1, ..., Min, ). The output after an execution of =
on inputs (zo, 1) is denoted as OUTPUT” (zo, x1) :
(OUTPUTG (xo, 1), OUTPUTT (xo,x1))) where
OUTPUTY (zo, x1) is the output of P;. [

In the following, we define our adversary model. The un-
derlying idea is that a party following the protocol specifica-
tion is unable to learn anything from executing the protocol
besides what it can deduce from its own input and its pro-
tocol output.

Definition 5. Let m be a two-party protocol for a func-
tionality F : {0,1}* x {0,1}* — {0,1}* x {0,1}* on in-
puts (zo,z1) where zo is the input of Py and z is the in-
put of P;. Let F; denote the output of party P; where
1 € {0,1}. Protocol m computes functionality F securely in
the semi-honest model if two probabilistic polynomial-time
algorithms Sy, S1 exist such that for all ¢ € {0, 1}, it holds

that {Si(xi,]'—i(xo,.’E1)),f($0,$1)}x0,x1 é {VIEWZ’(a:o,a:l),

OUTPUT™ (z0, 1) }ay,z, Where = denotes computational in-
distinguishability. 1]

Simulators Sp and S; must run in polynomial-time in the
security parameter of the underlying primitive. We assume
that the security parameter is sufficiently large and omit the
parameter in Definition B and the remainder of this paper.

Our security proofs utilize the Sequential Composition The-
orem [8]. Assuming that a protocol m for functionality f is
composed of a set of subprotocols p1, ..., pm which securely
implement functionalities g1, . . ., gm, the theorem states that
if a protocol 7'—which replaces the subprotocol calls p1, . . .,
pm of 7 by calls of a trusted third party computing g1, ...,
gm—securely computes f, then 7 securely implements f.
The calls of the trusted third party must happen sequen-
tially rather than concurrently.

Throughout this paper, we write (0g,01) < F(zo,z1) to
denote that on input x; (¢ € {0,1}) from party P;, func-
tionality F provides P; with output o;. In case both par-
ties provide input x and both parties receive output o, we
write (0) <— F(x). We use analogous notation for a proto-
col .

3. INTUITION AND APPROACH

The goal of our bartering protocol is to determine a set
of simultaneously executable quotes based on the quotes
from Py and P; in a privacy-preserving manner. By viewing
the offered and demanded commodities from Py as nodes in
a graph where an offered and a demanded commodity is con-
nected by an edge iff the commodities form a quote from Py
for which a compatible quote from P; exists, we can reduce
the problem of selecting simultaneously executable quotes
to bipartite matching.™ To obtain this graph, we need to
first find the quotes from Py which are compatible with a
quote from P;. With Py, and P; having a set of quotes,
we are able to reduce this problem to the well-studied set
intersection problem. Consequently, the components of our

'Note that in case the parties hold different numbers of
quotes, lower complexities are achievable if the party with
fewer quotes assumes the role of Py.
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privacy-preserving bartering protocol are privacy-preserving
protocols for set intersection and bipartite matching.

Existing privacy-preserving set intersection protocols typ-
ically operate on integer elements. To make these proto-
cols work with quotes, we encode each commodity and each
quote as distinct integers. Specifically, the encoding of quotes
is such that an encoded quote from Py is equal to an encoded
quote from P; iff the quotes are compatible. Moreover, in
bartering where the intersection corresponds to compatible
quotes, the intersection is an intermediate result that must
be kept private. To enable the further use of the inter-
mediate result, we augment each quote with an encrypted
indicator signifying quote compatibility. To implement set
intersection, we choose the protocol by Huang et al. [T3] as
a basis owing to its efficiency. Furthermore, the generic de-
sign of the garbled circuit-based protocol allows us to adapt
the protocol and implement it using threshold homomorphic
encryption.

The main challenge for bipartite matching is to keep the
compatible quotes and the quotes of both parties private
at all times. In our approach, we leverage the fact that
although Py must not learn which of its quotes are com-
patible, it naturally knows its own quotes. Thus, we strive
to base our protocol on a suitable non-privacy-preserving
matching algorithm. Candidates include the Hungarian al-
gorithm or the flow network-based bipartite matching algo-
rithm from [6]. However, to make these algorithms privacy-
preserving, both parties would at least need to know the
number of nodes (corresponding to the commodities from Fy),
or the number of edges (corresponding to the compatible
quotes), or both. As we must not disclose this information,
to the best of our knowledge it is impossible to achieve our
privacy requirements using these algorithms. To keep the
information that these algorithms disclose by construction
private, we base our approach on online bipartite match-
ing. In online bipartite matching, the edges of the graph are
revealed step-by-step rather than at once. The algorithm
makes irreversible matching decisions when new edges are
revealed. We use the online bipartite matching algorithm
OBLIVIOUS by Mastin and Jaillet [I8] as a starting point.
OBLIVIOUS takes a bipartite graph G = (A, B, M) as its
input (edges are revealed iteratively per node a € A) and
outputs a matching in G. When the edges for a node a € A
are revealed, the algorithm matches node a to a random
node b € {b € B | (a,b) € Mo}, as long as b’ is un-
matched. If b was matched before, OBLIVIOUS never
matches node a.

OBLIVIOUS potentially leaks information about the edges
to a party which learns the order in which the algorithm
attempts to match the nodes a € A. To illustrate this leak-
age, consider the bipartite graph ({a1,az2}, {01}, {(az2,b1)})
for which the output of OBLIVIOUS is {(a2,b1)}. If a party
learns that OBLIVIOUS attempted to match a; before as,
then the party can deduce that edge (a1, b1) does not exist.
To overcome this issue, we derive the non-privacy-preserving
matching algorithm PRUNE (Algorithm @). PRUNE also
allows us to leverage the fact that Pp knows A and B but
not the edges between them.

To implement PRUNE in a privacy-preserving fashion such
that the compatible quotes are not disclosed to any party
and the quotes from Py are kept private from P;, both par-
ties first obliviously shuffle the encrypted quotes from Pp.
Then, they jointly decrypt the encrypted offered commodi-



Algorithm 1: PRUNE

Input: A bipartite graph G = (4, B, My C A x B)
Output: Matching M in G

1 M1 Z:@

2 for a € A do

3 Ni(a) :={b€ B| (a,b) € Mo}
4 if |[Ni(a)| > 0 then

5 b%$ N1(a)

6 M, = M1U{(a,b)}

7 M2 22@

8 for b € B do

9 NQ(b) = {a€A| (CL,b)GMl}

10 if |[N2(b)| > 0 then

11 a +s N2(b)

12 My := My U {(a,b)}
13 return M-

ties such that only Py obtains the result. As both parties
shuffle the quotes and only the offered commodities are de-
crypted (which Py already knows), P, will not learn the
order among the quotes with the same offered commodity.
For each distinct offered commodity, the parties obliviously
select only the leftmost compatible quote by updating the
encrypted quote compatibility indicators. In doing so, P
obliviously computes the prefix sum over the indicators of
each offer-subsequence using homomorphic addition. For
each quote, the parties then obliviously compute an indi-
cator signifying whether both the corresponding prefix sum
value is 1 and the corresponding quote compatibility indi-
cator is 1. This idea of expressing the indicator condition
using a prefix sum allows us to save communication, since Py
can compute the prefix sums locally. As the quotes are shuf-
fled, the parties select a random compatible quote for each
distinct offered commodity. This procedure implements the
first loop of PRUNE. We implement the second loop us-
ing the same idea. Finally, the parties obliviously filter the
quotes w.r.t. the indicator to obtain the simultaneously ex-
ecutable quotes. To achieve low complexities for bipartite
matching and the oblivious shuffling building block, we chose
to implement our bartering protocol using threshold homo-
morphic encryption.

In the full version of this paper we show that PRUNE and
OBLIVIOUS yield matchings of the same size (the match-
ings are potentially different), provided that both algorithms
make the same random choices when they attempt to match
anode a € A. Consequently, we can apply the matching size
analysis for OBLIVIOUS from [I¥] also to PRUNE.

4. BUILDING BLOCKS

This section discusses both existing building blocks and
introduces novel building blocks used as part of our novel
bartering protocol. We emphasize that if the input of a pro-
tocol is encrypted, then the parties are not required to know
the corresponding plaintext. If the output of a protocol is
encrypted, then a party will not learn the corresponding
plaintext (unless the party can derive the plaintext from its
input). In the following, all proofs are omitted and deferred
to the full version of this paper.
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4.1 Existing Building Blocks

Comparison. Functionality F5>C takes ciphertexts g
and m, € C as its input and provides each party with an
XOR-share of the bit mg <" my.

Definition 6 (FGr5°: Less Than (LT) Comparison with
Ciphertext Input (CI) and Shared Output (SO) [09]). Let
Py and P; both hold encryptions mo and mi of mo,m1 €
P as their inputs. Then, functionality Fia S is given by
(b b)Yy — FESO (g, ma)) with b «g {0,1} such
that b := b & (mo <" my1).

Owing to the properties of XOR and <”, b and 5 in
Definition B are chosen such that we have b @bV =1 <
mo < mi. To allow for the comparing of plaintexts, we as-
sume that plaintexts are represented by their congruent in-
teger in {0,1,...,|P|—1}. We refer to the variants of Fp>°
for Greater Than (GT), Less Than or Equal to (LTE), and

Greater Than or Equal to (GTE) as FG5°°, Fan©, and

FSEEO, respectively. The definitions for FGu°0, Frano,
FEERO follow from replacing < by >7, <7, and >", respec-

tively, in Definition B.

A protocol implementing F{45© is introduced in [£9] which
extends the comparison protocol from [I7] with shared out-
put. Both protocols enforce an upper bound on the plain-
texts corresponding to the encrypted inputs based on (2, 2)
threshold Paillier.

Oblivious Merge. The input of functionality ng\lz;ge is
an encrypted matrix with n columns such that the first k*
columns and the last n — k™ columns are each in ascending
order with respect to the plaintexts of the j"th row. The
functionality reorders the columns of the input matrix such
that all columns of the re-randomized output matrix are in
ascending order with respect to the plaintexts of the j*th
TOW.

Definition 7 (Fgl’\f;ge: Oblivious Merge). Let Py and Py
hold [V --- V,] with V; € C* (i € N,,) such that Vi[j*] <

- < Vier[57] and Vi1 [5*] < -+ < Vi [5*] where k* €
N,—1 and j* € Ny are fixed. Then, functionality ]—'gﬁ;ge is
given by (Rnd([Vo) - Vo)) < Fotterge (V1 -+ Val)
with o € X, such that V,)[5*] < --- < Vo [l57]

Jonsson et al. [I4] present a secret sharing-based proto-
col for fgl’\l;;ge named odd-even-merge. Implementing the
protocol from [i4] using homomorphic encryption requires
replacing the compare-exchange building block by the obliv-
ious greater than swap protocol from [27].

Oblivious Shuffle. Given an encrypted matrix as its input,
functionality Fo-shume randomly shuffles the columns and
re-randomizes all entries.

Definition 8 (Fo.shumie: Oblivious Shuffle [27]). Let Po
and P, hold [V,---V,] with V; € C* (i € N,,). Then,
functionality Fo_snuge is given by (Rnd([V,(1) Vo))
— Foshumme([V1---V5,]) with o +¢ 2.

Oblivious Filtering. The input of functionality ]-—g_Filter is
an encrypted matrix where the plaintexts corresponding to
the entries in the j*th row are either 0 or 1. The function-
ality determines a matrix which contains only the columns
from the input matrix where the entry in the j*th row is 1.



The resulting matrix does not include the j*th row of the
input matrix.

Definition 9 (.7:0 Filter: Oblivious Filtering). Let Py and
Py hold [V ---V,] with V; € C* and V;[j*] € {o, 1} (1 e
N,) for a fixed j* € Ng. Then, functlonahty ]:o Filter 1S
given by (Rnd([V; ) Vi) it (V1 V)
with n' = #{i € N, | Vi[§7] = 1}, 0 < En,and
WiV ={(Vall, .. Vil =1 Vils™ 4+ 1]
Vel e ¢t |zeNn/\%[[j ]]_1}

Protocols for Fo_shutme and ]:(];Fi]m based on (2, 2) thresh-
old Paillier are presented by Wiiller et al. in [27)].

Shared Permutation. Functionality Fsp receives the same
ciphertext pair from each party as its input. In addition,
Fsp receives a share of a bit from each party as part of the
input. If the bit is 0, Fsp outputs a re-randomization of the
ciphertext pair. Otherwise, Fsp swaps and re-randomizes
the components of the ciphertext pair and outputs the re-
sult.

Definition 10 (Fsp: Shared Permutation (SP)). Let Py
and P; hold (7o, m1) € C2. In addition, let P; (j € {0,1})
hold bit b € {0,1} as its input. Then, functionality Fsp is
given by (Rnd((, M1—s))) < Fsp (Mo, m1, b)), (Mo, M1,
b)) where b := b @ b,

In conjunction with a comparison protocol with shared
output, shared permutation allows us to implement oblivi-
ous swapping [27] and oblivious predicate evaluations such
as an equality test. It is possible to derive a protocol for Fsp
from the main protocol in [[d]: Py sends Rnd((7io, m1)) to
Py iff 5@ ="0. Otherwise, Py sends Rnd((71,o)). Py pro-
ceeds analogously based on the received ciphertexts as well
as its bit 5! and eventually transmits the result to Py.

4.2 Novel Building Blocks
4.2.1 Oblivious Duplicate Marker

Functionality. fg)iDup takes an encrypted matrix as its
input where the plaintexts corresponding to the entries in
the j*th row are in ascending order and determines dupli-
cates among these plaintexts. In doing so, it obliviously
checks all adjacent entry-pairs for equality, thereby generat-
ing encrypted rows [ + 1 and [ + 2. For an entry in the j*th
row, the corresponding entries in rows [ + 1 and [ + 2 indi-
cate a duplicate with the left and right 5*th row neighbor,
respectively.

Definition 11 (]:o pup: Oblivious Duplicate Marker). Let

P and Py hold V := [Vy---V,)] € (CEX" such that for a
fixed j* € N, it holds that V4[] < --- < V,,[5*]. Then,

functionality F7, pup i given by (V') « FJ. Dup(\7) with
V' = [V} V5] € CH2X™ quch that Vi[j] == Vi[j] G €
Ny, j € No), Vi, [0+1] := b (¢ € Nu\ {1}), V’,,[[£+2]] =
b9V (" € Nn_1), and (v’ [[z + 1], VL [e + 2]) == (bo, bo)

//Jrl
where BE?’I) =BV 1 [5*] =" Vi [57]) and bo := E(O)

Protocol. Implementing fé*_Dup requires an oblivious equal-
ity check for each pair of adjacent entries in the j*th row of
the input matrix. The oblivious equality check must yield

Po: [Vi--- V] €CX7
1. (130,131) = (E(0),E(1))

2.
3. for i/ € N, \ {1}

Py: [V1---Va] €C7

bo, bx
-y

0 b)) — 7SOV a7 Ve 57D
(b59)27b(1))<— mare. (Viali*] Vi [[J D

((b//(o ,1) b///(O 1))) « WSP((bm bl, b )7
(60,617135/ 1))
(B, B)) = e (o, BV, b10),),
(b b//(O 1) b /32)
end

/* Each party locally builds the output: */
4. Vi € N,Vj € Ng, Vi[4] := Vs 5]
5.Vi' € N\ {1}, V., [0+ 1] := 5OV
6. Vi" € Ny_1, Viu[t+2] := bg?,pl
7. (Vi[e+ 1]],7‘7;[[€7+ 2]) == (bo, bo)
8. output [Vi|-- V7]

.
Protocol 1: TO-Dup-

a ciphertext of the result to not leak intermediate results
when used in bartering.{ The idea is to express equality as
the conjunction of a <” and a > comparison. Thus, the

CLSO as well as 75580 and combine the

parties execute 7w
shared outputs using msp to determine a ciphertext of the
equality check.? In Steps 4 to 7, each party locally builds

the output from these ciphertexts and the input.

Lemma 1. Let Py and Py hold [V1---V,] € € C™"™ such
that for a fized 7 € Ny, it holds that V1[[j 1< < W51
Then, 7r0 Dup COMPULES functionality -7:0 Dup securely in the
semi-honest model.

Theorem 1. If the subprotocols of 7T](;_Dup are implemented
as outlined above and composed as in Y, p,,, then the com-

munication and round complezities of W{;Dup are in O(n)
and its computation complezity is in O(n - ).

4.2.2  Oblivious Prune
Punctionality. Given [V - n] € C”" and {(Vi[41],

Villiz]) | ¢ € Ny} as the input, féli,]fu’ie updates Vi[5*],.
Val5*] such that {(Vi[ji], Vilss]) | ¢ € Nu AV 7] = 1} isa
matching in the bipartite graph ({V;[ji] | ¢ € N.}, {Vi[j5] |
i € No}, {(Vilii], VilizD) | € No AVA[5"] = 1})

Definition 12 (féfljgui: Oblivious Prune). Let ji, j5,
j* € Ny be fixed and pairwise different. Let Py and P
hold V := [V1---V,] € C*" such that Vi[j*] € {0,1}
(i € No) and G := ({Vi[5i] | i € No}, {Vil5z] | 7 €
N b {A(Vilgi], Vilgz]) | @ € No A Vi[5*] = 1}) is a bipartite
graph. Let P, additionally hold V' U1+92) .= {(V;[4{], Vi[43]) |
i € N, }. Then, functionality félgfu’ie is given by (Rnd([VU(l)

Vi)  FEL229°(V,V0i93)), V) with o 5 S,

20Qur privacy-preserving equality test protocol supports
(i) threshold Paillier, (ii) ciphertext input, and (iii) cipher-
text output. Moreover, it is (iv) correct with non-negligible
probability and (v) efficient in terms of complexity. Existing
equality test protocols such as [25] do not exhibit all of these
properties.




Py: [V V,] e C™my Py: [V n] € C"
{(Vz[[h]]avz[[h]]) i € N}
LV V= [Vie Vo] [V Vo= [V Vo)
2a. for b=1 to 2 B B
([Vip- - Vasl) < mo-snume([V1--- V73])
2b. for i € N,
(vijb), 1)+ 7F(2,2)-Dec(‘7¢,b[[j§]])
end
2c. (55 (J ), (J ) ,bo, b1) := (E(0), ..., E(0), E(0), E(1))
2d. for U(Jb) € {vijb yee ,Ugw}
5:=E(0)

I={ieN, v’ =0}
for i € I from min(I) to max([)
(J ) _Vzb[[] J+ns

s —si’]b

end

end
2e. (319),...,89,)) = Rnd((3Y,,...,37})))

gll(Jb )7"'77{,5]1; 7b05b1
T2f ——
2g. for i € N,

(BL3 . BLY) = w&FO (55, b))

<<V£Jb ) V) 7rsp<< Violi*], bo, 8 <°’>,

(Visli*T, bo, B))
2h. Viplj] = V) Vil =V,
end
% [V} V)] = (V- V] =
Vip Vil WVip Vil
end
3. (VY- Vi) « moshume([V1 - V1))

4. output [V .- V] output [V{--- V]

Protocol 2: ﬂ—g;r;uiz
and Vi = (V.[1l, ..., Valj* — 1], Vi[5*], Val5* + 1],
Vil€]) (i € N,) where V/[j*] € {0,1} such that {(V;[ji],
Vilgs]) | i € Ny A V/[*] = 1} is some matching in G.
Protocol. wggfuiz is a privacy-preserving implementation
of PRUNE (Algorithm M). In the bth iteration (b € {1,2})
of the outer for-loop, which comprises Steps 2a to 2i of Pro-
tocol B, the parties match each node in {V;[j;] | ¢ € N} to
a random node contained in {V;[j3_;] | ¢ € N, }. In Steps 2¢
to 2e of Protocol B, Py locally computes the encrypted prefix
sums which the parties use in Steps 2g to 2i to obliviously
update the indicators Vi[§*],..., Va[j*]-® In Step 3, the
parties shuffle the columns to prevent the parties frogn *de*-
riving any information about the original edges if ﬂg_gfu’ie
is used as a subprotocol and its output is decrypted.

Lemma 2. Let ji, j5, j* € Ny be ﬁxed and pairwise differ-
ent. Let Py and Py hold V :=[V1-- € C™ such that
Vili*] € {0,1} (i € Ny) and ({Vi[ji] | i Nn}y{Vz[[h]] lie
N}, {(Vi[ji], Vilz]) | i € N A Vi[57] = 1}) is a bipartite

3The set {U(Jb yee ,vgb } from Step 2d potentially contains
fewer than n elements. A computation complexity of O(n)
in Step 2d can be achieved using a hash table that associates
the indices I with each node vUs). Each party carries out
Steps 2h and 2i locally, i.e., without communicating with
the other party.
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graph. Let Py additionally hold VU2 = {(Vi[51], Vilia]) |
i € No}. Then, 7TJ01 ;fufw computes functionality F)\ 227
securely in the semi-honest model.

31,3353
Theorem 2. If the subprotocols of7r01 Pfune

. Jtidn.0"
as outlined above and composed as in o 2

are implemented

then the com-
31050

-Prune are

munication and computation complexities of
in O(n - L) and its round complexity is in O(n).

5. BARTERING PROTOCOL

A commodity c is a good or a service from the domain of
commodities € = {c1,...,¢Ci,...,cx}. We encode commod-
ity ¢; using its unique index i € Ni. We assume that the
domain of commodities ¥ is public.

A quote v9) of P; (j € {0,1}) is a pair y7) = (cgj),cgj))
of an offered commodity c(]) € Ny and a demanded com-

modity c(J) € Ni. Quote v) expresses that P; is willing to

give e in exchange for receiving c(J )

Quote v = (c§ @, m) (j € {0,1}) and quote y(!79) =
(S, c(1 7)) are compatzble iff it holds that (c§) = (1_3))/\
(cfij) = 5,1 ])). Otherwise, 790 and v*=9) are incompatible.
The bijective functions fy : N2 — N2, (o, ca) — (co—1)-k+
cq used by P and fi : Ni — Ng2, (co,cq) — (ca—1) - k+co
used by P; encode a quote as an integer, enabling us to check
quote compatibility using an integer equality test.

The set of quotes from P; is denoted as ') = {(¢

Cots Can)s
e (CS,JZLJ, nglj)} where T = {C(J) S nJ} (T r\ .=
{cgi, m }) is the set of offered (demanded) commodi-
ties assomated with ') B
Given the sets of quotes I'"® and '™V, the set of com-
patible quotes Fr(jo‘l) from the perspective of Py is the set

@) .0G)

TOD [ ) € 1O | Il D) e 1O ; ((© =
cfil)) A (cfio) = ¢!")}. Using fo and fi, we can rewrite
TOD a5 TOD — {(cl®c®) € 1O | I, D)y e 1
fo(céo),cff)) A, ).

For the sets of quotes I'® and I'™| a set of simultane-
ously executable quotes from the perspective of Py is a sub-
set of compatible quotes 1“‘(|0’1> - Ffjo’l) such that all offered

commodities that are part of a quote in %Y are pairwise
different and the same holds for all demanded commodities.
Given I and T'™ as its input, FBseq computes a set of

simultaneously executable quotes Fl(‘o’l).

Definition 13 (Fgseq: Bartering with Simultaneously Ex-
ecutable Quotes (BSEQ)). Let P; (j € {0,1}) hold the
set of quotes I'Y) with [I'¥W| = n;. Additionally, let P;
hold ni1—;. Then, functionality Fseq is given by (I‘<0 1)) —
-FBSEQ(F(O)7F(1))
ecutable quotes from the perspective of Pp.

where F\(I " is a set of simultaneously ex-

A protocol mseq implementing Feseq is given in Proto-
col B. As motivated in Section B, the protocol has two main

Tt is assumed that Step 2d of Wg_igfl;ie
O(n) time using, e.g., a hash table.

5Note that we assume that a party does not demand any
commodity it offers, i.e., T N F;ﬁ =0 (j€{0,1}).

is implemented in



Po: TO = {(c
0 0
o, (cf7 T)Lo,cfi ZLO)},m

1. Compute og € X5, s.t.

(0) 0
fole 000(1)’ dao(l)) <

(0)
< fO( o Uo(no)’cd 008“0))
2. Vi € Ny, set U

0 0
(E(Cg,(),o(i))y E(Cfi 3,0(1))

0 0
B(fo(c) el ) B(1)
T .=

(0) (0)
Co,15 €4, 1)

Pll F<1) = {(
(1)

A (conl,cdn1

(1) (1)
Co,11Cq, 1)

)}imo
Compute o1 € Xy, s.t.
(1) e
fl( OU<11()1 ) dalg;) <-
< fl( ° gl(nl)’cd d1(n1))
V’L € ana set U
1 1
(E(C; 3}'1(1 ) E(C‘() f)fl(i' )’
E(fi(c (1) (1)
00'1
T

e ) EO))
3 o

oW .= g" .“5531)]
4.(TOV) wé’;z erge(T© TM))
5. (V) md. b (D) B
6. (VS VD) ¢ 7 pirer (VOD)
7a. for 7 € ng
B, b)) — 7SO (VO[4], VIV [5]))
(VI VD)) < msp (VO [4], VIV 5], ),
VO], VIV[5], 68M))
7b. ‘7;(0> = ‘7;«)) =
VOuLVORL V) VOuL VO VY)
end
8. (W)
9. (W4 -
10. S:=10
11a. for 7 € Ny,
() 72 Dec(W
( &O)) — 7T(2,2)—Dec(W
0 0
SU{(e, )
end
12. output S

/(0 /(0
“ wé%‘?me([v/( RN )

W) . ritter (W)
S:=10

11b. S :=

output S

Protocol 3: mBsEqQ-

components: privacy-preserving set intersection for oblivi-
ously determining compatible quotes (Steps 1 to 7b) and
privacy-preserving bipartite matching to select simultane-
ously executable quotes (Steps 8 to 12). The set intersec-
tion component starts with each party P; (5 € {0, 1}) locally
sorting its quotes with respect to the encoding function f;.
Each party then augments its quotes with a bit indicat-
ing the owner and encrypts the augmented quote. Next,
the parties exchange their sorted and encrypted quotes and
obliviously merge them as columns into a matrix such that
the columns of this matrix are ordered according to the en-
codings. Then, the parties run mo.pup to augment each
column with two encrypted bits to indicate whether there is
a duplicate in the left or right neighboring columns, respec-
tively. Next, the parties use mwo-rilter to remove all columns
originating from P; based on the bit indicating the owner
while keeping the columns from P,. At the end of the set
intersection component, the parties obliviously combine the
two duplicate-indicators of each column to a single indicator
corresponding to the compatibility of the respective quote
from P, with a quote from P;. Subsequently, the parties
run 7o-prune t0 obliviously select a set of simultaneously ex-
ecutable quotes. Protocol mo.riter allows the parties to keep
the simultaneously executable quotes marked by 7o-prune
and eliminate all other quotes. Finally, the parties jointly
decrypt the encrypted quotes and output the result.
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Theorem 3. Let P; (j € {0,1}) hold the set of quotes TV
with |TY| = nj. Additionally, let P; hold n,_j. Then,
mpseg computes functionality Fpspg securely in the semi-
honest model.

Theorem 4. If the subprotocols of mpseq are implemented
as outlined above and composed as in Tpseq, then the com-
munication, round, and computation complexities of Tpsrq
are in O((no + n1) - log(no + n1)).

6. RELATED WORK

In the context of privacy-preserving bartering, Forg et
al. present a protocol for two parties supporting a single
quote per party [[@]. In contrast, our work supports multiple
quotes per party. As is the case with mssrq, the protocol
from [iA] keeps the commodities private at all times. In [i7],
a commodity is encoded as a |%|-dimensional vector and
quote compatibility is checked using a privacy-preserving
scalar product protocol. Instead, we encode a commodity
as its index in the domain of commodities which allows us to
reduce the computation and communication complexity of
the quote compatibility check from [@] by factor |%’|. While
the protocol from [i@] cannot determine simultaneously exe-
cutable quotes, we can combine it with the conditional ran-
dom selection protocol from [27] to achieve this goal. The
idea is to form the Cartesian product of the quotes from
Py and P and then have the parties obliviously check each
pair of quotes for compatibility using the scalar product ap-
proach from [@]. To randomly select one compatible pair of
quotes, the parties utilize the conditional random protocol
from [27]. The parties then decrypt the selected quote. The
parties can subsequently remove all quotes which are not
simultaneously executable anymore from their set of quotes
and repeat the process until no more quotes can be added
to the set of simultaneously executable quotes. When the
parties repeat the protocol, they learn how many quotes the
other parties removed in the prior iteration. To fix this leak-
age, each party can introduce dummy quotes that are never
compatible with any quote from the other party. The result-
ing communication complexity ranges from Q(ng - ny - |€])
to O(min(no, n1) - no - n1 - |%|) depending on the number of
simultaneously executable quotes found.® An advantage of
the approach is that it adds quotes to the (initially empty)
current set of simultaneously executable quotes in a greedy
fashion, i.e., until no more quotes can be added to the set.
Applying the analysis from [I¥], it follows that mpseq still
finds at least 63.2% of the simultaneously executable quotes
on average that this approach would determine.

Aimeur et al. [I] as well as Frikken and Opyrchal [i0] con-
tribute further related work. Some differences of [, 0] to
the work by Forg et al. [[7] as discussed in [7] also apply
to our work. In particular, the work from [0] is centered
around privacy issues in e-commerce such as price negotia-
tion and tracking of customer product searches. Although
the work from [f] also addresses the problem of keeping com-
modities private, Aimeur et al. [I] focus on the e-commerce
scenario where a customer buys one product at a time from
the merchant. In contrast, a prevalent issue in bartering is
to find multiple executable trades at once. As pointed out
in [i@], the two-party protocols by Frikken and Opyrchal [L0]

5The factor |%| can be eliminated by encoding each com-
modity using its index.



forces the parties to disclose their commodities to the other
party. In contrast, our solution keeps commodities private
from the beginning. Moreover, the work from [if] requires
all parties to specify a valuation for all commodities. In
practice, however, several bartering platforms enable their
users to express their preferences in terms of quotes which
is the setting we focus on.

As pointed out in [, privacy-preserving matchmaking
(e.g., [4, 03, 24, 2X]) which addresses the problem of deter-
mining whether inputs match in a privacy-preserving fashion
is related to privacy-preserving bartering. We answer the
question from [id] whether matchmaking protocols can be
used in bartering in the affirmative by determining compat-
ible quotes based on the set intersection protocol from [I3].

As shown above, determining simultaneously executable
quotes can be phrased as a bipartite matching problem.
To the best of our knowledge, to date there are only two
privacy-preserving bipartite matching protocols [2, 4] which
both determine a maximum matching. The protocol by
Blanton and Saraph [2] obliviously computes the rank of
an adjacency matrix to find a matching. The protocol uti-
lizes garbled circuits and has a communication complexity
of O(|V|*1og |V|) where V denotes the nodes in the graph
(in the bartering context, V corresponds to the distinct com-
modities Py offers or demands). Chu and Chang [d] uti-
lize homomorphic encryption and garbled circuits to build a
matching protocol based on the Hungarian algorithm which
operates on a cost matrix of size |V'|? and has a computation
complexity of O(|V|*) (V denotes the nodes in the graph
as before). The computation and communication complex-
ities of our bipartite matching protocol mo-prune are both
in O(no) where ng denotes the number of quotes from Py
(i.e., the graph has at most no edges). As there is at most
one edge between every offered and demanded commod-
ity, we have no € O(]V|?) and thus the computation and
communication complexities are both bound by O(|V|?).
Although our matching protocol mo_prune is more efficient
than both maximum matching protocols, it does not always
achieve a maximum matching. However, building the ma-
trices for [2, @] in the bartering context would require us to
disclose at least how many distinct commodities some party
specifies as part of its quotes or how many of these com-
modities belong to a compatible quote. As we have to keep
this information private, to the best of our knowledge it is
not possible to apply [2, 4] to our work.

Note that the work by Kannan et al. [15] is orthogonal to
our work since the privacy notion in [15] is marginal differ-
ential privacy.
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