
“If You Can’t Beat them, Join them”: A Usability Approach
to Interdependent Privacy in Cloud Apps

Hamza Harkous
EPFL, Switzerland

hamza.harkous@epfl.ch

Karl Aberer
EPFL, Switzerland

karl.aberer@epfl.ch

ABSTRACT
Cloud storage services, like Dropbox and Google Drive, have
growing ecosystems of 3rd party apps that are designed to
work with users’ cloud files. Such apps often request full
access to users’ files, including files shared with collaborators.
Hence, whenever a user grants access to a new vendor, she
is inflicting a privacy loss on herself and on her collabora-
tors too. Based on analyzing a real dataset of 183 Google
Drive users and 131 third party apps, we discover that col-
laborators inflict a privacy loss which is at least 39% higher
than what users themselves cause. We take a step toward
minimizing this loss by introducing the concept of History-
based decisions. Simply put, users are informed at decision
time about the vendors which have been previously granted
access to their data. Thus, they can reduce their privacy
loss by not installing apps from new vendors whenever pos-
sible. Next, we realize this concept by introducing a new
privacy indicator, which can be integrated within the cloud
apps’ authorization interface. Via a web experiment with
141 participants recruited from CrowdFlower, we show that
our privacy indicator can significantly increase the user’s
likelihood of choosing the app that minimizes her privacy
loss. Finally, we explore the network effect of History-based
decisions via a simulation on top of large collaboration net-
works. We demonstrate that adopting such a decision-making
process is capable of reducing the growth of user privacy loss
by 40% in a Google Drive-based network and by 70% in
an author collaboration network. This is despite the fact
that we neither assume that users cooperate nor that they
exhibit altruistic behavior. To our knowledge, our work is
the first to provide quantifiable evidence of the privacy risk
that collaborators pose in cloud apps. We are also the first
to mitigate this problem via a usable privacy approach.

1. INTRODUCTION
The Rise of Cloud Apps:
The popularity of consumer cloud storage providers (CSPs)
over the previous decade has been on a roll. Dropbox, Google
Drive, and One Drive have each amassed hundreds of millions
of users. In order to further appeal to their users, the CSPs
have been transitioning from being pure service providers to
becoming app ecosystems. Hence, they now offer APIs for
developers to import and process users’ files stored in the
cloud. Consider, for example, a web app called PandaDoc,
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which allows creating, editing, and signing documents online.
When a user uses PandaDoc from her laptop browser, she
can import files stored in her Google Drive instead of her
hard drive. Such a pattern is increasingly more prevalent
with the growing number of 3rd Party Cloud apps (or 3PC
apps) that are tightly integrated with cloud storage services.
Dropbox alone claims that hundreds of thousands of apps
have been integrated with its platform. Even in the enterprise
setting, 3rd party cloud apps are on the rise. This is first
because companies are officially adopting the likes of Dropbox
Business, OneDrive for Business, and Google Drive for Work.
Second, it is due to employees utilizing their personal cloud
accounts to share company’s files (a.k.a Shadow IT). Various
reports from cloud application security providers state that
organizations use from 10 to 20 times more cloud apps than
their IT department thinks [4, 20].
Risks in 3rd Party Cloud Apps:
However, in our previous work, we have shown that 76%
of the 3rd party Google Drive apps featured on Google
Chrome Store request full access to users’ Google Drive
data [10]. Around 64% of these apps are over-privileged :
they require more permissions than are needed for them
to function. Accordingly, users are now faced with a new
kind of privacy adversary: the 3rd party app vendors. With
every app authorization decision that users make, they are
trusting a new vendor with their data and increasing the
potential attack surface. Elastica, the cloud application
security provider, estimates that the average financial impact
on a company as a result of a cloud-storage data breach is
$13.85M, including remediation costs [3]. In 2015, the data
breach at Anthem, a US insurance company, has reportedly
cost more than $100M, with 80M unencrypted health records
leaked. This was a result of an exfiltration exploit leveraging
a popular public cloud storage application [4]. Even on
the personal level, the risk extends from breaches exposing
financial information and health records to unnoticeable,
continuous profiling based on stored files.
Exposure through Collaboration:
An additional intricacy is that when users grant access to a
3rd party cloud app, they are not only sharing their personal
data but also others’ data. This is because cloud storage
providers are inherently collaborative platforms where users
share and cooperate on common files. Hence, protecting
these files is not solely in the hands of the user. Skyhigh Net-
works, another provider of cloud security software, reports
that 37.2% of documents (across 23 million users) are shared
with at least one other user. In organizations, documents
are shared, on average, with accounts from 849 external do-
mains [21]. This further highlights what has been termed as
the interdependent privacy problem [2], where the decisions
of friends can affect the user’s privacy and vice-versa. This
concept was initially proposed in the context of social net-
working 3rd party apps, such as Facebook. However, while
1.92% of Facebook apps request friends’ personal information,
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this is much more pronounced in 3rd party cloud apps, where
all apps accessing one’s files get access to the part which
is shared too. Moreover, unlike Facebook apps, due to the
collaborative nature of cloud apps, the CSPs do not provide
an option for users to control whether their collaborators’
apps can get access to data they own.
Research Questions:
So far, the main approach to reducing the risk of 3PC apps
has been focused on discovering over-privileged apps and
deterring users from installing them [10]. Even then, a
lot of users would still install such apps as they prioritize
short-term utility over long-term risk aversion or due to the
absence of alternatives. Furthermore, that approach relies
on manually inspecting each app by experts and on applying
a plethora of machine learning algorithms to visualize the
various risks for users. These issues could present a hurdle
towards a wide-scale deployment by CSPs. In this work, we
address the wider problem of minimizing the risk of all 3PC
apps, regardless of whether they are over-privileged or least-
privileged. We are further driven by the rationale that users
will inevitably continue to install apps to achieve various
services. So instead of stopping them, we aim to lead them
to select apps from vendors in a way that minimizes their
privacy risk. We achieve this by leading users to take what we
term as History-based decisions. Such decisions account for
the vendors who previously obtained access to the user’s data,
whether directly (with her consent) or via her collaborators.
Our strategy consists of introducing privacy indicators to the
current permissions interfaces that help users minimize the
number of vendors with access to their data. Our “usable
privacy” approach is guided via a data-driven study and is
evaluated via a data-driven simulation.

In essence, we tackle the following research questions:
• From a practical perspective, are the collaborators’ deci-

sions significant enough to be accounted for in users’ app
adoption decisions?
• Do users already account for entities with access to their

data, and to what extent can the usage of privacy indicators
lead to users taking History-based decisions?
• How significant is the effect of adopting these privacy

indicators in the case of large user and team networks?
Contributions: Towards addressing these questions, we
make the following contributions:
• In Section 3, we analyze a real-world dataset of Google

Drive users, and we show that the median privacy loss
that collaborators cause by installing apps can be much
higher than that inflicted by the user’s own app adoption
decisions (39% higher with 5% of shared files and 523%
higher with 60% of shared files). To our knowledge, this is
the first usage of a real-world dataset to give a concrete
evaluation of interdependent privacy in any ecosystem.
• Driven by the significant impact of collaborators, we de-

sign new privacy indicators for helping users mitigate the
privacy risk via History-based decisions (Section 4). We
assess these indicators via a web experiment with 141 users.
We show that they significantly increase the likelihood that
users choose the option with minimal privacy loss, even
if not all of these users are motivated by privacy per se.
To the best of our knowledge, this is also the first work
to investigate a usable privacy approach to mitigating
the problem of interdependent privacy. The few studies
on this problem have mainly approached it from a theo-
retical perspective, such as developing game-theoretic or

economic models [2, 14] or from a behavioral perspective,
such as studying the factors affecting real users’ monetary
valuation of others’ privacy [15, 16].
• We explore the potential of History-based decisions by

performing a simulation on two large user networks. We
show that the network-effects of our approach result in
curtailing the growth privacy loss by 70% in a synthetic
Google Drive-based collaboration network and by 40% in
a real author collaboration network (Section 5). In the
extended version of this work [8], we also simulate the effect
of such decisions in a teams’ network. We demonstrate
that teams can reduce the privacy loss by up to 40% by
solely accounting for team members’ decisions.

2. MODELS AND PRELIMINARIES

2.1 System Model
There are four main entities that interact in the third-party

cloud app system:
1. a user u who uses that app for achieving a certain service
2. a cloud storage provider (CSP) hosting the user’s data
3. a data subject to whom the files belong and whose privacy

is being considered. We further define two levels of data
subject granularity:
• individual-level granularity : i.e., the user herself is in-

terested in guarding her own data privacy,
• team-level granularity : i.e., a group of users are inter-

ested in guarding the privacy of team-owned data (e.g.,
using an enterprise version of cloud storage services)

4. a vendor v that is responsible for programming and man-
aging a 3rd Party Cloud app (or shortly a cloud app or
a 3PC app). These vendors register their apps with the
CSPs. The apps themselves are hosted on any website
the vendors choose (i. e., not hosted by the CSP itself).

Each user has access to a set Fu of files stored at the
CSP. A subset of these files is owned exclusively by the data
subject while the other subset is composed of files that are
each shared with at least one other collaborator. We denote
the set of all collaborators of user u by C(u). For simplicity
reasons, we will assume throughout this work that the files of
all data subjects, as well as the collaborators for each file, are
all fixed from a reference step t = 0. Using the CSP’s API,
the vendor v can get access, at step t ∈ N, to the subject’s
data upon user authorization, which consists of u accepting
a list of permissions. We will alternatively refer to this as
app installation, and we will assume that exactly one app is
installed in each step t. Permissions are named differently
across various providers, but, in general, we can categorize
them into three categories:
• per-file access: where the user has to authorize the

vendor for each file access individually. This is typically
done via a file picker provided by the CSP itself.
• full-access: where the vendor gets access to all users’

data. In the interface, this is worded, for instance, as
“View the files in your Google Drive” or “access to the files
and folders in your Dropbox”.
• per-type access: where the vendor gets access to all

files of a specific type. For example, Dropbox words it as
“access to images in your Dropbox”. Some platforms, like
Google Drive, do not provide app developers with such
fine-grained options.
The authorization can also give v access to files shared

with the collaborators of u. Similarly, collaborators of u can
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install apps that expose files shared with u to new vendors.
We denote the set of files of u accessible by vendor v at step
t as Fu,v(t)1.

2.2 User Model
A user is further assumed to be self-interested, i. e., only

caring about optimizing the privacy of the data subject
(a.k.a., privacy egoist), and non-cooperative, i. e., does not
coordinate her decisions with others. We do not assume
that the risks of installing each app are known to the users
or calculated a priori. In fact, unlike other 3rd party app
ecosystems, the risk of each cloud app cannot be automati-
cally estimated based on techniques such as taint tracking [5]
or code analysis [6] because the main app’s functionality is
typically implemented on the server side (which cannot be ac-
cessed by external entities). Such assumptions constitute the
worst case in the scenarios we consider, and further privacy
optimizations can be obtained by relaxing them.

We also assume that the mental model for privacy-concerned
users matches the possible permission granularities they are
given. Accordingly, privacy-concerned users can have one of
the following privacy-goal granularities2:
• per-type privacy goal: where users aim to optimize

their privacy independently for different file types. For
example, in an ecosystem like Dropbox, where per-type
access is an option, users might follow the separation-of-
concerns principle. Hence, they might install photo-related
apps from a set of vendors that is different from the set
authorized for document processing.
• all-files privacy goal: where users aim to reduce the

privacy risk for their entire set of files. This can be in
the case of ecosystems which do not have the option of
per-type access, like Google Drive. It can be also the case
that a user of Dropbox has this goal in mind despite being
presented with finer-grained app permissions.

2.3 Threat Model
We consider the 3rd party app vendors as the adversary

(and not the CSP). The privacy indicator we introduce is
best implemented by the CSP, which already has access to
the users’ and collaborators data. Alternatively, this can be a
feature within Cloud Access Security Brokers (e.g., SkyHigh
Networks, Netskope, etc.), which are already trusted by thou-
sands of enterprises to protect their cloud data against other
3rd parties. Moreover, we consider the protection against
over-privileged apps as an orthogonal problem, that we have
considered in [10]. We rather focus on the interdependent
privacy problem, which covers all vendors with full access
and is an issue in least-privileged apps too.

2.4 Privacy Loss Metrics
In order to quantify the privacy loss that a user incurs with

time, we introduce now the Vendors File Coverage (VFC)
metric. Consider a user u and a set V of vendors at a certain
time step. For notation simplicity, we will omit the time step
henceforth. VFCu(V ) is computed as the summation of the
files’ fractions shared with each of these vendors:

VFCu(V ) =
∑
v∈V

|Fu,v|
|Fu|

(1)

1Although we do not consider file deletion in this work, we note that,
in the worst case, the vendor can still have access to copies of files it
saved before the user deleted them.
2Per-file access already achieves the least privilege possible.

Intuitively, VFCu(V ) increases as vendors in V get access
to more files of u. It has the range [0, |V |]. 3

If we consider the set Vu of vendors explicitly authorized
by user u, we can define the Self-Vendors File Coverage as:

Self-VFCu = VFCu(Vu) (2)

Similarly, if we consider the set VC(u) of vendors autho-
rized by the collaborators C(u) of u, we can define the
Collaborators-Vendors File Coverage as:

Collaborators-VFCu = VFCu(VC(u)) (3)

Finally, the Aggregate VFCu for a user u is that due to all
vendors authorized by u or its collaborators:

Aggregate-VFCu = VFCu(Vu ∪ VC(u)) (4)

Throughout this work, we will use the terms privacy loss
and VFC interchangeably. As will become evident in Sec-
tion 4, this metric choice allows relaying a message that is
simple enough for users to grasp, yet powerful enough to
capture a significant part of the privacy loss. Obviously, one
can resort to a deeper inspection of content or metadata
sensitivity (as in [9]) had the purpose been finding the best
privacy model in general. However, for instigating a behav-
ioral change, telling users that a company has 30% of their
files is more concrete than a black-box description informing
them that the calculated loss is 30% and constitutes less
information-overload than presenting them with detailed loss
metrics.

3. COLLABORATORS’ IMPACT
At this point, we are in a position to handle the first

research question on the collaborators’ impact on user’s
privacy loss. Hence, we want to test the following hypothesis:

H1: The collaborators’ app adoption decisions have a sig-
nificant impact on the user’s privacy loss.

If this hypothesis is valid in practice, it provides a strong
motivation for designing privacy notices that aid users in
accounting for their collaborators’ decisions, which is what
we will study in Section 4. Towards that, we will be dissecting
the privacy loss, quantified by VFC , that users incur in a
realistic 3rd party cloud apps dataset.

3.1 The Case of Google Drive
To study the problem in a realistic context, we will be

taking Google Drive as a case study in this work, given that
it has one of the most popular 3rd party ecosystems. Nev-
ertheless, the insights gained from our work are applicable
to other cloud platforms as well. The main (content-related)
Google Drive permissions that 3PC apps’ vendors can re-
quest are presented Table 1, along with the Google-provided
description for each. This short description is also presented
to the user when installing an app (see Figure 1 for an exam-
ple app). The user can click on the info button i next to
each permission to read additional explanations in a popup.
The user has to accept all permissions in order to utilize
the app. These apps can be found on Google Chrome Web
Store (and other Google stores), where users can rate and
review them. In this work, we will focus on content-related
permissions. Hence, as discussed in Section 2, we differen-
tiate between two levels of access: (1) full access, which
includes the drive readonly and drive permissions and
(2) per-file access that includes the drive file permission.

3We do not normalize VFCu(V ) it by |V | as multiple vendors with
access to all the user’s files induce a higher privacy loss than one
vendor with such access.
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Permission Short Name
View the files in your Google
Drive.

drive readonly

View and manage the files in
your Google Drive.

drive

View and manage Google Drive
files that you have opened or
created with this app.

drive file

View your Google Drive apps. drive apps readonly

Table 1: Requested permissions with the short reference name

Figure 1: Current permissions interface of Google Drive

Google Drive does not offer the per-type permissions option.

3.2 Dataset
We benefit in this section from a dataset that we have

collected in a previous work via the PrivySeal4 service [10].
We build our analysis on it in order to evaluate the VFC
of users in a realistic context. The dataset, henceforth re-
ferred to as the PrivySeal Dataset, was anonymized and
contained metadata-only information. It included a subset of
the files’ metadata of 183 PrivySeal users in addition to the
Google Drive apps installed by those users prior to authoriz-
ing PrivySeal’s app (the drive apps readonly permission
was requested by PrivySeal). Each user had a minimum of
Nfiles min = 10 files in total and at least Pmin shared = 5%
of files that are shared. The dataset specifically contained:
• list of user IDs (anonymized via a one-way hash function)
• IDs of files in each user’s Google Drive
• list of anonymized collaborators’ IDs for each file ID
• list of apps with full-access installed by each user
• the vendor of each app

In total, the number of users in addition to collaborators
was 3422. Overall, these users had installed 131 distinct
Google Drive apps from 99 distinct vendors. Figure 2 char-
acterizes the PrivySeal Dataset. Particularly, it displays 4
distributions in this dataset, which realistically model the
system under study:
• number of files per user, which follows a skewed distribution

with a median of 67 files
• sharing pattern: percentage of shared files out of all user

files, which also follows a skewed distribution with a median
around 18%

4https://privyseal.epfl.ch

• number of collaborators across all user files (a.k.a., the
degree of the user node in the collaboration network):
where 75% of the users had less than 23 collaborators
• number of vendors authorized per user: also follows a

skewed distribution with a median of 1 vendor per user

3.3 Results
We computed the Self-VFC, the Collaborators-VFC, and

the Aggregate-VFC (as defined in Section 2.4) for users in the
PrivySeal Dataset 5. As we did not have the actual number of
apps for each collaborator in the dataset, we assigned to these
collaborators a set of apps from a random user of the dataset.
We show in Figure 3 how these metrics evolve as we gradually
consider populations that collaborate more frequently. With
Pmin shared = 5%, we had a median of 1.39 for Collaborators-
VFC, which was 39% higher than a median of 1.00 for Self-
VFC. The significance of the median difference is evidenced
by the non-overlapping box-plot notches. This difference
became much larger when we considered users that share
more files. We had a 100% median difference at Pmin shared =
10% and 523% median difference at Pmin shared = 60%. Such
results indicate that:
• The collaborators’ app adoption decisions contribute a

core component to the user’s privacy loss, thus confirming
our hypothesis H1.
• The higher the number of collaborators is, the higher the

magnitude of loss these collaborators can potentially inflict.
Both conclusions motivate the need for taking collaborators’
decisions into account when designing privacy indicators for
cloud apps, which is what we will embark on next.

4. USER STUDY
Up till now, we have confirmed that, if users want to

minimize their privacy loss, they should not ignore the app
installation decisions of collaborators. In this section, we
tackle the next research question, where we investigate the
potential of privacy indicators in leading users to minimize
their exposure to 3PC app vendors. We show first our design
methodology for the privacy indicators, and we follow that
by a web experiment that investigates the efficacy of these
indicators in realistic scenarios.

4.1 History-based Privacy Indicators
We call our proposed privacy indicators “History-based

Insights” (HB Insights) as they allow users to account for the
previous decisions taken by them or by their collaborators.
We continue to consider Google Drive as a case study, and
we show this indicator in the context of Google Drive apps’
permissions in Figure 5. Compared to the current interface
provided by Google (Figure 1), we added a new part to
highlight the percentage of user files readily accessible by the
vendor (computed based on VFCu({v}) for each vendor v).
As we prove in Appendix B, selecting the vendor that already
has the largest percentage of user files is the optimal strategy
to minimize the privacy loss in our context. We denote this
strategy as “History-based decisions”. Following the best
practices in privacy indicators’ design [17], our indicator
was multilayered, with both textual and visual components.
The wording of the main textual part was brief and general
enough to hold for both the data percentage exposed by

5To avoid double counting, we considered the vendors authorized by
both the user and her collaborators in computing Self-VFC but not
in computing Collaborators-VFC.
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Figure 2: Density plots for various parameters,
computed per user (Pshared min = 5). Median line
is shown, and the light orange area represents the
range between the 25% to 75% quantiles.
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Figure 3: Evolution of metrics with populations that share more files
(Nfiles min = 10, Napps min = 1). The numeric labels denote the corre-
sponding number of users in the dataset.

friends and that exposed by the user. We used a percentage
value rather than a qualitative measure to facilitate making
comparisons among apps based on this value. The visual
part showed the percentage as a progress bar with a neutral
violet color. The bottom textual part was added in a smaller
font to provide further explanation for those interested. We
used the term “company” in our interface instead of “vendor”
as it is more commonly understood by the general audience.

4.2 Methodology
In order to evaluate the new permissions interface, we

performed an online web experiment (rather than a lab
study) as we were mainly motivated by obtaining a large
sample of users that is also geographically and culturally
diverse. The hypothesis we wanted to test is:

H2: Introducing the new privacy indicator significantly
increases the probability that users take History-based deci-
sions.

In addition, the study allowed us to build a realistic user
decision model based on the choices taken by participants in
different conditions. We will utilize this model in Section 5 to
simulate the app choices in a large user network and to study
the effect on the overall VFC in the network. We structured
our study to have (1) an Introductory Survey, (2) a series of

Figure 4: Example app displayed in the list of apps

Figure 5: Proposed “History-based insights” interface

App Installation Tasks, and (3) a Concluding Survey6.
User Recruitment: We recruited users via CrowdFlower’s
crowdsourcing platform. In our study, we restricted participa-
tion, via the platform’s filtering system, to the highest quality
contributors (Performance Level 3). We also geographically
targeted countries where English is a main language as our
interface was only in English. In order to further guarantee
quality responses, each user was rewarded a small amount
of $0.5 for merely completing the study and an additional
amount of $1.25 that was manually bonused for those who
did not enter irrelevant text in the free-text fields.
Instructions: Participants were first presented with intro-
ductory instructions that explained the context of the study
(i. e., cloud storage services and 3rd party apps that can be
connected to them). They were asked to only continue if
they had good familiarity with cloud storage services (e. g.,
Google Drive, Dropbox, etc.). We did not explicitly require
that participants have experience with 3rd party cloud apps.
However, we educated them about such apps throughout the
instructions, particularly showing them two examples of 3rd
party apps in action (PandaDoc for signing documents and
iLoveIMG for cropping photos). These apps were displayed
via animated GIFs that play automatically and do not rely
on the user clicking. We used limited deception by neither
mentioning the focus of the study on participants’ privacy nor
giving hints about selecting apps based on the installation
history. The advertised purpose was to “check how people
make decisions when they install 3rd party apps.”
Introductory Survey: After checking the instructions,
users were presented with an introductory survey, where
they first entered general demographic information. This

6presented in Appendix C
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survey was also front-loaded with questions about cloud
storage services (several of which required free-text input) in
order to discourage users who had not used these services
from continuing to the actual study.

4.3 Study Overview
Next, users could proceed to the study page. We used a

split-plot design in the study. Participants were randomly
assigned to one of two groups:
1. Baseline Group (BL): where the permissions interface

used is that currently provided by Google Drive (Figure 1).
2. History-based Group (HB): where the History-based

Insights permissions interface (Figure 5) is used.
In each group, the study consisted of 3 modules, which

cover the main conditions that can occur when users desire to
install a cloud app. On a high level, the modules investigate
the following questions:

1. Module 1: are users likely to select apps from the
same vendor they installed from before?

2. Module 2: are users likely to select apps from vendors
that her collaborators have used before?

3. Module 3: do users consider the differences in access
levels obtained by vendors that collaborators installed?

In all modules, whenever the user was asked to choose an
app, she was presented with a list of 12 apps (Figure 4 shows
an example app). Only two of these apps were relevant to
the task purpose, and they were placed on top of the list
(randomly positioned as first or second). With this setup, we
wanted to mimic the realistic setup of app browsing while
not squandering the user’s effort on finding apps. All apps
had the same full access permissions too (namely drive per-
mission). Unlike in Chrome Store, we removed elements such
as ratings, user reviews, and screenshots and kept a minimal
interface. This is all in order to reduce the distractions from
factors outside the study. We refer the user to the work of
Kelly et al., [11] who investigated the effects of those elements
on users’ decisions for Android apps.

In order to account for fatigue and learning effects, modules
1, 2, and 3 were presented in a random order for users. We
piloted our experimental setup in two stages: with colleagues
and with online users from the CrowdFlower community itself.
For reviewing the online pilot testers work, we embedded a
Javascript code for session recording in our study’s web page,
which allowed us to view the user’s mouse and keyboard
actions on our side.
Demographics: We had 157 users who completed the study.
Based on manually reviewing the users’ inputs, we removed
16 users who were inputting irrelevant free-text in the survey
or in the study. We thus report the results of 141 users, 72
of which were in the BL group and 69 in the HB group. Of
these participants, 66.4% were males and 33.6% were females.
They were between 18 and 62 years old, with a median of 31.
Moreover, 42.3% of the participants had worked or studied in
IT before. Participants were mostly from India (37%), USA
(35%), Britain (7%), Germany (7%), and Canada (7%).

4.4 Study Details and Results
We now move to the detailed description of the modules

and the results obtained. These modules are summarized
in Figure 9 of Appendix A, to which we refer henceforth.
We also show sample screenshots from the online study in
Figure 8 of Appendix A. The results are also presented
in Table 2.

Module 1 (Self-History Scenario): tests whether the
user is more likely to select an app from the same vendor
she has just installed from before. In step (a), the user is
made aware the she installed an app from a specific vendor
v (Figure 8b). In step (b), she is asked to install7 an app
that satisfies the given purpose (Figure 8c) among a list of
apps. Two of the listed apps were relevant, and one of them
was from vendor v itself.

Despite the participants being informed one step earlier
that they installed an app from “thetimetube.com”, that
didn’t make a difference in the BL case: half of the users
still chose the app from the new vendor “nitrosafe.org”. In
the absence of traditional signals that users follow for de-
ciding on apps (reviews, ratings, permissions), participants
apparently made decisions that cancelled out, making the
two apps equally favored across participants. The vast
majority of users were not approaching the installa-
tion from the angle of keeping their data with fewer
shareholders. Based on their provided justifications, they
rather looked for other cues, such as selecting the app that,
in their opinion, has a more comprehensive description, a
more professional logo, a better sounding name, or a more
trustable URL. Still, 12 users have explicitly mentioned in
their text input that they chose an app because it is from
the same vendor they have dealt with earlier. Even then,
neither of them has alluded to a privacy motivation behind
the choice. These 12 participants mainly provided cross-app
compatibility, interface familiarity, and satisfaction with the
previous vendor as justifications. For example, one partici-
pant wrote: “I favoured Malware Scanner due to the fact that
the name ‘thetimetube.com’ was in the last app installed, and
I tend to install apps from the same company due to cross-app
compatibility usually found in apps by the same company.”
Interestingly, two users justified their installation of the app
from the new vendor (nitrosafe.org) by writing that they
had just installed an app from the same company before.
This indicates that, even when users try to account
for previous decisions, they might find it difficult to
remember the previous app vendors. Given that our
study had a short time span separating the current from the
previous installation, we expect that such mistakes would be
even more common in real scenarios when app installation
instances are separated by longer time spans.

The HB group witnessed a much larger proportion of users
who favored the option with less privacy loss. 72.2% of the
participants selected the app from the“thetimetube.com”(the
vendor which already has access). The difference of 22.8%
compared to the BL group is statistically significant (Fisher’s
exact test, p-value = 0.005). Many of the participants who
chose the app from “thetimetube.com” reported that they
were motivated by the 100% access that the app already has.
We counted around 40 such users (i. e., 57% of the HB group).
Some of them went further and explicitly mentioned that
their selection was motivated by giving data to fewer data
owners (i. e., more privacy). For example, one user wrote:
“This company has access to all my files, so I would choose
them as I don’t want to have 2 companies with full access to
my files”.

In a nutshell, we were able to verify our hypothesis in
this scenario: the new privacy indicator leads users to
more frequently choose the app from a vendor they

7Users were informed that this is a role-playing study, and no apps
were actually installed.
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already authorized. Furthermore, we have discovered that
the HB Insights interface has indirectly made users think
about various positive effects brought by using apps from
the same vendor. This eventually lead them to make more
privacy-preserving decisions.
Module 2.1 (Collaborator’s App Scenario): tests the
likelihood that the participant selects the same app that her
collaborator had used. In step (a), the participant is made
aware that she had shared all her photos with a friend f
(Figure 8d). For more familiarity, we also added a picture
for each of the two fictitious friends throughout the study.
In step (b), the user is made aware that her friend f has
installed an app a0 (Figure 8e) from vendor v. She is asked
to type the name of the app’s vendor (“paste” option was
disabled in the input field to further ensure the participant is
aware of the vendor). In step (c), the user is asked to install
an app with a certain purpose (similar to Figure 8c). One of
the two matching apps is app a0.

Similar to the previous module, the BL group witnessed
an almost even split between “Online Player”, installed pre-
viously by the friend, and “Enjoy Music Player”, from a new
vendor. We also noticed that 20 participants in this group
justified their decision by mentioning that their friend has
used the app. Still, neither of them alluded at privacy rea-
sons in their justifications. Instead, the two most prevalent
motivations were (1) considering the friend’s use of the app
as a recommendation or (2) achieving compatibility with their
friends’ app, which facilitates data sharing within the app
itself. Quoting one user: “This is the same app my friend is
using so it should be quite compatible for us to both share.”

In addition to having a significant 35.6% difference with
the HB group, we noticed that 32 users mentioned the ex-
isting data access as a reason for choosing the app “Online
Player”. Also, 26 users referred to the fact that the friend
has installed this app before (including those who mentioned
both of the previous reasons). Unlike the BL group’s justifi-
cations though, where the friend’s recommendation and the
app’s compatibility prevailed, the privacy issue was explicitly
brought up by at least 10 users. One participant put it as
follows: “Thanks to John, they have already access to 70% of
my data. Sharing the last 30% isn’t as bad as sharing 100%
of my data with driveplayer.com.”
Module 2.2 (Collaborator’s Vendor Scenario): We
proceed in steps (d) and (e) as in the previous scenario’s
steps (b) and (c), with the difference that a new app from
v is included among the options in step (e) instead of the
exact same app a0. One interesting insight from this scenario
is that the line between the company and the app is
blurred in the minds of several users who used the two
entities interchangeably. In fact, 3 users in the BL group
and 7 participants in the HB group justified their choices by
mentioning that their friend installed the same app before,
which was not the case. For example, one user wrote: “this
app already has access to my files, and I don’t want to install
any new app.”
Module 3 (Multiple Collaborators Scenario): Given
collaborators fmore and fless, where the user shares much
more data with fmore, this scenario checks the likelihood of
the participant authorizing an app that fmore has installed.
In step (a), the participant is made aware that fmore has
access to more data than fless (Figure 8f). In steps (b) and
(c), the participant is made familiar with the apps each of
the friends installed (similar to Figure 8e). In step (d), the

Scenario App
Type

BL group
(n=72)

HB group
(n=69)

∆ p-value

Self-History VwA 50.0% 75.4%
NV 50.0% 24.6% 25.4% 0.003

Collaborator’s VwA 52.8% 88.4%
app NV 47.2% 11.6% 35.6% < 0.001
Collaborator’s VwA 58.3% 82.6%
vendor NV 41.7% 17.4% 19.6% 0.002
Multiple VwA 44.4% 82.6%
collaborators NV 55.6% 17.4% 38.2% < 0.001

Table 2: App selection statistics in the study; VwA.: vendor with
access; NV: new vendor. The comparisons in each experimental group
were planned contrasts, and the p-values of difference between the
percentages of users who selected each app type were computed using
Fisher’s exact test.

user is asked to select an app with a specific purpose. The
two friends’ apps are the only ones matching, and the choice
is to be made between them (similar to Figure 8c).

In the BL group, we had 44.4% of the participants choosing
the app installed by fmore. Still this percentage is relatively
close to an equal split between the two apps. Out of this
percentage, 13 users justified their choice by mentioning that
they were encouraged to follow the choice of friend fmore.
Even though they didn’t mention privacy, the larger number
of files shared with fmore was often used as a justification.
For example, one participant wrote: “This is the app that
John already uses, and he has access to all of my files. The
PDF Mergy app is used by Lisa, but she only has access to
part of my files.”

In the HB group, around 82.6% chose the app previously
installed by the friend fmore, which is significantly more than
those in the BL case (Fisher’s exact test, p-value < 0.001).
Looking at the justifications, around 37 users explicitly men-
tioned the higher access level that this app already possesses
as a reason for their choice. Privacy was additionally men-
tioned by 8 of these users. Quoting one of them: “PDF
Mergy already has access to 70% of my files. Using PDF
Files Merger would unnecessarily increase third party app
access to my files.” However, we still had 2 users who went
for the app with less existing access, with one of them saying
he favors the app that only “had accessed 30% of files before
installation”. What was interesting though is that almost
all users who mentioned friends were actually mak-
ing a comparison between the two friends’ existing
access level, regardless of their final choice.

4.5 Discussion and Limitations
Overall, we found out that, in the three modules, par-

ticipants in the HB group were significantly more likely to
install the app with less privacy loss (i. e., the app from the
vendor with the largest share of the user’s files) than those in
the BL group. Despite showing the efficacy of History-based
Insights, our study still has its limitations. In order to get a
large, diverse sample size, we resorted to a web experiment
based on role-playing with hypothetical data. It would be
interesting to see how such results extrapolate to the case
where users’ own data is in question. Moreover, in our design,
we have abstracted several factors (e.g., ratings and reviews),
which have been previously studied in similar ecosystems [11],
in order to focus on one factor. These factors might have
diluted the effect of the privacy indicator. Still, we conjecture
that, although the absolute values of our findings might not
strictly apply, the differences between the two groups will
still be practically significant. Furthermore, it is important
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to note that, although our experimental interface mentions
the collaborators’ name in the explanation under the progress
bar, this does not have to be the case in actual deployments.
We hypothesize that removing the name will not have a
significant impact on the results as it was not highlighted in
the interface. This allows the CSP to relay such information
to the users without exposing sensitive data about particular
collaborators. The CSP can resort to more sophisticated
anonymization methodologies, such as showing a non-exact
percentage that can be mapped to multiple collaborators.
Exploring the impact of these techniques is left for a future
work. Moreover, we note that this anonymization might
not be needed at all in the enterprise settings, where apps
installed by team members are supposed to be visible for
the administrators. As we show in the extended version
of this work [8], a significant reduction in privacy loss can
be achieved without even accounting for decisions by users
external to the team. Finally, the privacy indicator in our
study has addressed two granularity levels: full and per-file
access. However, the same indicator can be extrapolated to
the case of per-type access. For example, the interface can
say: “The app’s company already has access to 70% of your
photos” (instead of files).

5. LARGE NETWORKS’ SIMULATIONS
In the previous section, we showed the significant change

that our privacy indicator can effect through encouraging
users to make History-based decisions. We will tackle the
next research question, where we investigate the impact
of adopting such privacy indicators on the privacy risk in
realistic scenarios with large user networks. As we are not in
the position of the CSP to study an actual implementation
of the HB Insights interface over time, we will perform a
simulation of potential users’ installation behavior. We will
base this on both the crowdsourced decision model inferred
from the user study and on new collaboration networks that
we construct.

5.1 Simulation Data
Collaboration Networks: For the purposes of this simu-
lation, we constructed the following two networks8:
• Inflated Google Drive Network: We used the standard

degree-driven approach for network topology generation to
construct a larger Google Drive network based on the one in
the PrivySeal Dataset of Section 3.2 [12]. Based on an input
user degrees’ distribution from that dataset, we particularly
used the Configuration Model as described by Newman [13]
and implemented by the library NetworkX [18] for inflating
the graph. This model generates a random pseudograph
(a graph with parallel edges and self-loops) by randomly
assigning edges to match an input degree sequence. We
removed the self-loops and parallel edges a posteriori from
the generated graph. In the end, we had a collaboration
graph with 18,000 users and 138,440 edges. This graph is,
by construction, a connected graph, with an average node
degree of 15.
• Paper Collaboration Network: In an effort to have a

realistic, large collaboration network without resorting to
graph inflation, we relied on the Microsoft Academic Graph,
which consists of records of scientific papers along with
the authors and their affiliations [19]. We used a snapshot

8In the extended version of this work, we construct and simulate a
third network, representing users organized in teams [8].

of 50,000 papers, and we constructed the collaboration
graph based on it. We ended up with 41,000 collaborators
and 199,980 edges. The graph itself is not a connected
graph but is rather constructed of around 1700 connected
components. The average node degree is 4. Our rationale
is that this graph captures a realistic scenario of users
collaborating on authoring documents, which is, in fact,
an activity achieved via cloud services nowadays. Hence,
it is fit for showing the efficacy of our privacy indicators.

Sharing and Installation Patterns: In order to closely
model the user characteristics in Google Drive, we assigned
to each user in the collaboration networks a file sharing
distribution and a number of apps corresponding to a user
with a matching degree in the PrivySeal Dataset.
Apps: As we wanted to perform the simulation with a
much larger number of users than we had in the dataset
described in Section 3.2, we also needed a larger collection
of apps. Given that Google Chrome Store has only around
500 apps that are tagged by the “Works with Google Drive”
tag, we decided to also include all Google Chrome Apps
in the dataset (i. e., even those that do not have this tag).
As far as the simulation is concerned, this step is justified
since the only realistic information that we will rely on is
the distribution of vendors per app. It is fair then to assume
that this distribution does not differ significantly between the
general category and the Google Drive category. Hence, we
augmented the PrivySeal Dataset via apps from the Google
Chrome Store to arrive at 1000 apps. In addition to the
app’s installation count and vendor name, we also collected
the set of “Related Apps” that the store displays for each app.
This is because, in our simulation, we will assume that users
have the choice to choose the app itself or one of its related
apps. Again, this is a fair assumption as these related apps
are mostly the apps which deliver a close functionality to
the app itself, and we will only rely on them to model the
alternatives at each simulation step.
User Decision Models: For the purpose of this simulation,
we define 3 user decision models:
• Fully Aware Model (FA): the user always makes the

decision that minimizes the privacy loss of the data subject,
taking into account all previous installation decisions by
her or her collaborators.
• Experimental History-based Model (EHB): the user

takes decisions similar to what a random user of the HB
experimental group does. In specific, we model those users
as taking a history-based decision with probability q and
making a random app choice with probability 1− q. We
set q based on the number of users who mentioned the
app’ existing access as a reason for their choice in each
module of our study of Section 4. Based on Module 1’s
users’ responses, we set q = 0.57 when the user encounters
a vendor she previously authorized. Based on Module 2,
we set q = 0.70 whenever the user has a collaborator who
exposed her data to a single vendor. Based on Module 3,
we set q = 0.67 for the cases where multiple collaborators
have previously authorized different vendors.
• Experimental Baseline Model (EBL): the user takes

decisions similar to what a random user of the BL experi-
mental group does. As users in practice are rarely informed
of what their friends have installed before, we do not in-
tegrate this knowledge into the model. Hence, we only
account for the case of Module 1, where the user’s previous
decisions are concerned. Based on the fraction of users who
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mentioned the app’s existing access as a motivation for
their choice, we set the probability of taking history-based
decision in this model as q = 0.18.

5.2 Simulation Details
We now move to the description of the simulation itself. We

had three simulation groups, named after the three decision
models: FA group, EHB group, and the EBL group. The
simulation was run until the average number of apps installed
across by users reached 30 apps9. On a high level, at each
simulation step, the following actions are performed10:
• A user is selected from the collaboration network via a

weighted random sampling based on the assigned installa-
tion frequencies. This accounts for the diversity of users’
installation frequencies. An app a0 is selected from the
simulation apps’ dataset via a weighted random sampling
based on the actual app installations count in Google
Chrome Store. That way, popular apps are installed more
frequently (as is the case in practice).
• A user decision is simulated. The user is assumed to be

choosing the app a0 or one of its related apps. This choice
is made depending on the user’s decision model.
• Finally, the Aggregate VFCu is computed for the user u

and for her collaborators.

5.3 Simulation Results
To demonstrate the simulation results, we show three types

of figures per collaboration network. On a high level, in
Figures 6a and 7a, we show how the privacy loss (quantified
using Aggregate-VFC ) in each group evolves as users install
more apps. In Figures 6b and 7b, we show ratios of the
privacy loss in the two experimental groups EHB and FA
with respect to the baseline EBL group. Finally, Figures 6c
and 7c show the actual events contributing to the privacy
loss growth, where we can specifically check the fraction of
apps coming from new vendors, those coming from vendors
previously authorized by the user, and those from vendors
previously authorized by collaborators.

Based on these metrics we start by analyzing the results
for the individuals’ networks, where we observe the following:
Curtailed growth of privacy loss: From Figures 6a
and 7a, we notice that the growth of the privacy loss is
visibly curtailed in the cases of EHB and FA groups com-
pared to the baseline EBL group. This significant divergence
demonstrates the efficacy of our HB privacy indicators.
Impact of the network effect: Looking into the ratios in
Figures 6b and 7b, we see that the privacy loss in the EHB
group has dropped by 41% in the inflated network and by
28% in the authors-based network (both with respect to the
baseline). In the FA group, where users always optimize their
privacy, the privacy loss has dropped by 70% in the inflated
network and by 40% in the authors-based network. This
higher impact in the case of the inflated network is due to the
fact that it is a connected graph, unlike the authors-based
network, which is composed of smaller connected compo-
nents. Nevertheless, we can state that, although our privacy
indicators have a larger effect on highly connected networks,
they are still significantly effective in less connected networks,
like the authors-based dataset.

9Comparatively, mobile users have accessed 26.7 smartphone apps on
average per month in the fourth quarter of 2014 [22].

10We refer the reader to the extended version for the detailed simula-
tion algorithm [8].

Importance of accounting for collaborators’ decisions:
To dive further into events that lead to the observed privacy
loss patterns, we look into Figures 6c and 7c. First, we
observe that users in the EBL group are mainly installing
new apps from vendors that had no previous access to their
data. This is reflected in the almost linear increase of privacy
loss in Figures 6a and 7a. Second, we observe that, in the
case of the inflated network, users have been frequently in-
stalling apps from vendors with existing access through their
collaborators. In fact, as apparent in Figure 6c, this event
outnumbers the event of installing from a new vendor. Third,
the number of installations from collaborators’ vendors is also
significant in the case of the authors-based dataset. While it
does not outnumber the installations from new vendors (due
to the low-graph connectivity), this is still enough to lead to
28% and 40% decrease in the privacy loss. Finally, we note
that, although the users are more frequently encountering
vendors authorized by their collaborators than by themselves,
the latter event is still significantly impacting the results.
This is because users still incur an incremental privacy loss
with vendors authorized by their collaborators while this
loss is zero with vendors they have previously authorized.
Accordingly, the obtained optimizations are a result of users’
accounting for their own and for others’ decisions.

In sum, our simulations provide further evidence of the
efficacy of using History-based privacy indicators in a large
network of collaborators. It is worth noting too that, al-
though users in our study were following the EHB decision
model, we believe that, in an actual deployment of such
indicators, the model will move closer to the FA model. This
is because users are more protective when their personal data
is at risk than when they are put in a role playing scenario
about fictitious data. Moreover, users in our study were
exposed to this indicator for the first time. When users are
educated more about this feature, they might be more likely
to take advantage of it.

6. RELATED WORK

6.1 Interdependent Privacy
The problem of interdependent privacy has been tackled

before in the context of social apps. The main approaches
were high-level game-theoretic or economic modeling. In [2],
the authors introduced the concept of interdependent privacy
and modeled its impact via a game theoretic, (2-player, 1-
app) model. The work by Pu and Grossklags [14] presented
a more elaborate economic model that additionally accounts
for the interplay among various social network parameters.
They showed that app rankings do not accurately reflect the
level of interdependent privacy harm the app can cause and
that even rational users who consider their friends’ well-being
might adopt apps with invasive privacy practices. Evidently,
these results do not apply in the cloud apps case, where
all apps have the potential to inflict interdependent privacy
harm. A later work by Pu and Grossklags [15] used a con-
joint study approach to quantify the monetary value which
individuals associate with their friends’ personal data. They
found that individuals place a significantly higher value on
their own personal information than their friends’ personal
information. This further supports our assumption of self-
interested users in this work. The same authors also built
on a user survey in [16] to assess the factors affecting users’
own privacy concerns as well as friends’ privacy concerns
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Figure 7: Simulation results in the author-based network

in the context of social app adoption. In particular, they
found evidence of negative association between past privacy
invasion experiences and the trust in 3rd party apps handling
of their own data. They also found partial support for a
positive effect of privacy knowledge on concerns for users’
own privacy and their friends’ privacy. In this work, we
are focused on quantifying the interdependence of privacy
in the context of cloud apps before addressing it from a
usable privacy perspective, thus bridging the gap between
the theoretical studies and the end-user needs.

6.2 Apps Privacy Indicators
Our previous work [10] was the first to study the privacy of

3rd party cloud apps and to expose that almost two thirds of
those apps are over-privileged. In that work, we introduced
a novel privacy indicator for deterring users from installing
over-privileged apps by showing them Far-reaching insights
that apps can needlessly infer from their data (e. g., top
topics, faces, or locations of interest). In the context of
Android apps, Kelly et al., showed that, by adding a set
of privacy facts about an app, users will be more likely to
choose apps with fewer permissions [11]. Harbach et al.,
tackled the same problem but presented users with random
examples from their data (e. g., pictures, contacts, etc.) [7].
Almuhimedi et al. showed the effectiveness of privacy nudges,
that regularly alert users about sensitive data collected by
their apps, in encouraging users to review and adjust their
permission [1]. All these works, however, tackle the problem
of over-privileged apps and try to lead the user into either
avoiding them or adjusting their permissions whenever pos-
sible. Our current work helps users improve their privacy

by reducing the vendors with access to their data, even if
the functionality delivered by the vendor abides by the least-
privilege principle. Hence, it complements these approaches
and can be deployed alongside any of them.

7. CONCLUSION
The findings in this work are the first to concretely delin-

eate the various aspects of interdependent privacy in 3PC
apps. One of the major outcomes is that a user’s collabora-
tors can be much more detrimental to her privacy than her
own decisions. Consequently, accounting for collaborators’
decisions should be a key component of future privacy indica-
tors in 3rd party cloud apps. We have shown the impact of
History-based Insights as a privacy enhancing technology in
this context, especially that, based on our user study, users
are less likely to account for previous decisions on their own.
Our privacy indicators would optimally be implemented by
the CSPs themselves as they control the authorization in-
terface and the application stores. The indicators can also
be realized by third party privacy providers with access to
users’ data. Our approach can also be easily mapped to
other ecosystems. In the mobile apps’ scenario, it can en-
able users to reduce the number of vendors with access to
her contacts. It can also be extended to the case where
the goal is protection against 4th parties (e.g., ad providers
and data brokers). There, the user can account for data
previously held by a 4th party with which the app vendor
cooperates. Finally, due to their usability and effectiveness,
we envision History-based Insights as an important technique
within the movement from static privacy indicators towards
dynamic privacy assistants that lead users to data-driven
privacy decisions.
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APPENDIX
A. USER STUDY MATERIAL

In Figure 9, we show the summary of the modules in the
user study. Sample screenshots from these modules are shown
in Figure 8. CrowdFlower presents the users with an optional
satisfaction survey after completing the study, and 49 users
took this survey. On average, the study received 4.2/5 for
instructions clarity, 3.8/5 for questions’ fairness, 3.8/5 for
ease of job, 3.6/5 for pay sufficiency (before the bonus was
rewarded). This ensures that participants’ behavior has not
been affected by either a lack of time to complete the task
or the task design in general.

B. PROOF OF OPTIMAL USER STRATEGY
In this section, we complement Section 4.1 by providing

a proof the optimal user strategy for minimizing the pri-
vacy risk, given our assumptions. We follow the notation
introduced in Section 2. Let us consider that each 3PC app
vendor has a probability p of exposing users’ data. As we
do not assume that users are provided with a per-vendor
risk estimation utility, we set this probability to be the same
for all vendors. In general, at a time t, a user u would
have exposed his data to a set V of vendors, such that each

vendor v has access to a fraction fu,v(t) =
|Fu,v(t)|

|Fu| of the

files. Without loss of generality, we will consider henceforth
that the user has an all-files privacy goal (cf. Section 2.2).
However, the same reasoning applies in the case of a per-type
privacy goal. In that case, we simply replace “files” by “files
of a specific type” (e.g. photos, documents). We will also
be assuming that the users themselves are the data subjects
(i. e., we consider individual-level subjects).

For a vendor v, we quantify the user’s privacy risk mag-
nitude as p ∗ fu,v(t), i. e., the fraction of user files possessed
by the vendor multiplied by the probability that the vendor
exposes the user’s files. This vendor could have obtained
access due to app installations by the user herself or by her
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(a) Instructions presented to users at the beginning of each module

(b) Module 1; Task a : Vendor Familiarity

(c) Module 1; Task b: App Selection

(d) Module 2; Task a: Collaborator Awareness

(e) Module 2; Task b: Vendor Familiarity

(f) Module 3; Task a: Collaborator Awareness

Figure 8: Screenshots from the user study

collaborators. A user’s privacy risk magnitude at time t
can thus be defined as the sum of the risk magnitude across
vendors in V : Risk(t) =

∑
v∈V p ∗ fu,v(t).

When a user installs an app from a vendor v̂ at time t + 1,
the vendor gets access to the whole set of user’s files. Hence,
the risk magnitude is increased by p ∗ (1− fu,v̂(t)). Given
that p is constant, the risk magnitude can be minimized by
choosing v̂, such that v̂ = arg maxv fu,v(t) (which can also be
written as v̂ = arg maxv VFCu({v}, t)). Hence, the optimal,
greedy strategy to minimize the risk is to select the vendor
that already has the largest fraction of user files. We call
this strategy: “History-based decisions”.

C. CONCLUDING SURVEY
At the end of the user study of Section 4, users were pre-

sented with a final set of questions. We asked them whether
they would like to be notified when a friend installs an app
that gets access to their shared files. Around 92% of users in
the BL group and 90% of users in the HB group agreed. We
further asked the participants whether they are fine with a
collaborator being notified when they install applications that
access files shared with that collaborator. The percentage of

Figure 9: Summary of the experiment modules; a sample of the
questions corresponding to each step are available in Figure 8.

people who agreed dropped to 75% in the BL and 78% in the
HB group. The difference between the answers to these two
questions highlights that only a minority of users is not
willing to make the trade-off of contributing to the
overall system. Such users can be given the option to not
use privacy indicators based on their friends’ decisions. Next,
users were asked the following question “Assume you have
installed an application called YouMusic from a company
called Musicana and gave it access to all your files on Google
Drive. Now you are considering installing an application
called YouVideo from the same company. How do you think
that this application will affect your privacy:”. Only 11% of
each group replied by “negatively”. The vast majority in both
groups either perceived the avoidance of a new vendor as
a positive outcome or considered that the privacy loss will
remain the same. Interestingly, the users in the BL showed a
similar reasoning in justifying their choices as the HB group
although the latter were primed about these aspects via the
privacy indicators. This indicates that the privacy indi-
cators actually match the first intuition for a large
fraction of users.
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