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ABSTRACT

We propose a new Bloom filter structure for searchable en-
cryption schemes in which a large Bloom filter is treated as
(replaced with) two smaller ones for the search index. False
positive is one inherent drawback of Bloom filter. We for-
mulate the false positive rates for one regular large Bloom
filter, and then derive the false positive rate for the two
smaller ones. With examples, we show how the new scheme
cuts down the false positive rate and the size of Bloom filter
to a balanced point that fulfills the user requirements and
increases the efficiency of the structure.
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1. INTRODUCTION

We are dealing with a large volume of data of different
forms nowadays. As data grow exponentially, many compa-
nies start to store their data outside their premises in cloud
storage provided by various cloud providers, e.g., Amazon,
Google, etc. The advantages to use cloud storage mainly
include shorter setup time, lower implementation cost, “eas-
ier up/down scaling,” cheaper ongoing cost (pay-as-you-go).
However, as data are off the premises, security of the data
is a big concern. Encrypting the data before sending to the
cloud servers is a solution. But the next question would
be how to search on these encrypted data effectively when
the user wants to only retrieve a subset of the data without
leaking any information to the server. Searchable encryption
(SE) provides an answer.

Research on SE has been ongoing for over a decade; there
have been many works done in the area [3, 9]. In particular,
there are SE schemes that use Bloom filters, for example in
[1, 5, 6, 7, 8]. Three entities are involved in SE: querier who
queries the data, data owner who initially owns the data, and
server who stores and processes the data. A querier issues
a query to a server to directly search over encrypted stored
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data. The query itself also is encrypted, and the server re-
turns the encrypted version of matching results to the user.
Searchable encryption scheme provides strong security and
privacy guarantees. It does not leak any information to the
server; other than returned matching results the querier does
not get any information about the rest of the data stored on
the server.

The rest of the paper is organized as follows. In Section 2,
we describe how Bloom filter works; most importantly, we
derive the false positive rate that closely depends on the size
of Bloom filter, number of hash functions, and number of
keywords stored in Bloom filter. In Section 3, we propose a
new structure that splits a Bloom filter into two smaller ones.
We use an example to illustrate that the proposed structure
balances the Bloom filter size, false positive rate, and user
requirements, and ultimately increases the efficiency of an
SE. We conclude the paper in Section 4.

2. BLOOM FILTER
2.1 Background

A Bloom filter [2] is a dynamic data structure which can be
used effectively to add elements into a set and test whether
an element is in a given set. The Bloom filter B consists of a
bit array of m bits which are denoted by B[0],..., B[m — 1]
and initially set to 0. The filter uses r independent uniformly
distributed hash functions hi,...,h,. The hash functions
have hash length of s bits, 2° = m, and h; : {0,1}* —
{0,1}° for ¢ € {1,r}. Suppose we have a list of words
D = {wi,...,w;} and want to set up a set for D using
a Bloom filter. For each word w; € D, j € [1,...,1], the ar-
ray bits at the positions hi(wj), ..., hr(w;) are set to 1. To
see if a word w belongs to D, we check the bits at positions
hi(w),...,h-(w). If all checked bits are 1’s, then w is (pos-
sibly) contained in D. However, there is a small possibility
of false positive. Even if all the bits corresponding to w are
equal to 1, there is no guarantee that w is in D as these
bits could be set to 1’s by other words. That is, the bits at
positions hi(w),...,h-(w) in B are 1’s and w appears to be
in D, but actually is not. But if any one of the checked bits
is 0, then w is definitely not in D. It means that there is no
false negative.

False positive is one drawback of Bloom filter. However,
a Bloom filter does provide an effective tool for searching
in searchable encryption. It does not store the word but
only those bits corresponding to the hashes of the word are
set to 1. This saves space and the server does not learn
anything about the words stored in the filter. Adding words



and testing any given word in a Bloom filter are efficient due
to the fast calculation of the hash functions.

For each encrypted document, we create a Bloom filter
to store (represent) all its keywords. Therefore, the Bloom
filter acts as an index to the document. When the user
supplies a keyword to the server, all the Bloom filters will
be checked to see if the associated documents need to be
selected. This avoids the time-consuming process to scan all
the documents. We can even improve the security by storing
the encrypted keywords in the Bloom filters and sending the
encrypted keyword to the server for searching, like in [5].

2.2 False positive rate

Suppose we want to test if a word w is in the Bloom filter
B, which stores [ keywords w1, ..., w; for the document D.

i) w is equal to one of w;’s (1 < j <1). Then, we will get
a “Yes” answer and that will be correct.

ii) w is not equal to any one of w;’s. Let hi(w) = z1,.. .,
hr(w) = x,. The probability that z1th bit of B will not be
set to 1 by h1 on wi (assuming hash function h; is uniformly
distributed) is

1 1

Prihi(w:) # 21] = mT_ =1-—

(1)
The probability that z:th bit of B will not be set to 1 by all
r hash functions (assuming all hash functions are indepen-
dent) is
Prihs(w:) # 21] = (1 - i) A<i<r (2
m
Since there are [ words in B, the probability that x1th bit
of B will not be set to 1 by all » hash functions on [ words:

rl
1
Prih;(w;) # 1] = (1_E> 1<i<r1<;<l. (3)
So, the probability that zith bit of B will be set to 1 by r
hash functions on these [ words is

rl
1_<1_i) |
m

Assuming that the probabilities of each bit z1, ..., z, be-
ing set to 1 are independent, the probability that all the bits
will be set to 1 by r hash functions on these [ words (false
positive rate) is

(4)

T

R=Pr(Blzi]) =1,...,Blz,] = 1] = (1_ (I_JI)TZ
(5)

However, Bose et al [4] did a detailed analysis and showed
that the false positive rate of a Bloom filter B is actually
higher than the result stated in Equation (5). This is be-
cause from Equation (3) to Equation (5) we assume that all
the bits being set to 1 are independent to each other. But
this is not the case as collisions may occur.

3. NEWLY PROPOSED STRUCTURE
3.1 Description

The general idea of using a Bloom filter appears in the
literature. However, there is no rigorous treatment about
what the size of the filter should be. While it is obvious
that increasing the size of the filter will decrease the false
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Figure 1: Bloom filter B of size m = 2°.
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Figure 2: Bloom filters B; and B: of size m' = 2%
each.

positive rate, as shown in Equation (5), the relation is not
discussed in details. It is through this motivation that we
propose how to use/apply Bloom filters more effectively to
cut down the false positive rate and the size of Bloom filters
to a balance point which fulfills the user requirements.

Now suppose we replace these r hash functions h; (here
1 <4 < r) with another set of 7 hash functions h; with the
length of the hash equaling to 2 x s’ and the Bloom filter
B with two Bloom filters B; and Bs with size of m’' = 25’
each. In essence, we treat one Bloom filter as two smaller
Bloom filters.

The procedure remains the same with the exception that
we set those bits in By (Bz) that correspond to the left (right)
halve of the hashes from h; to 1. Note that the length of x
now equals 2 x s’ in bits (see Figure 1 and Figure 2).

Following Equation (5), the false positive rate R

(6 (62
(-2

We need to find s’ to fulfill the following condition:

2 42 =2+ <99 (7)

() () o

Equations (7) and (8) demonstrate the reductions in space
and false positive rate, respectively. If such s’ exists, that
means we can improve the efficiency of the original Bloom
filter B by two smaller Bloom filters B; and B>. If there
exists a range of values for s, then it is up to the users
to choose the one that balances both the space and false
positive rate.

2r



Table 1: Original Bloom filter B false positive rate
R and space m.

s R
30 | 8.67362E-15

loglo (m)
9.03089987

m
1073741824

Table 2: New smaller Bloom filter false positive rate
R and space 2m

s R om’ 10g10(2m/)

15 | 8.62138E-11 65536 4.816479931
16 | 5.40466E-12 131072 5.117509926
17 | 3.38302E-13 262144 5.418539922
18 | 2.11598E-14 524288 5.719569918
19 | 1.32299E-15 1048576 6.020599913
20 | 8.27024E-17 2097152 6.321629909
21 | 5.16939E-18 4194304 6.622659905
22 | 3.23102E-19 8388608 6.9236899

23 | 2.01944E-20 16777216 7.224719896
24 | 1.26216E-21 33554432 7.525749892
25 | 7.88856E-23 67108864 7.826779887
26 | 4.93037E-24 | 134217728 | 8.127809883
27 | 3.08148E-25 | 268435456 | 8.428839879
28 | 1.92593E-26 | 536870912 | 8.729869874
29 | 1.20371E-27 | 1073741824 | 9.03089987

3.2 An example

Given an original Bloom filter B with » = 2 hash func-
tions h1 and hs of hash length s = 30. Let | = 50 be the
number of keywords in B. Table 1 calculates the false pos-

2
itive rate R = (1 - (1 - 1/230)10()) and the space m =

2° = 239 Suppose we want to replace B with two smaller
Bloom filters B; and B> with 2 hash functions h] and h%
of hash length 2 x s. We want to find out a range of s’
such that there will be a reduction in both false positive
rate and space. Table 2 calculates the false positive rates

/ 100\ 4 , ,
R = (17<171/28) ) and the space 2m = 25 *1,

Based on Equations (7) and (8), we are developing a
method to effectively estimate the feasible range of s’. From
Tables 1 and 2, hash lengths s’ from 20 to 28 fulfill the
requirements of the reductions in both false positive rate
and space. The calculation of false positive rate is based on
Equation (5). However, we can follow the idea mentioned in
[4]. For the purpose of this paper, the exact calculation of
the rate is not so important. Again, we assume there is no
collision among ! words in the Bloom filters B, Bi, and Bs.
It means that rl bits are set to 1 in each Bloom filter.

4. CONCLUSIONS

We propose a technique to improve the efficiency of Bloom
filters used for searchable encryption schemes.

A) Practical considerations: As we know the false positive
rate will be reduced if we use a larger Bloom filter, or more
hash functions. However, using a larger filter may not be
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efficient and difficult to implement. In the same way, us-
ing more hash functions may not be necessary, as they may
degrade the performance.

We suggest using a cryptographic hash function for the
following reasons:

1. By repeating the underlying compress function, it can
take any message of arbitrary length.

2. Good performance due to collision, pre-image, and sec-
ond pre-image resistance properties of a cryptographic
hash function.

3. We can simply extract certain portions (for example,
the first 30 bits), or combine portions of the hash value,
as a new hash function.

B) Implementation of the automated system: After esti-
mating a reasonable upper bound for the number of key-
words and the acceptable false positive rate, we design a
Bloom filter. Then we apply the above technique to subdi-
vide the original Bloom filter B into smaller ones By and Bs
for improvement. Based on the goals of the user, space vs.
false positive rate, the optimum size of the smaller Bloom
filters can thus be adjusted.
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