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ABSTRACT

Much of the research that our community publishes is based
on data. However, an open question remains: are the re-
sults of data science trustworthy, and how can we increase
our trust in data science? Accomplishing this goal is diffi-
cult, as we must trust the inputs, systems, and results of
data science. This panel will discuss the current state of
trustworthy data science, and explore possible technical, le-
gal, and cultural solutions that can increase our trust in the
input, systems, and results of data science.
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1. SUMMARY

Much of the research that we, as a community, publish is
based on data. For this panel, we will call any research re-
sults based on data data science. An open question remains:
are the results of data science trustworthy, and how can we
increase our trust in data science? Accomplishing this goal
is difficult, as we must trust the inputs, systems, and results
of data.

Can we ensure that the input data sets that we are using
are representative and unbiased, thus establishing trust in
the inputs to our data science system? This problem is very
difficult when we consider the large datasets that we work
with, for instance the web, malware, or mobile applications.
How can we ensure that the datasets that we use and base
our research results on are unbiased and representative?

Many of our data science systems rely on machine learn-
ing to generate results, however recent work in adversarial
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machine learning has shown that machine learning classifiers
can be evaded by manipulating the input data, and therefore
the systems that we build can be untrustworthy. Can these
systems be made resistant to an active adversary? What
threat models are realistic and should be considered?

Finally, even if we fully trust the inputs and the sys-
tems, how can we trust the results of data science? Tra-
ditional academic disciplines rely on the scientific principle
of reproducibility—however, this seems to be missing in our
field, due to complex technical, legal, and cultural reasons.
What are some techniques that we can use to share datasets
and improve reproducibility of our results?

As more and more research is based on data, it is critical
that we explore ways that we can increase the trust in our
inputs, systems, and outputs of data science.

2. QUESTIONS TO CONSIDER

This panel will discuss the current state of trustworthy
data science, and explore possible technical, legal, and cul-
tural solutions that can increase our trust in the input, sys-
tems, and results of data science. Some broad questions that
the panel will consider follows.

e How does the community view research that replicates
other studies? Should we, as a community, encourage
reproducible research and replication studies? If so,
how can we actually achieve this goal?

e What prevents researchers from sharing data sets? What
could be done to alleviate these problems? Are there
technical research solutions that could prove useful?

e With many of our computing systems relying on ma-
chine learning algorithms, how much trust can we place
in these systems? Can there be a trustworthy machine
learning future, and if so how can we create that fu-
ture?

e How does one know that a dataset is representative and
unbiased? Are there techniques in collecting data that
can improve the representativeness of the underlying
population?

e How can we trust the output of research that is per-
formed on datasets that the researchers are under legal
obligations not to share (due to NDAs, privacy issues,
etc.)?





