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ABSTRACT

The main such techniques are user authentication and access control [2, 3]. Authentication is a process by which a
system verifies the identity of a user. Access control determines whether an authenticated user has permission to access a particular resource. However, such security solutions
are unable to protect data against malicious or compromised
insiders [4]. Insiders generally have prior knowledge about
the organization’s internal procedures, location of sensitive
files and weaknesses in systems’ security. Hence, insider attacks pose serious threats to organizations with critical or
sensitive information and thus have been investigated extensively [4, 5, 6, 7, 8].
As attempts to steal data by malicious or compromised insiders are often characterized by unusual access patterns [9,
10], anomaly detection for data accesses can be a useful technique that well complements other security techniques, such
as authentication, access control, and encryption. Anomaly
detection (AD) techniques have been proposed for relational
databases [11, 12, 13, 14] and networked systems [15, 16, 17].
However, as in many applications data is not managed by a
database management system, it is critical that data access
anomaly detection techniques be also developed for file systems. Initial approaches to detect anomalies in file system
usage leverage different file system features, e.g., file system
hierarchy [18], file name, working directory and parent directory [19]. Some techniques [20] use a file system in userspace
(FUSE) to capture run-time operations. Approaches have
also been developed that focus on file system integrity [21,
22]. A significant common limitation of these approaches
is that they are unable to support fine-grained monitoring
of accesses to the files. For example, consider the case of
an employee that for his daily tasks accesses only 20% of
the records in a file and therefore has a read permission on
this file. Now, if the employee all of a sudden accesses 100%
records of the file, such access is certainly anomalous with
respect to his daily task. Even though there could be legitimate reasons for this access, it is critical that such an
anomalous access be flagged.
In this paper we propose an effective and practical approach, dubbed as Ghostbuster, to detect anomalous accesses to the file system by creating fine-grained user profiles.
Our proposed approach comprises of two phases: the Profile Creation (PC) phase and the Anomaly Detection (AD)
phase. In the first phase, we collect detailed information
about the file accesses resulting from a user’s normal file
system activities and create the user profile by using a combination of techniques including data mining. The profiles
are later used in the second phase to monitor the file sys-

Protecting sensitive data against malicious or compromised
insiders is a challenging problem. Access control mechanisms are not always able to prevent authorized users from
misusing or stealing sensitive data as insiders often have access permissions to the data. Also, security vulnerabilities
and phishing attacks make it possible for external malicious
parties to compromise identity credentials of users who have
access to the data. Therefore, solutions for protection from
insider threat require combining access control mechanisms
and other security techniques, such as encryption, with techniques for detecting anomalies in data accesses. In this
paper, we propose a novel approach to create fine-grained
profiles of the users’ normal file access behaviors. Our approach is based on the key observation that even if a user’s
access to a file seems legitimate, only a fine-grained analysis of the access (size of access, timestamp, etc.) can help
understanding the original intention of the user. We exploit
the users’ file access information at block level and develop
a feature-extraction method to model the users’ normal file
access patterns (user profiles). Such profiles are then used
in the detection phase for identifying anomalous file system accesses. Finally, through performance evaluations we
demonstrate that our approach has an accuracy of 98.64%
in detecting anomalies and incurs an overhead of only 2%.
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1.

INTRODUCTION

Data stored in a file system can be compromised in various ways– by employees with malicious motivations inside an
organization or by outsiders. An example of such insider attacks is the breach [1] at Sony Pictures Entertainment where
at least one of the six attackers was a former system administrator with extensive technical background and knowledge
of Sony’s internal systems.
Organizations usually implement a combination of different techniques to protect data from unauthorized access.
Permission to make digital or hard copies of all or part of this work for personal or
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2.

tem usage and to raise alerts upon identifying anomalous
activities.
The development of an access AD technique for file systems is challenging. In contrast to database AD techniques
where SQL queries provide a structure to learn normal access patterns [11, 12], lack of semantic information about
accesses in the case of file systems makes the task of profile construction complex. Moreover, the profile of a user’s
normal behavior must be accurate. A large number of false
positives, i.e., non-anomalous accesses classified as anomalous may slow down the entire system and disrupt the users’
normal activities. On the other hand, a large number of
false negatives, i.e., undetected anomalous accesses undermine the security protection. This trade-off between performance and security is a major challenge [23] in creating effective profiles. Moreover, an AD technique must add
minimal overhead to the data access times. To address the
performance issue, we extract a minimal set of interesting
features from the users’ block level file access information
in the PC phase. As a next step, we use these features to
build the user profiles in a fine-grained manner. Later in
the AD phase we define and utilize a set of distance functions to measure the difference between a user’s profile (i.e.,
expected behavior) and his file accesses (i.e., observed behavior) at runtime. In the performance evaluation section,
we show that our approach is able to identify anomalous
access size, anomalous frequency of access, and anomalous
access patterns on the whole. We use a Linux OS kernel
module named blktrace [24] to extract the file accesses at
block level.
We list our contributions in the following:

PRELIMINARIES

In this section we provide an overview of blktrace and
other notions that are used throughout the paper.

2.1

Blktrace Overview

We use the blktrace utility implemented in the Linux kernel to trace block layer I/O operations where each block level
access to a file is represented as an event. Another utility,
blkparse, formats the events from the blktrace data. Blktrace has a very low overhead (2%) and can be configured
to report a specific set of events, e.g. only read operations.
An example of such an event from blktrace output is the
following:
8,0

0

427

427
8.06743
R
1729336
+ 32

8.06743

57768

I

R

1729336

+32

[gedit]

sequence number of the event
timestamp of the event
read operation (‘W’ represents write)
starting sector number for the read
operation
32 sectors (or, 4 blocks) are read
including sector 1729336 (1 sector
= 512 bytes, 1 block = 4096 bytes)

Table 1: Blktrace event components
Table 1 provides a brief idea of the highlighted event components that we use in user profiling.

2.2

• Our first contribution is the proposed block level access
anomaly detection mechanism, which to the best of
our knowledge is the first to model users’ file access
patterns at such a fine granularity.

Event Sequence and Episodes

Blktrace generates a sequence of events while collecting
block level access information from the OS kernel. The
events in the sequence are ordered, i.e., the timestamps and
sequence numbers that are associated with the events are
strictly increasing. Let E = {e1 , e2 , . . . , en } be a sequence
of n events. An event consists of several attributes. For
simplicity, we use only three attributes in this example: en
(event name); sr (sequence number of the event); and ts
(timestamp of the event) which, for instance, represents the
ith event as ei = (eni , sri , tsi ). Since the events are ordered,
sri ≤ sri+1 , and tsi < tsi+1 for i = 1, 2, . . . , n − 1. Figure 1
shows an event sequence, E, that consists of n = 15 events.
In order to find patterns in a sequence of events we use the
notion of episode [25], i.e., set of events that occur together
but not necessarily in a consecutive manner. Hence, the
episodes that occur frequently represent patterns of an event
sequence. If the order among the events of an episode is
total, the episode is a serial episode; otherwise, it is a parallel
episode. In the above example, event d occurs after event
b twice and thus the two events form a serial episode α =
{b, d}. The occurrences are: {(b, 1, 1), (d, 2, 2)} and {(b, 8,
11), (d, 10, 13)}. A parallel episode can be β = {c, f } with
occurrences: {(c, 4, 5), (f, 6, 7)} and {(f, 13, 19), (c, 14,
21)} where there is no constraint on the relative order of the
events.
Episode α is a subepisode of a serial episode γ if the events
in episode α form a subsequence of events in γ. For example,
γ = {a, b, c, d}, and α = {a, b, d}. Similarly, episode α is a
subepisode of a parallel episode γ if the events in episode α
form a subset of events in γ. For example, γ = {a, b, c, d},
and α = {d, b, c}. We represent this relation as α < γ.

• The second contribution is a set of efficient algorithms
that (1) extract interesting features from the users’
block level access information, (2) build effective and
practical user profiles, and (3) identify anomalous accesses at runtime.
• As the third contribution, we present a taxonomy of
anomalous file accesses and compare the accuracy of
our approach with that of other existing approaches
based on this taxonomy.
• The fourth contribution is an extensive evaluation of
our fine-grained AD mechanism for file systems. We
have collected data from a real organizations’ file repository. The evaluation demonstrates that our approach
achieves an accuracy of 98.64% in detecting anomalies
while incurring an overhead of 2%.
The rest of the paper is organized as follows. Section 2
presents an overview of blktrace and other useful notions.
Section 3 discusses the features of interest for profile creation
and introduces a formal representation of user profiles. Section 4 presents a taxonomy of anomalous file accesses and
provides a high-level comparison between our approach and
other existing approaches. Section 5 and 6 present the PC
and AD phases, respectively. We evaluate the performance
of our approach in Section 7. Section 8 discusses the related
work and Section 9 outlines conclusions and future work.
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Figure 1: Event sequence E

3.

PROFILE COMPONENTS

3) Cluster of accesses: The set of files that are frequently
accessed together (represent a unit of task) by the user are
considered as an access cluster. Episodes that are frequent in
the blktrace event sequence identify these clusters. We store
each such frequent episode ε as Cε = {ε, cf, S/P } where cf
denotes cluster frequency, and S/P determines whether the
episode is serial or parallel. Therefore, the access clusters for
a user are stored as a vector C = hCε1 , Cε2 , . . . , Cεm i where
m is the number of frequent episodes identified for the user.
Combining the above components, we represent a user
profile as P = hB, F, Ci.

This section first presents a discussion about the features
extracted from blktrace events and then introduces a formal
representation of user profiles.

3.1

Features of Interest

• User: This feature represents the identity of the user
originating a particular blktrace event, i.e., the id of
the user reading (writing) from (into) a file.
• File name: A series of translations– sector to block,
block to inode and inode to file name reveals this feature. This is used as the id of the file.

4.

In this section, we present a taxonomy of anomalous file
access cases and give a high-level comparison among our
approach and other existing approaches based on the taxonomy. Table 2 summarizes different cases of anomalous
file accesses and how different approaches respond to such
anomalies. The columns DC-1, DC-2, and DC-3 indicate
the detection capability of access control mechanisms, a file
level profiling approach (e.g., [18]) and our approach, respectively.
Case 1: Anomalous File Access w/o Permission.
This case illustrates a masquerade attack where the attacker
tries to read from a file to which the legitimate user does not
have read permission. A masquerader who broke into the
system with a legitimate user’s credential but without the
knowledge of file permissions may raise this kind of anomalies. This anomaly can be detected by all mechanisms in
comparison.
Case 2: Anomalous Access Clusters. This case represents another masquerade attack where the attacker has
enough intelligence about the file access permissions and
thus does not try to access files to which the legitimate user
does not have permissions. However, the accesses by the
attacker do not comply with the learned access clusters. An
outsider who has somehow gained a legitimate user’s credential but does not have knowledge about the specific tasks of
this compromised user raises this type of anomaly. While
access control mechanisms fail to detect such anomalies, the
approach by Gates et. al. [18] as well as our approach can
detect such anomalies since both approaches learn access
clusters from past history.
Case 3: Anomalous Frequency of Access Clusters. An insider with higher privilege or knowledge about
the system’s security vulnerabilities can masquerade as another user. This attacker also possesses knowledge about
the compromised user’s specific tasks, i.e., valid access clusters. However, while looking for sensitive data, the attacker
repeats some set of access clusters (because he has background knowledge that the data he is searching for can be
collected through this set of tasks). Such behavior by the
attacker raises anomalous frequencies for the repeated access clusters and is identified by only our approach among
the others in comparison.

• Type of access: A blktrace event can either be a read
(‘R’), or a write (‘W’) operation.
• Access size: The number of blocks that are accessed
in one blktrace event is represented by this feature.
• Segment of file: This feature identifies the relative
position of the blocks that are accessed from a file.
While profiling at file level only answers whether a
user normally reads from a file, our approach leverages
this segment information along with the ‘access size’
feature to precisely identify the portion of the file that
a user normally reads. For example, if a file consists of
10 blocks and only the first block is read, we represent
this feature as [0,0.1].
• Timestamp: The timestamp feature enables us to
identify the temporal properties of accesses, e.g., temporal frequency of a file’s access, temporal correlation
between two files’ accesses, etc.
• Sequence number: The sequence number feature
provides us with the spatial properties of accesses, e.g.,
spatial frequency of a file’s access, spatial correlation
between two files’ accesses, etc.

3.2

A TAXONOMY OF ANOMALOUS FILE
ACCESSES

Profile Representation

1) Block level access: This profile component stores the
maximum, average, and standard deviation of the size of
accesses to each file by the user (in the unit of blocks), and
a bit to denote whether the blocks accessed from the file
are located in random segments. For a file f ∈ F where
F denotes the set of all files, we compute user u’s block
level access information as Bf = {szmax , szavg , szsd , R =
0/1} and store it in the user u’s profile. Finally, the profile
component is denoted as B = hB1 , B2 , . . . , B|F| i where |F|
is the cardinality of set F.
2) Frequency of file access: This component accumulates
the frequency of accesses to each file by the user. The temporal and spatial access frequencies of a file f are stored as
f rft and f rfs , respectively. These frequencies are combined
as f rf to represent the profile component F = hf r1 , f r2 ,
. . . , f r|F| i.
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Anomaly Cases
Case 1: Anomalous File Access w/o
Permission
Case 2: Anomalous Access Clusters
Case 3: Anomalous Frequency of Access
Clusters
Case 4: Anomalous Size of File Access
Case 5: Anomalous Segment of File
Access
Case 6: Anomalous Frequency of File
Access

Attack Model
Masquerade Attack

DC-1
X

DC-2
X

DC-3
X

Masquerade Attack
Masquerade & Insider Attacks

×
×

X
×

X
X

Insider & Data Harvesting Attacks
Insider & Data Harvesting Attacks

×
×

×
×

X
X

Insider & Data Harvesting Attacks

×

×

X

Table 2: Taxonomy of anomalous file accesses and a comparison of detection capability among access control
mechanism (DC-1), a file level profiling approach, e.g., [18](DC-2), and our fine-grained profiling approach
(DC-3)

5.2

Block Level Profiling (BLP)
This module utilizes the uid, fname, sz, and sg features.
In order to profile the accesses at block level, the BLP module implements a mapping from each user u to each file f and
stores all of u’s accesses to f in the map. Then it computes
the values of szmax , szavg , and szsd from the map entries.
Furthermore, the BLP module compares the sg features of
such access events. If e1 and e2 are two events representing accesses to file f , BLP identifies whether sg1 and sg2
overlap or these segments represent random portions of the
file. This analysis is useful, for example, in identifying that
a user accesses the latest blocks of a file. If the accessed
segments are random, R is set to 1; otherwise set to 0. The
value of Bf = {szmax , szavg , szsd , R = 0/1} is finally stored
in the profile of user u.

Case 4: Anomalous Size of File Accesses. An insider
logged into his own account can access more blocks than
normal from a file and thus gather larger amount of data
from a sensitive file while complying with access clusters and
their normal frequency. As shown in Table 2, identifying this
data harvesting attack is impossible without a fine-grained
approach and our approach is the only one able to detect
such anomalous accesses.
Case 5: Anomalous Segment of File Accesses. An
insider complying even with normal access size may harvest
data by reading different segments of the file. Our finegrained AD technique is able to detect such random accesses
while the other methods fail.
Case 6: Anomalous Frequency of File Accesses. An
insider complying even with normal access size may harvest
data by reading the file with an elevated frequency. Again,
our fine-grained AD technique detects such anomalous case
while the other methods fail.

5.

5.3

Frequency Profiling (FP)
The FP module utilizes the uid, fname, ts, and sr features. Two parameters– time interval, T I, and sequence
interval, SI, are used in order to compute the temporal frequency (f rft ) and spatial frequency (f rfs ), respectively. Here
we explain how we compute f rft for a file f . Since the access frequency of a file can vary widely over time, we store
the frequencies in different granularity levels- hourly (T I =
one hour), daily (T I = one day), weekly (T I = one week),
and monthly (T I = one month). For example, if a file is
accessed a number of times per hour, its frequency is stored
in all granularity levels. However, if a file is accessed twice
a week its frequency is stored only in weekly and monthly
granularity.

PROFILE CREATION PHASE (PC)

Our PC phase consists of a set of software modules (Figure 2). The blktrace tool traces block layer I/O operations
from the kernel space during the user’s normal file access
activities. In the following we discuss the modules in detail.

5.1

Feature Extraction (FE)
The FE module transforms the output from the blktrace
tool into an event sequence E. This module represents an
event e ∈ E as (uid, fname, atype, sz, sg, ts, sr), where uid
is the id of the user, fname is the name of the file, atype
is access type, sz is the size of access, sg is the segment of
the file accessed, ts and sr are the timestamp and sequence
number of the event, respectively. A sequence of n events is
thus represented as E={e1 , e2 , . . . , en }.

5.4

Access Cluster Profiling (ACP)
The ACP module uses two parameters, Lts and Lsr , to
denote the maximum time and sequence number differences
between two events in order for these events to be considered
as related to each other. For example, while determining
the occurrence of an event sequence {a, b, c}, the constraints
tsc − tsa < Lts and src − sra < Lsr must be satisfied.
These parameters are set to discard uninteresting episodes
while searching for the frequent ones. Another parameter,
minSp, sets the minimum frequency required for an episode
to be classified as frequent. The steps for computing profile
component C are presented in Algorithm 1. It is an iterative procedure where in each iteration frequent episodes
of progressively larger size are obtained. At the first iteration, all the distinct events are considered as candidates
(Cand1 ). Once the set of frequent episodes of size m, i.e.

Algorithm 1 Discovering access clusters C
1: Input: E, Lts , Lsr , minSp
2: Output: C
3: m ← 0
4: Cand1 ← set of distinct events
5: while Candm+1 6= ∅
6:
F reqm+1 ← f indF req(E, Candm+1 , Lts , Lsr , minSp)
7:
m←m+1
8:
Candm+1 ← genCand(F reqm )
9: C ← F req1 ∪ F req2 ∪ . . . ∪ F reqm
10: return C
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Figure 2: Profile Creation (PC) phase architecture
F reqm , is computed from Candm (using findFreq), the set
of candidates for larger frequent episodes, i.e. Candm+1 , is
obtained from this F reqm (using genCand). The main idea
is an Apriori [26] property as given in the following:

Frequency Computation (findFreq): Although there
are different definitions of frequency [25, 27], we consider
a definition that is based on non-overlapping occurrences
as this is the most practical in the context of file access.
Two occurrences of an episode α, i.e., α1 and α2 are nonoverlapping, if no event contained in α1 appears among
events contained in α2 and vice versa. Let α be a serial
episode {a, b, c}, and let α1 = {(a, sra1 , tsa1 ), (b, srb1 , tsb1 ),
(c, src1 , tsc1 )} and α2 = {(a, sra2 , tsa2 ), (b, srb2 , tsb2 ), (c,
src2 , tsc2 )} be two of its occurrences. We say that α1 and
α2 are non-overlapping if for all events x ∈ α, srx1 < sra2
and tsx1 < tsa2 , or, for all events x ∈ α, srx2 < sra1 and
tsx2 < tsa1 . For the following event sequence–
E = {(b, 1, 2), (d, 2, 5), (a, 3, 6), (c, 4, 7), (f, 5, 10),
(c, 6, 12), (d, 7, 13), (c, 8, 14), (a, 9, 16), (f, 10, 20)}
there are more than one overlapping occurrence of episode
α = {b, d, c}, e.g., {(b, 1, 2), (d, 2, 5), (c, 4, 7)}, and {(b, 1, 2),
(d, 7, 13), (c, 8, 15)}. However, there can be only one nonoverlapping occurrence, e.g., {(b, 1, 2), (d, 2, 5), (c, 4, 7)} in E
and choosing any of the other occurrences violates the given
definition of frequency.

Lemma 1. Let γ and α be episodes s.t. α < γ. If γ is
frequent, α is also frequent.
According to this lemma, to generate candidate episodes of
size m + 1, we consider only the ones for which all of its
subepisodes of size m are frequent. In this way, we discard
a number of infrequent episodes and avoid computing their
frequency. In what follows, we explain the findFreq and
genCand functions.
Algorithm 2 Finding frequent episodes (findFreq)
1: Input: E, Candi , Lts , Lsr , minSp
2: Output: F reqi
3: F reqi ← ∅
4: for each candidate episode ε ∈ Candi
5:
waits(ε[1]) ← waits(ε[1]) ∪ (ε, 1, 0, 0) /*initialize
waits list*/
6:
ε.f req ← 0 /* set frequency to 0 for all candidates */
7: for each event e ∈ E
8:
for each cluster automaton Aε = (ε, j, tsf , srf ) ∈
waits(e)
9:
if tsf = 0 & srf = 0 /* automaton at the first state
*/
10:
tsf ← e.ts /* update first event timestamp */
11:
srf ← e.sr /* update first event sequence number */
12:
waits(e) ← waits(e)−Aε /* remove the automaton
from waits(e) list */
13:
if j = L & e.ts − tsf ≤ Lts & e.sr − srf ≤ Lsr
14:
j ← 1 /* reached final state of automaton, reset
to first state */
15:
ε.f req ← ε.f req + 1 /* increment frequency */
16:
else if e.ts − tsf ≤ Lts & e.sr − srf ≤ Lsr
17:
j ← j + 1 /* move to the next state */
18:
else
19:
j ← 1 /* e is outside of Lts or Lsr range, reset
to first state */
20:
waits(ε[j]) ← waits(ε[j]) ∪ Aε /* add Aε to a new
waits list */
21: for each candidate episode ε ∈ Candi
22:
if ε.f req ≥ minSp
23:
F reqi ← F reqi ∪ ε
24: return F reqi

b
S0

d
S1

c
S2

S3

Figure 3: Finite state automata Aε for ε = {b, d, c}
Frequency computation for serial episodes: We use
finite state automata to recognize episodes in the event sequence. For example, to recognize the episode ε = {b, d, c},
an automaton Aε transits to states S1, S2, and S3 after observing the events b, d, and c, respectively, as shown in Figure 3. Algorithm 2 shows the steps to count the frequency of
serial episodes. It takes the event sequence E, the set of candidate episodes of length i, i.e. Candi , Lts , Lsr , and minSp
as the input, and returns F reqi ⊆ Candi as frequent ones.
Since we use finite state automata, counting the frequencies
of all candidate episodes requires only one pass of the event
sequence. Moreover, there is only one automaton for each
candidate at a time. We use a waits() list such that all automata waiting for an event e to transit to their next states
are placed in the waits(e) list. Therefore, upon scanning an
event e from the given event sequence E, the automata waiting for this particular e event proceed to their next states.
The automaton for candidate episode ε intending to transit
to its jth state is represented as Aε = (ε, j, tsf , srf ), where
tsf and srf are the timestamp and sequence number of the
first event in the automaton, respectively. An automaton
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6.

Aε = (ε, j, tsf , srf ) ∈ waits(e) means that the automaton
for episode ε will transit to its jth state if it observes the
event e = (f namee , atypee , sge , sze , tse , sre ) in the events’
sequence for which tse − tsf ≤ Lts and sre − srf ≤ Lsr .
Frequency computation for parallel episodes: A similar algorithm is used that we do not present in this paper
for space constraint.

ANOMALY DETECTION PHASE (AD)

The Feature Extractor (FE) module performs the same
set of tasks as in the PC phase. Also, the User Profiles output from the PC phase are considered as input to this AD
phase. The other three modules (see Figure 4) share a parameter WAF for each user to weigh his anomalous actions.
As soon as this parameter exceeds a threshold minAnom,
the user’s behavior is classified as anomalous. Depending on
the user’s file access activities, the modules raise different
anomaly flags and thus update the value of this WAF parameter. Note that, the user’s normal operations are
not hindered until WAF exceeds minAnom. Only
after WAF exceeds minAnom, a user is prevented
from accessing the requested content.

Algorithm 3 Candidate generation (genCand)
1: Input: F reqm
2: Output: Candm+1
3: Candm+1 ← ∅
4: Sm ← sort(F reqm )
5: for each episode smi ∈ Sm
6:
for each episode smj ∈ Sm where j ≥ i
7:
if Sm .msg[i] = Sm .msg[j]
8:
for k = 1 to m
9:
ζ[k] ← smi [k] /* generate new candidate */
10:
ζ[m + 1] ← smj [k]
11:
for each α < ζ where |α| = m
12:
if α ∈
/ F reqm /* if any α is not frequent */
13:
goto 6 /* ζ is also not frequent, start over */
14:
Candm+1 ← Candm+1 ∪ ζ
15: return Candm+1

6.1

Block Level Monitoring (BLM)
The BLM module monitors whether the size of an access
to a file in the AD phase is larger than szmax , or significantly
distant from the range [szavg + δ1 ∗ szsd , szavg − δ1 ∗ szsd ]
where δ1 is a positive real number. In these cases, this module raises flags of anomaly types AF1 and AF2 , respectively.
The amount of effect an anomaly flag, e.g., AF1 has on WAF
is determined by a distance function. For example, if the sz
attribute of an event is larger than szmax , the distance is
measured as dist(AF1 ) = (sz − szmax ). Furthermore, if the
value of R is 0 in the user profile, and if the user accesses
random segments of the file, another anomaly type AF3 is
flagged.

Candidate Generation (genCand): Algorithm 3 shows
the procedure for generating candidates for parallel episodes.
Since the order of events is not important for parallel episodes,
events in each episode ε ∈ F reqm are sorted by their f name
lexicographically and are then stored in Sm . For example,
episode ε = {d, a, f } is sorted as {a, d, f }. The episodes in
Sm are also sorted lexicographically for efficiency purpose.
For instance, an episode {a, d, e} appears before the episode
{a, d, f } in Sm . The ith episode in the collection of episodes
of length m is denoted as Sm [i]. Note that, if episodes Sm [i]
and Sm [j] have first l events in common, then all episodes
Sm [k], where i < k < j, also contain these l events. However, if episodes Sm [i] and Sm [j] share the first m−1 events,
the only difference between the episodes is the mth event and
we denote the group of such episodes with maximal similarity as msg. For each episode Sm [i], we store its msg’s first
episode index in Sm .msg[i]. Hence, the msg array efficiently
points to the first episode in the maximal similarity group
while generating candidates of size m + 1.
A simple modification of this algorithm generates candidates for serial episodes. For space constraint, we omit the
algorithm for serial episodes in this paper.

6.2

Frequency Monitoring (FM)
This module identifies anomalous frequencies, either temporal or spatial, that exceeds the stored normal frequencies by a threshold δ2 * f rf . Hence, the FM module raises
anomaly type AF4 and stores the frequency anomalous events
with detail information for further analysis.
6.3

Access Cluster Monitoring (ACM)
The ACM module keeps finite state automata for the access clusters identified in Section 5.4. Only the superepisodes
are considered for efficiency purpose. For example, if {a, b,
c, d} is a frequent episode, only one automata is used to
monitor this episode and its subepisodes. Assume that the
user attempts to read a file f in the AD phase. If the user
does not have permission to read that file, anomaly type
AF5 is raised. Otherwise, we exploit the fact that if this
access by the user is legitimate according to the user profile,
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events resulting from a user’s file accesses is ∼ 15K and each
user accesses ∼ 135 distinct files in average.
The accuracy of the user profiles depends on several parameters used in the PC phase, i.e., Lts , Lsr , and minSp.
During the experiment we vary these parameters to learn the
users’ normal file system activities effectively. According to
the background knowledge about the users’ tasks with the
file system, each task takes 15-20 minutes in average. Figure 5(c) shows how the accuracy of discovered access clusters varies for different Lts values. For instance, if Lts is
set to 1 working day (i.e., 8 hours, or 480 minutes), the algorithm interprets many irrelevant file accesses as relevant
and thus results in a significant number of false positives
in discovering access clusters. Conversely, setting Lts to 1
minute fails to identify correlations in accesses, i.e., incurs
high false negative rates and thus results in poor accuracy.
Note that, these values of Lts have been experimented only
for demonstration purpose and setting such values to Lts are
not practical. Hence, in our experiments we set Lts = 20
minutes, Lsr = 10 and use a variable minSp for candidates
of different lengths.
In order to evaluate how our approach performs in the
presence of some malicious or compromised insiders, we generate 4 sets of test data, namely TS(I-IV). In TS-I, the data
collected in weeks 5-8 remains unchanged. In TS-II, only
3% of TS-I is modified to include anomalous blktrace events
which represent a smart attacker. In TS-III, 25% of TS-I is
modified to represent a medium attacker scenario. Finally,
we randomly access the target directory to generate test set
TS-IV that represents a non expert attacker. In Section 7.3,
we design three different attack scenarios that incorporate
anomaly cases 1-3, 4-5, and 6, respectively, and evaluate the
performance of our AD mechanism for these attack scenarios.
Our experiments have been performed on an Intel(R) Core
(TM)
i7-3770 2CPU machine with two cores of speed 3.40
1
GHz
each, using
Ubuntu-14.04 operating system and 8GB
2
5
5 memory. 19
of

there should be at least one automaton to accept the blktrace event resulted by this read operation and to transit to
its next state. Otherwise, the ACM module flags this access
as anomalous and an anomaly type AF6 is raised. Note that
there can be more than one automaton waiting for a single
event in which case all of these automata transit to their
next states upon the occurrence of that particular event.
Anomalous frequencies of access clusters are also monitored
and flagged as anomaly type AF7 .
Anomaly
Cases
Case 1
Case 2
Case 3
Case 4
Case 5
Case 6

Anomaly
Flags
AF5
AF6
AF7
AF1 , AF2
AF3
AF4

Module (AD phase)
ACM
ACM
ACM
BLM
BLM
FM

Table 3: Mapping between the anomaly cases and
anomaly flags
Table 3 shows the mapping between the anomaly cases
from Section 4 and the anomaly flags raised by the modules
in the AD phase.

7.

PERFORMANCE EVALUATION

In this section, we explain our experiment setup, present
the evaluation metrics and the performance of our AD mechanism for different anomaly cases along with a comparison
with the other existing approaches.

7.1

Experiment Setup

In order to setup the experiment environment, we collect
blktrace data from accesses to a Wikipedia file repository
for a duration of two months. A large directory containing
560 files is considered as the target directory. The blktrace
data represents accesses to the files by 77 users with unique
user IDs. Blktrace events that represent accesses outside the
target directory are filtered out before profile creation. We
use the data from the first four weeks as training data for
profile creation in the PC phase whereas the data from the
next four weeks is used as test data in the AD phase. The
histogram in Figure 5(a) reports for different ranges of blktrace events the number of users making accesses within each
range whereas Figure 5(b) reports such number for different
ranges of distinct file accesses. Each file access generates 6
blktrace events in average. The average number of blktrace
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Evaluation Metrics

• False negative rate (FNR) =
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• Accuracy (ACC) =

(T P +T N )
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• F-measure (FMR) =

7.3
7.3.1

all test sets. The reason is that when a file is accessed, it
requires acceptance by only one automaton to be considered
as normal. However, there is a large number of automata
in the ACM module that may accept the access. If the
access is originally anomalous, the automata accepting this
access eventually fail to reach their final states and identify
the access as anomalous. However, in few cases, due to the
complexity of users’ interactions with the file system, the
ACM module considers anomalous accesses as normal and
results in false negatives. The average FPR and FNR values
incurred by the ACM module are 0.36% and 1.37%, respectively. Note that the FPR and FNR values do not differ significantly for different test sets. The reason is that our AD
approach analyzes each file access individually. Therefore,
our AD approach is independent of different percentages of
anomalous accesses. Figure 6(b) shows the PCS and RCL
for the ACM module with average values of 98.95% and
98.62%, respectively, for all test sets TS(I-IV). Figure 6(c)
shows ACC and FMR with average values of 99.38% and
98.77%, respectively.

2T P
(2T P +F P +F N )

Experiment Results
Detecting Anomaly Cases 1-3 (Masquerade and
Insider Attacks)

The modifications in TS(II-IV) include blktrace events
that represent accesses to files to which the user has no permission, consecutive accesses to files having zero or negligible
correlation, and abnormal frequency of some sets of tasks.
Figure 6(a) shows the FPR and FNR of the ACM module for test sets TS(I-III) and TS(II-IV), respectively. Since
TS-IV is generated randomly, all the accesses in this set
are considered anomalous and therefore, we do not evaluate
FPR for this test set. Similarly, since TS-I is directly taken
from the user’s accesses, we do not evaluate FNR for this
test set. The negligible FPR values for all test sets demonstrate the effectiveness of the ACP module in discovering
the access clusters. In very few cases, the automata for the
access clusters reject a normal file access which results in a
false positive. The FNR is slightly higher than the FPR for

7.3.2

Detecting Anomaly Cases 4-5 (Insider and Data
Harvesting Attacks)

The test sets TS(II-IV) for these anomaly cases include
blktrace events that represent abnormal access sizes, and
abnormal access segments but comply with file permissions,
access clusters and access cluster frequencies.
Figures 7(a) and 7(b) show the FPR and FNR of the
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Figure 9: Combined (a) FPR, FNR, (b) PCS, RCL, ACC, FMR of our approach, (c) Comparison with access
control mechanism and a file level AD technique
BLM module, respectively. For each test set we vary the δ1
parameter with values 1, 2 and 3. The experiment shows
that setting δ1 to 1 incurs a high FPR of 9.66% in average as this value reduces the acceptable access size range to
[szavg + szsd , szavg − szsd ]. On the other hand, a value of
δ1 equal to 3 accepts a wide range of access sizes and results
into 23.81% FNR. Therefore, we choose δ1 to be equal to 2
which reduces both the FPR and FNR to 1.19% and 0.11%,
respectively. Since the BLM module analyzes each access
at block level, it has a slightly higher FPR. However, this
module is able to detect a wide range of attacks including intelligent insiders who have knowledge about normal access
patterns and thus results in a negligible FNR. The FNR
in TS-IV is attributed to the random accesses that comply
with the average access sizes in the profile. However, since
we consider all the accesses in this test set as anomalous,
the accesses that comply with the user profile result in false
negatives. Figure 7(c) shows the PCS, RCL, ACC, and FMR
of the BLM module for all test sets TS(I-IV) with average
values of 96.5%, 99.89%, 99.08%, and 98.2%, respectively.
Note that we set δ1 = 2 while computing these metrics.

7.3.3

The performance of the FM module is demonstrated in
Figure 8. Figures 8(a) and 8(b) show the FPR and FNR,
respectively. We evaluate this module by selecting different values for δ2 , i.e., 0.08, 0.15, and 0.25. As the value of
δ2 increases, this module increases the range of acceptable
frequencies which results in a decrease of the FPR. The reason is that some of the files that are accessed with higher
frequency than the frequency saved in the profile are not
considered as anomalous. Conversely, the value of the FNR
decreases for lower values of δ2 . However, setting δ2 = 0.15
results in the FPR and FNR to be 3.02% and 1.2%, respectively. The results for the FNR for TS-IV is due to the
fact that some of the randomly accessed files in this test
set have frequencies similar to the ones saved in the profile.
Again, since we consider all the accesses in this test set to
be anomalous, the files with expected frequency attribute to
the false negatives. Figure 8(c) shows the PCS, RCL, ACC,
and FMR of the FM module for all test sets TS(I-IV) that
have average values of 92.09%, 98.97%, 97.47%, and 95.2%,
respectively. Note that we set δ2 = 0.15 while computing
these metrics.

7.4

Detecting Anomaly Case 6 (Insider and Data
Harvesting Attacks)

Comparison with Existing Approaches

For comparison purpose, we combine the three attack scenarios from Section 7.3 where 1/3 of the anomalous accesses
include anomaly cases 1-3; 1/3 include anomaly cases 45; and the remaining 1/3 include anomaly case 6. In Figure 9(a), we present the combined FPR and FNR with av-

For this anomaly case, the test sets TS(II-IV) include blktrace events that represent abnormal access frequencies but
comply with file permissions, access clusters and their frequencies, access sizes and segments.
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erage values of 1.53% and 0.83%, respectively. Figure 9(b)
represents the combined PCS, RCL, ACC, and FMR values with the average values of 95.88%, 99.17%, 98.64%,
and 97.39%, respectively. Figure 9(c) reports a comparison
among access control mechanism, a file level profiling approach (e.g., [18]) and our fine-grained AD technique for the
combination of the attack scenarios above (denoted by A1,
A2, and A3, respectively). The figure shows the PCS, RCL,
ACC, and FMR values of the approaches in comparison.
For example, the accuracy of these approaches are 98.64%,
21.92%, and 10.82%, respectively. The reason is that a file
level profiling approach can detect only the anomaly cases
1 and 2 while an access control mechanism is able to detect
only the anomaly case 1. From the evaluation, it is evident
that an access control mechanism or a file level AD mechanism or even a combination of these two is inadequate to
detect many anomalous accesses to file systems. Therefore,
it is necessary that an approach be deployed to monitor file
system activities in a fine-grained manner.

7.5

Senator et al. [37] monitor user activity and combine different structural and semantic information to detect anomalies based on suspected scenarios of malicious insider behavior. Ray et al. [38] propose a framework that uses an attack
tree to identify malicious activities from authorized insiders.
Claycomb et al. [39] proposes an approach to monitor various systems across an enterprise in order to detect malicious
insider activity by using directory virtualization. Huang et
al. [20] use an unsupervised approach for detecting application’s anomalous run-time operations. This approach collects the file access information of applications to create a
baseline profile which is then used to score the file access requests at runtime. Camiña et al. [40] propose a task-based
masquerader detector that avoids monitoring every single
file system object. Compared to these approaches that work
at a higher-level of abstraction, our approach leverages lowlevel access information (at block level) to detect a broader
set of anomalies.
Moreover, some of the previous research work focus on file
system integrity [21, 22] rather than confidentiality. I 3 F S
[22] is an on-access integrity checking file system that compares the checksums of files in real-time using cryptographic
checksums to detect unauthorized modifications to files. These approaches are complementary to ours since their focus
is on file system integrity.

Overhead

Our AD mechanism operates as a passive component and,
therefore, does not disrupt normal file system activities of the users. A separate host running our AD mechanism takes care of the computational cost of building user
profiles and monitoring file system accesses at runtime. The
only additional load that is added to the user’s machine is
the overhead of running the blktrace tool. However, blktrace
has a very low overhead of only 2% [28].
The space requirement for computing and saving the user
profiles depends on the duration of tracing blktrace events
while collecting the training data, and also on the file system
usage by the users. In our experiments, we observe the space
requirement for a single user profile to be practical, i.e., less
than 1 megabyte in average.

8.

9.

CONCLUSION AND FUTURE WORK

In this paper, we have proposed a technique to create
fine-grained profiles of file system users and to use these
profiles for detecting anomalous accesses to file systems. We
consider that these anomalous accesses are due to the abuse
of data by an insider or by an external attacker who can
gain access to the files by exploiting the vulnerabilities of the
software or by stealing credentials using different techniques,
e.g., man-in-the-middle attack, key-logging, phishing, and
so on. However, we learn the normal access patterns of the
users by utilizing the block level access information from the
OS kernel space and detect such malicious accesses with an
accuracy of 98.64%.
We notice that our AD system can be easily integrated
with anomaly response system [41] that automatically takes
actions when an anomaly is detected, based also on contextual parameters. Examples of actions include: blocking
access to the file, disconnecting the user, raising an alarm to
a system administrator. We believe that effectively and efficiently managing detected anomalies is important for realworld deployment of AD techniques.
In order to prevent a malicious security administrator
from abusing the profiles, we consider multiple administrators with separation of duty policy [42]. Notice that our AD
mechanism can also be used to monitor accesses by system
administrators to the files storing the profiles. Furthermore,
an insider or even an external attacker can get access to the
profiles in some cases by breaking the security properties
which may undermine the AD techniques. However, profiles
can be secured by using available security techniques, such
as isolating them on secure storage and monitoring accesses
to the files storing the user profiles.
Though collusion attacks are not popular among insiders,
such attacks may allow each of the insiders to remain under
the anomaly threshold but to steal information from the file
systems. Identifying these attacks is challenging and thus is
left as future work.

RELATED WORK

Most existing AD methodologies have been designed for
relational databases [11, 12, 13, 14] and networked systems
[15, 16, 17]. Nyalkalkar et al. [29] present a comparison of
two network-based anomaly detection methods. Buschkes
et al. [30] propose an anomaly detection technique based on
profiling mobile users. Baracaldo et al. [31] extends the rolebased access control (RBAC) model with a risk assessment
process, and the trust the system has on its users. Görnitz
et al. [32] devise a learning methodology for anomaly detection that requires less labeled data while achieving higher
accuracy. Some research [33, 34] propose to build temporal
user profiles in terms of multiple time granularities.
Bowen et al. [35] use believable decoys to detect malicious insiders and propose an automated decoy injection
method [36]. In order to detect information theft by insiders Gates et al. [18] use the file system hierarchy for extracting information regarding the relevance of a resource
with respect to the users. Due to the dependency on the
file system hierarchy this approach cannot handle the case
of dynamic file systems where files can be moved from one
directory to another. Stolfo et al. [19] extract some file system features, e.g., file name, working directory and parent
directory to detect abnormal accesses to the file system and
therefore has similar limitations as Gates et al. [18]. On the
contrary, our approach does not depend on the file system
hierarchy and thus can be used for dynamic file systems.
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