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ABSTRACT

In this paper, we propose a hierarchical monitoring intrusion detec-
tion system (HAMIDS) for industrial control systems (ICS). The
HAMIDS framework detects the anomalies in both level 0 and level
1 of an industrial control plant. In addition, the framework aggre-
gates the cyber-physical process data in one point for further anal-
ysis as part of the intrusion detection process. The novelty of this
framework is its ability to detect anomalies that have a distributed
impact on the cyber-physical process. The performance of the pro-
posed framework evaluated as part of SWaT security showdown
(S3) in which six international teams were invited to test the frame-
work in a real industrial control system. The proposed framework
outperformed other proposed academic IDS in term of detection of
ICS threats during the S3 event, which was held from July 25-29,
2016 at Singapore University of Technology and Design.
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INTRODUCTION

The term Industrial control systems (ICS) covers three major
types of control systems used in industrial systems. These systems
are SCADA (Supervisory Control And Data Acquisition), DCS
(Distributed Control Systems), and PLC (Programmable Logic Con-
troller). Critical infrastructures are vital systems that are controlled
by these industrial control systems.

SCADA technologies are designed for monitoring and control-
ling large scale distributed industrial systems like water treatment
plants, power grids, and other critical infrastructure systems. The
upcoming Industry 4.0 will lead to SCADA (Supervisory Control
And Data Acquisition) industrial systems that introduce aspects of
the Internet of Things [26]). In those systems, industrial control pro-
tocols will be used along with technologies such as VLANs, VPN,
and HTTP in the industrial control system.

The SCADA system simplifies management of remote equip-
ment using coded signals in the communication network. For ex-
ample, the industrial EtherNet/IP protocol allows the use of the CIP
(Common Industrial Protocol) over TCP, IP and standard Ethernet
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cabling. Connecting those controlled systems to the Internet is one
of the aspects of IoT (Internet of Things) in the Industry 4.0. But
exposing such a systems to the Internet would increase the chance
of top security threats from public networks like Internet [18]. Se-
curity vulnerability of such industrial systems could cause severe
damage, e.g. in the context of public infrastructures.

Intrusion detection systems (IDS) are computing components
that monitor the system or network to detect activities that com-
promise the confidentiality, integrity or availability of a resource.
The major types of intrusion detection system based on detection
mechanism are:

e Signature-based IDS
e Anomaly-based IDS
e Specification-based IDS

The signature-based IDS look at the specific patterns inside the
network traffic to find the intrusion. Anomaly-based IDS mostly
use learning algorithms to find a model of trustworthy activity and
classify the traffic based on this model. Specification-based IDS
base on a formal specification of the intended system operations to
detect unwanted traffic and related states. Current network-based
intrusion detection systems in ICS are often designed to detect par-
ticular system related attacks in the site manufacturing and area
supervisory control segments of the networks. As IDS are often
adapted from general “office network” security domains, those IDS
do not perform deep packet inspection of industrial SCADA proto-
cols [13]], and instead rely on application layer data collected from
other software like SCADA server or HMI. As a result, the IDS has
to trust the input provided by those application. In addition, the
IDS detection speed is related to the speed of data collection.

The newer intrusion detection systems need explicit knowledge
of the ICS application and the process that is controlled by the net-
work, and need to be able to observe traffic in all distributed seg-
ments of the ICS network. In particular, the traffic in lower levels
such as the process (or fieldbus) networks have to be monitored as
well [29]. Unlike [29], we currently do not focus on stateful phys-
ical process simulation to detect attacks, instead HAMIDS focuses
on a comprehensive detection of network-based malicious traffic.

Bro [22] is an open source IDS framework that is used widely
for intrusion detection inside industrial communication networks.
While Bro supports a broad range of protocols, its support for in-
dustrial control protocols is still limited.

In this work, we propose the HAMIDS framework (based on
Bro), designed to extract the real-time industrial network traffic. In
addition, HAMIDS is designed to be able to detect important in-
dustrial control treats directly from the network traffic. Another
important feature of this framework is the compatibility with other
big data frameworks. It uses Hadoop for further industrial con-
trol network traffic analysis. Detection of new advanced persistent
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threats (APT) like Stuxnet need an in-depth analysis of the whole
industrial process events and the HAMIDS framework provides de-
tailed data about the industrial process events like detected network
threats, detailed connection history, EtherNet/IP commands, etc.

HAMIDS achieves detailed insight into the plant due to its use
of a hierarchical monitoring system. By leveraging multiple dis-
tributed IDS sensors on different layers in the network, the IDS can
fully observe the traffic in disjoint individual networks (e.g., Field-
bus networks, plant networks). To implement HAMIDS for our
ICS plant, we were required to implement support for EtherNet/IP
by limited reverse engineering. Leveraging that EtherNet/IP sup-
port, we are able to demonstrate the efficacy of our solution with
several attacks.

We summarize our contributions as follows:

o We propose HAMIDS, an hierarchical monitoring intrusion
detection system for ICS.

o We implement HAMIDS based on Bro in a water treatment
ICS.

e Our implementation of HAMIDS allows inspection of se-
lected SCADA protocols EtherNet/IP (as Bro extension).

e We demonstrate the effectiveness of our framework by de-
tecting a wide range of attacks in different ICS levels in a
real ICS by invited team from 6 academia and industry.

The remainder of this paper organized as follows. Secti0n|2|dis—
cusses the background of the work. Section [3introduces and ex-
plains the proposed framework. Intrusion detection and discussion
presented in Section[d] We discuss the related work in Section [5]
Finally, we conclude the paper in Section [f]

2. BACKGROUND

In this section, different aspects of intrusion detection in indus-
trial control systems are discussed. First, the SWaT plant will be
introduced. Then, details on the Ethernet/IP protocol and its fea-
tures will be presented.

2.1 SWaT ICS

The Secure Water Treatment (SWaT) industrial control system
(see [16]) is a facility for research in the area of cyber security at
SUTD in Singapore (see Figure |I| and Figure |Z|) The SWaT plant
is built with the goal of advancing the security of critical infrastruc-
ture and particularly Cyber-Physical Systems (CPS) such as water
treatment systems, power grids, and oil and natural gas refinery.
The SWaT plant contains a modern six-stage process. The water
treatment system receives raw water in the first process, and it adds
necessary chemicals to it. Then, the ultrafiltration system will filter
the water and pass it to dechlorination using UV lamps. Afterward,
a reverse osmosis system will clean the water. A backwash process
is able to clean the UF membranes by using the water produced by
reverse osmosis.

The SWaT plant consists of major SCADA components such
as communication infrastructure, both wired and wireless teleme-
try system, Programmable Logic Controllers (PLCs), Supervisory
Control and Data Acquisition (SCADA) workstation, Human Ma-

chine Interfaces (HMIs), Historian, and Remote Terminal Unit (RTU).

The historian system records Boolean events and sensor data from
different parts of the plant for subsequent analysis. Most of the
SWaT components equipped with both wired and wireless com-
munication telemetry system and the wired links are redundant to
increase the robustness of the system against link failures.
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Figure 1: Abstract structure of the SWaT industrial control
system network

Figure 2: SWaT testbed used for experimental validation

The sensors and actuators are connected to PLCs for aggregating
sensor values and producing control commands. The IoT leads us
to modern computer network technologies like SDN, OS and net-
work virtualization, and advanced connectivity technologies. Nev-
ertheless, there are many concerns about security, reliability, and
interoperability of such industrial computer networks [I4]. In con-
trast to home area networks (HAN), such computer networks need
additional devices to provide some degree of security, reliability,
and interoperability. Examples of such additional devices are De-
vice Level Ring (DLR) networks, and industrial switches. In ad-
dition, industrial control system networks require custom protocols
such as Ethernet/IP [19].

As in many industrial control systems, the SWaT industrial net-
work consists of four compartments (also called levels) [20]. The
main aim of this architecture is to clearly separate the industrial
control network from other parts of the industrial business to re-
duce the risk of attacks reaching critical processes through vulner-
abilities in other business networks. Following the Purdue model
for control hierarchy the SWaT plant consist of the following
levels:

1. Site Manufacturing Operations and Control (Level 3/L.3):
This level designed for the management of the processes in
the industrial control systems. The most important parts of
this level are Historian, SCADA workstation, network man-
agement devices, and engineering workstation.

2. Area Supervisory Control (Level 2/L.2): The area supervi-
sory control contains manufacturing operations equipment.
This level typically have HMI devices, control workstation,
and alarm system.

3. Basic Control (Level 1/L1): This level contains process con-
trol equipment that read the sensor values, compute the de-
sired information and send the data to a destination. This



level typically have DCS, PLC, and RTU. These devices have
their own vendor provided operating system and software.
Also, these devices are vulnerable to industrial control spe-
cific vulnerabilities.

4. Process (Level 0/L0): This level contains sensors and instru-
mentation elements which are controlled by level 1 devices.
This level typically has sensors and actuators.

2.2 EtherNet/IP

EtherNet/IP is an industrial network protocol that allows using
the Common Industrial Protocol (CIP) over standard Ethernet and
IP. According to the global ICS scanner Shodan ICS radar (https://ics-
radar.shodan.io), EtherNet/IP is one of the most used ICS protocols
in the world. In many cases, industrial control system networks
are directly connected to the Internet. EtherNet/IP standardized by
ODVA [21]], Inc., to provide better connectivity of ICS and mod-
ern Ethernet technologies. Also, the newer version of Ethernet/IP
provides the option of featuring both CIP and Ethernet/IP in ICS.

Ethernet/IP is an application-layer protocol that allows using the
Common Industrial Protocol services with the principal elements of
IEEE 802.3 protocol. EtherNet/IP used in different Ethernet indus-
trial modules from vendors like Allen Bradley, Schneider Electric,
and Omron. Some of the CIP services that could integrate into Eth-
erNet/IP are request individual services from the target devices like
PLC or HMLI, set configuration options, and downloading to/from
a PLC. The Rugged Media Converter (RMC) is a passive Ether-
Net/IP device that supports some standard CIP objects. These CIP
objects can be accessed through CIP service requests and these ob-
jects include various services and attributes.

CIP is a communications protocol uses a request-response model.
This protocol is for transferring automation data between two de-
vices where a device could send a request to the other device (for
reading a value read from an industrial component) and the other
device then reply the request (by providing the requested value or
an error code). In the CIP Protocol, every network device con-
tains a series of objects. Ethernet/IP used for handling communi-
cation sessions with or without handshaking. There are two types
of network connections in Ethernet/IP: Explicit and Implicit. Eth-
ernet/IP features TCP/IP client/server transactions to send explicit
messages. But in implicit messaging the data field only contains
real-time I/O data without any information about the protocol. Also
multi-casting EtherNet/IP features the TCP/UDP model with mes-
sage multicasting ability.

2.3 Bro

The Bro IDS [23]] is developed by the National Center for Super-
computing Applications and the International Computer Science
Institute. Bro is an open source scripting platform which designed
for security monitoring and network traffic analysis. The powerful
event handling scripting language of Bro made the strong incentive
for researchers from academia and industry to adopt this platform
in many security monitoring and analysis applications [[13]. By de-
fault, Bro has support for a range of network protocols, and can
provide detailed log files based on online analysis of the traffic.
These features make Bro a popular choice among the tools for net-
work traffic monitoring and analysis.

In addition, Bro features useful functionality such as deep proto-
col decoding, traffic logging, event handling and notification which
are paramount in security monitoring and analysis. Bro provides
deep packet inspection with a detailed support of most well-known
and some not well-known Internet protocols, and it can be used to
generate event logs from protocols of the Internet protocol stack.
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Figure 3: HAMIDS architecture in the SWaT network

One of the interesting features of Bro is its dynamic protocol de-
tection, that is able to detect protocols that are running on non-
standard ports.

Unfortunately, a range of newer ICS protocols are not yet well-
supported by Bro, in particular, the EtherNet/IP and CIP protocol.
In addition, no general protocol parser for the Ethernet/IP protocol
is available as open source. Nevertheless, Bro provides a script-
ing platform to define custom protocols, and it allows to parse and
decode that protocol by custom scripts. Using such script, it is
possible to define and register specific event handlers to detect ma-
licious actions inside the ICS. In this framework, we will use these
Bro capabilities to implement the distributed IDS in the HAMIDS
framework.

3. HIERARCHICAL MONITORING
INTRUSION DETECTION

We now propose HAMIDS, our HierArchical Monitoring Intru-
sion Detection System design, based on extensions for Bro to allow
distributed detection in a hierarchical SCADA system with sev-
eral disconnected network segments. Our scheme uses a cluster
of SCADA intrusion detection systems that support CIP and Ether-
Net/IP traffic parsing. These specialized traffic handlers will trigger
on traffic using ports relating to both CIP and EtherNet/IP, and then
pass the results to the Bro cluster manager. As such, the hierar-
chical aspect of our system refers to the detection in several layers
and segments of the ICS network, aggregated by a cluster of Bro
instances connected to a cluster manager.

3.1 Problem Statement

The problems that intrusion detection systems for industrial con-
trol systems face are:

e The attacker is assumed to be familiar with the industrial pro-
tocols used, and can leverage vulnerabilities in those proto-
cols to obtain confidential data, manipulate devices, or even
crash devices connected to the network.

e The attacker could interact with sensors and actuators through
local process/fieldbus communications, that cannot be ob-
served on higher network levels.

e Current implementation of open source IDS such as Bro do
not support SCADA protocols such as EtherNet/IP.
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Figure 4: HAMIDS Architecture

Figure 5: HAMIDS web interface (based on [11])). In this exam-
ple, the web interface shows a view of currently ongoing com-
munication in the network.

e Current implementation of IDS are not able to detect insider
attacks that have impact PLC and fieldbus systems.

In HAMIDS, our proposed intrusion detection framework for in-
dustrial control systems, different aspects of a successful network
attack based on SCADA protocols are detected and logged using
an efficient and effective distributed system. The main features of
the proposed intrusion detection framework are:

e Our IDS implementation has industrial specific intrusion de-
tection and could be deployed in both level 1 and level 0.

e In contrast to other proposed IDS for ICS, we offer a hierar-
chical online monitoring IDS.

e Our IDS applies leverage deep packet inspection of the in-
dustrial application layer protocol, in particular, the CIP and
EtherNet/IP protocol.

e Our IDS implementation is scalable and could distribute in
large scale industries with logging and log processing fea-
tures.

e The logging system can be connected to other big data anal-
ysis tools for real-time intrusion detection in a large scale
network with learning techniques.

3.2 Hierarchical monitoring

Figure [3] shows the proposed HAMIDS framework in the con-
text of our SWaT plant network. The network architecture of the
distributed industrial IDS is constructed to comply to ISA-99, a se-
curity standard designed for industrial automation and control sys-
tems. This standard suggests three concepts of Zones, Conduits,
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and Layers. This standard offers traffic control and level segment-
ing in the control and communication network. A conduit controls
the flow of different zones which provides secure communication
between the zones.

In HAMIDS, several Bro IDS are located at different network
levels (see Figure[3). Each Bro instance can obtain a copy of the
traffic by a) a mirroring port on a switch, b) a passive tap (e.g.
the network throwing star [24]), or ¢) by bridging the the network
connection actively. In our specific case, we chose the following
configuration: The Bro instance on the Layer 2 network obtains
a copy of the traffic from a mirroring port on the central Layer 3
switch. The other Bro instances have access to traffic at the Level
0 network (several disconnected device level rings).

In [20]], the authors used a firewall between the Level 3 network
and lower levels. Such an architecture does not allow to detect
or prevent attacks that target devices in the Level O network, as
their traffic never passes the central firewall [29]. Our proposed
architecture allows detecting such attack by extending the analysis
to the broadcast area of all ICS levels (including fieldbus networks
between sensors and PLCs).

3.3 Implementation

Figure[d] shows the HAMIDS architecture. As described before,
the main component of this framework is Bro. The Bro IDS sensors
are in the device level ring (DLR) between the PLCs and RIOs, and
bridge the ring. As such, the IDS is able to capture all traffic sent
and received from the PLC in the LO ring. In addition, one Bro IDS
sensor records the traffic from a mirroring port of the L1 network
switch. Combining detection on several network segments in the
ICS is an important feature of the HAMIDS.

The Bro IDS sensors will parse received packets and generate
the logs of different network protocols like TCP, UDP, ARP, CIP or
EtherNet/IP. These logs will aggregate at the central data process-
ing unit of the HAMIDS framework by Elasticsearch [§]]. Elastic-
search is a distributed full-text search engine that could work with
JSON with RESTful APIs. The Elasticsearch store the logs from
the Bro IDS sensors. There is two way of access to the stored logs.
The first method is the web user interface that presents the raw logs
without data processing (leveraging Brownian [[11]]). The second
way of access is designed for big data processing that using ma-
chine learning techniques for classification of the network traffic.
In this paper, our focus is on the IDS components and the results
are based on detection of treats from the raw logs. Figure 3] shows
the HAMIDS web interface.

In addition the individual analysis of the traffic within a network
segment, our system also collects data aggregated by all IDS in-
stances in the central logging and log processing unit by Elastic-
search. The connections between the logging unit and Bro IDS



sensors are secured by secure shell (SSH) tunnels. In order to cap-
ture the Device Level Ring (DLR) traffic, we leverage a Raspberry
PI 3 with two NICs to create a network bridge with the capability
of DLR packet capturing. Figure[6) presents the placement of the
Raspberry PI device near the PLC.

We run the HAMIDS framework and Bro IDS sensor as virtual
machines on a central computing host. By using the high-speed
packet capture, filtering and analysis tool (PF_RING) [4]] we are
capable of increasing the number of Bro IDS sensors in the virtual
machine to provide packet inspection of network traffic depending
on the target ICS traffic requirements. The HAMIDS framework
collects the logs from the distributed IDS sensors and provides a
comprehensive logging of network traffic events and alerts from
both Level 1 to Level 0.

3.4 Intrusion Detection

EtherNet/IP and CIP traffic use port 44818 (both TCP and UDP
on the transport layer), and port 2222 (UDP). To capture that traffic,
our IDS instances analyze all traffic originating or targeting those
ports. Whenever an IDS receives a packet on the specified ports, it
starts handling and extracting the payload data fields from the Eth-
erNet/IP or CIP packets. Then, it initiates the event handler engine
to do further analysis. For example, the packet payload types are
extracted from the EtherNet/IP or CIP traffic as one feature for the
intrusion detection.

When a new network device connects to the ICS network, it starts
to exchange ARP traffic to map other IP addresses to MAC ad-
dresses, and announce its own MAC address through ARP replies
when requested. For our distributed IDS, we propose to use an ARP
database that includes information about all legitimate devices on
the network, and details the respectively used switch port, Medium
Access Control (MAC) addresses, and IP address corresponding to
the MAC. To achieve that, the proposed IDS captures both the ARP
requests and ARP replies and verifies their consistency based on
the ARP database. If the ARP requests or ARP replies violate the
consistency, our IDS generates a corresponding log entry, and then
it passes the possible attack information for further security anal-
ysis investigation, particularly ICS related security analysis at the
application layer (EtherNet/IP and CIP) payloads of the suspicious
device in the ICS.

In addition, there are several industrial devices specific vulner-
abilities that the implemented IDS discovers by inspection of CIP
and EtherNet/IP payload. When the IDS detects suspected mali-
cious data in the payload of a packet, it creates a notification to the
logging system of the Bro cluster manager. The total size of the line
of codes for our IDS implementation is about 2210 lines of codes.

Figure 6: Raspberry PI placement on top of a PLC
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4. EXPERIMENTAL VALIDATION

In the experimental validation, our assumption is that an attacker
can compromise network devices, but it can not change the physi-
cal architecture of the industrial network. We validated our frame-
work in the SWaT plant shown in Figure 2] For all experiments,
the Bro IDS sensors are running on a Raspberry PI 3B device with
a quad-core CPU with 1 GB RAM. We defined three scenarios of
major CPS attack types to evaluate the distributed intrusion detec-
tion system. The first scenario is the SCADA-specific attacks. In
such attacks, the attacker tries to prevent routine use of industrial
control system. The second scenario is Man-in-the-Middle (MitM)
attack. In such attacks, the attacker sits between sender and receiver
and could actively monitor, capture or control the communication
between sender and receiver in the industrial control system. The
third scenario is the results of SWaT security showdown events that
six international hacking teams invited to test the system under a re-
alistic attack situation. Table [Tl shows the traffic characteristics in
SWaT plant. The rest of this part describes those three scenarios.
For each of the individual attacks in the first and second scenarios,
we test the framework five times in our plant to determine the false
and true positive rate of the system. In the third scenario, we will
present the average false and true positive rates of the framework.

4.1 SCADA-Specific Attacks

The PLC devices used in SWaT plant are the Allen-Bradley Con-
trolLogix family, and feature both CPU and Ethernet modules. Al-
though there are some efforts to secure such modules by vendors
such as Rockwell Automation and Schneider Electrics, new vul-
nerabilities in modules and protocols are constantly discovered.

For example, there are some well-known remote command vul-
nerabilities for such devices. In particular, one of the most signifi-
cant remote command vulnerability is the multi-CIP command at-
tack introduced in the Metasploit framework [17]. That attack tries
to stop or crash the CPU and Ethernet controller, by targeting the
CPU and Ethernet modules with malicious payloads. Two of these
SCADA-specific attacks highlight the CPU vulnerability issues.

e Stop CPU—this attack will stop the ControlLogix
o Crash CPU—this attack will crash the PLC CPU

Some commands in the EtherNet/IP protocol might cause security
issues with the ControlLogix PLC. In particular, we observed that
none of these commands are authenticated in our testbed. That
problem could be harmful to most of EtherNet/IP devices includ-
ing Rockwell Automation, Schneider, Wago, and others manufac-
turing systems. The two other SCADA-specific attacks are due to
Ethernet controller errors in the ControlLogix.

e Crash Ethernet—this attack will Crash the Ethernet Controller

e Reboot Ethernet—this attack will cause a temporary outage
of the ControlLogix Ethernet interface

Table 1: Traffic characteristics of SWaT plant

[ ] Traffic feature | Value |
1 Throughput 7650 Kbps
2 Average packet size 106.5 Bytes
3 Overall Packet per second 8990.7
4 UDP packet percentage 25.4
5 TCP packet percentage 74.5
6 | EtherNet/IP packet percentage 36.7




Table [2] shows the attacks used in our experiment. Figure[7]shows
the attacker placement in our experimental validation with SCADA-
specific attack. Table [3]shows the results of our experimental vali-
dation. The results indicate that Bro consumes about 25 percent of
CPU resources and about 8.8 percent of memory resources which
is a small fraction of computation resources. The proposed frame-
work could detect 100 percent of the SCADA-specific attacks and
it has zero percent false positive rate.

4.2 General Network Attacks

The communication between SCADA systems and PLCs is not
encrypted or authenticated. Hence, an adversary might try to listen
or even change the communication between sender and receiver. In
our implemented general network attacks, an adversary uses ARP
poisoning to take control of the communication between two or
more SCADA devices. In the local cache of IDS, the ip_to_mac
and mac_to_port dictionaries are stored. Once the adversary took
the communication control, she will change values inside the Eth-
erNet/IP packets to take the physical process under her control.

To detect such attacks, the implemented IDS will analyze the
ARP traffic and compare the traffic with its own ARP cache. The
learner mechanism of ARP cache consist of two lists of hosts with
corresponding MAC addresses. These two lists are the whitelist
and blacklist.

When the adversary attacks the local ARP cache, our IDS will
generate an alarm in the log files and change the status of the host
from white to black. Based on the implemented EtherNet/IP and
ARP handling scripts, it will pass that logs for further security anal-
ysis. In particular, our system currently would raise an alarm if
components are changed for legitimate reasons (e.g. upgrades), in
that case it is up to the operator to verify and dismiss the alert mes-
sage.

We evaluate our distributed IDS against both ARP poising and
MitM attacks. These attacks are implemented by some Python
scripts featuring Scapy module. Another general types of attacks
used in our experimental evaluation are IP scanning and Port scan-
ning. The main aim of these network attacks are to discover active
devices inside the network and possible vulnerabilities based on
open ports. So the attacker spreads various discovery requests to
the network.

We summarize the attacks used in our experiment in Table El
Figure 8] shows the attacker placement in our experimental valida-
tion with active attacks. The placement for the passive attacker are
summarized by Figure[7]

Table[5]shows the results of our experimental validation. Similar
to the first experiment, the results indicate that Bro consumes about
25 percent of CPU resources and about 8.8 percent of memory re-
sources which is a small fraction of computation resources. The
proposed framework was able to detect the general attacks in all
test cases with 100 percent accuracy. In general, we did not see any
false positives. The only exception is occurring after the successful
detection of an ARP poisoning attack.

Table 2: SCADA -specific Attacks considered in this work

| [ Attack Name | Detail | Type |
1 Multi CIP CPU Stop Active
2 Multi CIP CPU Crash Active
3 Multi CIP Reboot Ethernet | Active
4 Multi CIP Crash Ethernet | Active
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Figure 7: Attacker placement for our experimental validation
with port scanning and SCADA specific attacks

Table 3: SCADA -specific Attacks detection properties

[ ]| AttackName || CPU (%) || Mem. (%) |
1 CPU Stop 25.85 8.8
2 CPU Crash 26.36 8.83
3 || Reboot Ethernet 26.04 8.8
4 Crash Ethernet 25.03 8.855

Table 4: General Attacks considered in this work
Attack Name | Detail | Type |
1 PLC 1 MitM | R/W Attr. | Active
2 | PLC2MitM | R/W Attr. | Active
3 HMI MitM R/W Attr. | Active
4 | SCADA MitM | R/W Attr. | Active
5 | ARP poisoning - Active
6 | SYN flooding - Active
7 | DHCP attack - Active
8 IP scanning - Passive
9 | Port scanning - Passive
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Figure 8: Attacker placement for our experimental validation
with general network attack and ARP poising



Table 5: General Network Attacks Detection Properties
| | AttackName [[ CPU (%) || Mem. (%) |

1| PLC1MitM 24.77 8.8
2 | PLC2MitM 25.45 8.8
3 HMI MitM 25.2 8.8
4 | SCADA MitM 24.7 8.89
5 | ARP poisoning 25.1 8.88
6 | SYN flooding 25.6 8.8
7 | DHCP attack 25.6 8.8
8 IP scanning 25.1 8.89
9 | Port scanning 24.85 8.8

After an ARP poisoning attack has been discovered, any ARP
packet sent by the attacker is classified as attack packet. That re-
sults in potentially harmless traffic of the attacker being classified
as attack traffic, which we count as false positive. Overall, less than
1 percent of all test-cases showed that artifact.

4.3 Validation by Invited Hackers

We invited six international teams to attack the SWaT plant as
part of the SWaT security showdown (S3) event, which was held
from July 25-29, 2016 at Singapore University of Technology and
Design.

The attacker teams were asked to choose an attacker profile from
one of three options (cyber criminal, insider, strong). The cyber
criminal and strong attacker were not limited to the software they
were using, while the insider and strong attacker was are allowed
to access the control software used in the SWaT plant, and use the
HMI to manipulate the process. The intended target for the attack
were as following:

e Valves (open or close valve)
e Pumps (start or stop pump, change pump speed)

e Pressure (raise or lower pressure in a pipe segment)

Tank fill level (change physical level)

Chemical dosing (change amount of dosing)

Historian (manipulate/influence sensor data received)

HMI/SCADA (manipulate/influence sensor data received)

PLC (manipulate/influence sensor data received)
e Display (manipulate/influence sensor data received)

The HAMIDS framework was deployed in the L1 and LO net-
works of the SWaT plant, and was able to reliably detect network-
based attacks targeting to HMI/SCADA, PLC, and Historian. The
detected attacks included DoS attacks using Ettercap targeting HMI,
SCADA, and PLC (at level 0); ARP Man-in-the-Middle attacks on
HMI and PLC components, and DoS attacks using SYN-flooding
EtherNet/IP port of a PLC. Our implementation of the proposed
HAMIDS framework detected all of those attacks while having
zero percent false positive rate.

As expected, the HAMIDS framework was not able to detect in-
sider attacks in which the attacker was using the HMI or SCADA
to directly send malicious control messages, or change setpoints of
the control logic (related to the physics of the system, e.g., chemical
dosing attacks) without having an impact on the network traffic be-
havior at both level 1 and level 0. In our future work we plan to in-
vestigate promising venues such as machine learning techniques to
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detect attacks targeting the physical process by changing the values
in the ICS software, leveraging the big data processing component
of HAMIDS framework.

S. RELATED WORK

In the context of CPS and ICS, a number of recent works were fo-
cused on anomaly-based intrusion detection methods. While signa-
ture based intrusion detection methods have been shown to perform
well for a particular set of common attacks, their use in detecting
novel attacks is limited. SNORT [25] is a signature-based intru-
sion detection system for real-time network traffic monitoring and
analysis. Machine learning techniques became popular with indus-
trial control security researchers and works such as [30] and [[15]
extract machine learning features from the network traffic to detect
abnormal traffic in SCADA systems. Nevertheless, there are two
major issues in these techniques: first the detection ratio is related
to the learning data set and false positive rate is high, second there
are some cases that these techniques could not efficiently detect the
malicious traffic [[13}/19].

5.1 ICS-specific Approaches

Example ICS protocols supported by Intrusion detection sys-
tems include Modbus, and DNP3. The authors of [6] extract some
features from Modbus protocol and use it for intrusion detection.
The work in [2] detects intrusions based on the specification of ad-
vanced metering infrastructure (AMI). In addition, the work in [[13]]
uses a DNP3 specification-based model for intrusion detection in
SCADA system. We note that DNP3 is also supported by Bro, and
thus could be supported by HAMIDS. In [29], the authors present
a Fieldbus-layer single detection system that monitors the Ether-
Net/IP traffic, extracts control commands and sensor values, and
leverages stateful physical process simulation to detect a mismatch
between the predicted and observed reaction of the system. The
work is focused on understanding the physical process-related traf-
fic and is not considering more general network based attacks.

The authors of [28]] proposed an extension Bro for the IEC 60870-
5-104 protocol of SCADA. They evaluated their extension by a set
of experiments using a captured traffic and reproducing attack traf-
fics by Scapy module. The results of this paper show that the ex-
tended version of Bro is capable of detection of port scanning at-
tacks, ARP spoofing, and Man-in-the-Middle attacks. Unlike to
this paper our proposed framework tested in a real network traffic
and all of the evaluation process done by an online attacker and
some online IDS sensors. In addition, in our proposed framework
the sensors are capable of detecting SCADA-specific attacks. An-
other advantage of our proposed framework is the distributed ar-
chitecture of the framework that makes it possible to detect attacks
at different levels of the industrial control systems, both of level
1 and level 0. Table|§| shows a comparison between our proposed
framework, SNORT and [28]] in terms of detection of a variant type
of attacks in ICS.

As the Table [6] summarizes, the HAMIDS framework could de-
tect several ICS attacks which other IDS are not able to detect. To
our best knowledge, the most complete proposed academic IDS
for SCADA systems and EtherNet/IP are SNORT [25] and [28]].
In [28]], the authors are not able to detect EtherNet/IP-specific at-
tacks because their setup does not parse the CIP and EtherNet/IP
packets. Although both our proposed framework and SNORT are
able to detect EtherNet/IP-based attacks by using signature-based
detection mechanism, lower level attacks that target PLCs cannot
be detected by SNORT and the system proposed in [28|] due to the
lack of information on the network in the fieldbus layer. For that



reason, our proposed hierarchical monitoring framework observes
the SCADA system both at the LO and L1 of the ICS network. As
result, the proposed framework outperformed other proposed aca-
demic IDS in term of detection of ICS threats.

Newer commercial systems such as SilentDefense from Security
Matters [27] seem to take a similar approach to HAMIDS in the
sense that they provide industrial-protocol aware IDS. In addition
to processing industrial protocols, attacks using ARP and general
TCP can be detected by such frameworks. To the best of our knowl-
edge, there are no academic works with details on those systems
available.

5.2 Smart Grid

In [3]], the authors proposed an intrusion detection design based
on the concept of Critical State Analysis and State Proximity. In

that design, they provide additional detection mechanisms that could

be helpful alongside with traditional IDS. The authors of [9]] pro-
posed a design approach leveraging filtering systems based on state
analysis of the system monitored. In that design, the authors use a
state-based mechanism to detect attacks that use a sequence of mul-
tiple SCADA commands. The designs of [3|] and [9]] are designed
in the context of smart grid networks. In contrast, our HAMIDS
framework was designed to be more generic, and could support a
wide range of SCADA protocols (in addition to the currently sup-
ported EtherNet/IP protocol). In addition, the HAMIDS framework
includes functions of most of traditional IDS (as it is based on Bro).

The authors of [[10] proposed a systematic approach to config-
uring the anomaly detection engines for detection of attacks that
violate connection patterns specific to ICS. The authors of [[12]] pro-
posed a method to detect cyber attacks targeting values sent to PLC.
Their approach is based on Gaussian mixture model that build a
cluster based on sensor values. In addition, the authors use a clus-
ter assessment technique known as the silhouette to classify various
operational states. Both of these methods are sitting at the commu-
nication layer between SCADA and PLC and attempt to predict the
sensor values based on their internal models.

The authors of [1] presented the functional features of existing
anomaly-based methods to improve the context-awareness in con-
trol of Smart Grid applications. In addition, the authors of [5]
offer a study for determination of the IDS requirements by using
the Non-Functional Requirements (NFR) Framework. Both of the
works demonstrate the applicability of IDS in the context of the
smart grid applications. Our proposed HAMIDS framework is de-
signed as core packet inspection framework for anomaly-based IDS
to provide detailed information on traffic in LO and L1 of ICS sys-
tems. HAMIDS structure can be used as a main packet inspec-
tion component for data analysis, control theory, and system state
researchers in different ICS applications like water treatment and
distribution systems, smart grids, and oil and gas industries.

6. CONCLUSIONS

In this work, we proposed HAMIDS, a hierarchical monitoring
SCADA intrusion detection system for industrial control systems.
We implemented the framework by extending the Bro open source
IDS with added support for EtherNet/IP and CIP protocols. By
using IDS sensors in different network segments, HAMIDS is able
to detect attack events in a hierarchy of network levels (e.g., the
fieldbus connecting the sensors, actuators, and PLCs).

We employed HAMIDS in the SWaT plant that emulates a wa-
ter treatment system. The results of our analysis of the imple-
mented IDS proves the soundness and effectiveness of detection
of the SCADA-specific threats in a realistic ICS. In particular, we
were able to detect most classes of attacks considered in all of our
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Table 6: Comparison between SNORT, Udd et al [28] and
HAMIDS, the @ denotes that the IDS will detect the attack
at 100% true positive rate, - denotes insufficient information
about the detection, and O denotes that the IDS could not de-
tect such attacks

O
(o
%

IP scanning
Port scanning
ARP poisoning
DHCP attack
SYN flooding
CPU Stop
CPU Crash
Reboot Ethernet
Crash Ethernet
PLC 1 - DoS
PLC 2 - DoS
HMI - Crash -
SCADA - Crash -
HMI/SCADA Insider

L O00CCeo0000

oxoNoNoNox N N N N N N N N NIV

Ceo0000000000O0CF0

test cases. The only false positives we observed were caused by the
IDS flagging all traffic by an identified ARP spoofer as attack, even
if the content was non-malicious. Our framework was also able
to detect level O attacks such as CPU crash and Reboot Ethernet
attacks that previous work was not able to detect it at level 0.

The performance of the proposed framework evaluated as part
of SWaT security showdown (S3) in which six international teams
were invited to test the framework in a real industrial control sys-
tem. The proposed framework outperformed other proposed aca-
demic IDS in term of detection of ICS threats during the S3 event,
which was held from July 25-29, 2016 at Singapore University of
Technology and Design.

Our current HAMIDS implementation is already able to extract
sensor values from EtherNet/IP traffic in the fieldbus, but we are
currently not raising alarms based on those changes. In the future,
sensor and control values could be monitored for changes to detect
manipulations. In addition, we plan to investigate machine learning
approaches to expand our IDS detection space for sophisticated ICS
threats.
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