Exposing Transmitters in Mobile Multi-Agent Games

Mai Ben-Adar Bessos
Bar-llan University, Israel
mai.bessos@gmail.com

Simon Birnbach
University of Oxford, United
Kingdom

Amir Herzberg
Bar-llan University, Israel
amir.herzberg@gmail.com

simon.birnbach@cs.ox.ac.uk

Ivan Martinovic
University of Oxford, United
Kingdom
ivan.martinovic@cs.ox.ac.uk

ABSTRACT

We study the trade-off between the benefits obtained by
communication, vs. the risks due to exposure of the location
of the transmitter. To study this problem, we introduce a
game between two teams of mobile agents, the P-bots team
and the E-bots team. The E-bots attempt to eavesdrop and
collect information, while evading the P-bots; the P-bots
attempt to prevent this by performing patrol and pursuit.
The game models a typical use-case of micro-robots, i.e.,
their use for (industrial) espionage. We evaluate strategies
for both teams, using analysis and simulations.

1. INTRODUCTION

Wireless communication is essential for effective cooper-
ation among (bot or human) agents. Yet, communication
may expose the location of the transmitter. Techniques to
detect and locate the transmitter are well known, e.g., had
a major role in the electronic warfare during WWII; this re-
mains an active area in research and practice, esp. relevant
in scenarios where intelligence is collected in hostile envi-
ronments (see related works, Section 7). A good example is
industrial espionage, which is a major concern for compa-
nies dealing with valuable confidential information. While
these corporate secrets are usually well protected against
outsiders, they are discussed inside the company on a day-
to-day basis, and communicated in the clear on-premise.
Eavesdropping on meetings, conversations between employ-
ees and internal communication may expose sensitive infor-
mation.

Recent advances in (micro) robotics facilitate the devel-
opment of dedicated eavesdropping microbots (E-bots), ex-
ploiting their tiny size, mobility and communication capa-
bilities to allow eavesdropping in highly guarded, sensitive
areas. Examples of microbot research include several crawl-
ing agents [5, 27, 1] and few flying agents [25]. The Russian
SpyRoach [1] is deliberately designed to resemble a living
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cockroach, explicitly motivated by the desire to avoid detec-
tion for intelligence-gathering operations, i.e., to be used as
E-bot. Due to their small size, cf. to persons, E-bots may
be especially attractive for use in scenarios where the goal
is to collect information from hostile environments.

We envision a future where the use of E-bots is ubiqui-
tous. These devices could penetrate a sensitive organiza-
tion, e.g., through air-vents, or they could be planted by an
insider or even a visitor that gets access to the building, ex-
ploiting their tiny size to avoid detection and to penetrate
through physical barriers. Once inside, they can eavesdrop
on internal computer and human communication and ac-
tivity. Their mobility allows them to get close to meeting
rooms, offices or communal areas where discussions usually
take place. Their size allows them to stay undetected while
eavesdropping, communicating and moving, e.g., within the
grid (suspended) ceiling typical in many offices. When they
have gathered enough data, they can either crawl to a safe
place, waiting to be collected, or transmit the data to a sink
that is nearby but off property. Transmitting the data to an
off-site receiver (sink) may often be the only or best option
to extract the data.

Due to the omnipresence and stealthiness of these de-
vices, detecting and locating them is challenging; physically
screening entire premises upon detecting suspect transmis-
sions is hardly a solution. Hence, to minimize the threat
posed by these intruders, companies will have to deploy ad-
vanced defense mechanisms. In particular, we believe that
a main defense mechanism would be the use of protecting
robots (P-bots), used to prevent eavesdropping by E-bots,
by patrolling sensitive areas and pursuing and disabling E-
bots. The P-bots could take advantage of communication
by the E-bots to detect and locate them.

We introduce the Game of Fves, which models the prob-
lem as a game between two teams of bots: the E-bots vs. the
P-bots. The E-bots represent tiny, stealthy devices, used for
eavesdropping on information from some target locations,
and transporting it to some sink locations, while evading
the P-bots. The P-bots have the opposite goal, i.e., they
try to protect the information, e.g., by patrol and pursuit of
E-bots. The P-bots do not necessarily have to be tiny or
stealthy; we believe that a more realistic model for them is
of rapidly-moving, larger, and visible agents.

Our analysis and simulations of the Game of Eves show
that the use of emitter-locating mechanisms can have sig-
nificant impact on the strategies of both teams and on the
outcome of the game (amount of information leakage). The



resulting strategies are interesting and, while non-trivial,
rather elegant, with multiple challenges, questions and in-
sights related to intra-team communication and cooperation
in adversarial scenarios.

Eavesdroppers should collect information from specific tar-
get locations, and transfer it to sinks (collection-points), by
transmitting it or by ‘crawling’ and dropping it on a sink.
Transmitting is significantly quicker, but exposes the loca-
tion of the E-bot to the P-bots. One round of the Game
of Eves, with one move for E-bots and one for P-bots, is
illustrated in Fig. 1.

®) sink &  Ebot

4 @ Target <-—— Transmitted data

3 O Sensitive area + + +  Unsuccessful transmission
B P-bot <—— Movement

Figure 1: Example of one round of ‘Game of Eves. P-bot
e5 detected the broadcast by E-bot ¢5 and captures it, in-
terrupting its transmission; E-bot d2 transmits to sink ef;
E-bot b/ has accumulated data and now moves to sink a4;
P-bot e is patrolling.

The fact that communication may expose the E-bots loca-
tion (further discussed in Section 2), introduces interesting
challenges and questions; often agents refrain from commu-
nicating, in order to hide their location, and sometimes, they
take extra risks to communicate together, to reduce the ef-
fectiveness of pursuit.

Game of Eves is related to several well-studied problems
(see Section 7 for a more thorough survey), yet we are not
aware of any current research involving coordination be-
tween mobile agents which suggests methods for coping with
the risk of exposure due to the transmission itself. A few
studies focus on minimizing the use of communication oper-
ations in a general-purpose framework (DEC-POMDP) [26,
11], which requires unfeasible computation time for most
environments, including Game of Eves. E-bots are reminis-
cent of pervasive, mobile devices trying to ensure location
privacy [6], however, in most current works on location pri-
vacy, the location is exposed via the content and identifiers
of messages sent. The Game of Eves shares similarities with
other games that involve mobile agents in adversarial envi-
ronments, in particular, patrolling and pursuit-evasion. Few
works on these games discuss the aspect of locating adver-
saries using emitter-locating mechanisms [33], but moderat-
ing the use of communication as part of the strategy was
not considered.

The Game of Eves further extends the patrolling prob-
lems, by considering a long-term game (the game does not
end after an E-bot breaches a target or is captured). This
motivates more complex strategies such as coordinated dis-
tractions. That is, E-bots may deliberately expose their lo-
cation (e.g. as preparation before simultaneous, coordinated
intrusions). We identify several ‘sub-tasks’, most of which
are challenging by themselves, and provide corresponding
basic solutions, analysis and experiments. These sub-tasks
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may be useful in many other similar problems involving mi-
crobots in adversarial environments.

Contributions.

e We show that emitter-locating mechanisms can have sig-
nificant impact on operating strategies of both agent-teams.

e We develop and analyze different P-bot strategies, prove
corresponding bounds on amount of information leakage,
and show experimentally that these bounds are reasonably
tight. In particular, among the tested P-bots strategies,
we show that best results require combining pursue and
patrol activities, and furthermore, the use of both perime-
ter patrol and area patrol.

e We evaluate two strategies for E-bots (1) crawl (no trans-
missions), (2) transmit (no crawling). We show that if E-
bots may use both strategies, their performance increases
significantly.

e We show that E-bots may cleverly adapt their strategy,
based on the P-bots strategy. One counter-intuitive adap-
tation we found experimentally, is that against ‘aggressive
patrol’ policies, the best E-bots strategy is often to simul-
taneously transmit using several E-bots.

2. SYSTEM & THREAT MODEL

E-bots are microbots deployed in an office environment
where sensitive information is communicated. Their goal is
to transfer the information to a data sink, by transmitting
it and/or by ‘crawling’ to it.

The collected data may lose relevancy over time. For ex-
ample, if an attacker needs to know what the company is
doing at a certain moment, the data has to be transmitted
in real time. These transmissions can be detected and help
to locate the transmitting E-bot.

We assume that these E-bots cannot communicate freely
without revealing their location. Hence, E-bots only coordi-
nate outside the protected area or when they transmit data.
Due to their small size E-bots are only capable of slow move-
ment, but are hard to spot at a distance. They can sense
P-bots, however, only in their immediate proximity.

P-bots engage in coordinated patrols and pursuit. In or-
der to determine the position of transmitting E-bots, P-bots
can rely on a pre-established emitter-location system, that
detects and locates radio transmissions within the perimeter
of their facility. This system is able to distinguish E-bots
from legitimate senders, as we assume that the use of wire-
less transmitters is restricted to authenticated devices by
company policy. We further assume that if the localization
is successful, it is precise enough to get in visual range of
a stationary transmission source (modeled as being ‘in the
same cell’). Once the P-bots get into the same cell as an
E-bot, they can disable it.

The Game of Eves has parameters (G, t, Vs, n, ¥, rp, Te,
pd, R), known to both teams:

e G = (V, E) is an unweighted, undirected 4-connected grid
map, representing the environment. Agents move along
the edges, from node to node.

e 77 is the number of E-bots (eavesdropping microbots).

e ¢ is the number of P-bots (patrol robots).



e 7, € N: distance that P-bots may go per round.

e 7. € N: eavesdropping distance of an E-bot; we refer to
the area within 7. around the target as the sensitive area.

e pg € [0,1]: probability of detecting a transmission of an
E-bot, by P-bots.

e ¢ € V is a node representing a target (meeting room,
office, communal area)

e V5 C V: set of nodes representing sinks (collection point).
We assume sink points are in distance r. + 1 from the
target (i.e. adjacent to the sensitive area).

e R : N — (0,1]: a nonincreasing function - the reward
given to E-bots for a data item which reaches the sink x
rounds after it was eavesdropped. We used R(z) = 46°
where 0 < delta < 1 is the discount factor (typically, with
5 =0.9).

The game executes as a sequence of rounds, each consists
of two turns (moves): first for the P-bots, then for the E-
bots. In the P-bots turn, each P-bot can move by up to r, >
1 hops. In contrast, E-bots can only move by one hop each
turn, but may also transmit. The amount of transmitted
data is limited to the amount of eavesdropped data in a
single round. Whenever a turn results in a P-bot and an
E-bot occupying the same node, except for sink nodes, then
the E-bot is captured, i.e., disabled for the rest of the game;
any message it sent during this round is lost. For example,
P-bot e5 in Fig. 1 captures E-bot ¢5. The relevancy of each
collected data item depends on the number of rounds x since
it got eavesdropped. When E-bots successfully transmit it
to a sink (or flush it by physically reaching the sink point),
E-bot reward increases by R(z).

At the beginning of the game, the 1) P-bots can be placed
anywhere; each of the 7 E-bots can be placed in every round
at any sink node, until all are placed. The game ends after
all of the E-bots are captured, and E-bots are given the
accumulated reward of all previously collected data.

In the scope of this work we discuss scenarios with a single
target, but the model may be extended to include any sub-
set of target nodes in V' in order to examine scenarios with
different sensitive area types. Additionally, even though we
assume that sink points are adjacent to the sensitive area,
the model may be extended to describe other scenarios as
well. That is, if the sinks are further away, other E-bots may
stay close to the area and collect transmitted data instead
of the sink, then forward it. Table 1 summarizes the capa-
bilities of each agent type. For a of summary of all game
parameters and base values, see Table 2 in Section 6.

Table 1: Capabilities of agents

E-bots P-bots

Movement range: 1 hop Movement range: 7,

Eavesdrop range: 7. Transmission detection (in G)

Transmit data to sinks Locate transmitting E-bots

Sense adjacent P-bots | Capture E-bots on same node

3. E-BOT STRATEGIES

In this section, we introduce two E-bot strategies: stealthy
E-bot and transmitting E-bot. In the stealthy E-bot strategy,
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each E-bot avoids transmissions and instead flushes eaves-
dropped data by physically reaching the sink point. In the
transmitting E-bot strategy, each E-bot transmits the data to
speed up its delivery to the sink, at risk of detection. These
strategies, while basic, allow for a simple but informative
analysis. In particular, Figs. 4, 5 illustrate the improved E-
bot performance when facing an optimized P-bots strategy
(discussed in the following sections), if E-bots are given the
option of choosing between the two strategies.

3.1 Stealthy, Crawling E-bot

When the E-bots are dropped at a place where they can
either be safely collected or transmit without fear of being
detected, they do not necessarily have to take the additional
risk of transmitting. Instead, they can use a more stealthy
approach and eavesdrop silently, before returning to this safe
place to deliver the data.

This strategy involves a single agent which enters the sen-
sitive area through a random point and remains within the
area for some rounds to eavesdrop. The E-bot then escapes
and transmits the accumulated data to the sink once it is
safe. It repeats this process until it gets captured. Fig. 2
illustrates the strategy with an example.

® Sink * E-bot
4

@ Target <€----  Transmitted data
3

O Sensitivearea <€——  Movement

Figure 2: Stealthy E-bot cI intrudes the sensitive area, stays
for a couple of rounds and escapes; Once it reaches the sink
d2, where it is safe from the P-bots, it transmits the accu-
mulated data.

3.2 Transmitting E-bot

In cases where the E-bots are not able to reach a safe place
or when the data needs to be extracted in a short period of
time to be useful to the attacker, E-bots cannot rely only
on the more stealthy, crawling approach. Instead they have
to risk exposure and transmit data directly to a sink.

The simplest way for implementing this is by having a sin-
gle E-bot enter the sensitive area, then immediately trans-
mit every eavesdropped data unit it eavesdropped, instead
of leaving the sensitive area with the collected data as be-
fore. Between transmissions the E-bot will change its loca-
tion randomly (but remains in the sensitive area), since the
transmission may have disclosed the previous location.

Surprisingly, this method may be significantly improved
(as we later show) by letting several E-bots enter at once.
The E-bots will continue to collect data until they have as
many unique data units as there are E-bots eavesdropping,
then each of them will transmit a unique data unit in the
same round as the others. Simultaneous transmission could
be achieved by using non-overlapping channels. As with a
single transmitting E-bot, all E-bots change their location
after each transmission. If an E-bot gets caught, a new E-
bot enters the sensitive area to replace it (if available). The



entire process gets repeated until all E-bots are captured.
We assume for this strategy that there are sinks in trans-
mission range of the E-bots. An example round is displayed
in Fig. 3. Note that when we refer to the transmitting E-bots
strategy, any amount of simultaneous transmissions may be
used (including only one).

Sink

Target
Sensitive area
E-bot

Transmitted data

Figure 3: The E-bots b3,c2,c4,d3 are within eavesdropping
range, and transmit eavesdropped-data simultaneously to
the sinks at a4,e2. In order to have enough unique data
units, they have to wait for 4 rounds before transmitting.

4. P-BOT STRATEGIES

In this section, we discuss two P-bot strategies: Area pa-
trol and Patrol and pursuit. The strategies rely on three al-
gorithms: one pursuit algorithm, and two patrol algorithms
(area patrol and circumference patrol). See Appendix A for
a high-level description of the algorithms and their perfor-
mance.

Notations. Let distg(v,w) denote the length of the
shortest path between v,w € V; since G is an undirected
4-connected grid, then distq is simply Manhattan distance.
Ringa(p, K) = {v € G|dista(p,v) = k,k € K}.

4.1 Area Patrol Strategy

Consider an E-bot that waits outside the circumference of
the sensitive area. If it is able to anticipate that one of its
adjacent points (on the circumference) will necessarily not
be visited in the following round, it may enter and eavesdrop
to at least one data unit, without risk. Similarly, if any point
in the sensitive area is reachable and never gets visited, it

200 Legend
Crawling (bound)
° +- Crawling (simulation)
2 150 - Transmitting (bound)
w -~ Transmitting (simulation)
o " o
[0} = Crawling or transmitting (bound)
_g- Crawling or transmitting (simulation)
& 100
H
<
<3
3: 50
Tt
0 e e e s s e o

30 40

20
U P-bots
Figure 4: Compare E-bot strategies, for different number of

P-bots. Even when crawling is preferable to transmitting, if
both are possible, this affects P-bots strategy.
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Weg
B i e L e
04— : . ,
1.00 0.75 0.50 0.25

Discount factor &

Figure 5: Compare E-bot strategies, for different ¢ values
and where P-bots are either aware of the limitations on E-
bots strategy, or oblivious to them (and assume no limita-
tions). In all cases, reward for crawling decreases drastically
with 0, since E-bots lose the incentive to accumulate many
data units.

will be a preferred destination for E-bots. In both cases, the
amount of leaked data may be unbounded.

The Area patrol strategy avoids this situation by guarding
the entire sensitive area around the target (using area patrol
algorithms). Its goal is to ensure that every point in the
sensitive area is being visited at each round with probability
of at least p, > 0. That is, every point must be reachable
by at least one P-bot at each round.

4.2 Patrol and Pursuit Strategy

E-bots must cross the circumference to reach the sensitive
area, where they can eavesdrop. Hence, P-bots are moti-
vated to intensify the patrol in the circumference, in addition
or instead of area patrol. However, if no pursuit after trans-
miting E-bots is done, E-bots could transmit eavesdropped
data directly to a sink from within the area, thus limiting
the advantage of focusing on the circumference.

The pursuit algorithm allocates P-bots that remain within
the sensitive area, and pursue E-bots if their location was
disclosed. For simplicity, we assume these P-bots do not take
part in any of the patrol patterns. The strategy separates
P-bots into the following three distinct groups:

e (ircumference Patrol: P-bots dedicated to patrolling the
circumference, i.e., ensuring that each point circumference
Ringe(t,{re}) is visited with probability at least p., at
each round.

e Area Patrol: P-bots dedicated to patrolling the sensitive
area, i.e., ensuring that each point in the sensitive area
(circumference excluded), is visited with probability at
least p, < pc, at each round.

e Pursuit: P-bots dedicated to the pursuit of E-bots that
transmitted from within the sensitive area. The pursuit
lasts for only a single turn of the P-bots. If multiple trans-
missions were detected simultaneously, the P-bots will tar-
get only one of them, chosen at random with uniform
probability. The probability for capturing a transmitting
E-bot is 0 < p, < 1.

Section 5 provides a method for bounding E-bots perfor-
mance, given pq,pc,pp. The patrol and pursuit strategy



considers all possible allocations of the 1) P-bots to the three
groups, and selects the one that minimizes E-bots’ perfor-
mance - assuming E-bots will attack using the best strategy
available to them.

Note that the strict limitations on the group dedicated for
pursuit were set in order to simplify the analysis below. Af-
ter a transmission, the transmitting E-bot must be in either
the same cell or one of the four adjacent cells. If pursuing
P-bots are distributed such that exactly ¢ < 5 of these five
points will be covered by a P-bot, this results in a capture
probability of p, = £ € [0,1]. This allows the P-bots to
initiate a new pursuit in the following round. That is, in all
three P-bots groups, the effect in each round is independent
from the state of P-bots in the previous round.

5. BOUNDING EFFECTIVE LEAKAGE

In this section, we present upper bounds on the reward
for any E-bot strategy, given that P-bots are limited to Area
Patrol or Patrol and Pursuit strategies as described in Sec-
tion 4. We assume that only the number of P-bots allocated
for each of the roles Area Patrol , Circumference Patrol and
Pursuit may vary (the capture probabilities pq,pe,pp are
derived respectively), and P-bots focus on protecting the
target point ¢. Additionally, we strictly assume all data is
flushed immediately to the sink if an E-bot escapes from the
sensitive area. As mentioned in Section 2, n is the amount
of E-bots, pq is the transmission-detection probability and
R(z) is the reward given for an z rounds old data unit.

5.1 Area Patrol Strategy

Theorem 1. If P-bots use the Area Patrol strategy, the ex-
pected reward gained by E-bots is bounded by n- (p% —-1)-R(1).

Proof. At the end of the P-bots turn, only uncaptured E-
bots that are within the sensitive area may accumulate data.
Consider any specific E-bot and let X represent the total
number of rounds during which it is inside the sensitive
area (and hence able to collect data). Since at each such
round the E-bot is in some cell in the sensitive area, and
this cell is visited with probability of at least pq, it follows
that E(X) < i (the expectancy of geometric distribution
with probability p, for success). In total, the E-bot is ex-
pected to accumulate data for at most i — 1 rounds before
it is captured. For each data unit it receives reward, and the
claim follows since this holds for each of the n E-bots. [

5.2 Patrol and Pursuit Strategy

We use R, = ) 71 R(i) to denote the reward given for
the n latest consecutively-eavesdropped units. For an E-bot
that uses the strategy described in Section 3.1 (repeatedly
enters and escapes the sensitive area) and spends ! rounds
within the sensitive area each time it enters, we denote with
u(l) the expected reward it gains before being captured.
C(1) denotes the probability that it will be captured before
exiting the sensitive area. Additionally, we use lescape =
arg max;cy u(l). Let x be the reward given for data that
reached the sink exclusively by flush. FEescape (T, Pa, pe, R),
abbreviated to Eescape(x), is the lower bound on the ex-
pected number of captured E-bots before they received the
reward i.e. for crawling E-bot strategy, at least Fescape(1)
E-bots are expected to be captured for every collected data
unit.
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E-bots that follow the stealthy strategy in Section 3.1 may
have an incentive to stay longer in the sensitive area due to
the increased risk of staying only in the circumference area.
Since each E-bot gains reward each time it successfully exits
the sensitive area, it holds that: u(l) = (ﬁ —1)- R;. This
is similar to Theorem 5.1, where an E-bot repeatedly enters
and exits the area until it is captured. The reward is given
for the data accumulated in the span [ rounds.

Lemma 1. 1. C(z) may be bounded as follows:
Pe r=1
C(z) > e
@) = { (1-(1=p)?1—pa)™"2) ow.

2. u(l) has a single extremum point in [3,00)

. C(lescape)
1-C(lescape)

3< Eescape(wypazme) 2 Rlcj:apc
A proof for Lemma 1 is given in Appendix B. This lemma
allows us to bound Ecscape from below, if lescape is given.
For the constant reward function: R(x) = ¢, we may com-
pute lescape by strictly assuming the above bound on C(x)
is tight, then solving:

A A 1
Alez U(lez) — 7Alez (m — 1) =0+— le:t =
2
W(— pPz—2pc+1 )+ 1
e e (—1+pq)? Nescape = arg max u(l)
In(l—pa) 1€{1,3,lex 1, lex |}

(where W is Lambert’s W function). In this case Fescape has
at most one extreme point in the range [3, c0), and this simi-
larly holds for other nonincreasing reward functions. Specif-
ically, given & € [0,1] and a reward function: R(x) = 6"},
we may compute lescape by utilizing simple numerical meth-
ods. In the following section, reward functions of this form
are used to illustrate the leakage bound in different scenar-
ios.

Let x be the reward given for leaked data units that
reached the sink exclusively from inside the sensitive area

(by transmission). Fstay(Z, Da, Pp, Pd, R), abbreviated to Estay (),

denotes the lower bound on the expected number of cap-
tured E-bots by the time they received the reward. If in all
the transmissions the E-bots transmitted n units simulta-
neously, Ef;q, (€, pa, Pp, Pa; R), abbreviated to Egyq,(x), de-
notes the same.

Lemma 2. Ef,, (z) > (n— (71+p”>(;1;p“) =1)

+pppd) 1 -
A proof for Lemma 2 is given in Appendix B. Ideally for
E-bots, no agent is captured and the optimal number of si-

multaneous transmissions is repeatedly used. Therefore, it

holds that: Fstay(z) >  min (Eg.,(x)). Lemma 2 al-
ne{1,2...,n}

lows calculating a lower bound for Ejtay, given the value:
argmax, ¢y, ., Estay. This value may be found using nu-
merical methods (or exhaustive search, since 7 is finite and
discrete). An approximation of this bound is illustrated in
the following section.

Theorem 2. Denote k = argmax, (1, ., EStay,

_ 1 . C(lescape) . . (*1+Pa)((1fpa)k71)
Ee - Rlesca,pe 1-C(lescape) and ES _(k Pa

+0pp4) - (Be and Es bound Eescape(1, Pas Pe, R) for Elay (1,
Da, Pp, Pd, R)). The expected reward of the E-bots is bounded
from above by:

n
min(E¢,E;) *



Proof. P-bots use a stateless strategy (i.e. the probability of
capturing E-bots in each round does not depend on the state
of P-bots in the previous round) and by definition, in every
round only a single new unique data unit is generated. Con-
sider any data unit that was eventually collected by E-bot
e. Before the data unit is accumulated by e , it has a prob-
ability of at least p = p, or p = p. for being captured (or
p+(1—p)- 52 if it transmitted data at the previous round).
This minimal risk is independent of the method used to even-
tually collect this data. The only exception to this, is for
E-bots that escape the sensitive area while transmitting data
and flushing simultaneously. If additional E-bots transmit-
ted simultaneously (without escaping), the risk associated
with pursuit may be decreased since pursuing P-bots might
target an escaped E-bot. However, this method necessarily
decreases E-bots performance (with respect to the bound).
Consider an escaping E-bot in this scenario. If it was not
in the sensitive area long enough to accumulate all the data
that is transmitted in that round, then letting it enter sooner
in order to accumulate additional data would be preferrable
(accumulation of each unit is conditioned with p,, which
is the minimal possible risk). But otherwise, if the E-bot
escapes with all the accumulated data, then no additional
reward is given for the transmissions. That is, the expected
risk for all E-bots in the sensitive area in every round is at
least Fescape(1) or at least Esiay(1), and no additional data
units may be accumulated in that round. (]

5.3 Improving the Pursuit Algorithm

As specified in Section 4.2, the patrol and pursuit strategy
requires that the pursuit algorithm will last for a single turn,
the pursuing agents will not be used for patrolling tasks
and it is assumed that at most one E-bot is targeted each
round. Integration of more general pursuit algorithms may
increase the deterrence against transmissions, but may also
complicate the strategies of both sides, which makes their
contribution harder to evaluate. For example, if the pur-
suing agents continue the search after transmitting E-bots
for several rounds, it may increase the expected amount of
captured E-bots. However, E-bots may be able to exploit
this behavior by transmitting random noise, then transmit-
ting a large amount of actual data from unguarded areas.
Similarly, if the same P-bots are used for both pursuit and
patrol, then E-bots may find a way to increase the probabil-
ity of intrusion and escape. Adaptation of existing pursuit
algorithms is left for future work. In particular, more work
is needed for deciding under which conditions each P-bot
should take part in a pursuit, for how many rounds the pur-
suit should last and in which cases the targeted E-bot(s)
should be switched.

6. EVALUATION AND RESULTS

In this section, we compare the theoretical bounds of the
previous section to results obtained by simulations. A confi-
dence interval of 99% is used, and displayed with each value
in the figures. The base values used are as specified in Ta-
ble 2.

Our results compare the different E-bot and P-bot strate-
gies and limitations. Specifically, we compared results when
E-bots use only crawling, only transmitting, or when E-bots
use the better strategy (crawling or transmitting) against P-
bots that use the patrol and pursuit strategy. In the results,
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Table 2: Summary of game parameters

Symbol | Typical Value Description
n 20 E-bots #
m 20 P-bots #
Te 20 Sensitive area radius
Tp 20 P-bots speed
Pd 1.0 Transmission detection prob.
4 0.9 Discount factor

R(x) 0F E-bots reward for z-old data

we assume P-bots are aware of the limitations and the meth-
ods available for E-bots, and allocate agents to the different
roles in order to minimize the E-bots’ performance (then
the E-bots evaluate and choose the best available response).
Unless stated otherwise, both sides are free to use any of
the presented strategies. In most cases, providing P-bots
with knowledge about the E-bots’ limitations only makes a
small difference, as demonstrated in Fig. 5. The figure ex-
amines the case where P-bots may not assume that E-bots
are limited to any specific strategy, even though they are.
Since P-bots are optimized for the worst case, the E-bots
gain only a slight advantage. Fig. 4 also compares different
E-bots strategies. In this figure, we show both the analytical
bounds (Theorem 2) and the simulation results; as can be
seen here, they are very close. Hence, to reduce clutter, we
display only simulation results in most of our graphs. The
match between analysis and simulations increases our con-
fidence in the simulation results and in the quality of the
analytical bounds. The results in Figs. 4,5 show that the
ability to transmit is important for E-bots, in spite of the
increased risk of detection. On the other hand, detection is
important for P-bots; as shown in Fig. 6, some P-bots are
always used for pursuit.

Recall, that we modeled decaying reward for informa-
tion, i.e., reward upon delivery of data at sink is given by
R(z) = 6%, where z is the number of rounds since eavesdrop-
ping, and ¢ is the discount factor. In several experiments,
we compared the impact of different § values. For exam-
ple, Fig. 5 shows that a lower discount factor ¢ increases the
advantage of transmissions. Similarly, Fig. 6b shows that
with lower §, there is reduced need in area patrol, and most
or all P-bots are allocated to circumference patrol and pur-
suit. Fig. 5 shows, however, that the combined approach
yields a significantly higher reward than both uncombined
strategies. This is due to the fact, that the P-bots have to
allocate resources for both the pursuit and the circumfer-
ence patrol if they can’t be sure which strategy the E-bots
will use. That is, even if E-bots will not utilize their abil-
ity to transmit data (or to crawl back), providing them with
the choice improves their performance. Not surprisingly, the
results of Fig. 5 show that the crawling-only strategy is not
that bad when the freshness of the responses is not critical,
ie.,as d — 1.

Figs. 6a, 6b show the most effective allocations of P-bots
for the different sub-tasks, by number of pursuers and by
the discount factor. Notice that the pursuit sub-task is very
important, motivating the use of transmitter-locating facili-
ties by P-bots side. The next pair of figures, Figs. 7a and 7b,
present the resulting impact on the E-bot reward as a func-
tion of the number of P-bots or discount factor, respectively.
These figures are esp. informative, when considered together
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Figure 7: Reward as a function of the number of P-bots (7a) and discount factor (7b), where P-bots may not allocate agents
for certain roles. We see that all of the roles are necessary for minimizing the reward given to E-bots.

with the allocation of P-bots to the different roles, presented
and discussed above.

Again, we see that locating transmitters is an important
ability of the P-bots. As can be seen from these figures, if
transmitting E-bots face no risk of pursuit, they can use this
to their advantage and increase their reward significantly.
Hence, transmitting would be even more effective if P-bots
would not apply transmitter-localization at all, or if the ef-
fectiveness of transmitter-localization would be reduced due
to hardware or other limitations, or due to the use of evasive
techniques such as spread spectrum communication by the
E-bots. The use of such evasive techniques may also have
disadvantages such as increased costs, energy consumption
and delay; further research is needed.

We also see that circumference patrol is an essential part
of P-bot strategies. If the circumference is not well guarded,
then repeatedly entering and escaping the sensitive area to
reduce long term risks becomes a viable option for the E-
bots. E-bots are especially inclined to reduce the duration
of their stay in the sensitive area, if the value of the eaves-
dropped data gets reduced by the discount factor otherwise.
In this case, the circumference patrol is even more critical.
On the other hand, the results show that as § — 1, the area
patrol also becomes important.
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Fig. 8 illustrates the effectiveness of the E-bot technique of
simultaneous transmissions, which may be counter-intuitive.
As P-bots can only pursue a limited amount of exposed
transmitters, additional simultaneous transmission are pos-
sible without the added risk of pursuit. But to enable si-
multaneous transmissions, several E-bots have to wait in
the sensitive area facing the risk of getting caught by the
area patrol. Additionally, they have to trade-off their wait-
ing time and thus the amount of simultaneous transmissions
against the diminishing reward gained for the data.

Fig. 9 shows that even an inaccurate transmitter-locating
mechanism has a significant impact. For lower pg values,
E-bots will only use a single transmitting agent. At some
point, using simultaneous transmissions is preferable, and
this prevents further reduction in reward.

7. RELATED WORK

Detecting Transmissions vs. Low-Probability-of-
Interception (LPI) Techniques: A transmitter that wants
to remain undetected may use LPI techniques, such as spread
spectrum technology, to decrease the likelihood of detection.
These methods have been used in military applications, e.g.
military GPS, but they are also widely used in commercial



protocols, although mainly to be less susceptible to interfer-
ence [29].

Spread spectrum technologies use codes to spread data
over a large bandwidth. Different methods exist, with dif-
ferences in their detectability. In particular, in Frequency
Hopping Spread Spectrum (FHSS) communication, senders
and recipients use different frequencies, selected using pseu-
dorandom sequence; as the signal is still transmitted with
full power, it is detectable [2]. Direct-Sequence Spread Spec-
trum (DSSS), on the other hand, spreads the signal over the
whole bandwidth and can, in the ideal case, even manage to
get the signal below the thermal noise threshold. Detectabil-
ity depends on the available bandwidth and the length of
the codes used to spread the signal. Commercial devices are
more restricted in terms of available bandwidth than mili-
tary systems and thus may be detectable even if they use
DSSS. Muntwyler et al. [23] studied how commercial spread
spectrum systems like the 802.15.4 standard can be used to
avoid detection by substituting the public spreading codes
with random ones. However, the obfuscation gain achieved
by their adaptation is not sufficient for senders facing oppo-
nents with superior radio equipment, like in our case.
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Figure 8: Compare different specific amounts of

simultaneously-transmitted data (where E-bots may not use
the crawling strategy). Despite the added risk of keeping
several E-bots within the sensitive area at once, an increased
amount may be effective for E-bots.
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Figure 9: Impact of different detection probabilities. The
rapid change in reward illustrates the point where E-
bots drastically increase the amount of simultaneously-

transmitted data, since using a single E-bot is no longer
effective.
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allows P-bots to allocate enough agents for circumference
patrol and for pursuit, the difference in reward diminishes.

Directed antennas can be used to limit the area of ex-
posure of the transmission. If fewer nodes can receive the
signal, localization gets harder [28]. However, this can be
counteracted by using a denser deployment of receivers, and
may not be applicable to our scenario, since it complicates
the transceiver design.

Emitter Location: A general introduction to basic emit-
ter localization techniques can be found in [2]. Localization
based on properties of wireless transmissions has received
a lot of attention in recent years [16, 15]. For localization
of non-cooperative transmitters, properties such as the An-
gle of Arrival (AoA) [20] of the transmission or the differing
signal arrival times at different receivers (TDoA) [10] can
be used. The previously mentioned methods can in general
achieve a high accuracy when there is line-of-sight between
sender and receivers.

Due to the multipath properties of indoor environments,
most of the work on indoor positioning systems has focused,
instead, on methods using the Received Signal Strength
(RSS) at several receivers [21, 14]. Hybrid systems [12,
17, 35] are able to leverage the advantages of different ap-
proaches. For a thorough discussion of wireless positioning
systems please refer to [36].

With regards to localizing LPI signals, Uysal et al. [32]
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Figure 11: Impact of an added risk when going through
the circumference (in both directions), e.g., due to physical
barrier. The risk significantly affects the effectiveness of
crawling, and P-bots utilize this.



recently proposed a method to localize a non-cooperative
transmitter even when it uses DSSS techniques to avoid de-
tection. More background on localizing LPI transmissions
is provided by [3].

Eavesdropping: Eavesdropping games have been sub-
ject to study before. In [22] an overview is given over game
theoretic approaches applied to eavesdropping and other
network security problems. According to this survey the
main concept used in related work is the secrecy capacity
that can be achieved, i.e. the maximum rate at which two
nodes can communicate without an eavesdropper being able
to decode the information. In contrast, we study cooperat-
ing eavesdroppers that can be detected due to their trans-
missions and focus on the consequences of this assumption.

Industrial Espionage: Industrial espionage is a real and
current threat to innovative companies. A comprehensive
work on traditional methods and defences can be found in
[9]. In recent years, cases of corporate espionage have in-
creased significantly; e.g., see [19]. Nowadays, attackers go
beyond installing bugs, and also use social engineering [34]
and tailored malware [31] to get the desired information.
In our work, however, we discuss the emerging threat of
small, mobile eavesdropping devices, which is increasingly
becoming a threat, due to advances in microbot research
and development.

Pursuit-Evasion and Security Games: Game of Eves
is related to security games [24] (adversarial patrolling) and
to pursuit-evasion [13, 4]. Most studies on security games
attempt to maximize the probability that a patrolling agent
will visit one of several targets while it is attacked by an
intruder. Only little work focuses on the ability of several
intruders to cooperate. For example, [30] studies a two-
intruder team that may perform a diversion, which moti-
vates the defending player to consider several game steps
ahead. Game of Eves involves intrusion into a physically
protected area, but unfortunately none of the existing pa-
trolling algorithms is compatible with our needs, and adap-
tation of such algorithms remained outside the scope of this
work.

Pursuit-evasion games involve pursuing and evading mo-
bile agents, where pursuers attempt to capture evaders by
minimizing the distance (e.g. occupying the same node in
a graph) or by surrounding them. Most studies on pursuit-
evasion games are concerned with the analysis of distinct
variations of the game such as specific graph classes or spe-
cific limitations imposed on the agents. A lot of work was
done on limited visibility; [18] provides a patrolling heuristic
that helps in pursuing an evader which is visible only if a line
of sight exists between the pursuer and the evader and [8§]
discusses scenarios where all agents have a limited sensory
range. It is often assumed that evaders’ sole incentive is to
avoid capture and will not disclose their location willingly
(e.g. in order to transfer data). Therefore, integrating ex-
isting pursuit algorithms will not necessarily contribute to
reducing the amount of data leaked by E-bots.

8. CONCLUSIONS AND FUTURE WORK

The emergence of microbots will have significant implica-
tions and applications for security, in particular, eavesdrop-
ping. We introduced the Game of Eves, a game between
eavesdropping E-bots and patrolling P-bots, and where E-
bots may communicate - but at risk of exposing their loca-
tion. Our results indicate that utilizing transmitter-locating
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mechanisms can have significant impact on operating strate-
gies of both sides. We consider this work as the first step in
exploring adversarial scenarios involving mobile agents with
an incentive to transmit accumulated data or to communi-
cate with teammates.

There is a wide room for improving and innovating, not
only of our algorithms, but also in study of related theo-
retical and applied problems. Introducing new patrol and
pursuit strategies may improve the performance of P-bots.
The game model can also be extended in order to study
realistic scenarios more accurately, as the current model ne-
glects energy considerations for E-bots and does not allow
representation of physical obstacles nor location-dependent
detection probability, all of which may have implications
on the strategies. The presented analysis does not include
methods for E-bots to covertly route data through a long
distance (in case that sink points are not adjacent to the
sensitive area). The need for routing eavesdropped data
gives the P-bots an additional opportunity to capture E-
bots, and requires E-bots to use decentralized algorithms
which may include control communication. In a realistic sys-
tem, deploying such communication would be challenging,
esp. considering the potential exposure of location. In order
to realize the results in this line of study, additional hard-
ware experiments are needed for determining the feasibility
and costs of locating hidden emitters with varying band-
widths and physical environments. Another aspect which
should be addressed in follow-up work is the security of this
communication mechanism, in particular, assuming that the
patrolling team captures some of the devices, and further-
more, considering energy and other constraints. This may
require adoption of low-energy cryptographic primitives re-
silient to exposure of some devices, e.g., key pre-distribution
schemes such as [7], often proposed for similar goals, e.g., in
sensor networks.
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APPENDIX
A. PATROLLING ALGORITHMS

The implementation of Area Patrol, Circumference Patrol
and Pursuit algorithms (presented below) implicitly rely on
the following proposition.

Proposition 1. Given distance r > 1, a 4-connected grid
graph G = (V, E) and any two points v1,v2 € Ringa(ve €
V,{i|0 <4 <r}), it holds that 1) dista(vi,v2) < 2r and 2)
if the numerated points do not intersect the edges of the grid
graph, |Ringa(ve,r)| = 4r and |Ringa (ve, {10 < i < r})| =
2r(r+1) + 1.

Proof. 1) By definition, distg(vi,ve) < r, distg(ve,ve) < 7.
By concatenating the paths that correspond to the distances
we create a path of length < 2r. 2) By induction: For
r = 2, trivial. We assume for r > 2. Let v. = V[xo, Yo, and
vy = Vizo,yo+7+1] € Ringe(ve,r+1),v5 = V]zo,yo—r —
1] € Ringa(ve,r + 1). Except for v, v, for each V]z,y] €
Ringa(ve,7+1) : if £ < mg then V[z +1,y] € Ringg(ve, 7+
1), and if z > xo then V[z —1,y] € Ringa (v, r+1) since the
vertex is closer by 1 edge to v. Only V[zo, yo+7], V]zo, yo—7]
are matched in both conditions, and we get |Ringa (v, )| +
2 + 2 distinct vertices in Ringg(v,r + 1). By summation,

S di= 4%. Including the graph center gives 2r(r +
0<i<lr

1)+ 1.

A.1 Area Patrol

The amount of available P-bots and their velocity affects
the possible patrolling patterns. For example, for r, > 27,
a single P-bot may move between any two points in the
area, each round. Otherwise, the area must be divided into
smaller distinct areas, where each area is reachable by dif-
ferent P-bots. Given distance d € N and a point ¢t € G, the
following algorithm guarantees that each of the points in
the area A = Ringa (¢, {i|0 < i < d}) has a certain minimal
probability p, of being visited each round.

O

e BEach two P-bots po,p1 are designated an area Apyop1 =
Ringe (v, {i|0 < i < rp}) for some center point v. The
center points are spread evenly within area A.

e Each round, for each two P-bots po, p1 of the same area
whose center is ¢, one of the following occurs:

— If no P-bot is in ¢, then (with probability p,) one of
them moves to ¢, and the other randomly moves to any
other unoccupied point in the area (that is reachable
for it). Note that a P-bot that moves to ¢ may reach
any point in the area, in the following round.

— One of the P-bots p; € {po, p1}, which is currently not
in the center, randomly moves to another unoccupied
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point in the area v; € Apop1. The P-bot p1—; moves
to a point v; for which dista(vs,c) = dista(vj,c) and
distc(vi,v;) is maximized (this ensures each point in
the area will be reachable by at least one of the two
P-bots.

It is possible to designate a larger group of P-bots to each
area instead of two (the group’s size must be even, to en-
sure uniform visitation probability). This algorithm allows
utilization of about a half of each P-bot’s reachable area.
Performance: For an area Ringa(t,{i|0 < i < rp}), de-
noted by A, a P-bot in point (zys,ys) € Atr,, if z <y
(x > y), every point (zq,ya) € Atr,,Ta < ya (respectively
xaq > ya) is reachable. Therefore, the 2 P-bots used by the
area patrol algorithm are enough to ensure that an area with
radius 7, is reachable by at least one of them, i.e. two P-bots
are designated to an area of size |Amp| =2r,(rp, +1)+ 1.

In some cases, an alternative algorithm which assigns the
area A, - to a single P-bot is preferable (although it was
2

not used in our analysis). Since for every two points p1, p2 €
At’%p it holds that dista (p1,p2) < 7p, every point in the area

will be reachable. Even though more P-bots are required in
this method for covering the same area, the method may be
preferable if the area is small.

A.2 Circumference Patrol:

A simple circumference patrol algorithm may be imple-
mented as follows. Given distance d € N and a point ¢t € G,
this algorithm spreads the P-bots in Ringg(t,d). It is as-
sumed that 2 | rp, and only the minimal amount of P-bots,
for which p. > 0, is used.

e Position P-bots in Ringa(t,d), with distance of at most
2rp from each other.

e At each round, —2 < x # 0 < “Z is chosen randomly.
Each P-bot then moves clockwise (counter-clockwise if
z < 0) from point p to g € Ringa(t, d), dista(p, q) = |2x|.

In order to increase p. by including additional P-bots, in-
stead of choosing = each round, a random repetitive pattern
is chosen, that tells for each r, + 1 consecutive points in
Ringc(t,d), which ones should be occupied. Since the pat-
tern is repetitive, every randomized pattern is necessarily
reachable by the P-bots through either clockwise or counter-
clockwise movement.

Performance: |Ringc(t,d)] = 4d, and each P-bot may

reach %” points to every direction (and in particular, two
4d
rp+1
quired to cover the area, where each P-bot may reach r,

points other than its current one.

A.3 Single E-bot Pursuit:

Generally, E-bots are hidden from sight of the P-bots and
patrolling in the area is necessary. But when an E-bot re-
veals itself by transmitting data, the P-bots know that it
has to be located in one of the five nodes reachable from the
transmission source.

directions are in Ringa(t,d)), at least [ 1 P-bots are re-

e P-bots dedicated to the pursuit are distributed to cover
the entire sensitive area. As in the Circular patrol before,
every two P-bots po, p1 are designated to an area Apop1 =
Ringa(c, {i]0 < i < rp}) for some center point ¢. But this
time, both P-bots wait in the center ¢ until a transmission
originates from a point vy € Apop1-
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Figure 12: Comparison of patrolling algorithms

One of the P-bots p; € {po, p1} randomly moves to a point

v; € Ringa(vt,{i|0 < j < 1}), which is the area where

the transmitting E-bot has to be

located. The other P-

bot stays in the center to be ready for transmissions in
the next round. This way, the P-bots can target at least

one transmission originating from
sensitive area each round.

any location within the

Depending on the number of available P-bots, they can

achieve a higher capture probability of p, = %

by assign-

ing 2k, k € [2,5] P-bots to an area instead of just two.

Performance: In a single round, a P-bot may reach any

point in distance r, i.e. 2rp(rp +
than its current one. Since another

1) different points other

round is needed before

the P-bot returns to the center of that area, at least two

P-bots are needed for any area A, .

its average designated points per P-bot is similar to that of

the area patrol.

»» T € G, and therefore

B. EFFECTIVE LEAKAGE: PROOFS

In this section, we provide proofs

Proof of Lemma 1. 1. Consider an E-bot that uses the crawl-

ing strategy exclusively. Let [ be

lar visit in the sensitive area, which is also the number of

for Lemmas 1 and 2.

the length of a particu-

data items collected - if the E-bot is not captured. The
accumulated data units are necessarily unique, since that
E-bot collects data only when no other E-bot is active.

Hence, the ﬁ

is the expected number of rounds the E-

bot repeats the process until it is captured (geometric dis-

tribution), and the expected reward is: u(l) =

R
=&~ Ri.

e For [ = 1: the E-bot necessarily visited and immedi-
ately escaped a point in Ringa(t,7.). Upon escaping,
flushing the data does not increase capture probabil-

ity, and therefore C(1) = p..

Note that if an E-bot

136

remains in Ringg(t,re) for | = 2, it risks losing the
data it accumulated in the first round, and therefore

such a strategy

provides no benefit.

For | > 2: the E-bot has the opportunity to occupy

points in Ringa(t, {i|0 < i < re}) (excluding the first
and last rounds), thus reducing the capture probability

for some of the
pe)?(1—pa)' 2

the first point for

Ray41

rounds. Therefore: C(I) =

which it holds that:
- R

A-(—2(1-a) 1)

Ry
T 2 -2 (mae=?)
(—1+a)a

—(1-

. For any reward function R, the first extremum z > 3 is

R,

0<a<y<l
St

R(z +

1) <R

*{(1—a)? (2=2y+1)—a2+2a—1)

(or

the opposite, where R(z + 1) > from the right-hand side

term for the first time).

R, is monotonically increasing

since R(z) > 0. Additionally, it is multiplied by a mono-

tonic term, since:

A (—1+a)o

Az (=02
a)a((1 — @)%ln(l — a)y?
a)®In(1 — o)) = 0 is never satisfie

side is < 0, it will be < 0 < R(z

right-hand side is > 0, then R(x)

—2(1—a)@y—aZ4+(1—a)®42a—1)
21— a)®In(1 —a)y+ (1 —

=0+— (—1+

d. If the right-hand
) for any z. If the
is nonincreasing and

the left-hand is monotonically increasing, and therefore

may meet only once.

does not increase the amount of uniq

. An E-bot that transmits from within the sensitive area

ue accumulated data,

and does not contribute to the amount of data flushed

from outside the sensitive area.

Additionally, by de-

sign of the P-bots in this strategy transmissions may

not decrease the probability of the

E-bot for being cap-

tured. The expected number of transmitted data from

outside the sensitive area until an

E-bot gets captured

u(l) = Rl(c(z) 1) is maximized for | = lescape. That
T R escape
is, Eescape(c(leZe) —Ri,.cap.) = 1 holds, and due to the
linearity of expected value Fescape (1) > 1 o L

Clescape) ~escape
c(lescape)
ZRLescape(lfc(lescape) follows.
O

Proof of Lemma 2. Consider an E-bot

that exclusively uses

the transmitting strategy. Since only one unique data unit

is generated in each round, the E-bot

that transmitted the

oldest data unit had stayed for at least m rounds, at least
one other E-bot had stayed for n — 1, another for n — 2
and so forth. Accordingly, the independent risk each E-

bot takes is at least 1 — (1 — pq)",

1—(1—pa), which is summed up to n —

(= 1+pa)((1 Pa)—1)

n—

1_(1_p0«)n 17' L)

(—pa)"~1 _
(I=pa)"Gpy—1 =

. After the transmission of the n units,

the pursuit algorlthm was invoked and targeted one of the
transmitting E-bots that was not yet captured. That is, af-

ter any transmission an additional risk
agent. Therefore, for a reward of R,,, n—

of p,, follows for some
(= 1+pa)((1 Pa)™—1)

E-bots are expected to be captured before the transmlssmns
begin, and additional p, immediately in the next round.
Similarly to the previous lemma, due to the linearity of

(n—

(—1+pa>((1fpa>”71)+pp)

La and

expected value, Egmy(n) _
Stay (D) = (n — (= 1+pa)((1 pa)"—1) +p

Rn

p) (o

wr)

(note that we dlsregard the option of leaving the sensitive
area while transmitting, since this is considered flushing the

data).

O





