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ABSTRACT
Successful cyber attacks against cyber-physical systems re-
quire expert knowledge about the dynamic behaviour of the
underlying physical process. Therefore, obtaining the rele-
vant information is a crucial part during attack preparation.
Previous work has shown manual acquisition of knowledge
about process dynamics to be prohibitively laborious. This
paper presents first insights into semi-automated process-
aware system discovery that goes beyond IT-related trivia,
and focuses on the physical core of a system.
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1. INTRODUCTION
The stages of cyber attacks against Cyber-Physical Sys-

tems (CPS) are divided into access, discovery, control, dam-
age, and cleanup, where adversaries have to perform differ-
ent tasks at each stage to accomplish specific goals [13]. In
order to be successful at the control stage, attackers need
to sufficiently understand the underlying physics of the tar-
geted system such that they are able to control the physical
core process themselves, and bring it into a desired state.
Assuming the presence of compromisable IT and embedded
devices inside a CPS, which allow adversaries to gain remote
access to an operating control system, we examine the ca-
pabilities of attackers at the control stage.

Targeted system discovery against CPS has already been
observed in the wild in 2013, when the Havex malware in-
fected numerous industrial sites via trojanized installers of
software packages, and started gathering information about
industrial control and field devices [8]. Although easily ob-
tainable, this type of information does not suffice to properly
control a physical process. Moreover, static information re-
lated to process physics, e.g. process flow-sheets, is also sim-
ple to obtain but does not account for the dynamic behaviour
of the underlying physics either. Previous work has shown
that acquiring adequate knowledge about dynamic process
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behaviour without any a-priori information is a difficult task
due to the large scale and complex interdependence of CPS
subcomponents [13]. Certain aspects of process behaviour
might be undocumented or previously unseen, and therefore
unknown even to process operators.

In order to stay undetected attackers need to avoid trig-
gering operational and safety constraints when controlling
the process. However, simply knowing set thresholds is not
sufficient, as the physics of a core process can behave in
highly non-linear manners, easily causing alarms when not
expected. Additionally, process behaviour outside of the
operational envelope of the deployed control structure may
be undefined and unpredictable. From the attacker’s per-
spective understanding the desired state of a physical pro-
cess that achieves certain attack goals, and knowing how to
reach that state are two distinct problems. Both demand
extended knowledge about the underlying process dynam-
ics. However, the complexity of a CPS may make manual
acquisition of information about dynamic process behaviour
prohibitively laborious. Automated procedures for identi-
fying behavioral plant models by means of control and au-
tomation engineering methods (see e.g. [7, 2]) may not be
suitable for an attacker who has penetrated the target but
has to work with limited computational resources and may
not be able to exfiltrate large amounts of data.

To address this issue, we propose a generic and semi-
automated approach for exhaustively cataloguing physical
process dynamics by capturing sensor readings on-the-fly.
First, we propose a generic attacking approach inspired by
controller tuning to allow process probing without detection,
and to account for a lack of a-priori knowledge about pro-
cess constraints. Next, we present a lightweight algorithm
for correlation-based clustering of sensor readings based on
captured process responses induced by probing. Finally, we
verify our results with a derived metric to ensure adequate
precision, and propose a visual representation of the results
to enable a convenient and expressive summary.

Our paper is structured as follows: Section 2 presents the
simulation framework that we use as a testbed for our ap-
proach and outlines why the adopted framework suits our
use case. Section 3 provides a detailed explanation of our
proposed approach. Section 4 discusses a selected set of rep-
resentative results, Section 5 summarizes our work.

2. SIMULATION FRAMEWORK
We test our approach with the Tennessee Eastman (TE)

test problem, originally offered for study by the Eastman
Chemical Company [12], and further extended with a Mat-
lab Simulink model by Ricker [9]. The test problem is de-
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Figure 1: Tennessee Eastman plantwide test problem

rived from an actual industrial process where components,
system dynamics and conditions were adjusted to protect the
intellectual property of the Eastman Chemical Company.
Nevertheless, the problem provides a generic and realistic
simulation environment of a chemical industrial CPS.

The TE test problem is suited particularly well for test-
ing our approach because it is not bound to specific process
particularities, e.g. the chemical components involved are
unknown. We can thus verify our approach in terms of its
generic nature without needing knowledge about chemical
aspects of the process. Hence, our results can be detached
from this particular problem, and be interpreted in the con-
text of a variety of distinct CPS.

Our goal is to reverse engineer the behaviour of a physical
process based on the dynamics of process data, without rely-
ing on the semantic meaning of that data. For instance, we
identify sensor signals that are correlated due to similar im-
pulse responses, and not because the underlying chemistry
would imply their correlation. Therefore, our approach ac-
counts for the situation of adversaries facing a process with-
out a priori knowledge regarding its behavior. We inves-
tigate whether it is possible to derive dynamic behavioral
information by observing process responses to crafted im-
pulses, and whether this knowledge is sufficient to facilitate
success at the control stage of cyber attacks.

The Matlab model of the TE test problem is implemented
as a C-based Mex S-function with a Simulink model. The de-
fault simulation time is seventy-two hours, with a sampling
frequency of one hundred measurements per hour. Start-up
and shut-down conditions of the system are not simulated;
the execution starts with pre-defined base values instead.
There are twelve controllers (called XMV), and forty-one
sensors (called XMEAS) providing measurements from the
simulated process. All of the measurements contain Gaus-
sian noise with a standard deviation typical of the particular

measurement type. Furthermore, there are twenty different
disturbance modes (called IDV) which can be turned on and
off selectively. The output of each simulation is a data ma-
trix where each column contains measurements of a distinct
sensor, and each row is a step in time, i.e. 36 simulated
seconds. Consequently a default simulation provides 7201
measurements per sensor, yielding a 7201x41-sized matrix.
Simulation times can be extended or shortened to adjust the
number of generated sensor measurements.

A diagram of the process flow and control structure is
shown in Figure 1. The process has five major operational
units: a reactor, a product condenser, a vapour-liquid sep-
arator, a recycle compressor, and a product stripper. The
reactor feed rates are partially controlled by outcomes of the
analysis of chemical products. In reality, such an analysis
is a non-automated offline procedure, which can take up to
half an hour. Therefore a real plant could not apply such a
control strategy, because reactor feed rates usually have to
meet stringent real-time requirements.

To simulate cyber attacks against the TE process we use
an extension to the original Simulink model provided in [4],
which supports different attack modes against the process.
The extension provides different modes of data integrity and
Denial of Service (DoS) attacks against most of the given
controllers, sensors and actuators. Time, duration and pe-
riodicity of attacks can be specified for each simulation run.

3. APPROACH
We now present our approach for reverse engineering a

physical process from captured sensor measurements. The
procedures we propose are semi-automated: While the at-
tacker has to actively perform process probing for which we
give a systematic framework, the collection and processing
of sensor data is performed by our algorithms on-the-fly.
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3.1 Process Probing
An attacker facing an unknown process is challenged by a

lack of knowledge about the tuning and responses of control
loops. Hence, trying to catalogue the dynamic behaviour
of the process by sending crafted impulses becomes a non-
trivial task. Ultimately, the attacker has to apply trial-and-
error process-probing, where errors must not trigger alarms,
detection and scuppering of the attacker’s goals.

There is no general solution to the problem of how to
specifically attack a given control loop with unknown re-
sponses, such that no alarms are raised. However, control
loop tuning procedures face similar problems when orches-
trating control loops across an entire plant to optimize and
balance a process [10, 11]. Therefore we derive a unified
attacking approach inspired by control loop tuning proce-
dures such that we obtain a generic probing approach that
we apply to all available control loops. The purpose of our
unified approach is to provide a starting point for probing
the process in a safe manner, i.e. without causing alarms or
safety shut-downs.

We start by analysing and quantifying the noise level of
a sensor signal. To account for the lightweight nature of
our approach, we estimate the noise level with the following
assumptions. Without exterior influence, a signal fluctuates
around a specific mean value, and the fluctuations have ap-
proximately the same magnitude both in positive and neg-
ative direction. We further assume that the noise level of
a signal is constant across different signal means, i.e. en-
forced set-points. This is consistent with our observations
of the behavior of the TE process. Equation 1 depicts our
estimation of a signal’s noise level based on these assump-
tions. The values signalmin and signalmax constitute the
minimum and maximum observed values for the given signal
during normal operation, and the resulting noise level repre-
sents the maximum expected magnitude of noise in positive
or negative direction.

noiselevel =
signalmax − signalmin

2
(1)

noisefactor =
|normalmean − deviatedmean|

noiselevel
(2)

Next, we induce a step change of a few percent in the cor-
responding controller. Once the sensor signal settles at the
new set-point, we compute the magnitude of change regard-
ing its previous state, and quantify it as a factor of the noise
level. We call the resulting value noise factor, defined in
Equation 2. Mean values of the previously normal state and
the induced deviated state are denoted by normalmean and
deviatedmean. As suggested in [10], we check whether the
resulting signal deviation exceeds the significance threshold
of five times the signal’s noise level. If not, we adjust the
controller’s set-point by another few percent, and let the
signal settle again. We do so until the deviation leads to a
noise factor greater than five. The controller set-point that
creates such a deviation is the starting attack value that we
use to further analyse process responses.

Figure 2 shows the sensor signal of a reactor feed stream
with a step change induced in the corresponding controller
at t = 20 hours, resulting in a deviation with a magnitude of
approximately five times the signal’s noise level. The attack
parameter that creates this response is recorded for further
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Figure 2: Deviation with desired noise factor

process probing. Note that valve dynamics are not modeled
in TE simulation framework. Therefore the new set-point
is reached almost instantaneously. A real world physical
process would require a certain time to reach its new state.
The change in sensor signal of interest can be detected in an
automated way, e.g. by a light-weight CUSUM algorithm as
shown in our previous work [3].

Importantly, our attacking approach provides the adver-
sary with a generic way of silently probing individual control
loops. It is by no means a complete solution to the prob-
lem of manipulating a process without a priori knowledge.
Thus, while for most of the controllers of the TE process it
suffices to induce a step change of around 10% to achieve
the desired noise factor, one controller requires a change of
more than 80%. Furthermore, control loops related to tem-
perature and cooling water flows are so sensitive that it is
impossible to achieve a noise factor of less than a hundred.
Since the magnitude of process response is not known to the
attacker beforehand, it represents a significant challenge and
an uncertainty for the attacker.

As a result out of the twelve available controllers in the
TE model, three cannot be attacked as they have constant
settings, and four are related to temperature parameters and
therefore too sensitive. We are thus left with five attackable
controllers to which our unified approach of silently probing
the process can be applied. Four of these controllers regulate
feed streams, and one is responsible for the reactor purge
rate. Table 1 depicts the attack parameters we derive for
these controllers using our approach.

Another challenge of probing a process is uncertainty in
terms of time. To establish our unified attacking approach
we first used step attacks, i.e. persistent changes of a con-
troller’s set-point. However, for modeling a complete range
of process behaviors the attacker cannot solely rely on step
attacks. Instead, interval attacks with defined timing pa-
rameters should be applied, such that after a successful prob-
ing action the process is left to recover before a new attack
can be started. The process recovery phase is important for
discovering hidden responses, e.g. post-reactions, that occur
after the attack is over.

Process response and recovery times cannot be guessed.
Therefore, for every probing action the attacker needs a cer-
tain amount of time to observe a deviation, and to let the
process recover into its original state. Moreover, if the at-
tacker cannot observe (detect) any response for a certain
amount of time, it is uncertain whether the attack was in-
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Controller Sensor Mean Attack Value Unit Step Change Noise Factor
XMV(1) (D Feed Flow) XMEAS(2) 63.00 68.75 kg/h 9.1% 5.41
XMV(2) (E Feed Flow) XMEAS(3) 53.13 58.00 kg/h 9.2% 5.36
XMV(3) (A Feed Flow) XMEAS(1) 26.11 29.00 kscmh 11.1% 5.07
XMV(4) (A and C Feed Flow) XMEAS(4) 60.57 65.30 kscmh 7.8% 4.26
XMV(6) (Purge Valve) XMEAS(10) 25.74 47.00 % 82.6% 5.14

Table 1: Attack parameters for controllers

significant and there will be no response, whether there was
a small but imperceptible response, or whether the response
is yet to occur. Finding timing parameters of the attacks
and size of process observation windows requires empirical
experimentation on the live process.

When working with a simulation framework, process prob-
ing can be manually stopped and restarted at any point in
time, thus practically allowing to ignore recovery times of
the process. However, a real process under attack cannot be
simply turned off and restarted. In our work we would like
to be as realistic as possible while simulating the attacker’s
situation. Therefore we extend the attack parameters found
by our approach with timing parameters such that we can
perform alarm-safe interval attacks with fixed start and end
times. Effective timing parameters can be found using the
same strategy, i.e. by starting with small intervals and ex-
tending them until a noticeable deviation is observed. This
procedure is in line with the fact that shorter attack inter-
vals are advantageous for the attacker regarding effort, risk,
and recovery time.

In summary, process probing by means of attacks on con-
troller set points is a slow process associated with a large
number of uncertainties. Such uncertainties are highly dis-
advantageous to the attacker as they increase probability of
accidental errors and detection.

3.2 Sensor Clustering
We now present our algorithmic approach to the prob-

lem of reverse engineering a physical process, and a time-
dependent measure of correlation as a means of verification.
Our approach distinguishes two phases of signal processing:
approximation and clustering (of correlated signals).

In our initial approach we used an adaption and modifi-
cation of the Swinging Door Algorithm (SDA), which iter-
atively reduces a data series to a set of linear regression
lines [1, 6]. First presented in 1990, the Swinging Door
trending algorithm is a widely used lossy algorithm in the
industrial process control. It is a linear fitting algorithm
which compresses the data by reducing the amount of data
points that need to be stored. SDA is widely used by many
real-time databases such as PI and others because of its high
efficiency and high compression rate.

After approximating the dynamic behavior of sensor sig-
nal with a set of lines, we subsequently analyse the resulting
lines with regard to their slopes. Further, we group signals
with similar counts of rising and falling slopes into clusters.
However, the SDA is very sensitive to data outliers because
even after down-sampling every sample has a strong impact
on the resulting regression lines. Therefore we could not
achieve a satisfying trade-off between the amount of remain-
ing significant signal behavior and random noise. Moreover,
the resulting correlation clusters did not distinguish different
types of correlation, e.g. both linear and inverse linear corre-
lations could occur in the same cluster. Uncorrelated signals

which have accidentally similar slope counts could be also be
grouped in the same cluster, which occurred quite often in
our simulations. Lastly, the SDA approach does not provide
any additional information about the signal analysed.

Unable to achieve satisfactory results with the SDA al-
gorithm, we developed our own Sliding Mean Algorithm
(SMA). In essence, SMA iteratively derives clusters of cor-
related sensors without computing the mathematical notion
of correlation. Determining mathematical correlation for
the vast number of occurring sensor measurements would
be computationally intensive. Instead, we approximate cor-
relations between sensors by comparing mean values across
different measurement series with the use of sliding mean
intervals. SMA is immune to data outliers due to the inher-
ent mean computations. Signals that are clustered together
have the same type of correlation because they are identified
as having a defined response pattern, and not merely similar
slope counts. Additional signal information, e.g. deviation
magnitudes, recovery times, post-reactions, is returned as
collateral information obtained by the mean computations.
As we show in Section 4, our approach is lightweight and
produces adequately accurate results.

A detailed assessment and comparison of both algorithms
would be out of the page count of this paper. Instead we
focus on the Sliding Mean Algorithm, which gives the most
accurate and useful results.

3.2.1 Core Algorithm
Our Sliding Mean Algorithm starts by assessing the base-

line behaviour of a signal. This is done by computing a mean
value for the time window before the attack. Attack time
and duration are input parameters to our algorithm.We as-
sume that attacker knows when and for how long to attack
victim system, and is able to correctly place their actions on
the timeline of system events.

Assuming that an attack starts at t = ta, our algorithm
computes an average value based on the time interval t =
ta − s until t = ta, where s is the number of samples we
average. We use a value of s = 100 as it proves to be a good
trade-off between compression and precision, and for consis-
tency. The resulting mean is our reference value for normal
behaviour of the given signal. Furthermore, we determine
minimum and maximum values contained in the signal be-
fore the attack.

Next, we turn our attention to the attack interval starting
at t = ta. We split the interval into two halves, and exam-
ine each one separately. We first compute a mean value
for the first half, and compare the result to the previously
determined reference value. Note that depending on the du-
ration of the attack, the data window used for averaging can
be larger or smaller than the one we use for the reference
value. This is a necessary adaptation, as we cannot rely
on attack intervals being always perfectly dividable by our
averaging interval.
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Reference comparison is done by calculating the difference
between the reference value and the mean value. Our algo-
rithm further requires error bounds to serve as confidence
intervals, meaning that they have to be exceeded so that
we acknowledge a reaction. If the computed difference is
greater than the error then the sign of the difference de-
termines the type of reaction, which can be either positive
or negative. Otherwise we assume that there is no reaction.
Consequently, we distinguish three possible responses for the
first half of the attack: positive, negative, and none.

Scale and range of sensor signals differs greatly among
process measurements. Therefore we require each sensor
signal to have individual scale-adjusted error bounds. To
achieve this goal we first down-sample all the data, then
determine the minimum and maximum value in each signal
series, compute the absolute distance between them, and
divide the result by two. As this is done for every signal,
the final outcome constitutes a vector of scale-adjusted and
noise-reduced error values for all sensors. Each error value
represents by how much a signal may vary in both positive
and negative directions, such that the deviation is considered
insignificant.

Both data down-sampling and error training are lightweight
procedures. Our down-sampling is based on computing av-
erage values, where only two values need to be stored: the
sum and the number of samples that the sum contains. Each
average computation further requires s summations and one
division, per averaging interval. On the other hand, error
training requires a standard procedure of finding minimum
and maximum values in a data series, further one subtrac-
tion and one division.

The second half of the attack serves for verifying the re-
sponse found in the first half of the sensor signal, for several
reasons. We have experimentally found that many signals
have large dead-time, meaning that they manifest delayed
responses. This means that there might be no discernible
reaction during the first half of the attack. On the con-
trary, responses may also manifest themselves immediately
but only for a very short time. In this case, there would be
no reaction during the second half. Splitting the attack in-
terval into two distinct parts allows us to detect and consider
these properties of signal behavior in our response classifi-
cation and clustering decisions.

Furthermore, while some signals show very clear positive
or negative reactions to certain impulses, for other signals
it is hard to decide whether the response is increasing or
decreasing, e.g. when a signal shows oscillations with chang-
ing magnitudes. In that case we regard the oscillation slope
with the greatest magnitude to represent the nature of the
response, e.g. the signal oscillates but there is an increasing
trend, or the strongest oscillation has a positive sign, then
we say that the response is positive. Doing so makes sense
also for the attacker; even if the response is theoretically dif-
ferent in a chemical interpretation, the strongest oscillations
should be the focus as they can hit process constraints and
trigger potential alarms.

If we find no response during the first half of the attack we
cannot say yet whether the signal does not respond at all,
or whether the response is delayed. However, if there is no
response during the second half either then we assume that
the signal does not react to the given impulse. In the case
there eventually is a response during the second half we ar-
gue that the second half represents the actual reaction. We
apply the same argumentation for the case when there is

a response during the first half but not during the second,
where we regard the first half as representative. Addition-
ally, if each of the attack halves contains a distinct response
we consider the one with the greatest magnitude as being
representative of the actual response.

If no reaction is found in both halves of the attack then we
use the previously determined minimum and maximum ref-
erence values of the signal, and compare them to minimum
and maximum values occurring during the attack. If the
latter exceed the reference values in magnitude, we assume
that highly frequent oscillations occur during the attack.
Our assumption is based on the fact that computing mean
values over high frequency oscillations results in a straight
line showing no reaction. However the presence of values of
greater magnitude during the attack contradicts the idea of
no reaction, and rather suggests that the reaction is masked
by our averaging computations (signal smoothing). While
being aware of the limitations of this error-prone way of
detecting or estimating oscillations, we would still like to
emphasize how a few simple computations combined with
logically relating differing results can suggest the existence
of a response that would otherwise require extensive data
processing to be found.

We further treat oscillations as a secondary response prop-
erty to avoid pattern explosion that would occur if we re-
garded all derived properties of signal responses as equally
important. Having secondary properties also allows a sim-
ple and clean distinction of additional sub-categories, while
avoiding an exponential increase of possible patterns through
combinations of all defined properties. This supports our
idea of a lightweight approach.

Finally, we determine the maximum percentage deviation
from reference of the analysed signal during the attack, and
move our time window forward step by step until we reach
the end of the data. For each time window we compute a
mean value and compare it to our reference value to deter-
mine whether the signal settles back at its original state or
transitions into a new one. In the former case we say that
the signal is resilient as it is able to recover from the attack
and return to its normal state. When the signal reaches
and remains in a different state even after the attack ends
then we say it is stabilizing, i.e. the signal does not properly
recover but at least it is able to settle in a new state.

3.2.2 Post-Reactions
In certain cases signals do not show any significant re-

sponses during an attack, however they have strong post-
reactions, i.e. there is a clear process disturbance when the
attack stops. We are able to detect these post-reactions by
computing a mean value for the entire time, from the begin-
ning of the attack to the end of the data, and comparing it
to reference values. We further use minimum and maximum
values to underline the conclusion drawn from this mean
comparison. Additionally, we determine the maximum per-
centage deviation from reference of the signal caused by the
post-reaction.

This simple approach to finding post-reactions is possi-
ble since we first conclude whether a signal has a reaction
during the attack or not. If it does, we classify it as either
resilient or stabilizing with corresponding information about
the deviation. However if there is no reaction during the at-
tack, it could mean that there is no reaction at all, or that
the response is delayed until the attack is over. In that case
post-reactions are easily spotted using only one mean com-
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parison, and verifying them by further assessing minimum
and maximum values, and comparing them to reference val-
ues as well.

If a signal has a reaction during the attack and also after
it, then we regard its first reaction as the definitive one, be-
cause it occurs as a direct response to the attack, whereas
the post-reaction is likely to solely manifest process recov-
ery. Signals which have post-reactions only are much more
interesting as to why a variable manifests reactive recovery
while having no significant reaction in the first place.

Since we regard oscillations as secondary response prop-
erties, we treat post-reaction in the same way because, as
argued before, our main focus is on direct responses. Post-
reactions constitute an additional sub-class of reactions that
are interesting if there is no significant direct response be-
forehand.

It is important to note that although this detection of
post-reactions is effective in most cases, it is still error-
prone, e.g. unpredictable disturbances not caused by attacks
can obscure the results and easily lead to wrong conclu-
sions. However, a significant amount of useful information
can be obtained by applying such relatively simple and im-
precise methods. Especially because we theoretically intend
to have Programmable Logic Controller (PLC) execute our
algorithms, which means that we have to work with strictly
limited resources.

3.2.3 Recovery Times
Lastly, we use another sliding mean window to compute

recovery times for resilient signals, i.e. the amount of time
these signals require to return to their normal states. For
an attacker this can be crucial information in the context
of avoiding long-lasting abnormal post-attack states, which
can potentially trigger safety interlocks. Having determined
that a signal is resilient, we apply a sliding mean window
starting at the time of the attack, and attempt to find a pre-
defined number of consecutively connected time windows
which match the reference state, i.e. the differences of means
are inside the confidence interval. If the algorithm finds time
windows that do not match the reference state it increases
a counter for non-matching states. If this counter hits a
pre-defined limit, the counter of previously found matching
states is reset. When the counter for matching states can-
not be hit, the numerical value of recovery time stays zero,
indicating that it was not possible to determine a signal’s
recovery time.

In other words, if the algorithm finds a reference-matching
state it keeps on moving the mean window a predefined num-
ber of times to verify that the signal settles indeed, and that
the matching state is not simply an accidental finding. If it
finds a non-matching state during this verification period
it does not immediately assume that verification fails, but
instead tries to assess whether the non-matching state ex-
tends over a longer period of time, or whether it is a random
short disturbance. Extended disturbances can be part of a
response, and indicate that the signal has not settled yet.

In most cases, this procedure allows the algorithm to ac-
curately determine recovery times of signals when all pos-
sible post-reactions or post-disturbances have ceased, while
also minimizing the biasing impact of short and random data
outliers. However, in certain situations the point of recovery
time cannot always be precisely determined either because of
strong post-reactions or due to high signal variability. More-
over, it is not always clear how much time is generally re-

quired for the entire process to fully recover, especially when
examining one signal at a time. The challenge of the attacker
is to empirically derive counter variables which work best for
the process under analysis.

Determining efficacious values for our state counters is a
trade-off between the amount of inaccurately computed re-
covery times and the inability to compute recovery times
at all. Low counter values result in short verification peri-
ods, potentially causing the algorithm to assume that signals
have already reached their reference states, while they are
actually still in recovery oscillations. High counter values
imply longer verification periods, which in certain cases can
lead to the inability to hit the counter for reference-matching
states because there is not enough data left, or due to ran-
domly extended noise constantly resetting the counter for
reference-matching states. We use a counter value of 1500
for matching states, and 1250 for non-matching states. Ad-
ditionally, we enforce a simulation time of 100 hours and
perform attacks early into simulation to minimize the inabil-
ity to compute recovery times due to lacking data. However,
we noticed that increased simulation time may cause some
resilient signals to be classified as stabilizing because of ran-
dom attack-unrelated process fluctuations occurring towards
the end of the simulation time.

3.2.4 Summary
The major advantages of our sliding mean approach are

simple implementation and resource-friendly fast execution.
Computing mean values is not a resource-demanding oper-
ation, further storing and comparing these values does not
require extensive resources either. As shown in more detail
in Section 4, a lot of information can be extracted by using
this simple approach. On the other hand, the underlying
simplicity makes the approach sensitive and error-prone to
certain disturbances or possibly complex process responses,
as it can only detect and classify pre-defined response pat-
terns. If unknown patterns occur they will be misclassi-
fied, just like noisy signals can erroneously match defined
patterns by chance. However, we have found the majority
of relevant occurring patterns in our simulation framework,
and we are able to detect and classify them with a high rate
of correctness.

3.3 Cluster Verification
Pearson’s correlation coefficient is a common measure of

linear dependence between two stochastic variables. Its math-
ematical definition is given in Equation 3, where X and
Y represent stochastic variables, µX and µY are the cor-
responding expected values, and σX × σY is the product of
the standard deviations of X and Y .

ρX,Y =
E[(X − µX)× (Y − µY )]

σX × σY
(3)

The coefficient takes values between 1 and −1, where the
former case represents perfect linear dependence, and the
latter indicates perfect inverse linear dependence. Correla-
tion between two stochastic variables becomes weaker as the
coefficient approaches 0, until there is no linear dependence
once the coefficient equals 0. However, this does not mean
that there is no dependence at all, as the coefficient only
detects linear relationships. There might, for instance, be a
quadratic dependence between the two examined variables.
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However, the Pearson correlation coefficient as described
above is not useful for determining linear dependence be-
tween time series of sensor signals. This is because the coef-
ficient is a single number which cannot capture the dynamic
behavior of sensor measurements with adequate granular-
ity. For instance, it does not allow to assess how correlation
between two signals evolves over time. Moreover, two sig-
nals might show exactly the same reaction to some impulse
but not at the same time, i.e. one of the signals reacts im-
mediately while the other has a delayed reaction. Pearson’s
correlation coefficient would fail to properly identify this lin-
ear relationship due to the shift in time. In fact, the vast
majority of cyber-physical sensor signals cannot react simul-
taneously as the physics they measure are locally separated,
such that state changes propagate with time delay.

To address this shortcoming of the Pearson coefficient we
propose a time-windowed approach which defines a sliding
interval on the given data series, and where the Pearson co-
efficient is computed in each of these intervals individually.
The result is a series of time-dependent Pearson correlation
coefficients, altogether representing the development of lin-
ear relationship between two signals over time. We use this
approach to verify that our resulting signal clusters are in-
deed correlated.

4. EXPERIMENTAL RESULTS
In the following we present and discuss the clustering ca-

pabilities of sliding mean algorithms in the context of chosen
controller attacks. We further present a plant-wide visual-
ization technique to capture obtained results in a convenient
form. Our analysis assumes that the attacker has gained ac-
cess to the control system of the TE process, and that our
previously presented Sliding Mean Algorithm has been in-
jected into the system, e.g. in the form of malicious code
running on a PLC(s).

In the process of developing and verifying both of our
approaches we performed approximately 500 distinct simu-
lations generating over 2000 plots. Due to space limitation,
we include only a selected set of representative results. We
chose the controller responsible for the reactor purge valve
(XMV(6)). The purge valve is used to release chemicals
from the reactor, primarily to control reactor pressure. At-
tacks on this controller has plant-wide impact with a wide
range of different types of process responses and therefore is
representative.

We perform a simulation of 100 hours and start an in-
tegrity attack at t = 20 hours for a duration of 20 hours.
The normal mean value of the purge valve state is 25.74 %,
but to achieve our desired noise factor in the controlled sig-
nal, which is the purge rate, we require an attack value of
47.00 %. Unlike suggested for controller tuning, this high
step change of almost twice the normal value is necessary
because the mass flow of the purge valve is comparatively
small compared to the reactor mass flow of 1476.0 kgmol/h.
Therefore only a significant step change is able to achieve a
noticeable deviation in the controlled signal.

Figure 3 depicts the purge rate during a simulation. The
black signal represents raw sensor data, which is marked
red while the attack is active, and the yellow line represents
the same signal down-sampled with an averaging interval of
100 samples. We include this smoothed signal in our plots
for visualization only, because in some cases it is helpful for
distinguishing signal behavior from noise.
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Figure 3: Spoofed purge rate

As mentioned earlier, the dynamic behavior of valves is
not modeled in TE simulation model. The purge rate thus
jumps to a new state immediately at t = 20 hours, and drops
to a less than normal value right when the attack is over
at t = 40 hours. Otherwise the behavior of sensor signals
matches reality. Hence, the new induced state of the purge
rate is not represented by a straight line but contains fluctu-
ations just as before the attack. This is because the attack
only changes the set-point of the purge valve. The corre-
sponding signal of the purge rate is continuously controlled
and adjusted to match this new set-point, and it naturally
contains fluctuations caused by the underlying physics.

We also observe that there is no proportional relation be-
tween the purge valve and the purge rate, because the max-
imum deviation of the purge rate caused by the attack is
101.76 %, although we increased the purge valve set-point
by 82.6 %. Furthermore, once the attack is over and the au-
thentic set-point of the purge valve is no longer overwritten
by our integrity attack, the control system notices the highly
abnormal state of the purge valve and reacts by completely
closing it at t = 40 hours. This manifests itself in the purge
rate dropping to zero at that time. At about t = 60 hours
the purge rate returns to its normal state.

Note how the increase of the purge rate around t = 50
hours does not manifest itself as a perfectly straight line,
like at the beginning our attack. This is another hint at the
underlying feedback mechanism of the responsible control
loop, which adjusts the purge rate continuously by adjust-
ing the purge valve. In contrast, the malicious set-point
induced by our attack is a sudden and external influence on
the process, which does not involve the feedback mechanism.

Our sliding mean approach correctly classifies the purge
rate as a resilient signal with a positive response. This means
that the purge rate increases as a result of the attack, but is
able to return to its normal state after recovery. The deter-
mined recovery time of 39.3 hours is also very accurate as
can be seen in Figure 3. After t = 50 hours the purge rate
is near its reference state, and behaves accordingly. How-
ever, it is still in recovery, as there is a small but discernible
overshoot caused by the gradual opening of the valve after
it has been nearly closed for a while. Our approach is able
to distinguish this recovery behaviour from the previously
determined reference state.

Our Sliding Mean Algorithm determines three main clus-
ters for the described attack against the purge valve. These
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clusters are formed by resilient signals with a positive re-
sponse, resilient signals with a negative response, and re-
silient signals with no response. One signal with a negative
response is misclassified as stabilizing instead of resilient.

4.1 Resilient Positive Cluster
Figure 4 and 5 show signals from the cluster of resilient

signals with a positive response, as determined by our Slid-
ing Mean Algorithm. All of the contained signals increase in
reaction to the attack and return to their original state once
the attack is over. Most recovery times are correctly com-
puted and fluctuate around 30 hours. Noisy signals tend to
be challenging for accurate computation of recovery times.
E.g. the recovery time of signal XMEAS(3) was determined
by our algorithm as being t = 53.5 hours, a few hours too
short, because the normal state was reached around t = 60
hours.
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Figure 4: Resilient signals with positive response

Also, the overshoot reactions of the system are likely to
obfuscate recovery times. For instance, recovery time of sig-
nal XMEAS(23) in 5 was estimated as 30.2 hours instead of
actual 35 hours. The slight but discernible negative over-
shoot reaction at t = 50 hours misleads our algorithm into
believing that the reference state is reached, because aver-
aging over a period with abnormally high and abnormally
low measurements produces a reference-matching state by
chance. The fact that we use error bounds as confidence
intervals to estimate whether a reference state is reached or
not only enforces this effect, because slight deviations are
ignored inside these error bounds.

Interestingly, signals XMEAS{1, 2, 3, 4} in Figure 4 are
all measurements of reactor feed streams of different com-
ponents. Since our attack on the purge valve increases the
purge rate of the reactor, the system needs to compensate for
the loss of chemical components from the reactor. Therefore
it makes sense that these signals all have a positive response.
Moreover, the response of XMEAS(1) is highly similar to
the behaviour of XMEAS(10) in Figure 3, the previously
discussed purge rate. At first sight, this could indicate that
XMEAS(1) represents the dominating feed component, be-
cause a reaction almost identical to the increase of the purge
rate could mean that XMEAS(1) compensates for most of
the loss. However, considering the comparatively small vol-
ume flow rate of XMEAS(1), this cannot be true. Clearly,
XMEAS{2, 3} are dominating feed streams in terms of mass.
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Figure 5: Resilient signals with positive response

We give these chemical details of the process only for ver-
ification purposes, to show that the behaviour of the system
makes sense and that we can detect it. However, our goal
is to present an abstract approach for detecting correlated
signal clusters which is detached from the underlying chem-
istry of the process. Our approach does not verify whether
the clusters it finds are meaningful in terms of the involved
chemistry. However, by detaching our approach from spe-
cific process chemistry, and also from our specific test bed,
we are able to provide a more generic approach that can be
applied to different processes with minimal modification.

4.2 Resilient Negative Cluster
Signals from the next cluster found by our Sliding Mean

Algorithm are shown in Figures 6, 7 and 8. All involved sig-
nals are resilient and have a negative response to the attack
against the purge valve. While some signals have a clearly
visible decreasing reaction, e.g. XMEAS(7), noisy signals
like XMEAS(5) have a less distinguishable deviation. Nev-
ertheless, our algorithm is able to correctly classify these
noisy signals.
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Figure 6: Resilient signals with negative response

Signals XMEAS{5, 12, 15} further manifest post-reactions,
i.e. once the attack is over there is an additional increase and
subsequent decrease reaction. What all these signals have
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in common is that they recover quickly and return to their
normal state even before the attack is over. This indicates
that these signals are rather independent from the attacked
variable, in this case the purge valve, as they are able to
recover on their own before the attack is over.
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Figure 7: Resilient signals with negative response

However, once the attack is over and the directly affected
signals start to recover, the recovery process has a plant-
wide impact and also affects independent signals. Therefore
we can observe additional oscillations in certain loops which
we call post-reactions. For instance, XMEAS(15) represents
the stripper level. As can be seen, this signal recovers on its
own before the attack is over. However, due to a plant-wide
post-attack compensation for the loss of chemical component
caused by the attack, plant recovery has an oscillating effect
on the stripper level.

The occurrence of post-reactions is a risk to the attacker,
who cannot predict beforehand whether they will occur or
not. A crucial alarm-sensitive signal might be completely
unaffected by a crafted impulse, however the following re-
covery of affected signals can potentially disturb the entire
system. If signals have stringent operational and safety
constraints, even small deviations can trigger alarms. For
instance, note how the maximum deviation of the post-
reaction for XMEAS(15) is greater than the maximum de-
viation during the attack. This means that the system’s
recovery process has a greater impact on the stripper level
than the performed attack against the purge valve. The
same holds true for XMEAS(12), which is the product sep-
arator level. Also, signal XMEAS(5), which is the recycle
flow, has a similar post-reaction.

Apart from the reactor, stripper and separator are the
only tank-like sub-components of the TE process. It makes
sense that these three signals show strong post-reactions for
the performed attack. Our attack against the purge valve
results in high reagent loss, which the control system com-
pensates for by drastically increasing reactor feed streams.
This measure quickly restores normal states for stripper,
separator, and recycle flow. The physical nature of these
components implies that they have a significant amount of
chemical components contained in them all the time, which
reduces the impact of our attack in the first place.

Therefore we observe short and insignificant direct reac-
tions in XMEAS{5, 12, 15}. However, the control system
remains at abnormally high feed streams until the attack
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Figure 8: Resilient signals with negative response

is over. Once it is over, the purge valve is temporarily
closed, effectively setting the purge rate to zero. This is
the time where the still abnormally high feed streams result
in accumulation of the physical components in the stripper,
separator, and recycle flow, manifesting themselves as post-
reactions.

Figure 9 depicts the time-windowed Pearson correlation
for XMEAS{12, 15}. The relationship is not strong, but
there is a clear correlation. Note, the correlation during the
post-reaction is significantly higher than during the attack.
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Figure 9: Time-windowed Pearson correlation

Although post-reactions are important to detect, in our
approach we classify the mentioned signals as resilient with
a negative response, meaning that they react with a de-
crease and return to their original state after the attack.
The cataloging of post-reactions is omitted for a reason. As
described before, distinguishing too many process response
properties would result in a high number of different clus-
ters with fewer correlated signals in each. Our algorithm
acknowledges post-reactions only if a signal has no reaction
during the attack, as direct reactions are our primary focus.

Also note how the cluster contains signals of highly di-
vergent scales, similarly to the previously discussed cluster
with positive responses. Our algorithm is able to identify
these signals as similar due to our implementation of scale-
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adjusted and signal-specific error bounds. Since we require
these error bounds for our sliding mean approach to func-
tion, when we present results of the Sliding Mean Algorithm
it means that we perform two simulation instances. Firstly,
we run a simulation without any attacks or modifications.
After the simulation is over, we compute our vector of er-
ror bounds based on the output of the TE model. Next,
we run a simulation affected by an attack, and apply the
Sliding Mean Algorithm to the generated output data, us-
ing our error bounds for decision making. In real life, the
attacker would perform error bounds estimation, attack(s)
and process response analysis in sequential fashion.

4.3 Resilient Inactive Cluster
The last cluster found by our Sliding Mean Algorithm is

depicted in Figure 10 and 11. It consists of sensor signals
that do not react to the performed attack. However, signals
XMEAS{6, 8, 17} are misclassified due to their small scale
and high noise level. As described before, signal noise can
obscure the results of our Sliding Mean Algorithm.
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Figure 10: Resilient signals with no response

Figure 12 shows the aforementioned cluster of stabilizing
signals created by a misclassified signal XMEAS(34). When
performing attacks against controllers, we expect all signals
to react in a resilient manner due to the fast process recovery
that follows these attacks.

The reaction of signal XMEAS(34) is highly similar to
XMEAS(28) in Figure 8, where the latter is correctly clas-
sified as being resilient with a negative response. While
XMEAS(28) represents the reactor feed stream for compo-
nent F, XMEAS(34) measures the purge rate for this compo-
nent. These signals should be in the same cluster. However,
by taking a closer look at the graph of XMEAS(34) it can
be seen that, at the end of the simulation, the signal is in
a slightly higher state than it was before the attack had
started. Our algorithm erroneously interprets this behavior
as XMEAS(34) not returning to its original state. Consid-
ering the similarity between XMEAS{28, 34}, the fact that
they are in separate clusters shows how signal noise can have
obscuring effects on our Sliding Mean Algorithm.

4.4 Plant-Wide Response Visualization
Figure 13 depicts visualization of the performed attack

and classification results for the entire system. Such visu-
alization can be done, e.g., over P&ID or process flow dia-
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Figure 11: Resilient signals with no response

0 20 40 60 80 100
4

4.5

5

5.5

6

6.5

xmeas 34
Reference value: 5.43

Attack deviation: 22.60%

Time [hours]

Figure 12: Stabilizing signal with negative response

grams. Our idea for the plant-wide response visualization
is to give a condensed overview of the system’s response
without providing extensive details. Therefore, we do not
distinguish resilient and stabilizing signals. Furthermore,
deviation magnitudes and recovery times are not included.
We also regard oscillating reactions and post-reactions as
equivalent to a no response. The latter accounts for the
logic of our Sliding Mean Algorithm, since oscillations and
post-reactions are secondary properties of signals that have
no directly detectable reaction in the first place. In sum-
mary, Figure 13 distinguishes three different response pat-
terns: positive, negative, and no response.

Let’s look at the results. Note the consistent behaviour
of the involved chemical components denoted by XA, XB,
etc. The deviations that affect these compnents are identical
for the reactor feed rates and the reactor purge rate. Only
the amount of components G and H contained in the final
product is inconsistent with the purge rate. As a result of the
attack, the amount of products G and H released through
the purge valve increases, but does not change in the final
product composition.

Since G and H are the two desired products of the TE
process, it is of economic meaning that the increased purge
rates have no influence on the final product composition,
apart from decreased secondary components E and F. We
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Figure 13: Plant-wide response visualization

can conclude that the performed attack against the purge
valve, although of disturbing nature, has no direct impact
on the process in terms of financial damage through product
loss. The final product composition actually improves due
to the attack, since the concentration of the secondary and
unwanted components E and F decreases. However, finan-
cial damage is caused by the loss of reagents removed from
the process due to the abnormally high purge rate. It is
therefore crucial to measure process performance not only
in terms of product purity, but also regarding the efficiency
of reagent conversion. A more detailed discussion on attacks
strategies on reaction rate and associated forensic analysis
can be found in our previous work [13].

Simple visualization techniques of mapping process re-
sponses over P&ID (or similar) diagram, like the one we
propose, can help to learn and catalogue dynamic behaviour
of any physical process. An exhaustive set of identified re-
sponse patterns can serve as a simplified model for prepar-
ing more sophisticated attacks. Although Figure 13 contains
only a fraction of the information found by our sliding mean
approach, it allows for convenient reasoning about process
behaviour and even economy with regard to attacks. More-
over, our plant-wide response visualization can be of use to
attackers as well as defenders, since in both cases knowledge
about the underlying process is crucial for success.

In a real scenario however, the amount of possible response
patterns paired with the huge number of process variables
can be overwhelming both to attackers and defenders. In
that regard, simplicity is a key when trying to model the be-
haviour of a complex physical process. Being able to extract,
identify, and visually compress dominating aspects of dy-
namic process behaviour enables a tailored and adequately
exhaustive analysis.

4.5 Attacks on Sensors
There are sixteen attackable sensors in the TE model.

Attacking sensors is however substantially different from at-
tacking controllers. Attacks against controllers directly force
the system to go into a deviated state due to changed set-
points of valve petitioners. In contrast, spoofed sensor mea-
surements cause the system to assume that it is already in a
deviated state, and that it has to recover the process. Such
process state recovery is iterative, meaning that the valve po-
sitions are adjusted gradually with small set-point changes
at each control cycle (as opposed to a single set-point change
in controller attacks).

It is still possible to probe the process silently with a
help of data integrity attacks on sensor signals. However,
no recommendations based on control theory methods exist
to support this process. One should start with small scale
data integrity attacks and gradually increase them as the
observed response allows (heuristic approach).

5. SUMMARY AND CONCLUSIONS
An attacker facing an unknown process is challenged by

the lack of knowledge about its control loops’ tuning and
responses. Consequently, trying to catalogue the dynamic
behavior of the process by sending crafted impulses is a non-
trivial task. To account for the situation of adversaries fac-
ing an unknown process we have derived a unified attack-
ing approach inspired by controller tuning procedures for
silently probing a process to determine attack and timing
parameters while keeping the risk of alarms and detection
at a minimum. We have applied all of the above mentioned
in terms of interval-based integrity attacks against a repre-
sentative set of controllers and sensors of the TE process.
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In our approach we identify clusters of correlated sen-
sor signals using a generic algorithm that does not rely on
the mathematical notion of correlation. Instead, our algo-
rithm extracts behavioral patterns from measurement series
with the help of lightweight data approximation procedures
paired with estimation methods. In addition, our algorithm
is detached from the underlying physics or chemistry of the
process, which renders our approach applicable to a vast va-
riety of different processes with distinct control strategies.
Out of two tested algorithms, the sliding mean approach
proved to be more effective and produce more convenient
results, while simultaneously being simpler both in imple-
mentation and execution.

We have visualized the classification results of our Slid-
ing Mean Algorithm on the process flow-sheet of the TE
model as exemplary means of a visually convenient summary
for cataloguing plant-wide process responses in the context
of behavioral modelling. We have further introduced the
metric of time-windowed Pearson correlation for verification
purposes, as the standard notion of Pearson correlation does
not provide an adequate granularity for capturing dynamic
process behavior.

In summary, our work indicates that it is feasible to reverse-
engineer a controlled physical process from observations of
responses to crafted impulses. Even with light-weight ap-
proximative algorithms running on resource-restricted low-
level field devices, an attacker is able to obtain a significant
amount of information regarding dynamic process behavior,
and potentially controller tuning. With additional knowl-
edge about the underlying control structure, which is eas-
ily obtainable in the form of process flow-sheets, attackers
can further make conclusions about flaws of the employed
control system and prioritize attack targets (e.g. exclude
sensitive controllers). The acquired knowledge enables ad-
versaries to prepare sophisticated attacks, tailored to the
individual dynamic behavior of the victim process. As a
result, these attacks are more likely to be successful, and
less likely to be detected in the short term. In fact, adver-
saries might even focus on obtaining behavioral models of
physical processes without having the intention of actually
attacking these processes afterwards. Instead, these models
can be sold to interested third parties, effectively separating
efforts and responsibilities of the discovery and control stage
of cyber-physical attacks against PCS.

We would like to conclude with the encouragement to fur-
ther develop process-aware cyber security mechanisms that
do not solely rely on IT aspects. Once IT barriers are com-
promised, which Stuxnet and Havex have shown to be pos-
sible, adversaries are potentially able to take control over
the physical process [5]. While the latter is a non-trivial
task and requires expert knowledge, it would be negligent
to assume that attackers are unable to obtain or apply the
required knowledge, and thus to rely on security by obscu-
rity in such a crucial applications as Industrial Control Sys-
tems. Instead, process discovery must be actively opposed
to deprive attackers of the ability to simulate and prepare
sophisticated attacks.
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