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ABSTRACT

Phishing is an online social engineering attack with the goal
of digital identity theft carried out by pretending to be a
legitimate entity. The attacker sends an attack vector com-
monly in the form of an email, chat session, blog post etc.,
which contains a link (URL) to a malicious website hosted
to elicit private information from the victims.

We focus on building a system for URL analysis and clas-
sification to primarily detect phishing attacks. URL analysis
is attractive to maintain distance between the attacker and
the victim, rather than visiting the website and getting fea-
tures from it. It is also faster than Internet search, retrieving
content from the destination web site and network-level fea-
tures used in previous research.

We investigate several facets of URL analysis, e.g., perfor-
mance analysis on both balanced and unbalanced datasets in
a static as well as live experimental setup and online versus
batch learning.
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1. INTRODUCTION

In phishing, attackers lure an unsuspecting victim via elec-
tronic communication and compromise their personal infor-
mation for malicious use.According to the RSA Online Fraud
Report! for 2016, “phishing attacks have cost global organi-
zations $4.6 billion in losses in 2015.” The total loss incurred
increased by 19% from the second half of 2011 to the first
half of 2012 according to RSA reports for Online Fraud.
Phishers use a number of methods to ‘phish’ their victims;
but one generic feature that most of these attack method-
ologies share is: the use of a ‘poisoned’ link (URL) pointing
to the fraudulent website shared with the victims through

Thttps://www.rsa.com/en-us/perspectives/industry/
online-fraud
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emails, chat sessions, blog posts, etc. Through such carri-
ers, attackers tempt the individuals to click the URLs, who
unknowingly end up divulging their private information to
the attackers who use the knowledge for malicious use.

Since phishing websites are up for only a few hours to a few
days, a fast and robust classifier is indeed indispensable. For
efficiency, URL analysis is particularly attractive as opposed
to website analysis (which can be defeated by copying the
entire target web site) or host/DNS based features. Since
phishing sites are short-lived, some features such as pop-
ularity, may not be available for them. URL analysis has
the additional benefit of maintaining a distance between the
victim and the malicious website. A critical component for
detecting phishing attacks is a strong and robust URL clas-
sification system. Hence we focus on URL analysis in this
paper. Our contributions are as follows:

e We extract a richer class of features, viz., Character N-
grams (Section 2) from a range of URL datasets, which
subsume features consisting of punctuation marks, spe-
cial symbols or single-letter distributions for the clas-
sification and analysis of URLs.

e We demonstrate the robustness of our classifiers on a
couple of large real-world URL datasets (Section 2.3)
that have been used for previous related research.

e We also analyze the performance of our classifiers when
trained on balanced as well as unbalanced URL datasets
for the live URL setup.

e We present fast, robust and accurate classifiers using a
range of both online and batch learners (Section 3.1).
We also compare the classifier performance with on-
the-fly and retraining methods for model building.

e We include our evaluation on recent URLs from pub-
licly available resources in a live URL extraction setup
(Section 3.2).

e We show that phishing URL analysis is significantly
different from spam website detection through URL
and domain analysis (Section 3.3).

e We present an analysis of the usefulness of Character
N-grams and a security analysis of our work in Sec-
tions 4 and 5 respectively.

Previous researchers [14, 27] have considered URL clas-
sification based on link analysis only by proposing systems
which use search engine based features as well as web site



popularity and blacklists as major attributes for URL de-
tection. However, with search engines rate-limiting queries
and charging for them, methods based on Web search are
becoming infeasible. There have been some phishing URL
detection attempts in the past using special symbols [20], do-
main information [27, 29], or single-character distributions
[26], but few have investigated character N-grams as fea-
tures for phishing URL detection. Moreover, mostly batch
machine learning algorithms have been used for phishing
URL classification and analysis.

2. EXPERIMENTAL SETUP

2.1 Feature extraction

Character N-grams: The hypothesis is that obfusca-
tion techniques used by phishers to fool people skew the
character distributions in the phishing URLs. This is the
main motivation behind our set of features: Character N-
grams extracted from URLs are overlapping sequences of N
consecutive characters extracted from the URLs where the
value of N ranges from 1 to 10. For example, the first three
bigrams from the URL ‘example.com’, would be: ex, xa and
am. This is much richer than the bag-of-words approach
used by researchers in [11] as it captures the punctuations,
misspellings, etc. in the URLs. Here N represents the length
of the character substring. As N becomes large, not only
words but also smaller substrings with no obvious meaning
might be captured. For our feature sets, we extracted all
substrings of length < N. For example, when N = 3 we ex-
tract from ‘example.com’ the following set of features: e, x,
a, m, ex, xa, am, exa, xam, etc.

More verification of this underlying hypothesis is done
in Section 3. Additionally, our feature extractor is excep-
tionally fast, processing unigrams from a dataset of around
300,000 URLs takes around 111 seconds to generate 94 fea-
tures, while bigrams take around 373 seconds with a larger
number of features, around 6100.

2.2 Learning algorithms

We use Online Learning algorithms as the basis of our
experimental classification and compare their performance
with traditional batch learners (J48; PART and Random-
Forest). Online learners [23] learn a classification model on
each URL instance at a time. For each learning round, the
learner first receives a new incoming URL instance for de-
tection; it then applies the classification model to predict
if it is malicious or not. At the end of each classification
round, if the true class label of the instance is available, the
learner will make use of the labeled instance to update the
classification model whenever the classification is incorrect.

We use the online learning algorithms: Perceptron (P)
and Averaged Perceptron (AP) [8]; Passive-Aggressive (PA),
Passive-Aggressive I (PA-I) and Passive-Aggressive II (PA-
II) Algorithms [6]; Confidence Weighted (CW) Algorithm
[9] and Adaptive Regularization of Weights (AROW) algo-
rithm [7]. They have been used in two experimental setups:
Retraining and On-the-fly training to evaluate the classifier
performance.

2.3 Datasets

Here we give a brief overview of the sources and class
distributions of the datasets used in our work. We use two
major datasets, which are publicly available, and we demon-
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strate the results of our classifiers on a live URL dataset. We
also study our classifier performance on a dataset consisting
of Spam URLs and domains clubbed with legitimate URLs
extracted from [28]. These datasets are described below.

Phishing URL datasets: In phishing URL detection
experiments, we used static datasets as well as live URL
feeds.

(a) Static URL datasets: In Section 3.1 we used the
following ‘static’ datasets, DMOZ [26] and
APWG100 (this is our largest individual dataset). They
are described in Table 1. However, these are older datasets
with the URLs extracted directly from publicly available
open projects like DMOZ (for legitimate) and PhishTank
and Anti-Phishing Working Group (for phishing).

(b) Live URL datasets: To demonstrate the live nature
of online learners to update on URLs fed to it in a sequen-
tial manner, we collect URLs for a live URL experiment.
An experiment of similar nature has been performed previ-
ously in [19] with a balanced distribution of phishing and
legitimate URLs.

However, in our experiment we feed our classifiers two
types of URL datasets. We construct two training and test-
ing datasets of balanced (approx. 1:1) and unbalanced
(approx. 7:1) distributions of legitimate to phishing URLs.
Both the training datasets comprise of a mixture of recent
and older phishing URLs and we test on more current phish-
ing URLs. For grabbing the legitimate URLs, we start at the
top 100 sites on DMOZ and then travel to each legit web-
site and grab the URLs internal to the site, this procedure
was repeated until we reached at most 10 websites from the
same start page. We grab the phishing URLs from Phish-
Tank dataset. A description of the URL sources is given in
Table 2.

Spam URL and Domain datasets: For the spam do-
main experiment we extracted the spam domains from the
blacklists provided by the jwSpamSpy [2] used by [5], the
dataset has 917 spam domains and 2,000 legitimate URL
domains extracted from the links of the webpages visited
randomly after starting at the top 100 sites on DMOZ. We
call this dataset SpamDom Dataset.

We could not find a publicly available spam URL dataset
so we extracted spam URLs from the LingSpam Corpus [1]
of spam email messages to build a dataset of 409 Spam
URLs and the 2,000 legitimate URLs extracted randomly
by scraping the web after starting at the top 100 sited on
DMOZ. These datasets will be made publicly available. This
dataset is referred to as SpamURL dataset. The datasets
were built with an unbalanced ratio of legitimate to spam
links so that they can emulate a real world setting where
legitimate instances are more common than malicious ones.

3. ANALYSIS AND RESULTS

Defining a positive occurrence to be a malicious URL, we
consider a false positive as a benign URL that was classi-
fied as malicious. We chose to include false positive rate in
our results because it has specific interest to the problem of
phishing detection. When any software program is attempt-
ing to detect phishing attacks it is important that it has a
very low false positive rate, because each false positive oc-
currence in a real system might mean an important message
never reaches its recipient.

Classifier Codes: We used an open source Online Learn-
ing Library [22] from Google projects, which provides stand-



Table 1: Dataset Description for Static URL detection

URL Dataset

Legitimate (# & Source)

Phishing (# & Source)

DMOZ

11,275 from DMOZ Open Directory Project

11,271 from PhishTank (02/12/2014).

APWG100

126,511 randomly chosen from DMOZ

128,767 URLs from APWG

Table 2: Dataset Description for Live URL detection

URL Dataset

Legitimate (# & Source)

Phishing (# & Source)

Balanced Training

35000 (Top 100 on DMOZ and
random web scraping, April 2016)

12475 from PhishTank (May 01 to June 30, 2016)
and 18395 from APWG

Balanced Testing

2000 (Top 100 on DMOZ and
random web scraping, April 2016)

1881 from PhishTank (July 01 to July 21, 2016).

Unbalanced Training

87375 (Top 100 on DMOZ and
random web scraping, April 2016)

12482 from PhishTank (May 01 to June 30, 2016)

Unbalanced Testing

13200 (Top 100 on DMOZ and
random web scraping, April 2016)

1881 from PhishTank (July 01 to July 21,2016).

alone programs for learning and predicting using the algo-
rithms: Perceptron, Averaged Perceptron, Passive Aggres-
sive, Passive-Aggressive I and Passive-Aggressive II written
on a C++ code base. We used [17] for running the Adaptive
Regularization of Weights online learning algorithm. For all
the experiments in Sections 3.1 and 3.2, we run the online
learners with a retraining option of 20 iterations on the shuf-
fled training data instances (shuffling was enabled to emulate
the real-world scenario).

Performance metrics: We run our classifiers to study
the accuracy values of the online learners on the datasets
described in Section 2.3. Accuracy is an intuitively under-
standable performance metric. In data classification appli-
cations, accuracy is given as the number of correct classifi-
cations out of the total number of test cases. With the usual
notations, TP for True Positives, FP for False Positives, FN
for False Negatives and TN for True Negatives, we have:

(TP+TN)
(TPTFN+FP+TN)

However, as stated in [30], in a practical real-world sce-
nario the cost of classification is not entirely dependent on
the accuracy of the classifier. A weak classifier can perform
very well in terms of accuracy when tested on an unbalanced
dataset. The authors, therefore, propose the following two
cost sensitive measures in [30]: (I) Weighted sum of sensi-
tivity and specificity and (II) Weighted cost of learning

On calculating the cost-sensitive metrics on the balanced
datasets (like DMOZ, APWG100, Balanced Live Testing) we
observed a nature similar to the behavior of the accuracy
metric of the classifier. We therefore do not present our
observations of this metric on balanced datasets separately
in this paper. Instead, we present the classifier performance
on Unbalanced Live datasets in terms of the cost-sensitive
metric, i.e. the weighted sum of sensitivity and specificity
and analyze the classifier performance based on the nature
of the metric. With the usual notation mentioned earlier,
we have:

SuMesoar = Mp X Sensitivity + nn, X Speci ficity
Sensitivity = TruePositiveRate (TPR) T;Jr%

Speci ficity = TrueNegativeRate (TN R)

TN
TN+FP

where 0 > np, npy < land np + 1, =1. Weset 9y, =1, =

1/2.

Accuracy =
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3.1 Classification of Static URL Datasets

Section A: Online Learning Algorithms: In this sec-
tion, we test the performance of our classifier on 4 ‘static’
phishing URL datasets (APWG100 and DMOZ) described
in Section 2.3.

For an unbiased classification, we split the entire dataset
and 70% of the instances are used for training while the
remaining 30% is used for testing purposes. We report the
performance based on the accuracy of each classifier on the
datasets as described in Table 1. Figures 1 and 2 report the
accuracy of the classifiers on the datasets.
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Figure 1: Accuracy on APWG100

For Figure 1, we observe that the simple perceptron and
passive-aggressive classifier performance does not go beyond
an average value of approximately 75%. The other three
online learners, AROW, AP and CW perform considerably
higher and have close to 99% accuracy.

For Figure 2, CW has a higher accuracy than all the other
classifiers In Figure 2 we observe AROW as the second best
classifier. All the other classifiers have an accuracy ranging
from 75% to 85%.

Training and Testing times We prefer online learning algo-
rithms not only for their effectiveness, and robustness in the
case of AROW and CW, as seen from the results, but also
for their fast training and testing times. Table 3 reports the
times that these algorithms take to build the model (training
time) and also test the model on the dataset (testing time).



Accuracy on DMOZ
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Figure 2: Accuracy on DMOZ

We report the training and testing times using the 10-gram
features extracted from the APWG100 Dataset. The num-
ber of distinct features present in the dataset was: 27601162.

Table 3: Training and testing times on 10-grams extracted

from APWG100

Online Algorithm | Training Time (s) | Testing Time (s)
P 232.66 61.61
AP 223.36 64.60
PA 222.22 60.72
CW 449.59 61.21
AROW 1265.07 21.44

Section B: Batch Learning Algorithms

We used WEKA V.3.8 [12] library to construct our batch
learner models. We built the models based on decision tree
based algorithms like J48 and RandomForest and also eval-
uated a rule-based learner like PART, which were found to
be effective in [26] for classification of phishing URLs. We
refer the reader to [26] or any good machine learning text
for a description of these three classifiers.

Specifications: We used WEKA’s default implementation of
the RandomForest class which incorporates ten unlimited
depth trees, with a feature selection of log P+ 1, where P is
the total number of features. For J48, we used the WEKA
3.8 default pruning threshold and parameters. Similarly, for
PART we used the default parameters assigned by WEKA.

Even after pruning,> we could only run files containing
up to bigrams on our machine. Table 4 reports the re-
sults on DMOZ datasets. Because WEKA was taking enor-
mous time, we had to dispense with the usual 10-fold cross-
validation and did a 5-fold cross validation instead of using
separate training and testing datasets.

From the above results, we observe that all the online
learning algorithms are much faster (the difference in lan-
guages, viz., C++ and Java, cannot explain the total differ-
ence) and the best-performing, AROW and CW, are at least
as accurate. This was previously observed in [4] for other
problems; we prove it here for phishing URL classification.

2Pruning rate, K = The percentage of instance in which
an n-gram must occur in order to be kept. For example, if
there are 1000 data instances, and K = 1, then any N-gram
that occurs in less than 10 URLs will be removed. In our
experiment, we used K = 3.
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Table 4: Batch Learning Algorithms on DMOZ dataset

Algorithm N-gram | Accuracy | Training Time(s) | Testing Time(s)
J48 Unigrams | 94.27% 41.6 5.41
PART Unigrams | 97.45% 384.3 14.32
RandomForest | Unigrams | 98.89% 200.1 10.27
J48 Bigrams 98.48% 762.34 23.7
PART Bigrams 99.36% 2778.68 31.27
RandomForest | Bigrams 99.83% 1654.59 24.35

3.2 C(lassification of Live URL Datasets

The essence of an online learner lies in the fact that it
builds a classification model in an incremental manner when
fed with a number of URL training data in an ‘online learn-
ing’ fashion. In real world situation, the URLSs are indeed fed
to a classifier in a sequential manner as is also explained by
the authors in [19] and [30]. In this section, we trained our
model and tested on the various sets of URLs as explained
in Table 2. The two sets vary in the ratio of the legitimate
to phishing URLs present in the data. Here also, for an un-
biased classification, we split the entire dataset and 70% of
the instances are used for training while the remaining 30%
is used for testing purposes.

Live URL feed in a Balanced (1:1) setup: We report
the accuracy on the balanced live URL feed in Figure 3. The
results reported in the figures demonstrate that AROW and
CW are are the best performers on this dataset, achieving
high accuracy (approx. 99.98%)
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Figure 3: Accuracy on Balanced Live URL Dataset

Live URL feed in an Unbalanced (7:1) setup: We

report the accuracy and the cost-sensitive parameter of weighted

sum on the balanced live url feed in Figure 4.

For the unbalanced setup, the other online classifiers re-
ported very low accuracy values (approx. 23% to 50%). We
have reported here the best results which were achieved by
CW and AROW in Figure 4. We chose to go up to a value
of N=20 i.e. extracting 20 grams from a URL address to
observed the classifier performance oh higher grams. This
was done exclusively for this dataset due to extremely low
accuracy values of the classifiers on the lower grams.

On-the-fly learning versus Retraining: The main
purpose of this study is evaluation of online or on-the-fly
learning when compared to retraining on input data. While
the online method of learning is apt for balanced live URL
data and static balanced and static unbalanced datasets, our
experiments show that these may not be apt for unbalanced
data which is supplied live to the URL classifier. We there-



Accuracy on Unbalanced Live URL dataset
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Figure 4: Accuracy on Unbalanced Live URL Dataset

fore present a subsequent comparison of the URL classifiers
(AP and CW) on the Unbalanced live data when they are
tested after training on-the-fly and also after retraining on
the training dataset for 20 iterations. Figures 5 and 6 re-
spectively give the accuracy and cost sensitive sum or cost
of classification for N gram values of N=1 to 10 extracted
from the input data for the two training modes (i=0 and
i=20) on the data. One reason to choose AP and CW was
the on-the-fly training option provided by the library used
in our study.

Online Accuracy on Unbalanced Live URLs
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Figure 5: (a) Accuracy for On-the-fly training (b) Accuracy
with retraining of online learners

Thus we observe that with high iterations and higher
grams the accuracy drops but the misclassification cost de-
creases with a little retraining. Thus, there exists a trade-off
between the classifier performance and the suitable method
of training. Therefore, it somehow seems suitable to train
on the data online for an optimum and fast performance.
Learning on the training data for a few iterations for better
performance on test data can be possible but not a better
option.
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Online classification sum on Unbalanced Live URLs
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3.3 Comparing Phishing and Spam Domains
and URLs

How well can online learning algorithms work on differ-
ent types of malicious, e.g., spam or sites hosting malware,
attacks? We also performed experiments on domains and
URLs that are not phishing in nature. For this experi-
ment on domains and URLs, we used two different types
of datasets: the PhishDom and the SpamDom Datasets.
The classifier was tested on 18,254 domains extracted from
phishing URLs (PhishDom Dataset) collected from Huawei
and used in [28]. The experiments have been conducted by
training the online learning algorithms for 20 iterations on
the training data and tested on unseen test data (70%-30%
split of the entire dataset). Figure 7 reports the accuracies
of our classifier on the SpamDom dataset. Figure 8 reports
the accuracies of our classifier on the PhishDom dataset.
CW and AROW perform well on all two domain datasets.
Curiously, all online algorithms work well on the SpamDom
dataset due to the retraining on the data. We repeated our
analysis for the SpamURL dataset and Figure 9 reports the
accuracies on the dataset. Better performances were ob-
served also for the SpamURL datasets.

Accuracy on Spam Domains
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Figure 7: Accuracy on SpamDom dataset

We also trained the Spam URLs on the fly (zero iter-
ations) and ran our classifiers on the test URL dataset.
The best performance on Spam domains and Spam URLs
was observed by the AP and CW algorithms (these learn-
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Accuracy on Spam URLs
P —— . A "—" e——p——
/’é T A g =cE==a=—F __ Ze]

90

80

70

Accuracy

60

50

40

30
1 2 3 4 5 6 7 8 9 10

Value of N

Figure 9: Accuracy on SpamURL dataset

ers were the ones which supported an on-the-fly training
option). This is demonstrated in the Figure 10.

3.3.1 Cross-dataset validation across the domains and

URLs

For this experiment, we reduced the sizes of the two do-
main data sets: SpamDom (S) and PhishDom (P), so that
they are comparable in their sizes (shrinking them to have
approximately 2000 URLs of type legitimate and malicious
each). We run the best classifier (AROW) with uni-, bi-
and tri-grams extracted from the SpamDom and PhishDom
datasets and we observe the classification accuracy achieved
when it was tested on a different dataset without any re-
training. Table 5 reports the accuracies. In this and the
following table the first row reports N values and the first
column reports the ordered pairs (i, j) where i = training
dataset and j is the testing dataset. It is clear that training
on spam domains does not help with detecting phishing do-
mains, the other direction is better, i.e., training on phishing
domains does help somewhat in detecting spam domains.

Similarly, we run AROW on the first 3 values of N grams
extracted from the Spam URL (SU) and Phishing URL (PU)
datasets and we observe the classification accuracy achieved
when it was tested on a different dataset without re-training.
The phishing URL dataset used in this experiment are 1000
legitimate and phishing URLs selected randomly from the
dataset described and used in prior research [28] on phishing
URL analysis. Table 6 reports the accuracy values.
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Table 5: AROW accuracies on cross-natured Domains

Ordered

Pairs 1 2 3
(P, P) 79.62% | 87.98% | 98.75%
(P, S) 78.53% | 86.65% | 88.55%
(S, S) 99.81% | 99.81% | 97.67%
(S, P) 50.68% | 51.20% | 51.65%

Table 6: AROW accuracies
Phishing URLs

on cross-natured Spam and

Ordered

Pairs 1 2 3
(PU, PU) | 84.57% | 91.32% | 90.67%
(PU, SU) | 74.15% | 66.23% | 64.80%
(SU, PU) | 60.94% | 64.34% | 61.64%
(SU, SU) | 73.25% | 77.65% | 76.25%

4. WHY DO N-GRAMS HELP?

The nature and construction of the phishing URLs are
essentially different than from those of legitimate URLs be-
cause there are certain letters, word fragments and char-
acters in the URLs. In this section, we delve deeper into
analyzing the Balanced Live Training dataset that we have
used in our work as described in Table 2 in Section 2.3.
This experiment has been done primarily with the intent of
(i) finding the major differences in the patterns of a phish-
ing URL from its legitimate counterpart, and (ii) finding if
there are common patterns that recur in phishing URLs.

These patterns if present will reinforce the classifier which
can predict the URL nature prematurely even before per-
forming the conventional time-consuming steps of feature
extraction and running the classification algorithm.

Presence of Server Side Extensions: We observed the
presence of 170 types of extensions (like program executa-
bles and encoded scripts for example exe, pl, cmd, r, js, etc.)
in the two types of URLs and report the top six extensions
which are more common in phishing URLs with respect to le-
gitimate counterparts. We also report the common sections
of the URL these extensions were used in: for example, if
these scripts were used more in the ‘query’ part or the ‘path’



section of the URL. The various parts of the URL can be
explained by the following example:

Original URL: https://video.google.co.uk:80/videoplay?
docid=-7246927&h1=en#00h02m30s

Parts of the URL:

(a)Protocol: ‘https://’

(b)Subdomain: ‘video’
(c)Domain: ‘google.co.uk’
(d)Port #: 80’

(e)Path: ‘videoplay’

(£)Query: ‘docid’

(g)Parameters: ‘-7246927&hl=en’
(h)Fragment: ¢00h02m30s’

In Table 7, we explain the observations for the extracted
extensions from the two types of URL datasets. The ta-
ble reports the occurrence frequencies and the URL sections
where the extensions occur.

Table 7: File extension Analysis in URLSs

Extensions Legitimate Phishing
.php 1244 (path, query) | 10416 (path, query, param and fragment)
.pl 82 (path, query) 576 (path, query)
.cmd 4 (path) 1157 (path, query)
T 3 (path) 25 (query)
X 9 (path) 121 (query)
.dll 11 (path) 98 (path, query)

Inference: These server side extensions are used by at-
tackers to launch an executable, Java and Perl scripts, or
dynamic linked library files on the compromised or the vic-
tim’s system. These files or extensions may act as signs that
the URL is a potential phishing link. The ratio analysis fur-
ther confirms that these attributes set apart a phishing link
from a legitimate one. And the use of character n-grams
captures these differences in use of extensions as features for
analyzing the URLs.

Distribution of Characters and Digits: A sly tech-
nique used by the phishers for blacklist evasion is the redi-
rection of the victims to a page hosted on an automatically
and randomly generated URL that replicates all the mali-
cious content hosted on a previous phishing URL. This is
a technique adopted by phishing kits and very effective in
‘phishing’ unsuspecting users. Moreover, URLs generated
by using this technique is also very hard to detect using a
blacklist approach as the phishing kit would only generate
a new random URL to host the malicious webpage.

The main idea for generating the random webpages can be
summarized by the following PHP code [13]:

$random=rand (0, 100000000000) ;
$md5=md5 ("$random") ;
$base=base64_encode ($md5) ;
$dst=md5("$base") ;
$src="source";
recursive_copy( $src, $dst );
header("location:$dst");

Even reporting such URLs is pretty useless as the users

normally report the randomly generated phishing URL lo-
cations rather than reporting the fixed entry page. Also re-
porting an entry page is rendered useless as the users maybe
redirected to the random location on clicking it [13].
These new and unique obfuscation techniques used to fool
the user into mistaking a phishing URL for a genuine one,
perturbs the character distribution of phishing URLs from
legitimate URLs.
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Calculation of Shannon Entropy: To demonstrate the
randomness factor in URLs we use Shannon Entropy as a
measure: higher the entropy, higher is the randomness of the
instance under consideration. We calculate the entropy mea-
sure of each legitimate and phishing URL separately. The
Table 8 demonstrates the mean and standard deviation of
the entropy measures for the phishing and legitimate URLs
in the Balanced Live Training Data.

Table 8: Mean and SD Entropy values for Balanced Training
Data

Legitimate URLs
4.082
0.432

Phishing URLs
4.517
0.366

Average
Standard Deviation

Inference: Thus this can be used as a measure to infer
that legitimate URLs are mostly regular in nature and there-
fore the values are low. This helps predict a correlation of
randomness with the URL class. The phishing URLs have
a more random nature than their legitimate counterparts.
This randomness in URL nature can be used as a potential
attribute to predict the URL class effectively.

S. SECURITY ANALYSIS

The phishers may adapt their attack vectors and come up
with ways to counter the effectiveness of our classification
methods. The robustness of the online learning classifiers
lies in the fact that they can adapt with changing strategies
of the phisher, which helps them classify the true nature of
any URL. The features that we have used are the charac-
ter N-grams of URLs. So, one possible way in which the
phisher may try to work around our classifier is by using do-
main names which are very similar to the original legitimate
domain names, for their phishing websites. For example,
‘Login’ or ‘loGin’ in place of ‘login’. For this reason, we
recommend to combine our classifiers with an edit distance
feature. In a quick experiment with an edit distance fea-
ture, we found that keeping a small list of popular targets
(few hundreds) is sufficient to give an accuracy of approx-
imately 85% with batch learning algorithms in WEKA. So
we expect that with online learning algorithms, especially
AROW, higher accuracies can be obtained. Note that a
popular phishing technique of adding strings to a legitimate
domain with or without the @ symbol, which is interpreted
in a special way by the browser, will fail since the distri-
bution of N-grams is disturbed significantly from that of a
legitimate one unless the total length of the added strings is
small, which again implies a small edit distance.

6. RELATED RESEARCH

We refer to [15] for a broader perspective on phishing. We
now compare our work with previous research on phishing
website detection based on URLs since this is the focus of our
paper. We also mention related work on the use of character
N-grams as features in the malicious email ecosystem.

Phishing URL Detection. Note that we do not use any
host-based features, e.g., as used by [20], but still our results
are competitive or better. In this sense, our work proves that
it is possible to do as good or better in terms of phishing
detection using URL features alone. The online learning al-
gorithms P, PA, CW, and Logistic Regression with stochas-
tic gradient were used by them. Here, we see that AROW



usually outperforms P, PA and CW algorithms. Using the
features extracted by [20], researchers conducted unbalanced
dataset experiments in [30] with sum and cost metrics, but
they do not conduct any live experiment, nor do they com-
pare their work with any baseline. Researchers in [28] report
a Logistic Regression algorithm to achieve a reasonably ac-
curate model, but their approach requires manual extraction
of some of the features, whereas our features and classifiers
perform at a higher level of accuracy with completely auto-
matic feature extraction. Our methods outperform also the
previous work of [26] on the same datasets, albeit our feature
set of N-grams is larger than theirs for N > 2. Our results
are also competitive with or better than those in [19] and [3].
However, the datasets from the latter two groups could not
be provided to us when we requested, due to the limitation
of their data-sharing agreements. In [24], the authors detect
phishing patterns based on the fundamental characteristics
of a phishing website. The authors extract features based on
the URL, the website content and the behavioral differences
between phishing and legitimate websites. However, this can
be quite time consuming, risky and inefficient since visiting
the phishing websites for content related feature extraction
and evaluation may be harmful.

After this work was completed, we discovered that the
AROW algorithm was previously used to study phishing
URLs in [18], where the authors show a drop of 1% in ac-
curacy when binary lexical features of [20] and a variety
of other hand-selected lexical features are used for detec-
tion as opposed to a full feature set consisting of Whois,
Team Cymru (network and geolocation) and lexical features.
Their accuracy was around 90%. But our N-gram features
on larger datasets give significantly higher accuracy and our
work studies other dimensions (e.g., live experiment and
analysis) that they do not consider. The authors of [25]
have proposed a real-time spam URL filtering service which
provides filtering of “malicious” URLs by deploying the sys-
tem online. It uses a linear regression algorithm for fast
URL analysis and gets around 91% accuracy with 0.87%
false positives. But, as mentioned by the authors, they have
their classifier trained on datasets that “lack comprehensive
ground truth,” since they rely on blacklist feeds and their
spam-trap. The authors of the paper [5] propose a large
number of features (around 53) belonging to six classes: Lex-
ical, Link Popularity, Webpage Content, DNS, DNS Flux-
iness and Network. These are then used to batch classify
URLs (32000 “malicious” and 40000 benign) which belong
to phishing, spam and legitimate emails, websites and also
to Malware producing websites. The diverse features will
incur a time penalty and their datasets are smaller, less di-
verse.

Character N-grams. Character N-grams as features have
been investigated for spam messages in [16], where Support
Vector Machine was used as the only classifier. The proposed
method gave a precision of 99.60% with a recall of around
98%. However, we find that a majority of spam messages do
not contain URLs (only 227 out of 481 contain URLs which
is 47.19% only), and we find that the two classes of URLs
are quite different. Moreover, in our classification technique,
we use a range of online learning algorithms to classify the
URLs.

In an unpublished draft paper [10], the author extracts
character N-grams from their own private dataset of 250,000
benign and “malicious” URLs each and report the top 25 N-
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grams (N= 1 to 6). However, they do not define precisely
what they mean by the term malicious URLs. They also re-
frain from performing any sort of classification of the URLs,
which we have done in our work. Another work which makes
use of word N-grams is [21], but their use of N-grams is for
building Markov models for domain name generation. The
authors’ focus is on predicting “malicious” domain names. It
would be interesting future work to perhaps integrate their
predictor into our models.

7. CONCLUSIONS

In this paper, we performed a comprehensive study of
phishing URLs. One of our primary goals was to build fast,
robust and accurate URL classifiers for detecting the nature
of the URLs. In this work, we use a single class of features
that subsumes other lexical features: character based N-
grams from URLs and evaluate a range of online learning al-
gorithms. We achieved very high accuracies with the Adap-
tive Regularization of Weight and Confidence Weighted vec-
tors. The time taken to evaluate the model on the set of
90,000 URLSs took 2 seconds for the set of unigrams, 6 sec-
onds for the set of bigrams, and to 30 seconds for the set of
all trigrams. The increase in time seems to be reasonable,
because even for the set of all trigrams we were able to pro-
cess 3000 URLs per second. This is more than fast enough
to be built into a real-time system, such as a web browser.

We conducted a number of experiments to study the ro-
bustness of our features and learning algorithms. We also
ran our classifiers on the two types of experimental datasets
as well as on extremely balanced and unbalanced datasets in
a live URL feed setup to test their robustness. Our classifiers
apart from being robust and fast, are also hard to beat: due
to the virtue of their online nature, they can quickly learn
and update the models with the mutations in the URL for-
mats made by the phisher to annul the detection algorithms
used. Thus our online learning classifiers exhibit two impor-
tant qualities essential for exemplary classification purposes:
robustness and speed.
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