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ABSTRACT

Web applications are the core enabler for most Internet ser-
vices today. Their standard interfaces allow them to be com-
posed together in different ways in order to support different
service workflows. While the modular composition of appli-
cations has considerably simplified the provisioning of new
Internet services, it has also added new security challenges;
the impact of a security breach propagating through the
chain far beyond the vulnerable application. To secure web
applications, two distinct approaches have been commonly
used in the literature. First, white-box approaches lever-
age the source code in order to detect and fix unintended
flaws. Although they cover well the intrinsic flaws within
each application, they can barely leverage logic flaws that
arise when connecting multiple applications within the same
service. On the other hand, black-box approaches analyze
the workflow of a service through a set of user interactions,
while assuming only little information about its embedded
applications. These approaches may have a better coverage,
but suffer from a high false positives rate. So far, to the
best of our knowledge, there is not yet a single solution that
combines both approaches into a common framework.

In this paper, we present a new grey-box approach that
leverages the advantages of both white-box and black-box.
The core component of our system is a semi-supervised learn-
ing framework that first learns the nominal behavior of the
service using a set of elementary user interactions, and then
prune this nominal behavior from attacks that may have oc-
curred during the learning phase. To do so, we leverage a
graph-based representation of known attack scenarios that
is built using a white-box approach. We demonstrate in this
paper the use of our system through a practical use case,
including real world attack scenarios that we were able to
detect and qualify using our approach.
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1. INTRODUCTION

Web applications are omnipresent in our daily life. They
supply a wide range of services, spanning from social net-
works and communication services, to e-commerce, banking,
and healthcare [1, 2, 3, 4, 5]. The modular composition of
web applications facilitates greatly the provisioning of new
Internet services, thanks to their ease of integration and
adaptability. They can be dynamically composed together
through standard API interfaces, moving a target service
from a two-tier model, including the user and the service
provider, towards a multi-tier model involving multiple ap-
plication providers that interface together in order to supply
a service. However, the multi-tier service provisioning model
adds new bottlenecks in terms of security, because it would
be difficult to guarantee a common level of security across
all the applications that constitute a given service. In par-
ticular, the composition of elementary applications may add
new security flaws that cannot be observed at the level of
each single application [6].

To test internet services against any potential vulnerabili-
ties, researchers have proposed a large number of techniques
such as active pentesting, code analysis, and vulnerability
scanners [7, 8, 9, 10, 11]. Today, multiple security solu-
tions implement white-box techniques, mostly using static
code analysis and vulnerability scanners that aim at detect-
ing security flaws and well-defined vulnerability patterns.
However, more subtle vulnerabilities that are specific to the
workflow of a service, may arise after connecting together
different single applications. These vulnerabilities are still
discovered through error prone manual inspection, leaving a
large number of flaws undetected. Yet best practice security
solutions, such as educating web developers, although they
may increase awareness, they cannot guarantee an accept-
able level of security.

To handle these limitations, black-box techniques offer an
alternative approach that leverages security flaws intrinsic
to a service workflow [4, 12]. They aim at establishing a
baseline model for a service, using either passive learning or
active learning, and then to analyze this model against a set
of known threat scenarios. Active fuzzing consists of testing
a set of possible user inputs, and observing the outputs of
the service to compare against its nominal behavior [13].
Any sequence of inputs that may drive the service into an
inconsistent state is assimilated to a security flaw 7, 12]. On
the other hand, passive learning applies statistical models
and machine learning in order to characterize the nominal
behavior of a service using a set of input observations, such
as access logs or elementary user requests [4].



While black-box techniques complement the white-box
approach, they still suffer from multiple limitations. First,
active fuzzing techniques usually have a limited coverage, as
they may only detect attacks that were considered in the
fuzzing phase. Moreover, passive learning techniques usu-
ally have a high false positives rate, yet they are unable to
handle attacks that may occur during the learning phase.
These would be considered as benign by the system, and so
they may also lead to false negatives during detection.

To the best of our knowledge, there is not yet a compre-
hensive approach that efficiently leverages the advantages of
both white-box and black-box mechanisms.

The major technical barriers come from the fact that pas-
sive learning considers the application as a sealed machine
with unobservable internals, and so it may only leverage ex-
ternal interactions with the service. White-box techniques,
however, leverage the source code of an application; but they
do not account for service workflows, nor do they analyze the
way users interact with the service. Hence, white-box tech-
niques are less efficient in detecting security flaws that oc-
cur when composing multiple elementary applications. Yet
black-box techniques still lack the appropriate models and
formalism that make possible to handle elementary flaws
discovered using a white-box technique. They are unable to
leverage these flaws during the learning process in order to
prune the behavioral model and eliminate attacks that may
have happened during the learning phase.

In this paper, we introduce a new approach, along with the
appropriate models and formalism that address the afore-
mentioned problems. To do so, we first propose a black-box
approach that leverages a set of real world user interactions
with the service, and further applies unsupervised cluster-
ing in order to infer a behavioral model for the service. This
model is represented through a behavior graph where nodes
represent elementary user requests and edges represent log-
ical transitions between requests occuring within the same
session with the service. Then, our system leverages infor-
mation about possible security flaws that may have been
detected using standard white-box techniques. These flaws
are represented as attack graphs where nodes capture pos-
sible vulnerabilities and edges capture attack paths through
the target service. Our system uses the information in the
attack graph in order to prune the behavior graph by elim-
inating from the model possible attacks that may have oc-
cured during the learning phase. Therefore, and since both
the behavior graph and the attack graph are not semanti-
cally equivalent, we proceed with an intermediary step where
we automatically convert the attack graph into an interme-
diate event graph. Finally, we prune the behavior model
from possible attacks by applying standard graph matching
and subgraph isomorphism to both behavior graph and the
event graph.

To summarize, this paper makes the following contribu-
tions.

e We present a novel approach to characterize elemen-
tary user interactions with the service. Our approach
applies unsupervised clustering in order to build class
behavioral graphs, where each graph captures a set of
nominal user interactions with the service.

e We bridge the gap between behavioral graphs and at-
tack graphs by introducing an intermediary model,
event graphs. It allows to prune the behavioral model
from attacks that may have occurred during the learn-
ing phase.

e We demonstrate the use of our system through a prac-
tical use case, including real world attack scenarios
that we were able to qualify using our approach.

This paper is organized as follows. Section 2 summarizes
related work on attack detection in web applications. Sec-
tion 3 provides a review of the main techniques used in
the paper. Section 4 provides an overview of our approach.
Section 5 presents the technical details, including the main
components that constitute our system. Section 6 describes
a practical use case. Finally, we conclude in Section 7.

2. RELATED WORK

Related work includes multiple contributions that aim at
detecting attacks on web applications [1, 4, 7, 14, 15]. We
classify these contributions into two categories. The first
category requires access to the source code, i.e. white-box
approach, in order to detect and qualify unintended secu-
rity flaws. It mostly applies to well-known attack classes
such as Cross-Site Scripting (XSS) [16], Cross-Site Request
Forgery (CSRF) [17] and SQL injection [18]. The second
category processes the input and output parameters of an
application, assuming little information about its internal
structure and configuration, i.e. black-box approach. In the
following, we discuss the main advantages and limitations of
both techniques.

The white-box approach applies either static or dynamic
analysis directly to the source code of an application [32],
which requires the source code to be accessible for auditing.
MiMoSA [20], Waler [21], and Swaddler [22] are examples
of white-box approaches. In particular, MiMoSA and Waler
use a similar concept that consists of directly inferring a
model from the source code. In order to detect violations of
state invariants, MiMoSA and Waler use a model checker.
Swaddler, however, analyzes the internal states of an appli-
cation and learns the relationships between its critical exe-
cution points and internal states. It qualifies as an attack all
attempts to violate the workflow of the application, which
may drive the application into an anomalous state. In addi-
tion to static analysis [19], dynamic analysis offers to explore
the execution space of an application, using symbolic exe-
cution, in order to find unintended vulnerabilities [28, 36].
In general, the white-box approach has multiple limitations.
First of all, it requires direct access to the source code, and
so it mostly targets specific programming languages such as
javascript and PHP. Therefore, target applications are lim-
ited to only those that are compatible with the supported
programming language. Moreover, the white-box approach
suffers from a high false negatives rate, as it mostly detects
known and well-qualified attacks and vulnerabilities.

On the other hand, the black-box approach offers an alter-
native solution that aims at detecting attacks through an-
alyzing the application’s output based on a pre-defined set
of input variables [23, 7, 12, 24]. In this category, the appli-
cation is considered as a sealed machine with unobservable
internals. Authors in [7] present a state-aware input fuzzer
to detect XSS and SQL injection vulnerabilities.



Another tool, BLOCK [12], learns invariants when observ-
ing a sequence of HTTP conversations in order to detect au-
thentication bypass attacks. Moreover, authors in [4] model
the workflow of an application using a set of HT'TP conver-
sations, and then automatically generate and execute test
cases using a number of specific attack patterns. The clos-
est to our contribution is AUTHSCAN [14], which infers
a model through combining both white-box and black-box
techniques. It automatically recovers authentication proto-
col specifications from web implementations, and so it only
detects security flaws that are specific to authentication pro-
tocols.

As opposed to current state of the art, we propose an ap-
proach that efficiently combines both black-box and white-
box techniques. Compared to the recent works, our ap-
proach is generic enough so it can detect all security flaws
as long as they affect the workflow or behavior of a target
application.

3. BACKGROUND

In this section, we briefly recall machine learning, data
mining, and graph concepts that we use in our paper. For
the sake of clarity, we also point the reader to appropriate
references for a complete introduction on those topics.

3.1 Co-clustering

Co-clustering is a clustering technique that leverages the

duality between the clustering of both items and features in
a given dataset [25]. The co-clustering is an unsupervised
learning technique that simultaneously segment the rows
and columns of a matrix. A typical example of co-clustering
considers the context of document clustering. Hence, co-
clustering is associated to finding minimum cut vertex parti-
tions in a bipartite graph between documents and words [25].
Given different document clusters D, ..., Dk, then we deter-
mine the corresponding word clusters Wi,..., Wy, as follows.
A given word w; belongs to the word cluster W, if its as-
sociation with the document cluster D,, is greater than its
association with any other document cluster. A measure of
the association of this word with a document cluster consists
on summing the occurences of this word in each document
of the cluster.
Wm = {wl : Z]'EDm Az‘j 2 ZjEDz Aij}, V | = 17 ...,k‘ where
A;j; is the number of occurences of word w; in document d;.
Hence, each of the word clusters is determined by the docu-
ment clustering. Also, for a given word clusters Wh,..., Wy,
then the document clustering is as follows:

D ={dj : i, Aij > Yiew, Aijh VI=1,. k.

3.2 N-Grams

The n-grams a technique was initially proposed for natural
language processing [26], then it was later used in many
detection systems [33, 27]. In order to describe data in terms
of n-grams, each data object x is represented as a string of
symbols from an alphabet A, where A is defined as bytes or
tokens. We can extract all substrings of length n that are
called the n-grams, by moving a window of n symbols over
each object x. These n-grams give rise to a map of a high-
dimensional vector space. Each dimension is associated with
the occurence of one n-gram. This map ® can be constructed
using the set S of all possible n-grams as follows:

®: z — Dy(z) with Ps(z)=0cc(s, ) where the function
occ(s, x) returns the frequency of the n-gram s in the data
object z.

3.3 SubGraph Isomorphism

A matching process between two graphs G1=(N1,E1) and
G2=(N2,E?>) consists in the determination of a mapping M.
This mapping associates nodes of G; with nodes of G2 and
vice versa, according to some predefined constraints. Gener-
ally, the mapping M is considered as the set of pairs (n,m)
with (n € G1 and m € G2) that represent the mapping of
a node n of G1 with a node m of G2. A mapping M C N3
X Ng is called an isomorphism if M is a bijective function
that preserves the structure of the two graphs. A mapping
M C N x Ns is called a graph-subgraph isomorphism if M
is an isomorphism between G2 and a subgraph of G;.

The main challenge is to choose low complexity subgraph
isomorphism algorithms suited for matching large graphs, in
terms of computation time, and memory storage. Some of
the proposed algorithms reduce the overall computational
complexity of the matching process by imposing restrictions
on the graphs (e.g., polynomial algorithms for trees, planar
graphs, or bounded valence graphs) [34]. Other approaches
as VF2 algorithm [30] includes a deterministic matching
method that verifies both isomorphism and subgraph iso-
morphism. These later approaches demonstrate a low com-
putation time compared to algorithms in [34, 37].

4. SYSTEM OVERVIEW

The overall architecture of our system is represented in
Figure 1. It includes three main modules: the Behavior
Graph Generator (BGQ), the Attack Graph Mediator (AGM),
and the Behavior Graph Pruning (BGP). This section briefly
describes the main functionalities provided by each module,
while further implementation details are presented in sec-
tion 5.

4.1 Behavior Graph Generator

The BGG module processes a set of real world user in-
teractions with the service. These interactions may be col-
lected either as raw user http requests, or as access logs
produced by the service such as for example in the syslog
format. The BGG module applies unsupervised clustering
in order to infer different behavior classes, where each class
characterizes a common user behavior when connecting to
the service. In particular, our system leverages the fact that
during a connection to the service, users may perform multi-
ple operations (e.g., http queries), and interact with specific
components of the service (e.g., web applications) in spe-
cific sequences that determine the user journey through the
service.

The main idea is that even though benign users may have
different profiles as they interact differently with the service,
or that they access different applications implemented by the
service, they still share common subsequences of interactions
that are related to the business model and the access con-
trol restrictions imposed by the service. The BGG module
applies unsupervised co-clustering in order to automatically
learn these common subsequences, and associate them with
observable features that are further represented into a sta-
tistical model that captures all user behaviors when they
connect to the service. The output of this step is a set of
different user behaviors.
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Figure 1: Overview of our approach

Each behavior may be either benign or malicious, depending
on the input dataset and its associated ground truth.

Example.

An Internet shopping service may include multiple web
applications such as authentication, store, command and
payment. Users who connect to the service follow a cus-
tomer journey that begins with authentication, and fur-
ther ends at any other stage of the workflow. In partic-
ular, users who purchase items on the web site first au-
thenticate to the service, and then access the online store
to command their items, before they are redirected to the
payment. The authentication, command, and payment ap-
plications are mandatory, and so they should appear in all
sessions where users purchase items on the web site. How-
ever, users may still have different behaviors as they con-
nect to the service, such as spending more time to navigate
through the items, adding and retrieving selected items be-
fore command, yet also to cancel the operation and leave.
To characterize such benign behaviors and separate them
from other malicious behaviors such as attacks and fraud,
the BGG module processes a set of user interactions with
the service. It decomposes each user journey into a set of
elementary user requests of length n, and then group ses-
sions together into behavior classes based on the occurrence
of common elementary user requests.

4.2 Attack Graph Mediator

In order to separate benign and malicious behaviors, our
system leverages a semi-supervised learning approach, using
ground truth attack scenarios represented within an attack
graph [35]. The rationale for our approach is that it is very
difficult, yet practically impossible, to have a representative
record of attacks in order to directly apply supervised learn-
ing at the BGG module. However, using an attack graph
to prune the user behavioral model from possibly malicious
behaviors is not straightforward, since attack graphs and
behavior graphs are not semantically equivalent. On the
one hand, attack graphs represent sequences of flaws and
attack procedures that may be executed by an attacker. On
the second hand, behavior graphs represent user interactions
with the service, and that may be captured either through
HTTP requests or raw access logs produced by the service.
Hence, the AGM module operates a mediation step where
the attack graph is used as input in order to generate an
intermediate event graph.

The AGM module iterates over all scenarios in the attack
graph. It associates each node in the attack graph with a
sequence of probabilistic events that may characterize the
occurrence of such attack on the service. The set of all ele-
mentary events constitute the event graph, which is further
used by the BGP module in order to prune the behavior
classes from all malicious behaviors that may have occurred
during the learning phase.

4.3 Behavior Graph Pruning

Finally, the BGP module applies sub-graph isomorphism
to both the event graph and the user behavior graph. The
purpose of this module is twofold. First, it identifies and
isolates malicious behaviors and attacks that may have oc-
curred during the learning phase, and that are similar to
known attack scenarios represented in the event graph. Sec-
ond, it identifies all benign user interactions with the service,
and associates them with different behavior classes. All fur-
ther connections to the service that do not fit with any of
these behavior classes are identified by the system as new
attack behaviors.

S. SYSTEM DESCRIPTION

In this paper, we represent the behavior of a service through
a sequence of URL queries that are triggered by a user dur-
ing her session with the service. Therefore, we consider that
all applications and resources supplied by a service are in-
deed accessed through specific and unique URL instances.
Note that we refer to URLs in this paper as a way to rep-
resent user behaviors, but our approach may leverage any
other type of information that may be found in the logs
produced by the service, and that may fully qualify each
user interaction with the service.

In this section, we describe the technical details for each
of the three components that constitute our system. We also
present the data structures, algorithms and procedures along
with the appropriate implementation choices. We further
describe in Section 6 a practical use case that illustrates the
use of our scenario.

5.1 Behavior Graph Generator

In the following, we first provide a formal definition of
the class behavior graph and its underlying semantics. We
then describe more in detail the implementation of the BGG
module.



5.1.1 Behavior Class Definition

A behavior class represents an ordered set of elementary
user interactions with a service. It is represented as a di-
rected graph G= {N, E}, where N is the set of nodes, and
E is the set of directed edges. The set N of graph nodes
includes all couples (a;, 7;), where A= (a;) is a set of all ele-
mentary applications supplied by the service and R= (r;) is
a set of all possible URL queries. An edge e1,2 specifies that
users are redirected from an application a;1 where they have
performed an URL query r;1, to an application a;2 where
they can perform another URL query 7j2.

5.1.2  Implementation of BGG module

To generate class behaviors, the BGG module implements
a three-steps process including first a semantic enrichment
of URLs, then a feature extraction through statistic analy-
sis, and finally co-clustering. These steps are described as
follows.

Step 1: Semantic Enrichment.

This method consists of enriching specific values in URL
queries by generic ones. According to RFC 2616, two URLs
are exactly similar if they match through a case-sensitive
octet-by-octet comparison. Using the same comparison in
our system may lead to an overfitted model. In fact, URL
parameters may include user-specific attributes, that will
make each URL unique in the context of a given user or ses-
sion. Therefore, in order to handle this limitation, the BGG
module associates each URL instance with an elementary
URL token that may match with other semantically equiv-
alent URLs in other user sessions with the service. The se-
mantic enrichment process, that transforms each URL query
into a generic URL token, takes into account the following
guidelines:

e URL components are handled based on their seman-
tical meaning, so that paths may be compared with
paths, domains with domains, and parameters are com-
pared based on their keys and the semantic of their
values.

e Domain names and paths point to specific resources
or web applications that are supplied by the service.
They are handled as string components and matched
on an octet-by-octet basis when comparing two URL
queries.

e In the URL query part, parameters may indicate service-

specific attributes that enable a service to redirect users
towards specific web applications. They may also in-
dicate user-specific attributes that enable a service to
tune the content delivered to the user, but may not
determine the user journey through the service.

Service-specific parameters in two separate URLs are equiv-
alent when they share the same key and value; however two
user-specific parameters are equivalent when they share the
same key and semantic. For example, in the following we
consider URL1:

https://perso.domain.fr/maf.php?contact=123456&
page=svc-mobile

The “contact” attribute designates the user Id, while the
“page” attribute designates the application that is being ac-
cessed by the user.

The semantic enrichment process, which replaces specific
parameters with generic ones, provides the following URL
token Ty :

https://perso.domain.fr/maf.php?contact=[userld]&
page=svc-mobile

Step 2: Feature Extraction.

In the second step, the BGG module extracts features
through the use of sequence of tokenized URL queries ex-
tracted from each observed session. We choose the n gram
analysis technique in order to decompose the list of requests
associated with a user connection into an n-gram histogram.
The n-gram histogram summarizes the occurence frequency
for all elementary user interactions during the connection to
the service. n-grams analysis includes the set of techniques
and tools that aim at building and processing contiguous
sequences of items or occurences of a given process such as
test, speech, or random variables [29]. It consists of decom-
posing a sequence of outcomes for a given process into mul-
tiple contiguous subsequences. Compared to the traditional
applications of n-gram analysis, we applied this technique
in a novel way for a sequence of user requests during a con-
nection to the service. Each specific request designates an
access to a specific application or resource supplied by the
service. The value of n is an input to the system that is
empirically specified, through combining into an elementary
sequence every n consecutive user interactions within a same
session. Since a given n-gram may appear multiple times
during a session, the BGG module assigns occurence fre-
quencies based on the number of times each n-gram sequence
appears within the session under consideration. Our system
builds a distribution vector v; of the session 4, that rep-
resents the occurence frequencies of each n-gram sequence.
Later, our system uses the computed n-grams and their dis-
tribution over the sessions observed in the learning phase to
build an n-gram distribution matrix Mp. Rows in Mp rep-
resent the sessions observed during the learning phase, and
columns represent all encountered n-grams and their distri-
bution over each session. The resulting matrix is a sparse
and high-dimensionality matrix.

Let us denote by g the set of all n-gram sequences; s is
the total number of observed sessions; and X is the j**
segment or j** n-gram, j € [1,|g|]. The distribution vector

of session i is vi=< f'(X,1) >;i|19‘, where f’ represents the
occurence frequency of an n-gram within a session i. Then
the distribution matrix is presented as follows Mp=[v];_].
e Example: Let us assume a session including the fol-
lowing sequence of tokenized URL queries:
< T, Ty, Te, Ty, Ta, Ty, Ty >, and n=2. In this case,
we have the following decomposition
< ToTo, ToTe, TeTo, ToTo, Ty Ty, Ty Ty >. As a result Ta-
ble 1 presents the 2-gram distribution frequencies. For
the sake of clarity, we refer to the other tokens column
as the remaining sequence of 2-grams (T,7., T,T4,
TvTo, Tv Ty, TeTy, TeTe, TeTu, TaTa, TaTy, TaTe, TaTy).
The frequency of these 2-grams in this session is 0.

[2—gram | TaTy | TpTc | TcTa | TaTa | TaTy | TpTy | other tokend
[Freq [ 2 [ 1 1 1 1 1 [o

Table 1: Example of 2-gram distribution frequencies



Step 3: Co-clustering.

In this paper, we draw a dual analogy in order to cluster
sessions based upon their n-grams distribution, while also
clustering n-grams based on their co-occurence into different
sessions.

The output of the second step (feature extraction) is an n-
grams distribution matrix, that is used in this co-clustering
step in order to build behavior classes. This technique builds
m distinct behavioral clusters (classes) {C.}_]", where the
number of clusters m is an output of the process.

5.2 Attack Graph Mediator

The second component of our system is an attack graph
mediator (AGM) that takes as input an attack graph and
generates as output an event graph. We use the same def-
inition of attack graph as the one in [35]. The nodes in
the behavior graph represent events that may be character-
ized through URL requests. Hence, we need to associate at-
tacks/exploits to events. Our model considers the full scope
of all known attack paths, and it represents events that are
generated by the vulnerability exploits in the attack graph
using a directed graph EG={N’, E'}, where N’ is the set
of nodes representing the events, and E’ is the set of log-
ical transitions between events. We capture relationships
among attack graph elements in concise distance measure-
ments, and for this we get inspired by the work done in [35].
When following a certain attack path in the attack graph,
the exploits may or not generate events that are tracked in
the URLs. In fact, some attacks could not be tracked in
the service logs since an attacker does not intereact directly
with the service such as for example interacting directly with
the victim user (e.g. phishing attack). However, when an
attacker interacts directly with the service, in this case he
may be tracked in the logs of that service.

Algorithm 1 details the main process of the AGM compo-
nent. It takes as input an attack graph AG, and generates
an event graph EG. First, we consider a node z, and y is
a child node of z in the attack graph AG. Node z triggers
k events (f(z)= {vl};zg) where f is a function associat-
ing to each node in the attack graph a list of events. Node
y triggers | events such that (f(y)= {v'}j:g) (line 3). In
this case, Algorithm 1 updates the event graph by adding
the list of nodes (line 5), and by adding also events trig-
gered by = and y (line 6). If the node z in the attack graph
does not trigger any event (line 7), in this case we search in
the attack Graph AG the last parent node triggering events
(T «+ search_for_last_parents_nodes_triggering_events
(AG, z)) (line 10). T represents the list of events triggered
by the parent node of x. For the updated event graph, Al-
gorithm 1 associates to each event triggered by node y the
list of events in T' (" < &'+ >, 3=, e(Tm,v';)) (line 11).
By exploring all the nodes of the attack graph, the AGM
component updates the event graph EG. Then, we apply
the same process to the next child node of x.

Example.

For the sake of clarity, we present the example illustrated
in Figure 2. This example presents an attack graph with
five nodes Exl, Fx2, Ex3, Ex4, and Ex5. Each node rep-
resents an exploit/vulnerability. We suppose that an initial
input event exists as F'1, and which is associated with the
Exploit Ezl. Events E2, and E3 are both considered to be
associated with Exploit Fx2.

Algorithm 1: Attack Graph Mediator

1 Input: Attack Graph AG={ N, € };
Output: Event Graph EG={ N, &' };
2 Initialization;

EG=2 ;
N'=0;
&= ;

Let f: injective function, e: function associating two
nodes in a graph ;

reN;

f(x)= {v1}'=F //Node z triggers k events ;

while y is Child_node (AG, z) do

fly)={v ;ié //Node y triggers [ events ;
elff(z) # @ && f(y) # @
W [N+ [f(@)] + [f()] 5
E &+ 32, 2, e(vli,vy)
if (f(z) = @) then
W' IV + [ f ()] 5
T+

© 00N o A W

search_for_last_parents_nodes_triggering_events
(AG, x);
10 & &+ 32, 2 e(Tm,v'y) //mindex of T ;

11 visit_next_child_node(G,xz,y) ;

By applying Algorithm 1, we add the nodes E1, E2, and
E3 to the event graph, along with the appropriate set of
Edges = { E1 —» E2, E1 — E3 }. Event F4 is added as
a child to the events E2 and E3, since E4 corresponds to
the Exploit Ex3. We update the list of edges by adding {
E2 — E4, E3 — FE4 }. Then nodes E5 and E6 correspond
respectively to Fr4 and Exz5. Hence, one event path is
added between E4 and E5, and another event path between
FE4 and FE6.

Attack graph

Event graph

Figure 2: Example of AGM component execution

5.3 Behavior Graph Pruning

The Behavior Graph Pruning (BGP) component leverages
subgraph isomorphism techniques. We match all the class
behavior graphs against the event graph. Whenever a match
is found, the corresponding class behavior is detected as an
attack, and we can extract this attack from the behavior
graph. We introduce Algorithm 2 that corresponds to the
graph pruning. The objective is to detect whether a behav-
ior class is malicious or not.



To this end, Algorithm 2 applies the subgraph isomor-
phism test (line 2). This test takes two graphs C; and EG
as input, and then determines whether EG contains a sub-
graph that is isomorphic to C;.

In particular, when the test fails, we consider the nodes of
the class behavior C; as not being part of a malicious events
sequence, and therefore C; captures a benign user behavior.
Otherwise we consider the class C; to be malicious because
it is isomorphic, in terms of subgraph isomorphism, to the
malicious event graph EG.

Algorithm 2: Behavior Graph Pruning

Input: C;: behavior Class Graph, EG: Event Graph ;
map < subgraph_isomorphism(C;, EG) ;

if map =NULL return false ;

else return true ;

W

6. EXPERIMENTS

This section describes the design of our experiments, as
well as the dataset that we used in order to build and val-
idate our approach. First, we build class behaviors using a
set of collected logs. Then, we generate an attack graph from
risk analysis results. We assess the feasibility of our grey-
box approach by pruning the behavior classes from attacks.
Then, we show how our approach detects new undiscovered
attacks. Last of all we draw some conclusions and point out
ways in which this work can be further extended.

6.1 Use Case Scenario

We demonstrate the use of our system through the exam-
ple of an online service. To do so we have collaborated with
a service provider. In the black-box based approach, the
analysts provided us with a fully anonymized service logs
that we used as input to generate the class behaviors. The
dataset was collected over a period of six weeks, including
33.7 GB of data in the syslog format, associated with more
than 1.3 million active user sessions. The logs are created
by an online service portal providing access to different ap-
plications, including email, video on demand, online games,
digital shop, weather forecast, and news feeds. The format
of these logs is illustrated as follows. Each log instance in-
cludes a timestamp, anonymized user identity and remote
IP address, and the landing URL of the associated service.
Note that the fact of these logs being fully and irreversibly
anonymized does not limit the usage of our approach, since
our system does not need to process the exact user identities
at any time. In the white-box approach, the analysts pro-
vided us with their internal risk analysis. They also pointed
out in the logs of the service certain security flaws that they
were able to detect and qualify. For each identified security
risk, they explain to us the process and how to identify such
attacks. The list of security risks includes the video online
gaming purchase, the cookie hijack, the cross-site forgery
attack, and the identity theft. Hence from these obtained
attacks, our system generates different attack graph paths,
and then it builds the corresponding event graphs. In the
following, for the sake of clarity, we detail some of the identi-
fied attacks. Our aim is not to mention all the encountered
security attacks; however we shed a light on the way our
approach detects these attacks and discover new ones.

One contribution of the paper resides in the capacity of
our system to characterize all requests during a given ses-
sion as a logical sequence that characterizes the user jour-
ney through the service. For instance, from our dataset,
each user request includes an URL associated with a spe-
cific application that is supplied by the service. It indicates
the relative path to the application and the parameters that
make possible for users to access specific assets provided by
this application. After collecting the set of logs, the BGG
module generates the different class behaviors from these
logs. First, the system applies a semantic enrichment. Then,
the BGG component proceeds with a feature selection tech-
nique using the n-grams analysis. Later, our system builds
n grams sequences of length n through iteratively combin-
ing every n consecutive user requests that appear within the
same session.

Since a given n-gram may appear multiple times during a
session, our system assigns occurence frequencies based on
the number of times each m-gram sequence occurs within
the session under consideration. The resulting n grams are
further used by the system in order to generate multiple be-
havioral clusters. Each cluster captures user behaviors when
connecting to the service. Note that for small values of the
parameter n, the system will be able to capture only short
user interaction sequences with the service. For instance,
in case where n is set to 1, the system will be able to cap-
ture abnormal behaviors such as brute force attacks where
an attacker triggers a large number of queries that relate
to a single or small set of tokens. It may also capture spe-
cific attacks where an attacker injects malicious code in the
URL, in such a way it would match with no other token
that is built in the black-box approach. However, it may
not capture other low level attacks such as cross-site request
forgery, where unauthorized requests are transmitted from
a victim user and that may require a more elaborated repre-
sentation of interaction sequences with the service. On the
other hand, high values for the parameter n may also lead
to an overfitted model where only few sessions would share
common sequences. While such high values considerably re-
duce false negatives, they may also contribute to a higher
false positives rate since every small, but normal deviation
during runtime will be considered as abnormal by the sys-
tem. We carried out a set of scenarios in order to choose the
optimal value of n inducing a low false positive rate and a
low false negative rate. In our case, we evaluated different
values of n varying from 1 to 5, and we empirically set the
value of n to 2.

After generating the set of ordered sequences of elemen-
tary user interactions, the BGG module applies the co-
clustering algorithm to generate clusters of user behaviors.
We may refer to the AnyDBC algorithm [31] that achieves
computation time less than 0(02) and memory storage in the
order of §(vo), where o the number of objects and v is the
number of initial nodes of the cluster graph in AnyDBC al-
gorithm. Our system is able to characterize a list of 32 class
behaviors corresponding to a log file of 33.7 GB. We discuss
in the following five class behaviors Class #1, Class #2,
Class #3, Class #4, and Class #b5.

Figure 3 illustrates the graphical representation of these
class behaviors.
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Figure 3: Class Behaviors

Class #1: This class behavior represents user inter-
actions when connecting to the billing service. The
graph consists of five nodes. The first node repre-
sents the connection to the service (“Log in”). Then
users are redirected to select a given period (“Select
date”). After that, users either access to their bill
(“Access details”) or they could download the bill
“Download’. After the two previous interactions, users
log out (“Log out”).

Class #2: This class behavior captures the workflow
for the application that provides access to users’ call-
ing history and their internet consumption. The graph
includes five nodes. First, users connect to the service
(“Log in”). Then, users have the following options:
i) they can edit their internet consumption (“FEdit.
Internet cons.”) in order for example to switch to an-
other Internet offer, ii) they access to their calls con-
sumption (“Access calls”), or iii) they access to their
Internet consumption over a selected period of time
(“Access Internet”).

Class #3: This class behavior represents the way users
access to the email service, including their ability to
send any number of emails (counter). Interrestingly
in our dataset, we observed a statistically represen-
tative number of user sessions where the number of
sent emails was constantly above a given threshold
(counter > limit).

e Class #4: This class behavior depicts the way users
access to the media service, that allows them to pay
when accessing contents. As presented in Figure 6.1,
this service enables them to switch from a media con-
tent to another by passing through one specific com-
ponent (“Media App.”).

e Class #5: This class behavior represents the mobile
phone change. The graph consists of six nodes. After
connecting to the service, users modify the delivery ad-
dress in the profile account (“Change address”). Af-
ter that, users change their mobile phones (“Command
mobile”). To do so, they command the phone and then
they are redirected to the payment service. Finally,
the customers have the payment confirmation status
for the new mobile phone (“Payment”).

On the other hand, the AGM module takes as input an
attack graph (Section 4.2), that was built using the results
of risk analysis that was conducted by the service provider.
For the sake of clarity, we mention here three attacks (we
refer the reader to Figure 4).

e Attack #1: We refer to this attack as a Video Game
Purchase Fraud. The attack path consists of seven
nodes. To achieve his goal, an attacker proceeds first
by executing a cookie hijack. Then, the attacker im-
personates the identity of another victim user. After
connecting to the service, the attacker is able to edit
the user info (“Modify Info”), and then the attacker
changes his email address (“Set Email Address”).
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Later, the attacker commands a game, and receives the
confirmation payment. By exploiting the vulnerability
of the service, the attacker will let the victim user be
charged for the game, and delivered to the new email
address.

e Attack #2: The attacker connects to the WiFi of the
victim user, and behaves as the legitimate user (“IP
spoofing”). Then he proceeds with an email phishing
exploit. In this scenario, the attacker connects to the
service, may access all the account details for the vic-
tim user, and may then send as many phishing emails
as needed on behalf of the victim user account.

e Attack #3: The attacker connects to the media ser-
vice, and he exploits a vulnerability in the applica-
tion that allows him to access from a media content
(“Media Cont.1”) to another (“Media Cont.2”) with-
out access to the billing service (“Media. App.Access”).

After detailing the workflow of the different malicious be-
haviors, the AGM component refers to Algorithm 1 that
takes as input the three different attack paths, and gen-
erates the corresponding event graphs as described in Sec-
tion 5.2. To do so, for each exploit in the attack graph, the
AGM module builds the event graphs. We consider here
the event graphs corresponding to Attack #1, Attack #2
and Attack #3 presented respectively in Figure 5, Figure 6,
and Figure 7. The dotted lines in all figures represent the
mapping function associating nodes to events (function f in
Algorithm 1).

e Event Graph of Attack #1: When an attacker executes
the cookie hijack exploit, the AGM module is not able
to find it in the logs (since there is no direct interaction
with the service).

For the second exploit “Log in” corresponds an event
“Log in” in the event graph. When the attacker mod-
ifies user info, this action is detected in the logs, and
generates an event “Edit u.info” in service logs. Fi-
nally, for each action “Command Game”, “Payment”,
and “Log out”, it triggers respectively events that are
observable in the logs “Command Game”, “Payment”,
and “Log out”. As output to Algorithm 1, the AGM
module generates the event graph corresponding to the
Attack #1 as presented in Figure 5.

e Event Graph of Attack #2: An attacker spoofs the
identity of a legitimate customer and may then con-
nects to the email service sending phishing emails. The
number of phishing emails in this attack is expected to
exceed a predefined threshold value over a given period
of time, and which is empirically specified by the ana-
lysts (Figure 6).

e Event Graph of Attack #3: This graph corresponds to
an attacker that switches from a media content to an-
other without accessing the billing service. In the logs
file, the AGM module is able to associate the actions
of an attacker to events found in the logs (we refer the
reader to Figure 7). For instance, when an attacker
connects to the service, he generates events in the ser-
vice logs. In our example, for each interaction done by
the attacker, it corresponds to an event in the service
logs. For instance for “Media App.Access” exploit in
the attack graph, it corresponds an event in the logs
that is “Media App”. In the same manner, Algorithm 1
associates for each action that allows the access to a
content an event (for example “Contentl.” in the event
graph). At the end, the AGM module builds the event
graph corresponding to the third attack.
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After generating the different class behaviors and the event
graphs, the BGP component applies Algorithm 2 (Section 5)
between each class behavior and the event graphs. We choose
the VF2 algorithm as a deterministic matching method for
verifying subgraph isomorphism [30]. The algorithm has
general validity since no constraints are imposed on graph
topology. The memory requirement with respect to the
number of nodes N in the graph is §(IN) and the time com-
plexity is O(N?). The size of our class behaviors varying from
2 to 13 nodes are sufficient enough to execute the subgraph
isomorphism test.

Let us first consider the Class #4 that represents user
interactions when connecting to the media service. In fact,
node “Media App” in the Event Graph #3 is equivalent to
the node “Media App” in Class #4. By comparing the
different nodes of Class #4, Event Graph #3 is isomor-
phic to Class #4. Hence our system is able to detect that
Class #4 corresponds to an attack previously defined in the
attack graph. In the next step, our system applies the sub-
graph isomorphism test between the Event Graph #2 and
the Class #3. The output of the algorithm confirms that
Event Graph #2 and the Class #3 are matching. Thus,
from this test our system identifies Class #3 as an attack.

Another interesting point to mention is when our system
checks the Event Graph #1 and the Class #5. Algorithm 2
verifies whether there is an isomorphism between the event
graph and the class behavior. As our system applies a se-
mantic enrichment (Section 5.1) and then an attack graph
mediation (Section 5.2), the event graphs and the class be-
havior graphs are semantically equivalent. For instance, the
two nodes “Log in” in the two graphs are equivalent. Then,
“Edit u. info” is the same for the two graphs. In the class
behavior graph, the node “Change address” is equivalent
to the node “Change Email Address”, since in the seman-
tic enrichment step, the two parameters (address, email ad-
dress) are user-attributes.
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In the same way, the two nodes “Command Mobile” and
“Command Game” are also semantically equivalent since
“Game” and “Mobile” are service-attributes. As a result,
the class behavior corresponding to a video game online pur-
chase Class #2 is isomorphic to the attack path of mobile
phone purchase. By consequence, Class #5 is an attack that
was not previously defined in the attack graph; however with
the technique of graph isomorphism, the BGP component is
able to detect even new attacks. Furthermore, an interest-
ing outcome is that our system is able to update the attack
graph with the new discovered attack, and also be able to
notify the analysts about this attack.

6.2 Discussion

Our system is able to identify malicious user interactions
and even new unknown threats. To do so, our work leverages
the use of a black-box and white-box approach in a novel
way. The efficiency of our system could be increased by
further improving the accuracy of the risk analysis phase.
By consequence, our system is able to identify attacks that
have the similar behavior as ones defined by the experts,
and even new attacks. It is also interesting to notice that
our system achieves better performances in terms of attack
detection when collecting logs from multiple heterogenous
sources (network, servers, applications, etc.), and this may
yield a better understanding of how malicious users behave.

In terms of security robustness, let us consider an attacker
that executes a mimicry attack in order to evade detection
while achieving the attacker’s goals. When there is a lack of
correlation between logs, the attacker could evade detection
in particular when the executed attack steps do not require
direct interaction with the service. In other words, the at-
tacker can examine the set of paths that will not trigger
any alarms/events, and look for one such cases where the
malicious interaction can be inserted in the system.
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In order to mitigate the impact of this attack, we should
have a complete picture of the system by correlating data
from different heterogenous sources.

7. CONCLUSION

This paper presents a system that monitors user inter-
actions with online services and also prunes the behavioral
graphs from attacks during the learning phase. We do not
rely on manual detection of attacks during the learning phase;
however we propose a grey-box based approach that com-
bines both advantages of black-box and white-box approach.
Using the black-box based approach, we generate different
classes of user behaviors using unsupervised machine learn-
ing algorithm. In the white-box based approach, we identify
some attacks collected from a partial knowledge database
in order to generate an attack graph mediator. Then, we
proceed with a graph pruning step, using standard graph
isomorphism techniques, in order to remove attacks from
the behavioral graphs. Finally, we demonstrate the use of
our system through a practical use case.
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