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ABSTRACT

Here we model the indirect costs of deploying security con-
trols in small-to-medium enterprises (SMEs) to manage cy-
ber threats. SMEs may not have the in-house skills and
collective capacity to operate controls efficiently, resulting
in inadvertent data leakage and exposure to compromise.
Aside from financial costs, attempts to maintain security
can impact morale, system performance, and retraining re-
quirements, which are modelled here. Managing the over-
all complexity and effectiveness of an SME’s security con-
trols has the potential to reduce unintended leakage. The
UK Cyber Essentials Scheme informs basic control defini-
tions, and Available Responsibility Budget (ARB) is mod-
elled to understand how controls can be prioritised for both
security and usability. Human factors of security and prac-
tical experience of security management for SMEs inform
the modelling of deployment challenges across a set of SME
archetypes differing in size, complexity, and use of IT. Sim-
ple combinations of controls are matched to archetypes, bal-
ancing capabilities to protect data assets with the effort de-
mands placed upon employees. Experiments indicate that
two-factor authentication can be readily adopted by many
SMEs and their employees to protect core assets, followed
by correct access privileges and anti-malware software. Ser-
vice and technology providers emerge as playing an impor-
tant role in improving access to usable security controls for
SMEs.
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1. INTRODUCTION

99% of UK businesses are Small-to-Medium Enterprises
(SMEs) with 250 or fewer employees, where 95% are micro-
businesses with fewer than ten employees [32]. The picture
is similar across the European Union [13] and the US [10].
These small companies use IT in different ways [23], and
may lack the appropriate skills to manage IT security [12].
The role of service providers and I'T manufacturers is criti-
cal: SMEs may use leased services and premises over which
they have no control and little oversight, otherwise relying
on security controls intended for the home market rather
than corporate solutions [27]. Here we consider how these
conditions contribute to insider vulnerabilities which must
be managed to limit data leakage and exploitation by exter-
nal attackers.

For security controls to be used effectively in smaller com-
panies, they must be cost-effective but also make reasonable
demands on staff time and effort [20]. Adoption of user-
centric security controls in SMEs has the potential to re-
move some of the barriers to effective management of related
risks [27].

In 2014 the UK government published the Cyber Essen-
tials Scheme [19] (referred to here as CES), as a guide to
basic protection of businesses from cyber threats. Here we
build on prior models of security investment costs for CES
controls [14], to consider the indirect costs of controls for
staff for achieving a baseline level of security coverage to
limit the potential for data leakage.

Here indirect costs are modelled to determine: (i) whether
there are specific security controls which offer the best pro-
tection for limited available manpower, and (ii) if the im-
pacts of control usability can identify current or potential
controls for limiting unintended or malicious information
leakage. Low-tech attacks are one of the means by which
malicious insiders can compromise an organisation [34]; con-
versely, complex and highly-specialised user-facing controls
may overwhelm general users, resulting in them being used
incorrectly.

The model described here is informed in two ways: firstly,
we characterise the usability costs and knowledge demands
of basic security controls through examination of related lit-
erature in the human factors of security. CES controls may
differ in the time required for implementation and main-
tenance [20]; employees may be unable to operate security
controls generally if their use is not clear or approaches being
impossible [24]; cumulative security effort can risk increased
security costs for the organisation as well as heightened risks
of information compromise [3], and; stressful workplace con-



ditions and cognitive overload can increase employee vulner-
ability to social engineering attacks [16].

Secondly, we relate operation of security controls to the
potentially diverse needs of SMEs. A representative set of
SME archetypes is modelled, differing in size and use of secu-
rity in daily activities. These archetypes leverage the experi-
ence of a collaborating provider of IT and security services to
SMEs, with dozens of customers ranging in 1-250 employees
across various sectors. This informs the modelling of SME
activities relating to use of and access to data, technology re-
strictions, and how modelled data leakage scenarios can im-
pact each SME archetype. The model is intended as a frame-
work for examining the management of security controls by
assumed non-experts in diverse, resource-constrained SMEs.
A goal of the model is to motivate focused collection of real
data about the experiences of SMEs in staying secure and
preventing data leakage.

Section 2 describes Related Work. Section 3 outlines the
Background to the work, using the CES as a framework.
Section 4 describes our modelling approach, where Section 5
describes specific archetypes, controls, and associated indi-
rect costs which appear in the model. Results are found in
Section 6, with Analysis in Section 7. Concluding remarks
and future work are in Section 8.

2. RELATED WORK

A number of works model security investment alongside
the capacity of controls to mitigate threats, with an empha-
sis on the cost of controls and their effectiveness in miti-
gating specific vulnerabilities. Viduto et al. [38] provide a
model of cyber security investment, where a defender seeks
an optimal defensive strategy for a limited budget. The au-
thors consider that controls not only mitigate system vulner-
abilities but can also exacerbate or introduce vulnerabilities,
which may obscure the capacity to prevent data leakage. A
similar approach is defined by Gupta et al. [17], where this
challenge is represented as a set cover problem, seeking to
match available security technologies to potential vulnera-
bilities.

Rees et al. [31] describe an investment model which ac-
commodates the uncertainty as to the number and types of
attacks against a particular system. The same authors ex-
plore scenarios and attacks to identify the impact of a worst
case scenario [29], where preferred solutions are those that
minimise the spread of risk between the expected case and
worst case. Likewise, Sawik [33] considers uncertainty in se-
curity decision-making in terms of risk appetite, where the
decision maker is able to make trade-offs based on budget,
risk and confidence level.

Beautement et al. [4] model employee use of USB storage
devices across various locations (and related risk profiles),
and the impact of these behaviours upon confidentiality and
availability. The model design is informed by interviews
with employees in an organisation. A balance is considered
between training, monitoring, and IT support costs, indi-
cating constraints on available security budget and a need
to provide employees with timely support and skills devel-
opment. Employees in the model trade off security with
successful data transfers and the potential for negative sup-
port experiences — bad experiences with security can pro-
mote behaviours which involve insecure treatment of data.
Similarly, Shay et al. [35] model user interactions with pass-
word policy and helpdesk support in organisations. Benign
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and malicious users are modelled as part of the same sys-
tem; where problems memorising a password can result in
insecure practices (such as writing the password down on an
insecure note), increasing the risk of compromise local to the
user. In the model, both password complexity and limiting
of workarounds reduce the likelihood of compromise, where
overloading users has negative consequences.

In summary, prior models have considered the effective-
ness of controls and the inter-dependencies between user be-
haviour and organisational security. Here we model how the
usability of controls can impact the capacity for a group of
individuals within a small organisation to collectively man-
age their own security and limit data leakage. Our model
considers how best to limit demands upon available man-
power while also limiting vulnerability to attacks. Effective
and usable controls bring with them less disruption to — and
distraction from — the productive tasks that sustain the busi-
ness, where controls with these qualities have the potential
to limit vulnerability to insider attacks [16, 39].

3. BACKGROUND

3.1 The Cyber Essentials Scheme

We use the Cyber Essentials Scheme (CES) [19] as a frame-
work for basic cyber-security protections. The CES is aimed
at organisations large and small, identifying organisational
controls to address basic online cyber threats, specifically
Phishing attacks and Hacking attacks:

¢ Boundary Firewalls and Internet Gateways. Man-
age firewall connection rules and removing unapproved
or vulnerable services.

e Secure Configuration. Limit vulnerabilities and en-
able only those services necessary to the business.
Change default settings or credentials, remove unnec-
essary accounts and software, and manage personal
firewalls (mirrored elsewhere in insider threat advice
for managing remote connections [34]).

e Access Control. Manage user accounts on applica-
tions, computers and networks, principally by the prin-
ciple of least privilege (correlating with insider threat
advice for limiting internal access [34]). Implement
strong password authentication.

e Malware Protection. Operate up-to-date malware
protection software to protect against malicious emails,
compromised website, or unknown malicious files. Pre-
vent access to malicious websites.

e Patch Management. Apply the latest security
patches to computers and network devices in a timely
fashion, and remove unsupported software.

The CES acknowledges that (i) larger organisations may
already do much of what the scheme recommends, and that
(ii) smaller organisations may be restricted in what they can
achieve on their own, requiring guidance and support from
others.

The CES accommodates the implementation of alterna-
tive controls if a particular control is deemed impractical.
These basic controls for instance protect against basic cyber-
security threats but do not directly address theft or fraud



involving computers [20]. Here we begin to explore the ca-
pacity for small combinations of controls — including the
basic control types outlined in CES — to provide a baseline
level of security coverage with minimal effort demands.

3.2 End-user costs of security controls

SMEs can lack security expertise or an identifiable IT ex-
pert in their company to resolve issues [27]. Security man-
agement responsibilities may not be assigned to any one in-
dividual [12]. Well-intentioned employees in SMEs are con-
cerned about their own level of computer security knowl-
edge, and may make efforts to implement security controls
despite being inadequately prepared. These efforts may em-
power an effective balance of security and productivity, but
equally can introduce further vulnerabilities [25]. In terms of
insider security threats, Wall [39] couches IT insider threats
in the realm of criminology, where we primarily consider
those employees who would be referred to as a ‘well-meaning
insider’. These employees may want to act securely, but at
times might let security take second place to their primary
productive tasks (their job). Here we explore the burden
that security technologies place on users, as a factor in cre-
ating vulnerabilities when tensions with productivity arise.

As basic controls (such as those in the CES) may be iden-
tical for SMEs to those available for use in home environ-
ments [27], challenges faced by home and corporate users
alike are of interest:

e Boundary Firewalls and Gateways. Ho et al. [21]
found that amongst home wireless networks in resi-
dential areas most access points used encryption, but
that the capabilities of networked devices determined
the strength of encryption in use. Decisions made by
manufacturers heavily influenced the use and type of
encryption, where users would rely on default settings.

e Secure Configuration. Those with little security
expertise may be unaware of a personal firewall on
their machine [30], relying on default configurations. If
prompts from a firewall cannot be readily understood
they may be ignored, where users can otherwise find
it difficult to make informed decisions. Creating and
recalling complex passwords is a demanding task [3],
where a person may manage many passwords. Basic
protection against computer viruses can have a high
entry cost — an underdeveloped understanding of how
they create harm can mean that anti-virus software is
not used [40].

e Access Control. Corporate access control systems
can suffer from restrictive policies and over-
entitlements [2]. Having more than one person manag-
ing an access control policy makes it difficult to main-
tain oversight when changes are made, and to keep
abreast of exceptions [5]. Experience with access con-
trol does not always translate into skillful manage-
ment [41].

e Malware Protection. Users can suffer from 'warn-
ing fatigue’ [1], resulting in warnings — and any deci-
sions required in response — being ignored. Phishing
advice undergoes regular revision, requiring users to
learn ever more rules [18]. Users can have difficulty
in understanding what web scripts are and how they
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work (malicious or not) [40]. Malicious activity may
not then be noticeable to end-users.

e Patch Management. Individuals may differ greatly
in whether they are willing to disrupt their primary
task to install software patches (including requiring a
restart of a computer) [37], where a person’s perception
of the configuration may differ from reality.

There is a potentially strong interdependence between risk
awareness and security affect [6], where existing skills and
knowledge are critical to the adoption of IT in SMEs [23].
With a focus foremost on limiting unintended data leakage,
it can be noted that SME employees need to be able to learn
how to use IT and adapt it to their practices [8]. Resistance
to change can happen if staff requirements are not considered
in the specification of technologies intended for use as part
of work activities. If security controls are difficult to comply
with, make excessive demands on well-meaning employees,
or are deployed without clear relevance to business processes,
employees may use workarounds to modify or circumvent
controls in a way that weakens security [24]. Burdensome
security then contributes to the indirect costs of deployment
and the continued maintenance of controls.

For SMEs, protection against basic cyber-security threats
brings with it the responsibility for employees to collectively
manage security controls, and with that the time and skills
necessary to use controls efficiently without causing disrup-
tions. If controls are burdensome and require a lot of spe-
cialised expertise to use, they can distract from productive
tasks. Conversely, where the time and skills necessary to
effectively operate controls is not available within the work-
force of an SME, a sub-optimal level of protection can per-
sist.

4. METHODOLOGY

4.1 Modelling security investment

Security controls are modelled as single actionable activi-
ties that an organisation undertakes to address risks to their
IT systems. Activities can produce benefits to security but
also have direct and indirect costs. The financial burden
of controls is well understood, but indirect costs are not
widely modelled in cyber-security decision-making; deploy-
ing a control can require changes to staff behaviour or oth-
erwise impact upon the capacity to operate IT systems ef-
fectively.

The approach of modelling both direct (financial) and
indirect costs for cyber security investment is explored by
Fielder et al. [14]. This (and other work [36]) demonstrate
that controls advocated by the CES can provide effective
coverage when implemented correctly and properly main-
tained. The case study in [14] makes limited consideration of
indirect costs, where here we aim to develop understanding
of the indirect impact of security upon members of smaller
organisations, where there is limited available manpower and
expertise (Section 4.2).

Networked environments with fixed workstation—server
configurations are well understood [14, 27], where SME in-
frastructure may diverge from this template (as explored in
Section 4.3). Specific attack vectors and mitigations may
or may not be viable for the IT configuration of a particu-
lar SME. The model represents a single defender attempt-
ing to devise an optimal strategy for combining controls



to defend their IT systems from a series of known attack
methods; insiders may deliberately or inadvertently com-
promise a system based upon the controls that are put in
place (where specific scenarios explore these and other issues
in Section 5.5).

4.1.1 Targets and attacks

A target is an asset that an (internal or external) at-
tacker is seeking to exploit via the network (for e.g., finan-
cial theft or to create a bot machine) and that the defender
wishes to protect. The attacker in this case is indifferent
to the method used to achieve their objective, and will use
whichever method has the highest expectation of success.

The model describes a clear definition of each attack, in
this work defined as a method and an outcome. We then
measure the damage of a successful attack by the outcome,
specifically what is compromised.

4.1.2 Controls

Defining an attack method allows us to identify counter-
measure controls. Each control is an action available to the
defender to reduce risks from a specific class of attack. Each
control protects one or more targets in the system. The cov-
erage a control provides is based on what that control does
to defend a system. Each control has some level of efficiency
for defending every target, such that the implementation of
a control will lower the risk of damage from an attack of
a given type by some amount. This will range from pro-
viding no protection — because the control does not defend
against the attack at all — up to stopping nearly all variants
of an attack class (bar genuinely novel variants). The latter
means that any one control can approach but never reach
100% efficiency.

4.2 Modelling indirect end-user costs

Informed by the discussion in Section 3.2 and related mod-
elling described in Section 4.1, an indirect cost can impact
three areas:

e Morale. Users will altruistically exert security effort
for the protection of the organisation. If security be-
comes burdensome, this effort becomes less efficient
and more costly to the organisation [3].

e System Performance. If a control is deployed with
little or no fit with business processes, it can become
that much more difficult to use properly, or can disrupt
other tasks [24].

e Retraining. User-facing controls may require spe-
cific skills, or the ability and time to make informed
decisions at critical points in a security process. User
training is important for reducing insider threats [34].
However, excessive training can in itself cause upset
amongst employees if it appears irrelevant or takes
time away from the work that employee pay and per-
formance is measured by [3].

4.3 Modelling SME diversity — archetypes

A ‘typical’ SME network is difficult to define — here we
differentiate SMEs by size, as this has been identified as a
determinant of ICT adoption [23]. We also consider use of
IT-based systems and services: some UK-based statistics for
instance indicate that 88% of SMEs operate from a single
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site, with 37% of micro and 32% of SMEs overall operating
from the owners home [9]. 8% of SMEs pay rates within
their rent, which implies use of a serviced/shared office ar-
rangement [15]; a further 4% are listed as mobile, that is
without office or home, again implying the use of shared in-
frastructure. Informed by the partner IT services provider,
we consider the most diverse SMEs, with particular focus on
micro-companies:

e Single-person companies (1 user). Most SMEs
lack a dedicated office or network infrastructure (as
noted elsewhere [27]). There may be at least one com-
puter containing company data, which can be a per-
son’s home computer. Cloud services may be used to
store data and act as off-site backups.

e Micro companies (2-9 users). Newer companies
will make almost exclusive use of cloud services for
email and file-sharing, with a flat file-sharing policy
allowing all users to access all files. Firewall and de-
vice configuration are either controlled by others or
follow the provider’s default configuration. Employees
may use personal devices in the workplace, and not
necessarily just for work purposes [36]. Single-person
and micro-companies alike may make use of a small
office or home network.

e Small companies (10-50 users). Networks are
likely to be based around corporate user accounts and a
single server for file-sharing and email. The company
may have business applications running on database
servers. PCs are mostly corporate-owned desktops.
Wireless networks are nearly universal. Most will have
a part-time internal IT staff member or outsourced IT
support.

We define a template for an SME archetype, where each
instantiated archetype may benefit most from a different set
of controls. The diversity of SME network configurations has
been considered elsewhere [27, 36], where here archetypes
act as input to a model of security effort investment. Each
archetype defines:

e Size. Single Person (SP), Micro (Mi), or Small (Sm).

e Network Design. The devices and services used by
the SME. This identifies requirements for security con-
trols and bounds the range of available controls.

e Daily Interactions. A range of daily or regular in-
teractions that the SME and its employees have with
IT systems, and which might be a source of potential
weaknesses.

S. EXPERIMENTAL DESIGN

5.1 Experimental archetypes

For this work, we derive a set of SME archetypes to rep-
resent groups of SMEs with diverse needs. This range of
archetypes allows us to explore whether a coarse distinction
of ‘big’ and ‘small’ organisations is adequate enough to pro-
vide meaningful support for the control of an organisation’s
data. The archetypes described in Figure 1 and the Ap-
pendix serve as general cases, built on the experiences of a
partner company with 10+ years of experience providing IT



devices and services (including security) to SME customers
of various sizes. This experience includes provisioning of
computer systems, configuration of security software and
management of secure communication between devices. In
providing maintenance support to clients, service provision
will also touch upon how an SME interacts with business
partners. Each archetype may be seen across a range of
industry sectors.

For each archetype, the kind of devices used are defined,
as well as how those devices interact as a business net-
work, where devices and their connections have been used to
drive analysis of SME security coverage in other work [36].
Regular daily activities are also considered, as security con-
trols must not block productive tasks or this may promote
workarounds or result in sub-optimal use of security con-
trols [24]. To be able to scope regular activities, we restrict
to specific modes of working; Single Person companies as
in Figure 1 can include lone consultants or contractors, for
instance.

5.2 Targets and attacks

The targets modelled here — and associated attacks — are
informed by Brian Krebs’ analysis of the uses for hacked
PCs [26]. This analysis catalogues the different uses an at-
tacker may have for a machine or online account (the as-
sets belonging to a person or organisation), and the com-
promise of these assets by generally automated — i.e., basic
— commodity-style attacks (as per the CES). The catalogue
has been informed by the author’s interactions with compa-
nies of various sizes. Attacks modelled here fall into three
categories: Malware, Phishing and Vulnerabilities. Malware
attacks rely on components being installed on a device to
perform a malicious action. Phishing acts to convince a
user to wilfully provide credentials. Vulnerabilities in this
model are considered to be any security flaw in technology
which might be exploited.

The damage associated with a particular target ranges on
a scale from 0 to 1000. A value of 0 represents an attack that
would not be possible. A value of 1000 represents an attack
that, if successful, would likely cause a significant financial
loss assumed to cause the company to cease business.

5.3 Controls

Controls in this model build on the Cyber Essentials Scheme
and a range of alternative controls (as per the scheme). A
variant of each control may be implemented, as determined
by the archetype it is applied to. For example, making ex-
clusive use of a data-plan for Internet connections would not
apply to an organisation that has a leased network.

For simplicity, we have taken a single control variant for
each archetype that is representative of the archetype’s ca-
pability. This allows us to more naturally model the control
choices taken by the defender. Each control variant will
operate at one of four different efficiency levels; Complete
(0.95), Partial (0.5), Incidental (0.1) and None (0.0).

5.4 Indirect costs — responsibility budget

Security experts such as IT-security administrators must
plan how time is allocated to security responsibilities [7].
Here we consider a security responsibility as a basic measure
of the need to manage controls within an SME. An unwieldy
control requires more time and effort to use effectively, as
would controls which demand precise application of skills.
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A control that is deployed in an organisation is less effective
if the workforce lacks the capacity and capability to manage
it. Such shortcomings can be more of a critical factor for
SMEs which may often lack support from a dedicated expert
(see Section 3.2).

The consequences for data leakage of staff being over-
burdened by security controls are for instance explored in
our model as a case of ‘overload’ (described in Section 5.5).
Minimising cognitive overload has been suggested as a means
to reduce susceptibility to social engineering attacks [16].
Other models of socio-technical systems have shown that
there can be a close relationship between a potential victim
being vulnerable and the courses of action that an attacker
can then take to exploit them [11].

Each control brings a responsibility in the organisation
to manage it, taken on collectively or individually. The
capacity to manage controls is an organisation’s Available
Responsibility Budget (ARB). Each control variant has an
indirect cost score which draws on ARB. A score is in the
range of 0 to 4, where the highest value represents a signif-
icant impact on morale, retraining and system performance
as a whole.

Indirect cost values are estimates based on factors iden-
tified both in related research (Section 3.2) and the (albeit
limited) experiences of the partner IT services company in
managing SME security. These include knowledge require-
ments for correct operation of a control, time and effort to
maintain a control, and the capacity for a control to dis-
tract from or prohibit work tasks. Where a characteristic of
a control variant clearly exhibits one of these traits — result-
ing in one or more of the impacts described in Section 4.2 —
a ‘point’ of 1 is added to the control’s indirect cost.

Security controls by their nature constrain use of IT sys-
tems and also need to be managed. A business running ex-
clusively on a smartphone may leverage the device as a (near
implicit) second authentication factor (score of 1), whereas a
professional services company may provide staff with physi-
cal tokens which must be carried and would add extra effort
(score of 2). To have staff maintain genuinely unique pass-
words for all corporate accounts is difficult to achieve [18]
(hence a score of 4), whereas having separate password sets
for work and personal accounts (score of 1) is pragmatic as
attacks on the home environment are not then a route to
valuable business assets.

We consciously model indirect costs as a single, limited
scale. Values are subjective and informed by related secu-
rity usability research (described in Section 3.2). A number
of our case studies (Section 5.5) act as sensitivity analyses
(e.g., Patching costs) to determine the impact of subjectivity
upon the control combinations which emerge. The ultimate
goal would be to directly measure the indirect cost of a con-
trol, where the analysis of security usability is presently ca-
pable of providing only some of this information. The ARB
values associated with each control variant in the model are
available at the URL listed in Section 5.5.

5.5 Controls — alternative cases

A range of alternative security deployment scenarios are
modelled, exploring the impact of factors which restrict ei-
ther the capacity to use specific controls effectively or the
effort available in a company to manage security (and hence
limit leakage of data):

e Phone-only business. Isolated use of phone data
plan, with few distinct controls.
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e No two-factor authentication. Access (or not) to
strong or innovative controls (given that SMEs may
use off-the-shelf solutions).

e Sensitive data. A company whose data is regarded
as being just as important as their finances, where data
can be more difficult to track within the system [34].

e Old system. Aspects of the system are ill-suited to
up-to-date controls; some SMEs may build systems
gradually and maintain them over time.

e Fake anti-virus. Malicious entities may look to lever-
age any market for security controls, exploiting un-
informed companies. This is analogous to an insider
tampering with a security control through placement
of malicious code [34].

e Overload. Explores the potential for controls to over-
whelm an SME and its employees. The security re-
sponsibilities of employees pushed beyond their ‘Com-

pliance Budget’ become generally harder to maintain [3].

Complete details of the data sets used for the experiments
can be found at http://www.imperial.ac.uk/people/andrew.
fielder/research.html. This includes control variants for each
archetype, and the associated indirect cost scores.

5.6 Insider vulnerabilities

A number of the actions listed in the attack space would
come about as a result of unintended mistakes by an in-
sider. To identify if the distribution of residual risk af-
ter control implementation is as a result of accidental in-
sider actions, the attack space has been divided amongst
attacks that would impact the business from being an in-
sider and those that would not. More specifically, attacks
which exploit a software vulnerability or non-data extradit-
ing malware (such as a zombie P.C. for Distributed Denial-
of-Service attacks) are not considered an insider risk, as
these are either the direct result of a hacking attempt or
are deemed to result in no strategic loss for the company.
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5.7 Solver

Optimal selection of controls can be viewed as a tradi-
tional knapsack problem. The defender aims to minimise
expected damage to targets from attacks, by implementing
a number of controls. The defender is constrained in their
decision-making by the ARB of the system (see Section 5.5).
Defence is further informed by the combined efficiency of all
deployed controls, as a multiplicative reduction in expected
damage. The optimisation can be represented as follows:

oI5 (1 = ef fi)ds)
T

Min

c
s.t. Z cjr < B
=0

where, k € {0,1}and,0 <=eff <=1

T is the set of targets, C' is the set of controls, and B is the
maximum ARB of the organisation. The damage for target
iis given as d; and ef fji is the efficiency of control j when
either implemented (k = 1) or not implemented (k = 0).
The optimisation problem is implemented in Python and
solved using a Genetic Algorithm.

6. RESULTS

This section presents experimental results, first consid-
ering the reduction in average expected damage an SME
archetype can afford with a given Available Responsibility
Budget (ARB). The damage for a single potential attack
is in the range of 0—1000, where 1000 represents an attack
that would cause the organisation to cease operations. The
charts presented here represent the average expected dam-
age from an attack across all possible vulnerabilities. This
is governed by the likelihood of related attacks being pre-
vented by a combination of security controls, dictated by an
SME’s ARB.

Figure 2 shows the reduction in damage that each archetype
can achieve as ARB is increased (i.e., as more capacity be-
comes available to manage security, and do so efficiently).



At low ARBs, the expected damage across all attack vec-
tors is in the range of a minor security breach (a value in
the range of 175-275). With no controls present, a Small
Professional Archetype experiences less average damage per
attack relative to it’s defence capability.

As capacity becomes available to manage security, all
archetypes experience a decrease in expected damage. This
should be considered relative to the size class of each
archetype (see Section 5.1). All archetypes address major
weaknesses first, after which controls are adopted to address
less critical attack classes. The additional reduction in dam-
age lessens with each extra control, where these act to fill
gaps in the coverage already provided by existing controls.

300

Expected Damage to Organisation

T

) 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
Available Responsibility Budget

Consultant-Basic ~— MicroDistributed-Basic

—SinglePerson-Basic
i - --SingleSitePublicFacing-Basic

-Basic
MultiSitePublicFacing-Basic

Figure 2: Expected Damage for each Archetype
across all Available Responsibility Budget (ARB)
Ranges

Organisations will have a limit to how much effort they
can devote to security; in Table 1 we consider an ARB limit
of 10, i.e. ten distinct security duties spread across the or-
ganisation.

Table 1 shows a tally of the seven archetypes (Section 5.5)
which include a control in the optimal configuration, for each
ARB value. Two Factor Authentication (2FA) reaches ‘7’
(all archetypes adopting it) from an ARB of 3, remaining
thereafter — financial data risks are the first that SMEs of
any size would mitigate, where restricting access to financial
accounts is a priority. After 2FA, organisations adopt Cor-
rect Access Privileges and Anti-Malware. Correct Access
Privileges mitigate against attacks on sensitive data. Anti-
Malware covers a wide set of consistently dangerous attacks
which impact multiple archetypes.

We see fluctuation amongst the optimal allocations, where
some combinations of controls are favoured more than oth-
ers. Firewalls and White-Listing share similar mitigation
capabilities, and as such are traded in and out of configura-
tions as ARB changes.

After core controls, combinations diverge as archetype-
specific factors influence choices. Experiments performed
here imply that Patching is a critical control for archetypes
where there is personal control over individual devices. How-
ever, for larger SME archetypes running multiple applica-
tions, the overheads of patch maintenance across an organi-
sation for end-users become much higher, favouring instead
a combination of other controls with the same coverage and
less draw on ARB.
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6.1 Residual risk

For each of the archetypes tested, the percentage of resid-
ual risk from insider threats was analysed to see if the im-
plementation of basic controls would alleviate the risk from
accidental insider actions. Across all of the attack vectors,
50% of attacks were considered to be the result of mistakes
by an insider — with no controls, this accounted for an av-
erage of 67% of possible damage. With an ARB of up to 7
units, this percentage dropped to 55%, as a result of usable
controls that are designed to insulate the business from the
damage caused by the theft of a number of the more valuable
data assets, where these activities exploit user mistakes. As
the number of controls available increases, the emphasis of
the residual risk is placed back on the users, where at an
ARB of 10 the distribution places over 70% of the risk on
the user, increasing to a maximum of 80% with a budget of
15. This is caused by a number of the other attack methods
being more comprehensively managed, while those relevant
to the exploitation of a system user are not protected against
to the same degree.

6.2 Alternative cases

Here we explore the consequences of specific restrictions,
imposed by the business, to available controls and ARB (see
Section 5.5).

6.2.1 Phone-only business

The first case represents a single-person organisation, where
all business is conducted on a smartphone. We modelled
users of two kinds of devices: Phone-Old represents a phone
which is less supported (and more vulnerable), whereas Phone-
New represents the latest phone hardware. For Phone-New
the only risk of attack comes from phishing, assuming that
any applications in use are assumed to be vetted by a cen-
tral trusted app store. Reliance on in-built security may
introduce an overhead in staying up-to-date with advances
in technology, such as being sure to purchase the latest
model of phone on or soon after release. Results suggest
that phone-only users are less at risk of malware, so the op-
timal control configuration replaces anti-malware controls
with those related to passwords and account settings. This
shift in controls is more pronounced for those with the latest
hardware.

6.2.2 No 2-Factor authentication

We consider the case where a Consultant SME does not
have access to 2FA, with results presented in Figure 3. While
other controls may cover aspects of the theft of financial
data, not having or using a directly applicable and strong
control limits effectiveness, especially against phishing. The
optimal control set includes Anti-Malware and Correct Ac-
cess Privileges with smaller ARB, and attempts to make up
the shortfall in other ways such as with adoption of Patch-
ing and Password Management. In this case, it can be noted
that security capabilities are achieved through a larger set
of distinct, user-facing controls.

6.2.3 Sensitive data

This scenario considers the relationship between organ-
isation size and the sensitivity of the data that supports
the business, focusing on a micro professional organisation
managing (for example) medical records. The value of data
to the business is then high — here we increase the damage
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and without 2-Factor Authentication

of data loss as equivalent to theft of financial credentials.
There is a much larger level of damage relative to an in-
creased ARB requirement, favouring Data-Encryption and
Password Management to restrict access to the data.

6.2.4 Old system

We consider two possible cases of ‘older’ IT systems (as
in Figure 4), where (i) the protection provided by controls
is generally lower (efficiency lowered by one grade, see Sec-
tion 5.3), and (ii) controls require more effort to maintain
(ARB requirements of all controls are increased by 1).

Results show a reduction of the damage mitigated at low
budget levels, where an ARB of 5 is required to approach
coverage similar to an ARB of 3 in a newer system; the cu-
mulative efficiency simply has less impact. Between the two
‘old’ systems, SMEs using controls with a lower efficiency
fare better than SMEs attempting to use controls that are
more difficult for users to apply to the system. The cu-
mulative efficiency of a higher number of less efficient con-
trols provides better protection than fewer controls that have
high efficiency but similarly high ARB requirements. The
scenario with lower efficiency favours white listing, offsite-
back-ups and Data Encryption over Anti-Malware and Fire-
walls, to lower the risk of theft and loss of data with minimal
adjustments to the existing system. Both ‘old’ systems are
exposed to risk which may in time encourage renewal of all
their IT.

6.2.5 Fake anti-virus

We model an optimal set of controls for a small distributed
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organisation, where an employee has unwittingly installed
Fake Anti-Virus (AV) software. There are two scenarios (as
in Figure 5): one where the software is functionally useless,
and an extreme case where it is actively malicious. If we
consider that a malicious insider can install the software,
this also represents a technology-based attack upon the or-
ganisation.

The benign AV significantly weakens defences and opens
up the system to damage otherwise assumed to be miti-
gated. The malicious AV has a negative impact on the sys-
tem, where other controls are then needed to reduce the
damage it can potentially cause.

6.2.6 Overload

Figure 6 considers controls with a high indirect cost, com-
bined with an ARB capped at 7 and a penalty function
applied when the cost of defence exceeds this cap. The solid
line represents the optimal defence for the budget. The re-
maining lines show the impact of a 5% and 10 % reduc-
tion in the efficiency of controls (representing delays that
exacerbate work tasks) for every unit that exceeds the ARB
cap, which would promote adoption of insecure attempts
to circumvent unworkable controls. Workarounds such as
this may at first glance appear similar to ‘IT sabotage’ [34],
where there is a need to distinguish between malicious insid-
ers and those legitimate users for whom the existing security
infrastructure is unusable. A reduction in security can result
in either case.

Considering the residual risk to the system, we found that
when overloaded, there was an additional 5-10% of the sys-
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Table 2: Uptake of Patching per Archetype based
on Available Responsibility Budget for Different In-
direct Costs

Cost of Patching 1 2 3 4
Single Person 3 5 8 11
Consultant 4 8 12 -
Micro Distributed | 5 8 10 14
Micro Professional | 7 9 13 14
Small Professional | 10 14 - -
Single Site Public |4 7 8 11
Multi Site Public 3 8 9 12

tem damage that was attributed to attacks that involve the
user. This is due to the reduction in efficiency of the con-
trols that were intended to protect the most valuable assets,
given that there is no discrimination over which controls see
the reduction in efficiency.

6.3 Sensitivity analysis

We isolate Patching as an under-utilised control, altering
the indirect cost then modelling uptake according to avail-
able ARB. Managing the patching of systems is a challenge
in preventing insider threats [34]. This case acts as sensi-
tivity analysis but also considers the impact of the varying
visibility of a control — patching may be wholly automated,
or require manual intervention and force device restarts. Ta-
ble 2 shows the point of uptake for Patching according to
the associated indirect cost. Even with a low indirect cost,
Patching is not an optimal control for micro and small pro-
fessional systems. For other archetypes, uptake of Patching
is consistent with other critical controls, such as 2-Factor
Authentication and Anti-Malware.

Sensitivity was also examined for 2FA, where we set the
indirect cost to the maximum value of 4. For each archetype
the control is implemented on its own as soon as the Avail-
able Responsibility Budget can accommodate it.

7. DISCUSSION

Results imply that the control that is most effective and
usable for small organisations is 2-Factor Authentication
(2FA), as it directly addresses theft of financial credentials.
2FA is widely offered by providers of banking services and
may be broadly interchangeable with passwords, especially
for single-user businesses. 2FA may not be manageable for
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companies with less available capacity for security, suggest-
ing a need for less effortful protection measures to mitigate
theft of credentials.

Of the basic controls suggested by the CES, the great-
est protection for the archetypes modelled here comes from
Anti-Malware and (Personal) Firewalls. As noted in the
‘Overload’ scenario, these controls manage the majority of
malware and vulnerabilities when combined with 2FA. This
result is encouraging for smaller companies, as it suggests
that a relatively small set of controls can begin to approach
adequate protection. This also highlights the role of software
providers, as devices come with personal firewalls which of-
ten remain with default settings [30].

When considering patching policies (Section 6.3), as an
organisation grows there are more assets to be patched, and
costs increase relative to other controls. Patching is adopted
earlier by archetypes that experience a lower associated in-
direct cost (for instance if it can operate automatically with-
out user intervention), with a lower impact on system-wide
security for implementing the control. Other work has high-
lighted the role of software providers in releasing patches in
an effective manner to support SMEs in staying secure [36].

The remaining controls are broadly interchangeable based
on an archetype’s needs; those using valuable data deploy
Data Encryption and Back-ups rather than account controls,
whereas those with valuable accounts focus on the reduction
of vulnerabilities that may facilitate theft of credentials.

Correct Access Privileges are an unavoidable control, how-
ever once a security responsibility is delegated it is rarely
reassigned (see Section 3.2) — usable security solutions are
then key. Anti-malware solutions are also important, and
Ho et al. [21] stress that manufacturers of consumer-level
networking devices play a critical role in network security.

The percentage of risk associated with an insider threat
is notable; despite the absolute risk to the system being re-
duced, as the number of controls increases the amount of
that remaining risk that is transferred to users increases.
This becomes more noticeable in the results — when consid-
ering the potential to overload users with controls — as not
only does the risk to the system increase, but the source of
that risk increasingly originates from user interaction with
IT and IT-security systems.

7.1 Limitations

The indirect cost of a control is modelled as being shared
collectively by all members of an SME, where one person



may be responsible for each control or indeed for all controls.
Other work has shown that security responsibilities can in
fact go unassigned [12], meaning that a small company may
collectively coordinate responses to security events as and
when needed in an ad-hoc fashion.

The model focuses on day-to-day security management,
whereas activities such as removal of unnecessary accounts
may not occur regularly in organisations with fewer staff.
Likewise, high staff turnover may be concentrated in roles
with limited access to systems, where proper implementa-
tion of Access Control can to some extent alleviate concerns
about implementing proper account termination [34], for in-
stance.

The emphasis of the work presented here has been on the
potential for vulnerabilities to basic commodity cyber at-
tacks to emerge within smaller companies. This may be as
a result of sub-optimal management of security, constrained
by available time amongst normally non-expert employees
and the skill demands of the controls. By focusing on ba-
sic controls and security threats, we anticipate that a next
step would be to collect system-level information about se-
curity coverage and data leakage, but also to consult em-
ployees within SMEs to gather qualitative evidence of their
experiences of working and interacting with security controls
and data assets. These data collection efforts would become
more complex in scope were we not limiting the model to
a basic, restricted set of security considerations. They may
also become less transferable, for instance if organisation-
specific systems were analysed in isolation without compar-
ison to other SMEs. One potential way to scale data collec-
tion would be to examine SMEs on a sector-by-sector basis,
presuming that there will be similar business practices and
regulatory expectations informing regular security-related
behaviours.

8. CONCLUSION

Here we model the indirect costs of deploying combina-
tions of basic cyber-security controls in small-to-medium
enterprises (SMEs). SMEs and their staff often work with-
out formal security training or in-house security expertise,
where unwieldy security controls can overwhelm staff and
may not be applied effectively. A security investment model
uses the Cyber Essentials Scheme as a framework, explor-
ing how the capacity and capability of an SME and its staff
— the Available Responsibility Budget (ARB) — can govern
prioritisation of controls to limit exposure of data to basic
attacks. Human factors of security are considered, to under-
stand the weight of indirect costs for a variety of controls.
The model is driven by a set of SME archetypes based in
practice, informing the viability of controls for a range of
typical IT infrastructures (differing in size, complexity, and
daily activities). Realistic scenarios explore how ARB can
be best applied to achieve effective security coverage in the
face of IT restrictions, such as deploying controls to older
IT systems.

Results suggest that two-factor authentication, correct ac-
cess privileges and anti-malware controls can be combined to
provide smaller companies with a level of security that min-
imises the collective burden on staff. In the model outcomes,
up-to-date patching of systems becomes more demanding as
an organisation grows in size and complexity, being adopted
only in much smaller companies where it remains relatively
easy to maintain. Service and technology providers are in a
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position to reduce the indirect costs of security where SMEs
rely on their products.

Future work will engage with SMEs and their employ-
ees directly, through interview and survey exercises. This
will inform a richer and more granular set of realistic SME
archetypes which can be modelled. It will also identify not
only security requirements and restrictions, but also oppor-
tunities to match the implementation of security to regular
business activities to limit the potential for insider-related
data leakage. Regular review of security usability research
can further inform the indirect costs modelled for with ex-
isting and emerging controls.
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APPENDIX

The following Archetypes inform the mapping of security
technologies to business activities. Each Archetype includes
an indicator of sieze, a description of the business infrastruc-
ture, the Network Design (‘ND’), and regular Daily Activi-
ties (‘DA’) involving use of IT.

Single Person (SP): Highly mobile, making use of a phone
data plan, with some cloud services. Uses few vulnerable ser-
vices. Any attack is critically disruptive to a lone employee
with one or two devices and service accounts.

e ND: The individual’s mobile phone, connected by data
plan or home wi-fi network, to cloud-based or internet-
based services. A ‘home’ computer may also be used.

e DA: Regular use of e-mails and phone calls is central to
the business. Business supplies ordered online through
trusted suppliers. Payments and expenses may be made
at any time, most readily by internet banking.

Consultant (SP): Engages with clients on their premises,
with basic access to their network/systems.

e ND: Active on a single computer, i.e. a laptop used on
home/home-office network or during travel on a mo-
bile data plan. Laptop would also connect to client
networks.

e DA: Much of the business relies on phone and e-mail
communication, and potentially spontaneous voice com-
munication. May interact with potentially insecure net-
works (i.e. clients, or wi-fi during travel). Most bank-
ing done by internet banking.

Micro Distributed Team (Mi): A small team, geograph-
ically separated. No fixed office space; individuals work
remotely, either from respective home networks or public
spaces (such as cafes).

e ND: A set of devices connected to cloud services. Most
devices connect through home networks or public wi-fi.
Employees may connect to a client’s network.

e DA: Checking emails becomes a larger risk, given the
number of employees with access to sensitive or valu-
able data. Voice communication via Skype or messen-
ger systems used for rapid team communication. Broad
interactions with a wide range of cloud services, from
storage to banking.

Micro Professional Service (Mi): A small group of em-
ployees in one physical location. Offer a single highly spe-
cialised service, using a suite of sector-related applications.

e ND: A static network design; a number of comput-
ers connected through a small local network, linked
to cloud-based services predominantly for data storage
and file-sharing.

e DA: E-mails are the driver for business. May operate
using non-standard software specific to the sector (i.e.,
not from a large vendor), where this software may have
its own vulnerabilities.
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Small Professional Service (Sm): A larger variant of
a Micro Professional Service company, with more assets
hosted locally in dedicated facilities.

e ND: Likely that the company deals with potentially
sensitive data and wishes to keep the data on-site, al-
though other cloud-based services may be used.

e DA: Internal e-mails will be relayed frequently as sep-
arate teams emerge, where spoofing-based approaches
then gain traction. Non-standardised software specific
to the sector may be used. Clients and contractors may
connect uncontrolled devices to the network.

Single Site Public Facing (Mi): A small business, such
as a shop or restaurant, operating a web front for a physi-
cal service. Much of the business relies on preserving avail-
ability and access to web services, such as an online book-
ing/appointments system.

e ND: Consists mainly of a limited number of computers
based principally on one site, used to access the web
and cloud-based resources.

e DA: An online booking system is maintained, with re-
duced use of e-mails; as a public-facing entity there
may still be risks. Booking system requires secure con-
nections. Online payment systems are key to day-to-
day business interactions, used more frequently than in
smaller businesses.

Multi-Site Public Facing (Sm): An expansion of the
Single Site Public Facing business. A small number of dis-
tributed locations, with information held in cloud services
and accessed publicly through a single portal.

e ND: Based on a number of similar sites connecting
via a set of web resources. There is a main site where
most business functions are managed (equivalent to a
head office); satellite sites access resources remotely as
needed.

e DA: Bookings maintained by online booking systems.
E-mails are traded between sites, opening up avenues
for spoofing of payment requests. Booking systems re-
quire secure connections. Credentials may provide in-
creasing levels of remote access not only to data assets
but also to business systems.





