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ABSTRACT

Domain Name System (DNS) had been recognized as an indis-
pensable and fundamental infrastructure of current Internet. How-
ever, due to the original design philosophy and easy access prin-
ciple, one can conveniently wiretap the DNS requests and res-
ponses. Such phenomenon is a serious threat for user privacy
protection especially when an inside hacking takes place. Moti-
vated by such circumstances, we proposed a ports distribution
management solution to relieve the potential information leakage
inside local DNS. Users will be able to utilize pre-assigned port
numbers instead of default port 53. Selection method of port
numbers at the server side and interactive process with corres-
ponding end host are investigated. The necessary implementation
steps, including modifications of destination port field, extension
option usage, etc., are also discussed. A mathematical model is
presented to further evaluate the performance. Both the possible
blocking probability and port utilization are illustrated. We expect
that this solution will be beneficial not only for the users in securi-
ty enhancement, but also for the DNS servers in resources optimi-
zation.
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1. INTRODUCTION

In order to keep a balance between human’s memory habit and
computer’s recognition pattern, Domain Name System (DNS) [1]-
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[3] is introduced as a responsible and straightforward proxy be-
tween humans and computers. The Uniform Resource Locators
(URLs), which are quite familiar to the users, can be mapped into
corresponding IP addresses, which are comprehensible for the
machines, before the end hosts want to obtain the online services.
Normally, the local DNS servers will store some famous and fre-
quently visited URLs. If there is no matching can be found, by
using a hierarchical decentralized structure, these DNS requests
will be forwarded to the up level servers. Such iteration should
continue until a correct IP address or “Not found” returns. Al-
though this system had been successfully used for decades, there
are still many tough issues (such as insider threats [4][5], anomaly
behavior [6][7], large scale [8]-[10], distributed denial of service
[11]-[13]) needed to be better solved.

From a system perspective, for instance, due to the rapid progress
in social network applications, more and more short, irregular and
volatile URLs are involved, which definitely increase the burden
of DNS during the inquiring process. These huge volume requests
generated from smart phones, laptops, pads, etc. further worsen
the situation. Since there are only 13 original root servers in cur-
rent Internet, efficiency, scalability, and reliability of whole DNS
should be reconsidered carefully and comprehensively [14]-[16].

From the user perspective, more importantly, privacy is a chal-
lenging issue that attracts significant attentions in communities. In
order to realize the timeliness during DNS inquiring, the simplifi-
cation had been regarded as an extremely crucial aspect of the
original design philosophy, which also hides some potential
threats. One obvious example is that the DNS requests might be
wiretapped by other users. It is not complicated for the hackers to
execute that because most of DNS is operating on top of User
Datagram Protocol (UDP) or Transmission Control Protocol (TCP)
with public and fixed port number. If “man-in-the-middle” attack
is successfully initiated inside the system, the hackers would be
able to spoof the DNS server based on the information they moni-
tored. DNS Private Exchange (dprive) working group [17] had
been established in the Internet Engineering Task Force (IETF)
[18] just to focus on this emerging area.

Motivated by previous discussions, we aim to design a possible
solution for privacy protection during the local DNS inquiring
procedures. More specifically, the port assignment and switching
management are studied in-depth at the local network range. Port
53 of UDP and TCP is commonly and widely adopted in DNS,



which bring the convenience and risk simultaneously. In order to
achieve such goals, some essential questions need to be carefully
answered: How to increase the difficulty of eavesdropping with-
out adding cost? What is the necessary factor during implementa-
tion process of new approach? How to analyze the performance of
new solution from the mathematical point of view?

The main contributions of this paper could be summarized into
two aspects:

(1) A ports distribution management solution is firstly proposed,
and the necessary implementation steps together with results are
also provided.

(2) A mathematical model is presented and analyzed to quantita-
tively evaluate the performance.

The organization of this paper is as follow: In Section 2, the fre-
quently-used types of attack are listed and privacy-related issues

are emphasized. Then possible location of DNS server is reviewed.

The potential influences of information leakage are also analyzed.
Section 3 proposed the solution of ports distribution management.
After the principle discussion of port number assignments, specif-
ic port switching schemes are presented via both end host’s and
DNS server’s perspectives. Then the implementation results are
demonstrated for validation purpose. In Section 4, for quantita-
tively investigating the relationship among different service para-
meters, one mathematical model is introduced. Then the perfor-
mance analysis is illustrated and compared. Section 5 summarizes
the entire paper at the end.

2. POTENTIAL RISKS IN DNS INQUIRING

There are various types of potential risks when the DNS messages
are exchanged between servers and end hosts. In order to compre-
hensively understand it, we list different types of attack and focus
on privacy-related cases. Then possible locations of default DNS
server are presented to analyze possible influence of information
leakage.

2.1 Possible Types of Attack for DNS

During the DNS request and response process, normally, it is
difficult to predict the weak point of a system since there are more
than one attack approaches [19]-[22]. For instance, Sniffing attack
could grab the data packets during the transmission without
changing or interrupting original communication; Injection attack
could insert some malicious codes or commands to destroy or
affect the ordinary execution; Capture attack could pretend to be
the end host to communicate with the remote server; Phishing
attack could pretend to be the server and return the fake informa-
tion back to the end host; Bandwidth occupation attack could
generate huge volume of traffic and force them to the server si-
multaneously. Repetition attack could ask the server to operate the
similar task many times. Unfortunately, all these attack forms
could happen to DNS. Since we mainly focus on privacy-related
issue, the previous three cases (i.e. sniffing, injection and capture)
are selected as the primary target.

2.2 Possible Locations of Default DNS Server

Assuming an URL’s IP address is a brand new one and had never
been buffered in DNS. Then the full resolution steps of these
URLSs might be as follow: (1) The end host checks its local map-
ping relationship buffer inside the machine. (2) A new request
will be sent from the end host to the default DNS server. (3) Then
such request will be forwarded from the default DNS server to the
root DNS server. (4) IP address of the first level (or other level)
domain name server will be replied to the default DNS server. (5)
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A new request will be created and sent from the default DNS
server to the first level (or other level) domain name server. (6)
The iteration of “step (4)” and “step (5)” should be executed until
the corresponding IP address of this URL is correctly found. (7) A
respond will be returned from the default DNS server back to the
end host.

It is clear that the default DNS server is a significant component
during the whole process. Based on current practice, the possible
locations of it might be: (1) Local Area Network (LAN): the own-
er of the server might be an institution, a company, or even the
user. The Round Trip Time (RTT) between end host and default
DNS server is quite small. (2) Internet Service Provider (ISP):
multiple servers might be established based on anycast technology.
The optimization could be operated to reduce the latency of DNS
inquiring. (3) Wide Area Network (WAN): some well known
DNS-supported IP address, such as 8.8.8.8, 114.114.114.114, can
be easily found online. Normally, they are open to public if their
privacy policy is accepted. Passive data collection might be ex-
ecuted for operation, upgrade and research purposes.

The probability of being eavesdropped will be increased if more
intermediate network equipments are getting involved between
end host and default DNS server. The situations for subsequent
inquiries among other DNS servers are also the same. However,
this paper only focuses on the first case and attempts to propose
effective solution.

2.3 Possible Influence of Information Leakage
When previous privacy-related attacks are enabled between end
hosts and default DNS servers, different influences of information
leakage might be triggered.

Firstly, as the simplest case, the specific website could be ob-
tained by monitoring the DNS traffic. Some representative tags,
such as “sports.163.com”, “book.sohu.com”, further indicate the
users’ interest. Moreover, other generic classifications (including
the location, native language, personal preference etc.) are also
available based on brief analysis.

Secondly, although the information of webpage will not be sent to
the DNS server, the exact webpage still might be extracted from
the DNS traffic. For example, when a user wants to visit:

example.com/4421184/3847815/5481123,

only the “domain name” part (i.e. “example.com”) of the website
will be used for DNS inquiring. As soon as the IP address has
been received, the user will send the remains of the URL directly
to the website. Such process means the monitor on default DNS
port can not explicitly capture the information of webpage. How-
ever, due to the multiple DNS requests triggered by the inline
elements of script language, the “fingerprint of webpage” could be
summarized, such as:

www.google-analytics.com,
static.baifendian.com,
api.share.baidu.com.

The purposes of these DNS requests might be statistics of traffic,
usage of Application Program Interface (API), etc. They are quite
helpful for improving the functionalities of webpage. By identify-
ing the properties (request sequence, time interval, request fre-
quency, etc.) of different “fingerprint”, a specific webpage might
be located. Then a full URL could be easily obtained.

Thirdly, the privacy also might be challenged even the user did
not initiatively visit any websites. When the Internet connection is



ready, the operating systems and applications could automatically
generate several DNS requests. For instance, Windows or Linux
systems may check “updating” URLs; Firefox browser may check
“mozilla” URLs; Applications in smart phones may check “adver-
tisement” URLs. These DNS requests might leak the kernel ver-
sions of different software, which will definitely threaten the user
privacy.

Fourthly, combination analysis could be utilized in DNS informa-
tion wiretap. Here we only illustrate two examples:

(1) Identification Recognition: When the visiting pattern of a spe-
cific user had been accurately recorded, a usage database can be
created based on previous discussions. The identification of this
user could be recognized even if he or she had changed original
login terminal.

(2) Relationship Mining: Imaging a user had been attempting to
visit several typical URLs during a random period, the potential
relation among these websites together with user’s current state
might be achieved. If the URLs contain:

www.cam.ac.uk, uk.linkedin.com,
cn.indeed.com, job.alibaba.com,
www.uber.com/careers, maps.google.com.

In such case, we could infer a reasonable scenario: a student who
had finished his or her study in University of Cambridge is look-
ing for a job. The preferred recruit website is “Linkedin at United
Kingdom” and “Indeed at China”. Two attractive job positions
might be provided by “Alibaba” and “Uber”. The online map in
“Google” is selected for checking the locations or routes.

For reducing the probabilities of privacy leakage during local
DNS inquiring procedures, we proposed a ports distribution man-
agement solution.

3. PORTS DISTRIBUTION SCHEMES

The preparation work is presented at the beginning of this Section
to outline the preliminary of ports distribution. Necessary steps
and management solutions are detailed via user’s and DNS serv-
er’s perspective, respectively.

3.1 Preliminary of Port Number Assignments
There are two main strategies to achieve ports distribution: “static
mode” and “dynamic mode”.

For the first mode, based on the rules of Internet Assigned Num-
bers Authority (IANA), the traditional DNS service normally
open port 53 for receiving TCP and UDP requests, i.e. the user
could create two independent connections via TCP 53 port and
UDP 53 port, simultaneously. The port number applying can be
submitted to IANA. However, it will take a complex process and
long time to be approved. The hackers will be also aware of the
new assigned port number as soon as they are published. There-
fore, such “static mode” is not acceptable for the DNS ports dis-
tribution.

For the second mode, port numbers should be temporarily as-
signed to different users by DNS server when requests are re-
ceived. These new allocated port numbers must be recycled for
subsequent users. According to the regulation of RFC 6335 [23],
the port number of transport protocols can be classified into three
categories: The system ports (0-1023, assigned by IANA), the
user ports (1024-49151, assigned by IANA) and the dynamic
ports (49152-65535, never assigned). The system ports and the
user ports (0-49151) can be further classified into “Assigned”,
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“Unassigned” and “Reserved”. Therefore, it is more convenient to
choose “dynamic ports™ as the resource pool of port numbers.

3.2 Ports Distribution at the End Host Side

After traditional initialization, end host needs to consider whether
a new port number for DNS inquiring is necessary. If so, it should
check whether the port number had been assigned already. The
sender may also need to verify the expiration period of this port
number in some cases. Then a DNS request with new destination
port number could be sent if all previous questions are “Yes”.

If there is no existing port number, the end host should initiate a
“Port Distribution” request. When DNS server has successfully
opened the new port for the user, a confirmation will be triggered
and sent. If the DNS server does not support such new features or
new ports have not been opened yet, the sender could consider
other DNS servers or retry again. The final DNS request with new
destination port number (with original destination port number)
will be generated if port applying is successful (denied).
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Figure 1 Process flow at the end host side

The whole process flow via end host’s perspective can be found in
Figure 1.

3.3 Ports Distribution at the DNS Server Side

The procedures at the DNS server side is more complicated. Here
we only present new-feature-enabled situation. Port 53 for both
TCP and UDP requests should be monitored at all the time. If a
“Port Switching” request has been received, the opened port num-
ber for this specific user should be checked carefully. If it is still
valid, a success message should be returned back to the user. Then
necessary notification for firewall must be made at the DNS serv-
er’s side to guarantee subsequent requests can be received suc-
cessfully.

If the new port had not been opened yet or expired already, a deci-
sion of “Open New” port number should be made by the DNS
server. If the answer is “Yes”, one or more ports from 49152 to
65535 could be selected based on any customized algorithms.
When all the usable port numbers are occupied, the DNS server
could also compulsively recycle some “old” or “low priority” port
numbers. Then the monitoring threads will be triggered to take
care of these new port numbers. Relevant steps for notifying fire-



wall and user should be executed in sequence. If no port number
could be retrieved or DNS server does not want to open a new

port number, a “N/A” message should be returned back to the user.
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Figure 2 Process flow at the DNS server side

The whole process flow via DNS server’s perspective is demon-
strated in Figure 2.

We emphasize that these previous procedures could be integrated
to Domain Name System Security Extensions (DNSSEC) [24][25]
or other encryption protocols. Some representative considerations
and updates can be found in [26][27].

No. Time Source Destination Protocel Length Info

4 0.018477000 192.168.30.2
5 0.022128000 192.168.30.5
6 0.066552000 192.168.30.2
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Figure 3 DNS packets exchanging for applying port switching

3.4 Implementation and Verification

There are several handy tools (Unbound, BIND, PowerDNS, etc.)
can be used to establish DNS server. We selected the Unbound as
the original protocol stack model during the modification. Wire-
shark is used to capture and analyze the packet exchanging. C and
Python can be adopted to achieve our functionality.

Firstly, we generate ordinary data packet and selectively change
part of it during the DNS inquiring process. A demons program is
attempting to modify destination port number whenever a DNS
request is captured. Such function will not only enable the equip-
ment to achieve the port adjustment, but also provide a mechan-
ism for content replacement. The other fields inside DNS request
will be untouched.
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Secondly, the extension for port switching is implemented based
on the packet format proposed in RFC6891 [28] The motivation
of Extension Mechanisms for DNS (EDNS) is to release the origi-
nal limitation in DNS packet modifications. By adding the specif-
ic information into additional field, the sender could negotiate
with DNS server. Figure 3 illustrate the procedures of port switch-
ing. The IP address of end host and DNS server are respectively
assigned to 192.168.30.5 and 192.168.30.2. Packet No. 3 (the line
highlighted with orange color) shows that the original DNS re-
quest is still sent to default port. “00 35” is the hexadecimal of 53.
The rest part of this packet will attempt to apply for a new port
number. Packet No.4 is the response sent by DNS server. Since
there is no Wireshark plug-in to support our new packet, “Mal-
formed Packet” is marked to identify this data format which can
not be correctly recognized. However, it will not affect the inquir-
ing at the end host. Packet No.5 is the new DNS request whose
source port and destination port are filled with 33342 and 54444.
Finally, the corresponding response, i.e. packet No.6, is returned
back to the end host with the inquiring result. “Protocol” field of
packet No.5 and No.6 are marked with “UDP” instead “DNS”.
The reason might be Wireshark identifies the type of protocol
based on source and destination port number. Since both 33342
and 54444 are not recorded as DNS, only UDP will be shown at
“Protocol” field.

4. MATHEMATICAL ANALYSIS

In previous section, basic process at both end host side and DNS
server side had been presented, discussed and implemented. How-
ever, there are still some inevitable problems which directly affect
the performance of this new scheme, such as “When is the suita-
ble timing to recycle these occupied ports?”, “How long should an
end host possess one port”, “What is the reasonable quantity when
setting the port number pool?”. We believe that the answers are
not unified and should be adjusted based on the actual situation. In
order to better understand potential relationship among these pa-
rameters and reduce the privacy risks during the DNS inquiring
process, we present a mathematical model to analyze the system
performance.

4.1 Modeling of Port Switching Process

For each end host i , assuming the individual DNS request arriv-

ing rate 7, is following Possion distribution. Based on the super-

position theorem, the arriving rate of total DNS request
ra = rai (1)

ielU

also conform to Possion distribution, where U is the set of all end

hosts. Assuming the service period follows negative exponential

distribution and service rate is r,. The volume of available port

number is expressed with N, , then the value of equivalent port

number will be

m=a-k-N_, )
where  and k are representing the multiplex ratio and the usa-
ble ratio, respectively. For instant, if the N, is 16384 (i.e. 65535-
49152+1). The multiplex ratio and usable ratio are 2 and 0.1%,
respectively. Then the value of s is roughly equal to 32, which
means 32 port number could be assigned to end hosts.

If the DNS server employs “never buffer requests” strategy, port
switching requests will be directly denied or blocked when there
is no available port number. By utilizing the Markov theory, the
number of port switching request (NOT the DNS request) can be
regarded as the system state. Based on transition pattern, we have:
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Then the blocking probability (all #: ports are occupied) will be
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n-(2] LI5S o
The port utilization can be further expressed as
r) o1 N I
=|1-] | — la | |4 8
g (VJ M‘/Z?(VJ at |,

Equation (7) illustrate that the value of p, only related with r,,
. and s . If we want improve the Quality of Service (QoS), i.e.
reduce the blocking probability, compressing port switching re-
quest rates, shortening average period of one time DNS inquiring
and increase the volume of equivalent port number will be quite
reasonable and helpful.

Equation (8) represents the busy level of each equivalent port
number. Since multiplexed is allowable and recommended, one
physical transport layer port in DNS server might be visited by
multiple end hosts, simultaneously. Therefore, the practical utili-
zation of one physical transport layer port (expressed with [ )
might be beyond 100%. For instance, when busy level £, is 95%
and multiplex ratio ¢ is 5, the value of S can reach to 475%.
However, due to the complexity of available resource scheduling,
it is highly suggested that multiplex ratio setting should consider
r,and .
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4.2 Performance Discussions

The modeling process provides an approach to quantitatively un-
derstand the blocking probability p, and the port utilization [, .
The visible perspectives for these two parameters will be more
convenient for further investigations. Since it is impossible to
enumerate all the cases of port switching request rates r, and one
time DNS inquiring rate r,, the ratio of them is selected as the
independent variable. Figure 4 is generated according to the rela-
tion of numerator and denominator. Four representative values of
equivalent port number 7z are considered to illustrate the tenden-
cy and variations of function value. For better displaying the con-
trast, logarithmic coordinate in Y direction is adopted.

In Figure 4(a), the ratio of r, and r, is changing from 0.1 to 0.9.
For each 0.1 increment, the value of function is calculated. When
setting the equivalent port number equal to 10, the curve of block-
ing probability (presented by red line with circle) is approximate a
line. When the ratio value is set to 0.1, p, is 2.49E-17. The dif-
ferences to this value are only 1.63E-10 (0.5 in X axis) and 3.91E-
08 (0.9 in X axis). If the value of #: is enlarged to 40, the overall
values of curve (presented by purple line with square) are getting
lower. The nonlinearity is slightly displayed. The values in Y axis
are 1.11E-88, 6.76E-61 and 7.37E-51 when 0.1, 0.5 and 0.9 are
set in X axis. If the equivalent port number is increased to 70, the
blocking probability (presented by blue line with star) will be
further declined. The values in Y axis are 7.55E-171, 4.29E-122
and 2.13E-104 when 0.1, 0.5 and 0.9 are set in X axis. If the value
of m is set to 100, the curve (presented by green line with trian-
gle) illustrate obviously non linear characteristic. The minimum
value of blocking probability is 9.70E-259 when the ratio of r,
and r, is setto 0.1.

In Figure 4(b), the setting of 7, and r, ratio is unchanged. From
bottom to top, the lowest curve is representing the situation that
equivalent port number is equal to 100. The utilizations for all
cases are not high since the sufficient port number resource is
supplied. The minimum value on this curve is only 1.00E-03.
When shrinking the value of s: to 70, the entire values of curve
are getting larger. With the increasing of 7, and r, ratio, the port
utilization is enhanced. Some typical values are 1.43E-03, 7.14E-
03 and 1.29E-02 when X axis is set to 0.1, 0.5 and 0.9. If we fur-
ther decrease the equivalent port number to 40, the whole busy
level for all port number will be increased as well. The differences



value is 2.00E-02 when the ratio value is set to 0.1 and 0.9. When
minimizing the value of 7z to 10, the maximum in Figure 4(b)
will be reached (the £, is 9.00E-02 when the value of X axis is
0.9). And the differences value is 8.00E-02 when the ratio value is
set to 0.1 and 0.9. Although the overall gaps among four curves in
Figure 4(b) seem similar, the actual differences are quite huge due

to the influence triggered by logarithmic coordinate.

S. CONCLUSIONS

The huge volume of requests generated from all kinds of electron-
ic devices had brought tremendous pressures and serious privacy
issues in current DNS. More research work pointed inside hackers
may steal more crucial information of users, which had attracted
great attentions from both academic and industrial communities.
In this paper, we proposed a ports distribution management solu-
tion to enhance the user privacy inside local DNS. Firstly, the
potential risks during DNS inquiring are discussed via attack
types, DNS server location and information leakage influences.
Secondly, the ports distribution schemes are designed from differ-
ent perspectives and implementation the feasibility is also taken
into consideration. Thirdly, a mathematical model for describing
the port switching process is presented and a common scenario is
established to evaluate the performance. There are some interest-
ing findings in the results, such as the maximum utilization of
equivalent port number is smaller than 10%. We hope this solu-
tion will be useful for both security enhancement and resources
optimization in DNS.
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