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ABSTRACT

In this paper, we describe the results of several experiments de-
signed to test two dynamic network moving target defenses against
a propagating data exfiltration attack. We designed a collection of
metrics to assess the costs to mission activities and the benefits in
the face of attacks and evaluated the impacts of the moving target
defenses in both areas. Experiments leveraged Siege’s Cyber-
Quantification Framework to automatically provision the networks
used in the experiment, install the two moving target defenses, col-
lect data, and analyze the results. We identify areas in which the
costs and benefits of the two moving target defenses differ, and note
some of their unique performance characteristics.
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1. INTRODUCTION

Moving Target Defenses (MTDs) have a large potential to improve
cyber-security of individual hosts, as well as at the network level.
Quantitatively evaluating the effectiveness of MTDs is a challeng-
ing task for a number of reasons. MTDs can increase the complex-
ity of a networked environment, which can make it difficult to apply
the same sensors that could be used with the unprotected network.
Additionally, sophisticated cyber-attacks progress through a num-
ber of stages, and each MTD, by design, protects against some of
these stages, but not others. This makes it difficult to quantify the
effectiveness of an MTD at stages that occur later than those it is
designed to protect against because such stages are less likely to be
observed in the wild (since the attack may have been thwarted at an
earlier stage). In earlier work, we described methodology for MTD
quantification using Siege’s Cyber Quantification Framework [1].
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In this paper, we present the results of a series of experiments per-
formed using that methodology to assess two MTDs, ARCSYNE,
and SDNA.

This paper is organized as follows. In Section 2 we provide an
overview of the MTDs under examination and Siege’s Cyber Quan-
tification Framework, followed by our testing methodology and
definitions of new MTD-specific metrics in Section 3. In Section 4
we describe the specific experiments that were performed accord-
ing to this methodology, and analyze the results in Section 5. We
conclude in Section 6 with discussion of lessons learned and poten-
tial future work.

2. BACKGROUND

2.1 Moving Target Defenses

Two MTDs were provided by the Air Force Research Laboratory
(AFRL) for this effort, both based on dynamic network techniques.
The first, ARCSYNE (Active Repositioning in Cyberspace for
SYNchronized Evasion) is based on a network of protected nodes
with synchronized IP-hopping. ARCSYNE protects a network
through system-wide encryption and an ever-changing network to-
pology. The second, SDNA (Self-shielding Dynamic Network Ar-
chitecture), is based on cryptographically secure network dynamics
on an IPv6 network [2, 3, 4].

2.2 The Cyber Quantification Framework

The process of planning for cyber operations today is more of an
art than a science. Planners must rely more on instincts and expe-
rience than on experimental data and quantitative analysis. The
adoption of cyber-assets is hindered because planners lack clear
data to compare assets by complexity, cost, and benefit. There is a
need for principled and repeatable experimentation and quantitative
analysis of cyber-assets. To that end, we have been conducting re-
search into the fundamental metrics for cyber asset and defense
characterization, and constructing the Eprouvette Cyber Quantifi-
cation Framework (CQF) to support configuration and provisioning
of experiments, and data collection and analysis. At a high level,
our experimentation process is composed of three steps: (i) define
tests and execute experiments on virtualization-based testbeds; (ii)
examine the collected raw data and assess and compute metrics val-
ues; and (iii) compare and contrast the metric values for different
experimental subjects.



The CQF consists of three components roughly corresponding to
three steps of our aforementioned experimentation process: the Ex-
perimentation Configuration Module; the Cyber Metrics Processor;
and the Asset Assignment Engine.

The Experimentation Configuration Module (ECM) is a modular
system for specifying and executing experiment configurations.
The ECM provides low-level API and a high-level web interface
for constructing experiments, varying control parameters, selecting
data sensors, and so on, and for executing experiments in experi-
mentation testbed. The current implementation supports VMware
(ESXi and vCenter) based virtualization systems as testbeds. Ex-
periment configurations may specify operating system variants,
network topologies, software packages, and the ECM automates the
construction of the required networks, and provisioning of the vir-
tual machines, launching of tests, and data collection.

The Cyber Metrics Processor (CMP) processes the raw data col-
lected during experimentation by the ECM, determines (based on
what types of raw data were collected) what metrics can be com-
puted, and computes metrics values for the entities used in the ex-
periments. Like the ECM, the CMP supports a low-level API for
programmatic access, but interaction is typically through a high-
level web-interface. The CMP also provides users access to the raw
data in tabular form and simple plotting and graphing.

The Asset Assignment Engine (AAE) provides functionality for
more sophisticated analysis and comparison of experimental sub-
jects, in terms of the metric values computed by the CMP. The
AAE is designed to help planners by assessing and comparing the
predicted performance of experimental subjects in specified oper-
ating environments. The AAE supports several types of visualiza-
tions, and different types of prediction strategies, including decision
tree regression, which is particularly suitable for cyber-experimen-
tation wherein many features are categorical or discrete in nature.

3. MTD TESTING METHODOLOGY &
METRICS

As much as possible, this work is intended to apply the scientific
method, characterized by posing questions and hypotheses, making
predictions and performing experiments, and analyzing the results,
to the evaluation of moving target defenses.. For this effort, we
sought to answer high-level question: how effective are these
MTDs, and how costly? Hypotheses included, e.g., that MTDs are
effective at some points of the Cyber Kill Chain, but not against all
it, or that an MTD might be more costly in network overhead, but
less costly in local system resources. Testable predictions were
based on the intent of the particular MTDs, such as that attacker
reconnaissance will obtain a misleading view of the network struc-
ture, of that desktop applications will remain responsive despite in-
creased network usage. Experiment design involved creating in-
strumented networks running mission and attack tasks with and
without MTDs. The analysis process examined the raw data and
computed metric values, and sought to create some mathematical
models of some aspects of MTD performance, costs, and benefits.

A series of tests were conducted to assess the MTD technologies.
For each MTD, network topology and task set, we ran the task set
on the network topology with and without the MTD installed and
collected measurements.

Each task set was designed such that differences in measurements
with and without the MTDs for the task set characterized some
higher-level measurement (e.g., cost, benefit) of the MTD. In par-
ticular, in this effort we used a “mission activity” task set and an
“adversary activity” task set. The differences in measurements for
the “adversary activity” task set characterized the defensive benefit
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of the MTD. The differences in measurements for the “mission ac-
tivity” task set characterized the performance costs of the MTD on
amission. Additional attributes on tasks made it possible to analyze
high-level attributes in greater detail (e.g., MTD performance costs
for a specific type of mission task). By distinguishing these parts
of an experiment, each experiment test run could be specified as a
combination of a task set, a network topology, and an MTD config-
uration, as shown in Figure 1.

Test Suite
Task Sets Network Topologies MTD Configurations
Mission [ small [ ARsYNELow |[ SDNALow |
Tasks
[ Medium | [ ARCSYNEMed. | | SDNA Med. |
Attack
Tasks [ Large | [ ARCSYNEHigh | [ SDNAHigh |
TestRun N\~ N
Network MTD
| Task Set y [ Topology ] Configuration

Figure 1: Experiment Configurations

3.1 Metrics

We defined eight MTD “measure of effectiveness” (MOE) metrics,
one for each combination of task type (attack and mission) and at-
tribute (success, integrity, productivity, and confidentiality). Mis-
sion-based metrics are based on the assumption that in operational
networks, continual communication tasks contribute to a mission
goal, and attack-based metrics on the assumption that periodic at-
tacks can compromise confidentiality, integrity, and availability.

Evaluation of these metrics, shown in Table 1, is based on perform-
ing sets of tasks on networks with and without MTDs deployed.
These metrics are broken down into two categories: mission metrics
and attack metrics and an associated task attribute (described be-
low). The mission metrics assess an MTD’s impact on the under-
lying mission network and the ability to continue operations. The
attack metrics assess an MTD’s ability to hinder attackers.

Table 1: MTD Evaluation Metrics
Type Description

Category Attribute

The rate at which mission tasks

Mission
are completed

How quickly an attacker can  duration

perform and complete adver-
sarial tasks

Attack

Productivity

How often mission tasks are

Missi
1SS0 Guccesstul completed

How successful an attacker completed

may be while attempting to at-
tack a network

Success

Attack

How much mission infor-
mation is exposed to eaves-
droppers, can be intercepted,
etc.

Mission

exposed

How much attacker activity
may be visible to detection
mechanisms

Attack

Confidentiality

How much mission infor-
mation is transmitted without
modification or corruption

Mission intact

Integ-
rity




The accuracy of information

Attack .
ac viewed by an attacker

While we did not directly instrument measurements such as in-
creased attack surface created by the MTD (e.g., SDNA’s interme-
diate nodes, ARCSYNE’s rendezvous nodes), we expected that
these would be reflected indirectly in metrics such “Attack Produc-
tivity” (since there will be more nodes against which an attack can
be launched, and more nodes that could be used as pivots) and
“Mission Confidentiality” (since Attacker Reconnaissance may be
more successful with more nodes on the network).

The metrics defined in Table 1 are based on the assumption that
within a given operational network, tasks are continually per-
formed. These tasks may be mission-oriented or adversarial in na-
ture (and each of these categories can be subdivided further). Each
individual task has a number of attributes, some of which are ob-
servable. These include whether the task complete successfully,
whether the tasks’ “internal data” remains intact during its lifetime,
the duration of the task, the amount of time allotted for the task
before a timeout occurs, and whether the tasks’s “internal data” is
visible to observers.

Each of the attributes is associated with a category, as shown in
Table 1, and each task has a value for each of these attributes. For
instance, whether task i completed successfully is:

completed; = attributeicompleted

During some period of observation of a network, there will be some
number of attempted tasks, some of which can be categorized as
mission tasks, and some of which can be categorized as adversarial
tasks. We denote the number of each type of tasks as numTasks
with a subscript. For instance the number of adversarial tasks in an
experiment is:

numTaskSaerack

The metrics can now be defined as weighted averages of task at-
tribute values over the different types of tasks. (In our testing, uni-
form weights were used. The intent behind incorporating weights
into metric definitions is to support later inquiries of the type
“which MTD is most effective at protecting the confidentiality of
one particular type of mission task?”’) For each category C from
Productivity, Success, etc., and task type 7 from Mission and At-
tack, the corresponding metricr,c is defined by the formula:

numTasksr . c

i Z w; X attribute;

metricyc = _—
T numTasksr

where the indexed tasks are those of the appropriate type (that is,
just the attack or mission tasks). For instance, missionConfidenti-
ality 1S metricuission, Confidentiality, Which 1s:

numTaskSyission . i i
w; X confidentitality;

£ numTasksSyission

The questions of “how many tasks are there?” and “how are task
attributes observed?” are experimental in nature. In a live setting,
sensors would be deployed to both detect tasks and observe the at-
tributes. In the experimental setting of the present effort, the num-
ber of tasks is fixed for an experiment, and custom sensors are de-
ployed to observe their attributes. The experimental designs are
described in the following section.

4. EXPERIMENTAL DESIGN

This section outlines the parameters used to define the different se-
curity levels evaluated for each MTD technology, the configura-

131

tions used for testing, as well as the terminology (tags) used to de-
scribe the data within the experiment. A total of 44 tests were con-
figured. The configurations include permutations on five variables:

1. Which MTD setup is in use (ARCSYNE or SDNA.)

2. Network scale (10 nodes, 20 nodes.)

3. Whether representative attack tasks or the APT are used

4.  Whether the MTD is deployed, and if so, at which secu-
rity level (low, medium, high). Security levels are inter-
preted differently for each MTD.

5. Whether the attacker is internal or external.

The configurations are listed in Table 2. A white triangle(a) indi-
cates that MTD Effectiveness Metrics were collected; a black cir-
cle(e) indicates that only Successful Deployment, indicating the
success of the APT, was collected.

Internal attacks were not performed with ARCSYNE, as
ARCSYNE only attempts to protect the communications among a
network of trusted nodes from external observers. ARCSYNE does
not attempt to protect the protected nodes from each other and so
does not, by design, protect against internal attacks.

Table 2: Test Configurations

ARCSYNE SDNA
Scale 10 Scale 20 Scale 10 Scale 20
Tasks ~ APT Tasks ~ APT Tasks ~ APT Tasks APT
No MTD A . A . A . A .
Inter-
Low nal a . A *
Secu-
rity Exter- A . N . A . N .
nal
Mo I N
dium na
Secu- Exter-
rity nal A . A . A . A .
i Inter- A . N .
High nal
Secu-
rity Exter- A . N . A . N .

nal

The tests measured the network security gains and associated per-
formance implications for the MTD in various configurations but
did not act as a “red-team” looking for specific vulnerabilities in
the MTD systems.

4.1 Security Levels

ARCSYNE and SDNA do not operate in identical ways, and do not
have all of the same kinds of configuration parameters. In order to
approximate general security levels for the MTDs, we chose differ-
ent hop delay (the time between IP address changes) for
ARCSYNE, and different access policies for SDNA. These secu-
rity levels are detailed in Table 3.

Table 3: MTD Security Levels

ARCSYNE SDNA
Low Hop delay  Whitelist: Intranet, FTP, mail,
10.0s LDAP, HTTP, ping, DNS, SSH,
MySQL, NTP, SNMP, WebSSL,
RDP
Medium Hop delay Whitelist: FTP, mail, HTTP,
1.0s ping, DNS, SSH, MySQL, NTP
High Hop  delay Whitelistt FTP, Mail, Web,
0.1s MySQL, ping




4.2 Network Topologies

The experimental parameters simply specify the network as a hav-
ing a scale of 10 or 20, but the two MTDs structure networks dif-
ferently, and require additional nodes on the network. The scale
parameter refers to the number of end-user workstations in the net-
work. The differences between the network structures mandated by
the two MTDs are described in the following sections.

The SDNA network configuration, shown in Figure 2, consists of
one main network, isolated networks for the ACC node, server
node, each client node, and, in the Internal Attacker scenario, the
attacker node. The Internal Attacker is a node attached to the net-
work in the same manner as a Client and running the same SDNA
software as a client. The External Attacker is a standard Fedora
node connected directly to the main SDNA network.

The ARCSYNE network configuration, shown in Figure 3, is a sim-
pler structure than that required by SDNA. (Note that Figure 3 in-
cludes provisions for both an internal and an external attacker, but
the experiments on which we report here did not include the internal
attacker.) There are two networks with each node connected to
both. The external attacker is a Debian machine attached to the
network in the same manner, but is not running ARCSYNE.

GEE

altacker

External Attacker
Clients

S,

L
attacker [w

GG,

attacker |

Internal Attacker

Figure 2: SDNA Attacker Network Diagram

ARCNode

server

External Attacker

Internal Attacker

! .t\R(:N':)dema‘:ker

Figure 3: ARCSYNE Attacker Network Diagram

Clients

! Cyber Kill Chain is a registered trademark of Lockheed Martin.
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4.3 APT Model

In order to develop a realistic set of adversarial tasks, and in order
to sub-categorize adversarial tasks in a manner to better character-
ize MTD effectiveness against them, we adopted a specific model
of Advanced Persistent Threat (APT) behavior. Specifically, we
adopted a threat model based on the Cyber Kill Chain™! intro-
duced by Lockheed Martin [5]. The Cyber Kill Chain™ includes
seven stages: (i) Reconnaissance, target identification; (ii) Weapon-
ization, linking exploitation with deliverable payload(s); (iii) De-
livery, transmission of a payload to target environment; (iv) Exploi-
tation, execution of the payload to gain access; (v) Installation, of
persistent code; (vi) Command and Control, remote communica-
tions; and (vii) Actions on Targets, data collection, exfiltration,
propagation, and malicious operations.

MTD defenses are not designed to provide complete security
against actions at every stage of the Cyber Kill chain. Instead, dif-
ferent MTD technologies provide varying degrees of protection
against actions at each stage. For experimentation, we developed a
suite of adversarial tasks representative of an advanced persistent
threat through the Cyber Kill Chain (e.g.: nmap for network scan-
ning during the reconnaissance and weaponization phase; Ncrack,
SCP, and SSH for delivery and exploitation). By categorizing ad-
versarial tasks according to kill chain stages, it is possible to char-
acterize the defensive benefits of different MTDs against different
stages of attacks.

5. RESULTS

In this section we report on some of the results from our experimen-
tation. In the large, we found that both ARCSYNE and SDNA were
effective at stopping the types of adversarial behaviors that they
were designed to mitigate, but each carries its own unique overhead
to the network and end-user system. The differences in types of
configuration possible for each system makes it impossible to do a
direct comparison, but there are some trends that apply to both
MTDs, such as that higher security levels, unsurprisingly, can cause
higher overhead or impact to missions. During our experimenta-
tion, we also discovered that some characteristics of MTDs, such as
compatibility with certain software packages, or intended area of
protection, should be made known to decision makers, but are not
perfectly reflected in the metrics we have set forth here. It is im-
portant to recognize that we tested the MTDs against a typical set
of attacks that were not intended to bypass or exploit the MTD sys-
tems. In a real world scenario it is anticipated that an attacker would
evolve their tactics, techniques and procedures (TTP) in an attempt
to minimize or circumvent the security gains provided by the MTD
system.

5.1 Attack Metrics

Both ARCSYNE and SDNA were effective at stopping the kinds
of attacks that they were designed to mitigate. In both cases, there
are circumstances that can allow an attacker to make slightly more
progress. ARCSYNE does not perform access control between the
nodes within the protected network (and does not attempt to), so
internal attacks on ARCSYNE were excluded from these experi-
ments. Internal attacks against SDNA were also stopped, but were
able to progress slightly farther when the attacker was located
within the network. The approximate attack metric scores for the
five configurations are shown in Table 4.



Table 4: Attack Metrics for MTD Configurations

£
g £
E § B %
o =] on
= > S Q
. 4 = = =
Configuration O »n A =
No ARCSYNE 07 1.0 05 1.0
ARCSYNE 1.0 02 07 0.0
No SDNA 07 09 07 09
SDNA, External 1.0 03 0.7 0.0
SDNA, Internal 1.0 05 04 0.1

Note that the metrics must be interpreted in light of each other. For
instance, while attacker confidentiality increases in the presence of
both MTDs, this is because as the attack tasks fail, there is less ad-
versarial information that can ever be exposed. It is also interesting
to note that attack productivity in the external case for SDNA (and
the only attacker case for ARCSYNE) actually increases. This is
due to the fact that attack tasks that fail, end more quickly, which
technically means that more tasks could be launched by an attacker
during the experiment. The most important metrics that show that
the MTDs are stopping the attack tasks are Attack Success and At-
tack Integrity. Decreasing Attack Success values mean that fewer
attack tasks, even those that finished, are finishing successfully.
Decreasing Attack Integrity values mean that reconnaissance tasks
like an nmap scan are not returning accurate information to the at-
tacker.

Security policies did have noticeable effects on the metric values
for different types of attack tasks. For instance, since SDNA’s
lower security levels allow SSH traffic, the SSHPass attack task
makes more progress at the lower security levels, allowing partial
success at lower security levels, as shown in Table 5.

Table 5: SSHPass Attack Metrics for SDNA Security Levels

Z

£ s 2 &

= 1> S Q

. e = = =
Configuration © 7 - -
No SDNA 1.0 1.0 1.0 1.0
SDNA, Low 1.0 04 06 04
SDNA, Med. 1.0 02 06 03
0.0

SDNA, High 1.0 00 05

5.2 Mission Metrics

Our hypotheses included that MTDs would be reasonably good at
their intended tasks, stopping most or all of the attack tasks, and
would impose minimal system overhead. For the most part, the
MTDs do have a slight overhead that is reflected in the mission
metrics (also see Section 5.3 for low-level performance overhead).
Some investigation shows that the greatest impacts on mission met-
rics were due to unusual configurations of the MTDs. Table 6
shows the results of the mission metrics for the five configurations.

Table 6: Mission Metrics for MTD Configurations

£

g £
E § 2 3
1 =] o
= o S Q
. e = = =
Configuration Q n - -
No ARCSYNE 02 1.0 10 07
ARCSYNE 1.0 09 09 0.6
No SDNA 05 10 1.0 1.0

SDNA, External 02 05 04 0.5
SDNA, Internal 1.0 05 04 0.5

For ARCSYNE, confidentiality increases, which is expected be-
cause ARCSYNE encrypts all traffic on the protected network.
There are also slight decreases in other metrics, reflecting the fact
that the MTD imposes some overhead. Further investigation
showed that the decreases were almost entirely found in the low
security level with the high hop delay (10s). Such high hop delay
values would be uncommon in practice (recommended values are
between 0.1 and 1.0 seconds), so the observed mission metrics for
ARCSYNE at typical hop delay settings seem relatively stable.
These latter results are shown in Table 7.

Table 7: ARCSYNE Mission Metrics vs. Hop Delay

£

= Z

£ E

3 g % g

— -]
Delay © = A~ »n
0.1s 1.0 075 1.0 1.0
1.0s 1.0 075 1.0 1.0
100s 1.0 045 08 0.75

At initial investigation, SDNA appears to impose a more drastic
overhead. However, further investigation again reveals that the
MTD generally has a better result, but that one particular factor
pulls down the overall scores. It turns out that the connection mech-
anisms in FTP are not supported by SDNA’s access policy imple-
mentation. When FTP tasks are removed from consideration,
SDNA’s impact on the mission metrics is much less pronounced.

A form of our initial hypothesis, then, is confirmed by these find-
ings. MTDs can operate in a way that is effective against adversar-
ial tasks, and that has little impact on mission tasks. However, op-
erators and administrators who deploy these systems must be aware
of their expected ranges of configuration values, and must know in
advance which services an MTD is and is not compatible with.

5.3 Performance

The mission metrics provide some guidance for the high level im-
pact that an MTD may impose on the mission tasks that a network
is implemented to support. During these experiments, we also col-
lected lower-level performance data, such as percent CPU utiliza-
tion, to determine the effects of the MTDs on the individual hosts
in the network. Each MTD does impose some overhead on indi-
vidual end-user systems, and both have some unique characteris-

tics.
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ARCSYNE is based on IP-hopping, and each node periodically
changes its IP address, which requires some amount of computa-
tion. Investigating ARCSYNE node’s CPU usage under different
circumstances indicates higher CPU usage with smaller hop delays
(i.e., greater hop frequency), and with larger scale (probably since
there are more nodes to synchronize with).

At a hop delay of 1.0s, the CPU utilization of ARCSYNE nodes
remains relatively stable, at approximately 3%. When the hop de-
lay is decrease to 0.1s (which is an increase in hop frequency), the
average CPU utilization increases to approximately 30%.

Examination of approximate average CPU usage in all six combi-
nations of scale and hop delay are shown in Table 8. Unlike
ARCSYNE, which exhibited fairly consistent CPU utilization that
changed with scale, SDNA has “spiky” CPU usage, and “normal”
CPU usage does not seem to increase with scale.

Table 8: ARCSYNE CPU Usage vs Scale and Hop Delay

Hop Delay
0.1 1.0 10
10 =10% =3% =1%
Scale
=30% =5% =1%

6. CONCLUSIONS

The experimentation process led to a number of interesting obser-
vations. One is that some defenses may be incompatible with cer-
tain types of mission tasks, which planners and operators must take
into consideration while selecting an MTD for deployment. An-
other is that an important aspect of an MTD’s behavior is its re-
sponse to errors; experimentation revealed that one MTD that usu-
ally provides encryption would transmit data in the clear if it failed
to connect to the protected network.

The effectiveness evaluations reveal that both MTDs are relatively
successful in deterring the types of attacks that they aim to stop, and
that both MTDs stopped the APT. The data reveals that there is a
tradeoff between the defenses provided by an MTD and its cost to
mission performance and resource overhead.

Experimentation with complex systems and networks is a difficult
task. Characterizing network-based MTDs is challenging, for a
number of reasons, not the least of which is that because implemen-
tations vary in so many ways, there are many aspects of perfor-
mance that are unique to each defensive system. It is difficult to
design metrics in advance that will accurately and informatively
capture the behavior of complex systems. When developing these
metrics, it was clear that a distinction between “task completed”,
“task completed successfully”, and “task completed successfully,
yielding valuable information” was necessary. This is especially
true, for agile defenses that may aim to deceive attackers, requiring
attacks to appear successful, while not providing attackers with use-
ful information.

This research can continue in a number of directions. It would be
quite interesting to test with network-based MTDs to find similari-
ties and differences, and to extend this methodology more broadly.
One extension would be to branch out toward other types of non-
network-based MTDs, such as rotating software defenses, in which
server and client software is periodically rotated or even lower-
level defenses such as memory space randomization. Support for
automated combinatorial testing could reduce the amount of testing
needed, while increasing the number of useful variable combina-
tions. Anti-virus systems may contain dozens of vulnerabilities,
many leading to remote code execution (RCE) and raises questions
regarding the net security gain they provide [6] [7]. Future MTD

134

quantification work should include an analysis of vulnerabilities in
the MTD systems, and quantify how adding an MTD to the network
affects the attack surface of the network.
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