Multi-dimensional Host Identity Anonymization for
Defeating Skilled Attackers

Jafar Haadi Jafarian, Amirreza Niakanlahiji, Ehab Al-Shaer, Qi Duan
Department of Software and Information Systems
University of North Carolina at Charlotte
. . _ Charlotte, NC, USA
{jjafaria, aniakanl, ealshaer, gqduan}@uncc.edu

ABSTRACT

While existing proactive-based paradigms such as address
mutation are effective in slowing down reconnaissance by
naive attackers, they are ineffective against skilled human
attackers. In this paper, we analytically show that the goal
of defeating reconnaissance by skilled human attackers is
only achievable by an integration of five defensive dimen-
sions: (1) mutating host addresses, (2) mutating host fin-
gerprints, (3) anonymizing host fingerprints, (4) deploying
high-fidelity honeypots with context-aware fingerprints, and
(5) deploying context-aware content on those honeypots.

Using a novel class of honeypots, referred to as prozy hon-
eypots (high-interaction honeypots with customizable fin-
gerprints), we propose a proactive defense model, called
(HIDE), that constantly mutates addresses and fingerprints
of network hosts and proxy honeypots in a manner that
maximally anonymizes identity of network hosts. The ob-
jective is to make a host untraceable over time by not letting
even skilled attackers reuse discovered attributes of a host
in previous scanning, including its addresses and fingerprint,
to identify that host again. The mutations are generated
through formal definition and modeling of the problem.

Using a red teaming evaluation with a group of white-hat
hackers, we evaluated our five-dimensional defense model
and compared its effectiveness with alternative and com-
peting scenarios. These experiments as well as our ana-
lytical evaluation show that by anonymizing all identifying
attributes of a host/honeypot over time, HIDE is able to sig-
nificantly complicate reconnaissance, even for highly skilled
human attackers.

1. INTRODUCTION

Network reconnaissance, as a recurring process of iden-
tifying, enumerating and fingerprinting network hosts, is a
precursory step to majority of advanced external and insider
attacks against enterprise networks [1,2]. Reconnaissance is
performed by gathering information from a series of scan-
ning probes [3], where the objective is to identify attributes
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of network hosts, including their names, interfaces and their
associated MAC/IP addresses, and fingerprints (operating
system, open ports and running services). Collectively, these
individual information pieces could be envisioned as a hypo-
thetical dataset that describes network hosts.

Given this hypothetical dataset, we can restate the prob-
lem of defeating adversarial reconnaissance as dataset
anonymization [4], i.e., anonymizing every attribute of a
host that could serve as an identifier or quasi-identifier [4]
for that host. Achieving this basically means that the re-
connaissance data which have been collected about a host
could not be used later to identify that host.

The need for this anonymization has been the underlying
justification for a novel class of proactive defense techniques
based on moving target defense (MTD) paradigm, referred
to as address mutation/randomization. These approaches
mainly focus on anonymizing host addresses by mutating
them over time [1,5,6]. However, while address anonymiza-
tion is sufficient to defeat automated and naive attackers,
skilled adversaries could still use other identifying attributes
of a host, especially a host fingerprint at network or applica-
tion level, to identify it later. For example, if the adversary
knows that the target host is the only one that is running
a specific distribution of Apache Web server on port 80, she
can use this to identify the target host, even after its address
is mutated.

In this paper, we show that effective anonymization of host
identities against reconnaissance by skilled attackers entails
synergistic composition of five dimensions: (1) mutating
host addresses and domain names (only against reverse-DNS
queries) [1], (2) anonymizing host fingerprints, using the con-
cept of k-anonymity from data privacy [4], (2) mutating host
fingerprints, (4) deploying high-fidelity (high-interaction and
context-aware) honeypots and (5) placing context-aware and
believable contents and data on these honeypots.

To this aim, we propose a proactive defense model, called
Host IDEntity anonymization (HIDE), that integrates these
five dimensions in a way that synergistically anonymizes
host identities in a transparent manner and without affect-
ing regular operations of the network; i.e., breaking active
sessions or manipulating production traffic. Specifically, for
each interval HIDE updates attributes of production hosts,
including their addresses, name, and fingerprints, both in
public (DMZ) and internal address space. For each interval,
it also populates these spaces with a set of honeypots with
fingerprints that are carefully designed to anonymize iden-
tity of production hosts. As part of our work, we formally
define strategies for generating fingerprints that satisfy the



anonymization criteria. We model this NP-complete prob-
lem as a constraint satisfaction problem, and solve it using
off-the-shelf Satisfiability Modulo Theories (SMT) solvers
[7].

To realize our model in an enterprise network, we rely on
prozy honeypot services; high-interaction platform/services
that are hosted on a collection of honeypot machines in a
consolidated network called honeypot cloud. Accordingly, we
define the notion of prozy honeypot as an imaginary machine
that is pretended to be located on a specific address, but is
merely a set of meaningful redirections to platform and ser-
vices that may physically belong to different machines in
honeypot cloud. Using customizability of proxy honeypots,
we also introduce the concept of high-fidelity honeypot as
a decoy host with configuration and behavior that is indis-
tinguishable from a production host, both individually and
with regard to the mission and context of its surrounding
network.

To realistically evaluate effectiveness of HIDE in deceiving
human attackers, we performed a thorough red teaming ex-
periment with six participants with penetration testing and
ethical hacking backgrounds. Our objective was primarily
to understand how HIDE affects reconnaissance activities of
skilled human attackers, and also how indistinguishable (be-
lievable) our high-fidelity honeypots are to these attackers.
These experimentations, as well as our analytical modeling,
confirms that our five-dimensional defense strategy is very
effective against human attackers. Moreover, our assessment
shows that the proposed high-fidelity honeypots are not dis-
tinguishable from production hosts. Mutation of fingerprints
and addresses resulted in effective anonymization of both
production and honeypot hosts across subsequent intervals.
This constantly invalidated participants’ previous reconnais-
sances. Using a metric called mean time to compromise, we
show that even in a small testbed, HIDE deployment signif-
icantly deters attack progression and completion.

2. RELATED WORK

Proactive techniques for disrupting reconnaissance could
be broadly divided into two categories: MTD-based and
deception-based approaches. Moving target defense relies
on randomizing static system parameters, to invalidate at-
tacker’s reconnaissance information. In this direction, sev-
eral approaches have been proposed [1, 8, 9] for mutation
of IP addresses, especially over time. NASR [5] relies on
DHCP to randomize IP addresses over time. RHM [1] and
OF-RHM (8] propose using DNS for address randomization
without changing the actual IP address of network hosts,
in order to prevent TCP/UDP sessions from being broken.
RHM [1] identifies additional need for mutating MAC ad-
dresses to defeat LAN-level reconnaissance, and mutating
domain names to counter reverse-DNS queries. While these
works are effective against automated scanners and worms,
in our evaluation we show that they have limited effective-
ness against human attackers.

In contrast, deception-based technologies, rely on luring
attackers away from critical hosts, in order to prolong ad-
versarial reconnaissance and attack progress. It has been
shown that honeypots are highly effective in slowing down
worm breakouts, and decreasing amount of attacks on pro-
duction hosts [10].

Budiarto [11] propose the idea of dynamic honeypots, which
passively [12] or actively [13] discover production systems on

a network and uses this information to create honeypots that
are similar to production hosts and blend in the surrounding
network. Anagnostakis et al. [14] proposes shadow honey-
pots, an identical copy of production servers, as an strategy
to deploy honeypots in a production environment. Cohen et
al. [15] investigate several intuitive honeypot configuration
strategies, including shadow honeypots, and shows their ef-
fectiveness in deceiving attackers via thorough red teaming
experiments with human subjects.

Some recent works have realized the need for using IP mu-
tation to defeat honeypot mapping attacks [16-18]. These
attacks aim to detect and blacklist honeypots in a target ad-
dress space before initiating the attack, using various prob-
ing methods [19,20].

Authors in [6] correctly identify the need for strength-
ening address mutation with decoy services against sophis-
ticated adversaries, but their approach neglects important
theoretical aspects of anonymization such as mutation and
anonymization of host/honeypot fingerprints. Moreover, ef-
ficacy of their proposed model is not tested against real hu-
man attackers.

In summary, none of the existing approaches recognizes
the need and synergy of combining the five-dimensional proac-
tive defense for defeating adversarial reconnaissance per-
formed by skilled adversaries.

3. METHODOLOGY

In this section, we first present the threat model addressed
by our approach, as well as the defense objective against
this threat model. Then, we provide an overview of HIDE
architecture, protocols, and algorithms.

3.1 Threat Model, Objectives, and Metrics
3.1.1 Threat Model

According to the intrusion kill chain [21], reconnaissance is
the primary and initial step of any advanced and persistent
intrusion on enterprise networks. At network level, recon-
naissance refers to the process of (1) discovering and enu-
merating network hosts, (2) scanning these hosts at network-
and transport-level (detecting OS and open ports), or
application-level (identifying services names), and (4) dis-
covering exploitable vulnerabilities for each host [3].

If attacker knows name of a host, she will obtain its IP
address from DNS and proceed to attacking that host. These
classes of attacks are not the focus of our approach.

However, usually only a few domain names for public
servers are known to attackers, and these hosts may not be
exploitable. More importantly, intrusion attacks are usually
multi-staged; they are usually initiated with compromising
a vulnerable public server, and moving inward toward crit-
ical assets deep inside the target network [1]. Even though
domain name for public servers might be known, domain
names for internal servers are usually unknown to external
parties.

Therefore, in order to discover other hosts (especially in-
ternal ones) in the enterprise network, the attacker needs
to scan the address space, which results in issuing probes
to non-existing addresses and closed ports. This behavior is
obviously in contrast with how a regular user communicates
with a server, which is initiated by obtaining the server’s
IP address from its authoritative DNS. However, after dis-
covering an active IP address, the attacker may also issue



a reverse-DNS query to obtain the domain name from the
host’s address.

After identifying active hosts, the attacker uses further
reconnaissance to identify host fingerprints and vulnerabili-
ties [3]. This information is usually achieved by aggregating
individual information pieces derived from a set of network
probes that could be generated by tools such as Nmap and
Nessus [3].

While address mutation and rDNS name mutation [1] are
disruptive to automated worms and naive adversaries, our
discussion will be focused on raising the bar against skilled
human adversaries, who would use any available information
such as a host’s fingerprint to re-identify that host after its
addresses have been mutated. In fact, while mutating ad-
dresses of a host would significantly complicate adversarial
reconnaissance, a host identity can still be recognized and
traced by its fingerprint. In other words, a skilled attacker
can fingerprint a host and use that fingerprint in future to
distinguish that host, even after its address is mutated. For
example, if adversary knows that the target host is the only
host in the network that is running a specific distribution
of Debian OS with an Apache Web server on port 80, she
can use this information to identify that host, even after its
addresses are mutated.

3.1.2 Defense Objectives

In a conventional network, the reconnaissance stage of the
kill chain [21] occurs only once, because attacker’s search
space constantly shrinks: once attacker scrutinizes a host
and fails to compromise it (i.e., she finds no exploitable vul-
nerability on it), she does not need to re-probe that host
again. Therefore, attacker’s sampling from address space is
random without replacement, because her search space con-
stantly shrinks. The idea of address mutation techniques is
to disallow adversary’s search space from shrinking, by rapid
changing of their network addresses. However, a skilled hu-
man attacker still can use other identifying attributes of a
host to recognize and avoid probing already-probed hosts,
thus shrinking her search space.

If every time an attacker aims to randomly select a host for
probing, all hosts (production or honeypot) have equal prob-
ability of being chosen, then the distribution that attacker
selects her next target changes to uniform sampling with
replacement. This is achieved when (1) attacker’s gained
knowledge does not shrink her search space (information
gathered in previous reconnaissance is not usable), and (2)
attacker is not able to distinguish honeypots from produc-
tion hosts throughout the reconnaissance.

The former objective, disallowing attacker’s knowledge
from shrinking her search space, could be violated in three
specific ways:

e Address mutation refers to the act of changing host
addresses over time. With no address mutation, at-
tacker can use a host IP/MAC addresses to identify it
and avoid re-probing that host. Correspondingly, with
no rDNS name mutation, the attacker can issue a re-
verse DNS, discover domain name of a host, and use
that name to identify that host later.

e Fingerprint anonymization: refers to the notion of
hiding a host fingerprint in a pool of honeypots with
same fingerprints, thus not letting a skilled adversary
trace a host by its fingerprint. With no host fingerprint

49

anonymization, a skilled attacker can use a potentially
unique fingerprint of a host to identify it later.

e Fingerprint mutation refers to the act of mutat-
ing fingerprints of network hosts over time, thus not
letting attacker identify groups of hosts with same fin-
gerprints. More details on this is provided in Section
3.3.

The latter objective, making honeypots indistinguishable,
especially to skilled human attackers could only be achieved
when honeypots are not differentiable from network hosts.
Our investigation and experimentation with real human at-
tackers show that to achieve such indistinguishability, a hon-
eypot must have high-fidelity (a) in compliance with network
protocols (traditionally called high-interaction), (b) within
the context of its surrounding network (context-aware con-
figuration), and (c) in providing believable and meaningful
application content/data (context-aware content):

e High-interaction: high-interaction honeypots [22] are
usually implemented as real system, consisting of a
full-fledged operating system and unmodified services.
In contrast, low-interaction honeypots simulate a lim-
ited subset of the functionality of a real system [23].

e Context-aware configuration: honeypots must be
configured with regards to the specificities of their net-
works. To this aim, the type and number of platform
and services must be believable and consistent with
respect to the mission and configuration of the target
network. For example, an IIS Web server in a Unix-
based enterprise is very distinguishable. Or, a host
that is running too many services stands out from pro-
duction hosts.

e Context-aware content: after fingerprinting a host
(detecting its OS, service names and versions), a skilled
attacker would interact and fingerprint the content/data
of a honeypot service in an attempt to compromise it.
For example, the attacker would interact with a Web
application to see if it can find a SQL injection or XSS
vulnerability on it. If the same content is located on
multiple honeypot services, or this content does not
correspond to the type and mission of the target net-
work, it makes that honeypot easily distinguishable.
For example, in an educational domain, honeypot Web
applications must have contents that is believable in
that context. Therefore, honeypot services must have
context-aware contents; which is (a) individualized and
(b) consistent with the mission and type of the net-
work. Generation of context-aware content for hon-
eypot applications is a novel paradigm that is beyond
the scope of this paper. However, we emphasize its
necessity and also present a preliminary approach to
this aim.

3.1.3 Metrics

Mean Time to Compromise (MTTC) [24] is a metric that
measures the average time required to gain some privilege
level on a target. Our primary objective is to understand
how our approach impacts mean time to compromise
(MTTC) of skilled human attackers, as compared to (a)
legacy static networks, (b) honeypot-protected networks with



FeTeTete Rt

i
\
Honeypot Cloud _/ \Cloud Cont

{
|
I
I
I
I
\

|
troller,’

Figure 1: Architecture of the HIDE model

no address mutation, (c) mutating networks with no honey-
pots, and (d) mutating network with arbitrary and static
honeypots. Our secondary objective is to understand how
increasing the mutation rate and number of honeypots would
affect MTTC.

Mean number of attempted compromises is another metric
that denotes the average number of hosts that attacker must
attempt to compromise before discovering (and successfully
compromising) her target in the address space. This num-
ber quantitatively shows whether attacker’s search space has
been shrinking during the attack or not. Effective anonymiza-
tion is achieved when for a network with n hosts and h hon-
eypots, this number is n + h. This means that attacker’s
sampling from address space is without replacement; i.e.,
the search space is not shrinking.

3.2 Overview, Architecture, and Communica-
tion Protocol

Our approach mutates attributes of network hosts after
relatively short durations (e.g., 5-30 minutes), referred to
as mutation interval. This includes externally-observable
parameters of a host, including IP and MAC addresses as-
sociated with its network interfaces, domain name (that is
provided to reverse-DNS queries), and its fingerprint (op-
erating system, open ports and their corresponding service
names).

Figure 1 depicts the architecture for deploying HIDE in
a TCP/IP enterprise network. In this architecture, a cen-
tral entity called Controller is responsible for determining
new mutations for network hosts, and announcing them to
mutation gateways, which are distributed entities located at
the boundaries of physical subnets (between subnet switch
and default router). These gateways act similar to NAPT
(network address and port translation) devices, translating
address/port pairs based on new mutations received from
the Controller.

A mutation gateway is located in front of each critical
subnet, including DMZ as well as internal subnets. There-
fore, configuration of all public and internal network hosts
are mutable. This is especially important for thwarting so-
phisticated insider threats, which are usually prone to less
security and inspection [1].

For fingerprint mutation, new fingerprints are generated
by forwarding flows which are destined to unused ports of
production hosts or unused addresses to honeypot services
in the honeypot cloud. Honeypot cloud is a consolidated sub-
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Figure 2: communication protocol of the HIDE
model

net of high-end machines, each hosting a number of virtual
machines. These VMs are running a diverse set of plat-
forms and network services, including an instance of every
platform/service that is being executed on production hosts.
This cloud is maintained by a cloud controller that uses an
underlying centralized virtualization framework, such as Va-
grant [25], for unified and automated management of these
virtual machines. The cloud controller uses VM introspec-
tion techniques (e.g., VMScope [22], NFM [26]) to detect
and handle infected VMs.

Using the underlying infrastructure, HIDE anonymizes
configuration of all (production or honeypot) hosts. Specif-
ically, for each interval, we determine a new mutation plan,
which consists of (1) new addresses and names, and (2) new
fingerprints for all production and honeypot hosts.

3.2.1 Address mutation and communication protocol

Mutation of IP/MAC addresses and domain names are
performed as described in our previous work [1]. Mutating
MAC addresses are straightforward and requires a layer-2
proxy that also handles ARP queries. Mutating domain
names for countering reverse-DNS queries while allowing
their use for logging and spam detection is performed by
generating temporary but well-formed domain names [1].

Mutation of IP addresses is more challenging due to rout-
ing and addressing complexities. For IP mutation, we keep
the actual TP addresses of real hosts unchanged. Instead,
we select a short-lived temporary IP address from the un-
used ranges of the address space and provide it to clients
via DNS. For public hosts, this address is chosen from the
public address space, which may be limited due to lack of
available addresses in IPv4. However, for private hosts this
address is chosen from the private address space, which is
usually sparsely populated [1].

Regular communication with network hosts occurs via
their domain names. When a user queries an authorita-
tive DNS for IP address of a host, the DNS reply provides
the temporary IP address of that host to the user. Figure
2 provides a step-by-step description of how communication
with a host via name occurs in our network.

In Figure 2, Network Address and Port Translator (NAPT)
module is responsible for two tasks: (1) updating DNS replies
that are issued by an authoritative DNS by changing the real
IP address (IP, in our example) to the current temporary
one (IP;); and (2) updating destination address-port pair for
incoming traffic (IP; to IP,) and source address-port pair
for outgoing traffic (IP,; to IP;). This means that address
mutation is completely transparent to DNS and end-hosts.
Moreover, addresses are mutated before flow enters core of
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the network (at the edges), and therefore address mutations
are transparent to routing devices.

3.2.2 Fingerprint mutation and generating proxy hon-
eypots

In order to mutate fingerprints of a network host, we never
manipulate traffic to actual production services. This is be-
cause, while several works have suggested sanitization and
scrubbing of responses generated by production services for
hiding or changing their fingerprints [27,28], these changes
are in essence low-interaction and thus easily detectable,
since only responses to probes with known signatures are
changed [29].

Therefore, new host fingerprints are generated by redi-
recting flows destined to closed or non-existent ports to pre-
determined machines in the honeypot cloud. For example,
assume port 21 of a production server is closed. In one in-
terval, the incoming traffic to this port may be redirected to
a FTP service in the honeypot cloud, while in another the
port may be announced as closed.

In addition to mutating fingerprints of production hosts,
we also use this redirection to generate prory honeypots on
inactive IP addresses. These proxy honeypots are generated
by redirection of incoming traffic to a specific address to dif-
ferent virtual machines in the honeypot cloud. For example,
in Figure 3, while from attacker’s perspective, there exists a
host on address I Prqnq with ports 80 and 21 open, in real-
ity this is a proxy honeypot that is generated by redirecting
traffic destined to port 80 to one honeypot VM, and traffic
to port 21 to another VM.

Figure 3 shows how this redirection occurs. Assume an
attacker, as part of her reconnaissance, randomly selects an
IP address IPr,nq and probes it to discover if it is run-
ning a Web application on port 80. If attacker is lucky
and IPq,q is assigned to a Web server for this mutation
interval, then the communication proceeds as in Figure 2.
However, if I P,4nq4 is not assigned to a Web server, which is
intuitively far more probable, the NAPT module redirects
them to the predetermined Web application in the honeypot
cloud, which resides on port 8080 of a VM called Web hon-
eypot. Probing the same address on port 21 is redirected
to another VM called FTP honeypot. Again, note that no
changes is required to be applied to any legacy protocol or
device.

3.3 Mutation Planning
3.3.1 Algorithm

In order to effectively anonymize host identities for each
mutation interval, we need to formally define our criteria

for generating anonymized fingerprints, as well as providing
methodologies for generation of such fingerprints.

Given existing configuration of network hosts, available
address space, and admissible capacity of honeypot traffic
as input, the controller determines a new mutation plan for
each interval, such that the following objectives are satis-
fied: (1) host configurations (names and fingerprints) are
unpredictably anonymized; (2) generated honeypots are be-
lievable and context-aware (to satisfy high-fidelity require-
ments), and (3) the overhead is bounded. This mutation
plan is generated by Controller for each interval, and an-
nounced to mutation gateways.

To this aim, Controller periodically probes internal and
public address spaces of the network to determine changes
in hosts’ configurations (e.g., new services installed), as well
as to discover inactive addresses-ports in the public address
space. This makes our mutation planning adaptive to changes
in the context (network), and adding or removing new hosts
or services would be immediately reflected in the planning.
In this characterization, the controller would exclude excep-
tional cases such as ports used for peer-to-peer communi-
cations. For example, port range 6881 — 6889 are used by
BitTorrent and are excluded prior to planning.

The modeled problem is a constrained matching problem,
which is known to be NP-complete. We model this problem
as a satisfiability problem using generalized Boolean/arithmetic
format of satisfiability modulo theories (SMT) [7]. An SMT
instance is a generalization of a Boolean SAT instance in
which various sets of variables are replaced by predicates
from a variety of underlying theories. While there are some
heuristics for constrained matching problem, SMT is natu-
ral to solve this class, because the SMT search algorithm
naturally fits the matching problem.

3.3.2  Problem Definition and Formalization

Suppose the controller aims to determine the mutation
plan for interval p, for a network with n production hosts.
The maximum number of hosts on the address space is de-
noted as m, which is basically the number of unused and
available addresses. This means that the network can have
up to m active hosts for mutation interval p;. Among these,
n are real, and the remaining active ones are high-fidelity
proxy honeypots.

Appendix I presents our SMT formalization for this prob-
lem. Assume H = {hi,...,hm} denotes the set of all po-
tential hosts. Input value real; demonstrates whether h;
is real or not; i.e., (real; = true) means that h; is a pro-
duction host. Network services are categorized into classes
{S1,...85:}; e.g., operating system, Web server, FTP server,
etc. Each S; consists of all services of a certain class that
are installed on any machine in honeypot cloud. For exam-
ple, Si is the set of all operating systems in honeypot cloud.
Except for OS, all other service classes are associated with
a port number; e.g., 80 for Web servers, and 21 for FTP
services. Attribute srv; ; describes name of the service from
class S; that is running on host h;. The input value srv; ;
denotes the actual service of class S; that is running on host
h;, whereas plan(srv; ;) denotes the service of class S; that
will appear to be running on h; based on the mutation plan.

The objective of the model is to discover effective assign-
ments to variables of form plan(srv; ;). This determines
what OS and services must be advertised to be running on
each (production or honeypot) host, in order to achieve the



given objectives. Input value plan®(srv; ;) (s < t) denotes
the advertised service of class S; that was announced to be
running on host h; in mutation interval us. We only mention
superscript s when needed.

3.3.3  Objective I: Anonymizing Host Identities

The final product of the reconnaissance process could be
assumed as a hypothetical dataset where each element char-
acterizes a network host in terms of IP/MAC addresses,
open/closed ports, service names, exploitable vulnerabili-
ties, etc.

As a result, anonymizing this hypothetical dataset would
defeat reconnaissance because attackers would not be able to
associate previously collected data with any host, which ba-
sically makes this dataset useless. So, the problem of defeat-
ing reconnaissance could be restated as a data anonymiza-
tion problem, where our objective is to anonymize any po-
tential reconnaissance data, such that no host is individu-
ally identifiable in this dataset. This includes (1) anonymiz-
ing hosts’ unique identifiers, including their addresses and
names, as well as (2) anonymizing their fingerprints which
may serve as quasi-identifiers [4]. Quasi-identifiers are pieces
of information that are not of themselves unique identifiers,
but are sufficiently well-correlated with an entity that they
can be combined with other information to create a unique
identifier [4].

Mutation of addresses and name are carried out as ex-
plained in Section 3.2. To address the problem of quasi-
identifiers in data privacy, the concept of k-anonymity [4] is
defined and enforced on the data. A release of data is said to
have the k-anonymity property if the information for each
entity contained in the release cannot be distinguished from
at least £ — 1 entities whose information also appear in the
release. For our problem, the k-anonymity means that the
fingerprint of a (production or honeypot) host must be the
same as at least k—1 other hosts at any point. This idea also
coincides with the concept of shadow honeypots [14], which
has empirically shown to be effective for attack slowdown.
Since honeypot cloud includes at least one instance of every
real service in the network, k-anonymity can definitely be
achieved. In Appendix I, Eq. 6 defines fingerprint equality
for two hosts h; and h;,. Eq. 7 guarantees that for each host
there exists at least k — 1 other hosts with same fingerprints.

In addition to being a quasi-identifier, fingerprint of a host
could serve as an identifier for the group of k hosts with same
fingerprints. If fingerprint of a host is not changed after each
interval, a skilled attacker would be able to immediately
narrow down search for a specific fingerprint to these k hosts.
Therefore, for a group of k£ hosts not to be recognizable in
consecutive mutation intervals, the fingerprint of each host
must be different from its fingerprint in the previous interval.
We consider fingerprint of a host to be significantly different
from its previous fingerprint when at least half of its services
are different from its previous fingerprint.

For production hosts, this difference is established only by
assigning new services to their closed ports. In Appendix I,
Eq. 8 counts the number of different services between cur-
rent fingerprint and host h;’s fingerprint in previous interval
(tt—1); and eq. 9 ensures that this number is not less than
a threshold a.

Another factor contributing to defeating skilled reconnais-
sance is the number of honeypots. Having more honeypots
increases the probability that a probe hits a honeypot rather
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than a production host, thus slowing down attack progres-
sion.This number depends on the number of available ad-
dresses, and is discussed in the overhead Section (3.4).

3.3.4 Objective II: Generating Context-aware Hon-
eypots

In section 3.1, we defined high-fidelity honeypots as ones
that are camouflaged so well that even skilled attackers would
not be able to distinguish them from production hosts. One
of the criteria for such honeypots is context-aware config-
urations; configuring a group of honeypots with respect to
specific properties of the network in which they are being
deployed, in a way that seamlessly blends them in the sur-
rounding environment.

Believable Fingerprints: since proxy honeypots are
generated by redirection to a group of platform and ser-
vices that may be physically running on different VMs, it is
necessary for our mutation planning to generate believable
honeypots. To this aim, (a) every proxy honeypot must
have an operating system (Eq. 13). More importantly, (b)
it must include services that are feasible. Unfeasible service
pairs are services that cannot occur in the same fingerprint
together. For example, assigning IIS to a proxy honeypot
with Debian OS is not believable. In Appendix I, Eq. 15
ensures that unfeasible service pairs are not assigned to the
same host.

Context-aware Fingerprints: the proxy honeypots must
conform to the specificities of the enterprise network. To this
aim, (a) each honeypot must only include services that are
believable based on the mission and type of the network in
which they are deployed. For example, having a Linux OS
in a network with Windows servers is out of context and sus-
picious. In Appendix I, Eq. 12 ensures that all assigned
services of type S; belong to the pre-computed set of ser-
vices of this type that are acceptable within the context of
this network, denoted as M;. Also, (b) every honeypot must
include a believable number of services. Eq. 14 ensures that
the number of services on each host is between minimum
(lmin) and (lmaez) number of services in the network.

3.4 Objective III: Bounded Overhead

Following capacity constraints ensure that the mutation
plan does not violate budgetary limitations of the network.

Bounded service sharing: intuitively, the more proxy
honeypot services represented by one physical honeypot ser-
vice, the higher the resource requirement of that service.
Therefore, for each service we constrain the maximum num-
ber of proxy honeypots that can share (redirect to) that
physical service. Specifically, for s; € S;, a threshold 7 is
defined as the maximum number of proxy honeypots that
can share that physical service. Thus, if more than m; proxy
services of type s; are required, more than one physical hon-
eypot VM must include s;. For each physical service s;, the
input value 1; denotes the number of physical honeypots
that offer service s;. Eq. 16 ensures that the number of
proxy services of type s; is less than the given capacity of
that physical service.

Bounded traffic rate: admitting honeypot traffic into
the network increases load on network links and routers, thus
incurring nontrivial cost on the network. Therefore, muta-
tion planning must bound the number of honeypot services,
by considering the flow rate that is expected to be processed
by each service class. For a service class S;, the input value



0; determines the expected flow rate to services of that class
Sj, which is estimated based on several factors, including ex-
periences with similar Enterprises in terms of size and mis-
sion, as well as current dark and production traffic observed
at the network.

Given the expected flow rates for each service class, the
planner must ensure that the average expected traffic rate
to honeypot cloud does not surpass threshold A. Moreover,
since having more services (and thus more honeypots) con-
tributes to defeating reconnaissance, we must ensure that
the expected traffic is close to the threshold. Eq. 17 ensures
that the expected flow rate remains within the ¢ bound of
the threshold A.

4. EVALUATION

In this section, we present our results on evaluating effec-
tiveness of the model, which are mainly achieved through
real experiments with white-hat human attackers. We also
evaluate planning overhead of the model.

4.1 PoC Implementation

We deployed a proof-of-concept (PoC) implementation of
the model in a testbed network. We used VLAN settings on
a regular switch to divide the network into three logical
parts: (1) enterprise network, (2) honeypot network, and
(3) clients (and attackers) network.

The HaaS gateway has three interfaces, each configured
for one of the networks. HaaS gateway is implemented on a
Debian platform and has three main components: farp dae-
mon, iptables, and a Planner script. The gateway manages
all the traffic between all subnets. A farpd daemon on the
gateway enables it to receive all the traffic destined to en-
terprise and honeypot networks. The gateway acts as 1: 1
NAT server, which is implemented by adding DNAT and SNAT
rules to iptables. These DNAT and SNAT rules are inserted
by Controller. The Controller is in fact a bash script which
is executed periodically using a cronjob daemon. In each
run, the controller script performs two specific operations.
Firstly, it determines a new address mapping for all produc-
tion hosts and honeypots. Secondly, it flushes all rules in
nat table, and insert the new NATing rules into it based on
the new mapping.

4.2 Effectiveness: Theoretical Analysis

Every time an attacker chooses a host for attacking, she
requires a certain amount of time to (1) fingerprint its OS
and services, and (2) attempts to exploit its vulnerabilities.
For the sake of our analysis, we assume that the attacker
would be able to compromise the target once she selects it
and attempts to compromise it. We also assume that the
attack finishes after compromising the target.

Assume T, denotes the average time a skilled attacker
would need to perform these steps. Also, assume that host
addresses and fingerprints are mutated every T, minutes.
An attacker can on average scan | = |1y, /Tq ]| hosts in each
mutation interval. During an interval, attacker’s knowledge
regarding which hosts have already been scanned is not ex-
piring. In other words, attacker’s search space shrinks within
an interval.

Since attacker cannot differentiate honeypots from hosts,
and also she cannot use reconnaissance from previous inter-
vals in this interval, the probability that attacker misses the
target in one interval in a network with n production hosts
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and h honeypots is:

-1

1
10~ =)

i=0
Therefore, the probability that the target is compromised
after attacker has probed k hosts would be:

-1

Puipe(k,n,h,Tp) = (H(1 — ﬁ))p—l.
k' —2 1 1
(g(l_ n+h—i))(n+h—(k'_1))

(1)

where | = [TT’; l,p=|%land k¥ =k — (p—1)L.
In a conventional network with no mutation, but with
h > 0 high-fidelity honeypots, referred to as C-1 network,

the compromise probability is:

k—2
Pe, (k,n, h) :(H(l B n+z—i))(n+h—l(k— 1))’
k < (n+h) (2)

In a static network with no mutation and no honeypots,
which we refer to as C-0 network, the same compromise
probability is:

Pc,(k,n) = Pc, (k,n,0) (3)

For a network only with address mutation, referred to as
C-2 network [1], compromise probability depends on the
skill level of the attacker. For naive attacks such as auto-
mated attacks or script kiddies, address mutation is effec-
tive enough for anonymizing host identities. However, for a
skilled attacker, this is the same as a static network, because
host identities are still recognizable via host fingerprints:

Pc, (kv n, tm) = Pco(kv ’I’L) (4)

In a network only with address mutation and high-interaction

honeypots, but no fingerprint mutation and anonymization,
called C-3 network, again it is adversary’s skill level that
determines the compromise probability. For skilled adver-
saries, we do not expect address mutations to be individually
effective and lack of anonymization and fingerprint mutation
allows adversaries to recognize hosts from their previous re-
connaissance. This assumption was confirmed in our exper-
imentation with white-hat skilled human attackers.

Py (kyn, h,tm) = Poy (k,n + h) (5)
4.3 Effectiveness: Red-teaming Experimenta-
tion

Using our Proof-of-concept implementation, we created a
network with a class C address space, consisting of 5 pro-
duction hosts (VMs), and a differing number of proxy hon-
eypots, generated by redirection to 18 honeypot VMs in the
cloud. Appendix IT provides a short summary of platforms
services deployed on production and honeypot VMs.

On each production machine, at least three of these ser-
vices were included and each service had individualized con-
tent; for example, no two Web servers were running the
same Web application. Honeypot VMs included all these
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platforms and services, but each machine was running ex-
actly one service. Following context-aware content principle,
each physical service had randomly generated, but unique
content.

Six security experts with similar hands-on experience in
penetration testing were recruited to this aim. Participants
were allowed to use or develop any tool, framework or script
to automate the attack process.

A total of 6 tests, named T-0 to T-5 were held for each
participant. Each test was held similar to a capture-the-
flag (CTF) experiment. For each test, we randomly chose
one of the services and made it vulnerable, usually through
misconfiguration. In addition, a random string called flag
was hidden in the content of this vulnerable application.

All vulnerabilities were of the same intensity, and prelimi-
nary information about the types of vulnerabilities was pro-
vided to participants to ensure that applicants have similar
skill levels in detecting and exploiting various vulnerability
services.

The participants were asked to identify and compromise
this vulnerable service, discover the flag and submit it. How-
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ever, the injected vulnerabilities were easy to exploit, in or-
der to minimize the time variations related to the difficulty
level of the exploitation process itself. This was necessary to
ensure that our results are a correct reflection of the effort
level required at the reconnaissance stage of the attack.

Test T-0 was done on a C-0 network, where the vul-
nerable service was a misconfigured FTP server with a weak
password, and the flag was in a file hosted on the F'TP server.

T-1 was done on a C-1 network, populated with 16 static
honeypots, to achieve 3-anonymity. The vulnerable service
was a misconfigured SSH server with weak password.

T-2 was done on a C-2 network with a 15-min interval
address mutation, but no honeypots. The vulnerable service
was a Web application with a simple XSS vulnerability, and
the flag was hidden in the cookie.

T-3 was done on a C-3 network, with 15-min mutation
intervals and populated with 16 static honeypots (with de-
fault configurations). The vulnerable service was again a
misconfigured FTP server with weak password.

T-4 was done on a HIDE network with 15-min mutation
intervals and 16 mutating honeypots to achieve the same



3-anonymity. The vulnerable service was a misconfigured
shared folder that included the flag file.

T-5 was done on a HIDE network again, but with shorter
5-min mutation intervals and a higher number (35) of mu-
tating honeypots, to achieve 5-anonymity. The vulnerable
service was a XSS-vulnerable Web application.

4.4 Results

The objective of our evaluation was to provide answers to
the following three questions:

e Question 1: How effective our five-dimensional proac-
tive defense is in (a) increasing MTTC and (b) disal-
lowing attacker’s search space to shrink, compared to
those of C-0 to C-3 networks?

e Question 2: How distinguishable our proposed proxy
honeypots are (from production hosts) to a skilled hu-
man attacker?

e Question 3: How (a) decreasing mutation interval
and (b) increasing number of honeypots would affect
MTTC?

In our experiments, we solely measure MTTC for generic
one-step attacks, where the first compromised host is the
final target. However, real attacks are usually multi-staged
and the attacker usually has to traverse (compromise) a path
of multiple hosts in the attack graph of the network [1], in
order to arrive at a final target. While it is intuitive that due
to the need for repeated reconnaissance at each step HIDE
would even be more effective against multi-stage attacks, its
experimental evaluation is left to future work.

4.4.1 Question 1: Effectiveness of HIDE

The first question focuses on evaluating effectiveness of
HIDE-protected network in (a) increasing MTTC and (b)
disallowing attacker’s search space to shrink, compared to
C-0 to C-4 networks.

Increasing mean time-to-compromise (MTTC): Fig-
ure 4 denotes the minimum, maximum, median, and mean
time-to-compromise for all tests.

The test T-0 was completed in a relatively short time
by all participants. This led credibility to our preliminary
assumption that static and non-deceptive networks are highly
vulnerable to skilled adversarial reconnaissance.

T-1 slightly raised the bar for participants, due to the
increased overhead for probing honeypots. However, the
static configurations simplified reconnaissance by requiring
participants to investigate each host (production or proxy
honeypot) at most once.

T-2 was also completed by all participants in a relatively
short time. The address mutation resulted in only a slight
increase in completion time. This result was also consistent
with our expectation that while effective against hitlist at-
tacks [5] and automated worms [1], address mutation has
limited effectiveness against skilled human attackers.

The test T-3 slightly increased participants’ workload,
but since honeypots had arbitrary and static configurations,
distinguishing them was straightforward for participants, es-
pecially as their knowledge regarding the test increased over
time. This led credibility to our assumption that low-fidelity,
static, or arbitrarily-configured honeypots would not look per-
suasive to skilled human attackers.
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The test T-4 on HIDE network resulted in a significant
surge in participants’ workload. The average MTTC in-
creased from 28 minutes for a C-0 conventional network
and 40 minutes for a C-2 (RHM [1]) network to to 363 min-
utes for HIDE network. For test T-5 with more honeypots
(35 honeypots to achieve 5-anonymity) and faster mutation
(every 5 minutes), MTTC was increased to 572 minutes.

Comparing T-1 and T-4 shows the significance of ad-
dress mutation and fingerprint mutation. This is because
with static addresses and fingerprints, the attacker needs
to probe each honeypot only once. Also, comparing T-3
and T-4 shows that the significance of high-fidelity honey-
pots. Although deploying high-interaction honeypots with
arbitrary and static configurations would definitely increase
attacker’s reconnaissance workload, a skilled attacker would
easily differentiate a honeypot after several interactions and
blacklist it.

Increasing mean number of attempted compro-
mises: Figure 5 compares the experimental minimum, max-
imum, and mean number of attempted compromises, i.e.,
number of individual hosts, either production or honeypot,
that participants attacked and attempted to compromise for
each test. To this aim, in the traffic log generated by par-
ticipants’ network-level activities, all network flows destined
to a host (an IP address) during one mutation interval are
counted as one attack (attempt to compromise), because
the information gathering process during an interval is in-
cremental.

Figure 5 also compares the analytical mean (achieved via
Eq. 1 to Eq.5) with the experimental mean. Firstly, note
that experimental and analytical means are very close for all
test cases, which shows correctness of our analytical mod-
eling. More importantly, note that for tests T-4 and T-5,
which are focused on HIDE networks, the average MNAC
(before target is attacked and compromised) is n+ h (which
is the total number of production hosts and honeypots).
This means that attacker’s sampling is with replacement.
Comparatively, for test T-3, MNAC is (n + h)/2, which
shows that attacker’s sampling is with replacement.

With respect to question 1(b), this means that attacker’s
search strategy for target in the address space changes from
uniform without replacement to uniform with replacement.

4.4.2  Question 2: Goodness of High-fidelity Honey-
pots

In our discussion regarding question 1(a), we emphasized
the susceptibility of low-fidelity honeypots (high-interaction
honeypots but with arbitrary and/or configuration, as in the
test T-3) to being distinguished by skilled attackers.

Figure 6 shows how participants’ average time for at-
tempting to compromise a production host and honeypot
changes over time.

Note that for in T-3, the time-to-attack decreases sharply
after initial attacks. This is because the non-anonymized
and non-mutated honeypot fingerprints allows participants
to identify hosts even after address mutation. Therefore,
the amount of time attacker invests on attacking a host de-
creases sharply over time, even with address mutation. In
comparison, for T-4 the time-to-attack for production and
honeypot hosts remains the same over the course of test.
This again shows that (1) our high-fidelity honeypots are
not distinguishable from real production hosts, and (2) our
anonymization (3-anonymity scheme) is effective in hiding



identity of previously attacked hosts against skilled human
attackers.

Also note that especially for T-4 as participants’ experi-
ence increases, the average time dedicated to attacking each
host decreases over time, up to a certain threshold. This is
due to experience curve notion from economics, which states
that as experience gained by repeating a task increases, the
time required to do that task in subsequent iterations de-
creases.

4.4.3 Question 3: effects of mutation rate and hon-
eypot cardinality

Comparing T-4 and T-5 in Figure 4 shows that decreas-
ing mutation interval from 15 to 5 minutes and increas-
ing the number of honeypots from 16 to 35 (both with 3-
anonymity) almost doubles MTTC. Also, Figure 5 shows
that the number of hosts that need to be attacked increases
almost linearly with the number of honeypots. This linear
increase emanates from indistinguishably of honeypots from
production hosts.

Using our analytical modeling, we calculated the effect of
shorter intervals and higher number of honeypots for the
same n = 5 production hosts. Note that for higher number
of honeypots, the MNAC is linear to n + h. Moreover, as
our analytical modeling shows, while shorter mutation in-
tervals are expectedly more effective, reducing the interval
below mean time-to-attack (between 10 to 15 minutes in our
experiments (Figure 6)) does not change MTTC.

4.5 Planning Overhead

We use the Z3 SMT solver [30] on a Quad Core processor
(3.3GHz, 8M cache) and 16GB DDR3 RAM. Figure 8 shows the
required time for solving the SMT instance, given various
settings and network sizes. For all tested scenarios, unless
stated otherwise, the model is solved for a network with
n = 20 hosts, p = 20 ports, and A = 1 Mbps admissible
flow rate aimed at achieving 5-anonymity.

Firstly, note the running time is still affordable even for
fairly large network sizes, especially since the SMT instance
is solved with a low frequency (e.g., on a daily basis).

Secondly, note that the running time is exponential with
regard to address space size, m. Also, the number of con-
sidered service classes (p) has a significant effect on running
time. This is because the running time of the SMT instance
largely depends on the number of variables, which in our
model is of order (m - p) .

Thirdly, note that the number of production hosts (n)
has negligible effect on running time, especially for larger
networks.

Finally, note that having a larger traffic bound (A) slightly
improves computation time, because it relaxes the traffic
rate constraint.

5. CONCLUSION

In this paper, we presented a novel five-dimensional proac-
tive technique for defeating reconnaissance by skilled attack-
ers, through mutating configuration (name, addresses, fin-
gerprint) of network hosts, while populating address space
with moving honeypots with strategically-designed but
randomly-changing configurations. We also presented ar-
chitecture and communication protocols for deployment of
HIDE on enterprise networks. We showed that HIDE is
transparent to all network protocols and devices as well as
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network settings

network sessions and regular operation of the network. Fur-
thermore, we presented both analytical and experimental
evaluation of HIDE effectiveness against skilled attackers.
Experimentation was performed through CTF-inspired chal-
lenge experiments with a group of security specialists.

Our experiments showed that while deceptive technolo-
gies (honeypots) and address mutation techniques are both
individually effective, their strategic composition creates a
synergistic effectiveness against human attackers. Even in
a very small-scale experiment, HIDE increased participants
workload for completing their reconnaissance challenge up
to 15 times (20 minutes vs. 5 hours).

While our evaluation provides insight on overall effective-
ness of HIDE, understanding the individual effect of each
dimension, as well as effect of HIDE on multi-stage APT
attacks requires more tests and is left to future works. In
addition among our five dimensions of HIDE, the fifth di-
mension of generating context-aware application content re-
quires more research. In fact, crafting carefully-designed
applications that include a diverse set of vulnerabilities and
deceptive hooks based on network’s mission and configura-
tion is a very interesting and important research problem
which is left to future works.



6. APPENDIX I

In this Section, we present the SMT formalization for mu-
tation interval p.

Anonymization
[Fingerprint k-anonymity]

stmy 1 > /\(plan(srvi,j> = plan(srvy ;))

Zsimi,l >k—1

l

J

[Fingerprint Mutation]

dif,

dif,

= Z(plant<srv¢,j) % plant%(srvi,j))
J
>

High-Fidelity

[non-intrusiveness]

(srvi; # 0) < (plan(srv; ;) = srvi ;)

[Context-aware Fingerprints]

(U plan(srv; ;)) = (U plan' ™" (srv; ;)

i,
plan(srv; ;) € M; (12)
[Believable Fingerprints]
plan(live;) «+ (plan(srv;1) # 0) (13)
plan(live;) — lmin < (Z(plan(smi,j> #0)) < lmax
J
(14)
(plan(srv; ;) = s1) <> (plan(srv; i) # s1/);V{(s1, 1) € X,k
(15)
Bounded Overhead
[Bounded Service Sharing]
(Z Borv, ; = 1) <™/t (16)
[Bounded Traffic Capacity]
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%)
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7. APPENDIX II

List of platforms/services used in our evaluation testbed:

Operating Systems: Windows (Windows Server 2008
R2 and Windows Server 2012) and Linux (Ubuntu 14.04
and Cent0S 7.x) platforms were hosted. A

FTP servers (IIS FTP 7.5 & 8.0, vsftpd 3.0.3, ProFTPD
1.3.5)

SSH Servers (OpenSSH 7.1p1, FreeSSHd 1.3.1)
sharing services (SMB 3.0.2 Samba 4.4.0)
Web servers (Apache 2.4.18, IIS 7.5 & 8.0)
DNS servers (BIND 9.10.2)

mail servers (Exchange Server 2013, Sendmail 8.15.2)
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