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ABSTRACT

The poster corresponding to this summary depicts a proposition of
a system able to explain anomalous behavior within a user session
by considering anomalies identified through their deviation from a
set of baseline process graphs. We adapt star structures, a bipartite
representation used to approximate the edit distance between two
graphs. Relevant processes are selected from a dictionary of benign
and malicious traces generated through a sentiment-like bigram
extraction and scoring system based on the log likelihood ratio test.
We prototypically implemented smart anomaly explication through
a number of competency questions derived and evaluated by a
decision tree. The determined key factors are ultimately mapped
to a dedicated APT attack stage ontology that considers actions,
actors, as well as target assets.
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1 INTRODUCTION

The system introduced on the corresponding poster to the original
paper published at ICISSP 2017 [7] is designed to primarily com-
bat advanced persistent threats (APTs) and the malicious software
utilized by this class of cyber-attacks. APTs are highly targeted to
one specific entity (organization, system, device) and usually cause
significantly more damage than bulk attacks in terms of privacy
breaches, or monetary damage. APTs increasingly affect less promi-
nent targets; 60% of APTs target small and medium businesses
in retail, finance, and healthcare sectors. Today’s threat mitiga-
tion strategies such as signature-based detection systems are not
effective against these attacks.

For threat definition and initial modeling we use an adapted
version of the Cyber Kill Chain [2] combined with our own APT
ontology [6]. This ontology models actors and assets, APT attack
stages (from reconnaissance to actions on objective), individual
attack actions and their semantic description, as well as events and
anomalies that can be captured by various data providers.

2 SYSTEM DESIGN

Figure 1 depicts the proposed system and its components. There
are six stages in the process of collecting, processing, and analyzing
the potentially malicious behavioral data:

Data collection - Surveying several data providers [4], we de-
signed a kernel driver able to capture various events in a Microsoft
Windows environment: Process, thread, file, registry, image load
operations, and network events are captured. This is complemented
by a Netflow component.

Event linking - Events are linked by their process ID (PID) and
thread ID (TID) as well as their timestamps, creating “smart traces”
that consider process and thread context while retaining most of
their internal chronology. Mimicry attacks are largely prevented.

Grammar inference — Sequitur is used to infer rules frequently
seen in the trace [5]. This step includes lossless recursive compres-
sion and the application of a semantic labeling mechanism for
inferred rules (i.e. compound events).

Sentiment mining - We use an approach akin to sentiment
mining to identify relevant OS processes [9] to determine likely
trace event pairs using the log likelihood ratio test. After learning a
set of bigrams typically found in benign and malicious scenarios, we
compile a dictionary and apply scoring to generate knowledge and
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Figure 1: APT detection & explication system processing stages
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ultimately determine which processes, event types and parameters
contribute most to the good/bad decision.

Star construction - Events are broken down to star structures
[1] G = (U,V,E), where U and V are nodes and E is the respec-
tive edge. The edge label describes the basic operation. Both
are used for minimal cost calculation based on bipartite graph
matching using the Kuhn-Munkres algorithm [3]. For example:
G(svchost.exe, 1.5, file.txt) describes the creation of a file by OS
process svchost. exe; edit operations o are determined by type of
event and type of operation E (create, modify, delete).

Anomaly detection & explication — Baseline templates for
benign/known process behavior are created using Malheur heuristic
clustering [8]. This automatically determines prototypes and value
thresholds for anomaly detection. New traces are checked against
these templates and the edit distance is calculated (see Figure 2).

Anomaly explication is two-pronged: Deviating events such as
new processes, altered file operations, and the like are summarized
in a human-readable report. These reports are then fed to a decision
tree rooted in the six APT categories, sans weaponization [2].
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3 CONCLUSION

The introduced star structure-based anomaly explication system
is able to detect and interpret anomalous deviations in operating
system process behavior. The returned output of detailed state
changes as well as a tendency towards a specific APT stage or
action is expressed through the mapping of semantic key factors
to a dedicated attack ontology. The process was prototypically
implemented and successfully tested using real-world process data
captured on several company workstations. Please refer to [7] and
the poster for additional information.
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