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ABSTRACT 1 INTRODUCTION
Many enterprises are transitioning towards data-driven business An important challenge for today’s data-driven enterprises is how
processes. There are numerous situations where multiple parties to extract information from a dataset that can facilitate good busi-
would like to share data towards a common goal if it were possible ness decisions, without sacrificing the privacy of the individuals
to simultaneously protect the privacy and security of the individu- or organizations whose sensitive details may be contained in the
als and organizations described in the data. Existing solutions for dataset. This challenge is compounded when the analysis involves
multi-party analytics that follow the so called Data Lake paradigm multiple organizations (or parties) wishing to collaborate, in order
have parties transfer their raw data to a trusted third-party (i.e., me- to obtain a broader understanding of a topic of mutual interest.
diator), which then performs the desired analysis on the global data, As a motivating example, consider a scenario where a group of
and shares the results with the parties. However, such a solution hospitals wish to collaborate to improve their collective quality of
does not fit many applications such as Healthcare, Finance, and the healthcare. Each hospital already collects a lot of data about its
Internet-of-Things, where privacy is a strong concern. Motivated patients, including their demographics, past medical history, lab
by the increasing demands for data privacy, we study the problem results, current diagnosis, and prescribed treatment and outcomes.
of privacy-preserving multi-party data analytics, where the goal This data contains a wealth of information that if shared across
is to enable analytics on multi-party data without compromising the group could mutually benefit all parties by enabling faster
the data privacy of each individual party. In this paper, we first diagnosis and effective treatment for similar cases. However, this
propose a secure sum protocol with strong security guarantees. The data contains extremely sensitive and private information both
proposed secure sum protocol is resistant to collusion attacks even about the patients and the hospitals. Thus, for a variety of reasons
with N — 2 parties colluding, where N denotes the total number (including regulatory?), sharing this sort of data can be problematic.
of collaborating parties. We then use this protocol to propose two This hinders the desire of the organizations to become more data-
secure gradient descent algorithms, one for horizontally partitioned driven.
data, and the other for vertically partitioned data. The proposed This general class of problem arises when multiple parties, each
framework is generic and applies to a wide class of machine learning owning a privacy-sensitive dataset, would like to collectively per-
problems. We demonstrate our solution for two popular use-cases, form analytics on the union of the datasets while respecting the
regression and classification, and evaluate the performance of the privacy and security concerns of each individual party. Current
proposed solution in terms of the obtained model accuracy, latency commercial solutions require each party to share their raw data
and communication cost. In addition, we perform a scalability anal- or local aggregates with a trusted third party or a mediator un-
ysis to evaluate the performance of the proposed solution as the der an appropriate confidential agreement, and have the mediator
data size and the number of parties increase. compute and share the results. However, for reasons such as the
recent cyber attacks and resulting massive privacy breaches, many
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multiple parties have been widely investigated and applied [3, 4],
they are not secure when two or more parties collude. In con-
trast, our proposed protocol is secure under the honest-but-curious
model, and to collusion attacks. We show theoretically that the
proposed secure sum protocol is secure with up to N — 2 parties
colluding, where N denotes the total number of parties collaborat-
ing in the analysis. We then use the proposed secure sum protocol
to develop two secure gradient descent algorithms, one for hori-
zontally partitioned data and the other for vertically partitioned
data. This secure gradient descent solution applies to a broad class
of machine learning problems.

The proposed solution has several advantages over existing meth-
ods for privacy-preserving multi-party analytics, as described below.
Most of the existing approaches for Secure Multi-party Computa-
tion (SMC) are either theoretical or based on complicated tech-
niques, such as Yao’s garbled circuits [5] and oblivious transfer,
that do not scale to large datasets. In contrast, our proposed ap-
proach uses simple crypto protocols that are practical, efficient, and
scale to large datasets while providing strong security guarantees.
In addition, most existing SMC based approaches avoid the use of a
mediator and rely on peer-to-peer communication. As a result, the
communication cost and latency overhead increase significantly
(sometimes exponentially) as the number of parties increase. In
contrast, our approach can be easily extended to multiple parties.
Finally, most existing approaches for privacy preserving data min-
ing and SMC propose secure protocols that are designed to support
a specific analytic functionality. For example, a secure protocol,
known as additive data perturbation [6], is designed only to support
secure clustering and does not apply to other analytic functionality.
In contrast, our proposed framework is generic and applies to a
wide range of analytic functionality including regression, classi-
fication, and clustering. Below are the main contributions of this

paper.

e We propose a secure sum protocol that is secure under collusion
attacks (even with N — 2 parties colluding).

We design two secure gradient descent algorithms, one for hori-
zontally partitioned data, and the other for vertically partitioned
data using the proposed secure sum protocol. These algorithms
enable privacy-preserving multi-party analytics. Moreover, they
are generic and apply to a wide class of machine learning prob-
lems such as regression, classification and clustering.

We have implemented and tested the proposed solution for two
analytic use-cases, linear regression and binary classification,
using both real-world and synthetic datasets. We evaluate the
performance of the proposed approach in terms of accuracy of the
resulting model, communication cost, and latency, and compare
it with two baseline approaches that use a trusted mediator. We
also perform a scalability analysis to determine the performance
of the proposed approach as the size of the data, and the number
of parties are increased.

2 RELATED WORK

Secure sum protocols are a key building block in privacy-preserving
data mining and have been widely studied in the literature. Clifton
et al. [3] proposed a round-robin based secure sum protocol un-
der the honest-but-curious model that is based on randomization.
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However, this solution is not secure when the parties collude. To
overcome this limitation, Sheikh et al. [4] proposed an extension
that is secure under two colluding parties. However, such a protocol
is not secure when more than two parties collude. In contrast, our
proposed protocol is secure under the honest-but-curious model
with at most N — 2 colluding parties.

The problem of privacy-preserving, multi-party analytics has
been extensively investigated in the areas of privacy-preserving
data mining (PPDM) [7] and secure multi-party computation (SMC).
Privacy-preserving algorithms for data mining tasks, such as cluster-
ing, classification and association rule mining, have been proposed
for both horizontally partitioned datasets [8-11] and vertically
partitioned datasets [8, 12, 13]. However, these approaches have
several drawbacks: they are designed for a specific machine learn-
ing algorithm and do not easily generalize to others; they do not
scale well to large datasets or multiple parties; they do not provide
strong security guarantees. Below, we provide a brief overview of
existing approaches broadly classified into three categories.

(1) Anonymization-based strategies [8]: These approaches par-
tition attributes in a given database table into two sets — those con-
taining Personally Identifiable Information (PII) and the rest that do
not, and remove the set of PII (e.g., ‘Name’, ‘Social Security Num-
ber’). Attributes such as “Zip code”, “Age”, “Gender”, etc. which can
identify an individual when used in combination are anonymized
using techniques such as k-anonymity [14], l-diversity, etc. How-
ever, numerous studies have shown that distinction of an attribute
into “identifying” and “non-identifying” is difficult and non-trivial
as this distinction may change depending on what prior or external
information is available to the attacker [15]. One famous example of
de-anonymization attack is the Netflix fiasco, where attackers were
able to de-anonymize the Netflix dataset based on the published
movie ratings, and externally available datasets. Similar attacks
have been demonstrated on several anonymized databases [16].
(2) Secure Multi-party Computation (SMC)-based strategies
[9]: These approaches typically consider the entire data (all at-
tributes) as private, and use cryptographic protocols such as homo-
morphic encryption, Yao’s garbled circuits, etc. Most SMC-based
strategies rely on peer-to-peer communication and are usually de-
fined in 2-party scenarios, with extension to multi-party scenarios
often resulting in significant communication overhead. While SMC-
based strategies provide strong security guarantees, they are based
on complicated techniques that are slow and do not scale for large
datasets. Similarly, while the recent results on fully homomorphic
encryption are promising, they are far from practical [17].

(3) Randomization-based strategies [8]: These approaches are
based on randomization techniques, such as additive data pertur-
bation and random subspace projection, that masks the underly-
ing data while preserving the statistical properties of the overall
dataset [18]. While these approaches are fast and efficient, they do
not provide strong security guarantees, and are often susceptible

to attacks [19].
Our proposed solution belongs to the second category. It is secure

under the honest-but-curious model and against collusion attacks.
It uses an untrusted mediator and leverages a simple, and efficient
secure sum protocol that scales well to both large datasets and
multiple parties. In addition, the proposed framework is applicable
to a wide range of machine learning problems.
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3 PRELIMINARIES
3.1 Data Partitioning

Let {X(), _L/(")};’zll denote a dataset consisting of m data samples
where {X(i), y(i)} corresponds to the ith sample, x@ = (x1,-*+ > xn)
represents an attribute vector with n explanatory (or independent)
variables and y(i) represents the dependent variable. Let XJ(.i) de-

note the jth attribute (column) in X' @ In this paper, we consider
the setting where the dataset is partitioned across multiple parties
(> 2). We consider two scenarios. In the first, the data is hor-
izontally partitioned across parties, i.e., each party owns all the
attributes for a subset of data samples. In the second, the data is
vertically partitioned across parties, i.e., each party owns a subset
of attributes for all data samples.

Figure 1 shows a toy example consisting of two independent
attributes x1, x2, and a dependent variable y. Figure 1(a) shows an
example of horizontal partitioning where each party owns a subset
of data samples, while Figure 1(b) shows an example of vertical
partitioning where each party owns a subset of attributes for all
data samples.

Heart Calcium | Length of Heart Calcium | Length of
rate (x,) |score (x,)| stay (y) rate (x,) |score (x,)| stay (y)
78 408 20 78 408 20
72 159 8 72 159 8
89 211 13 89 211 13
77 190 9 77 190 9

(@) (b)
Figure 1: (a) Horizontal, and (b) Vertical partitioning
3.2 ElGamal Cryptosystem
The ElGamal cryptosystem [20] consists of the following key gen-
eration, encryption and decryption algorithms:

o Key generation: Given a security parameter k, it publishes a
multiplicative cyclic group G of prime order g with a generator
g, such that discrete logarithm problem over the group G is hard.
As a next step, it selects a secret key r randomly from Zs ={1,2,
...,q — 1} and computes a public key y = g". The secret key r is
kept private while the public key y can be known to everyone.

e Encryption: Given a message m € G and a public key y, it
selects an integer d randomly from ZZ; and outputs a ciphertext C
= Ey[m] = (A, B), where A = gd, B= myd.

e Decryption: Given a ciphertext (A, B), and a secret key r, it
outputs the plain text m = D,[C] = D,[(A, B)] = %.

Since the encryption algorithm selects integer d randomly, ElGamal
is a non-deterministic cryptosystem.

4 SECURE SUM PROTOCOL

A secure sum protocol enables multiple parties to compute the sum
of their individual values while preserving these values’ privacy.
Our proposed protocol leverages collusion-resistant anonymiza-
tion [21] in order to provide privacy to the values of the parties. In
the following, we outline the threat model, present the protocol,
discuss the performance of the protocol in terms of accuracy and
communication cost, and explain some of its important properties.

4.1 Threat Model

We consider an honest-but-curious adversary model, i.e., an adver-
sary will follow the protocol but will try to acquire as much infor-
mation as possible about the private values during the sum com-
putation. The adversary has control over the untrusted mediator
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and at most N — 2 parties. The collusion-resistant anonymization is
achieved by randomly permuting the input values (or, the segments
of the input values) submitted by the parties. This anonymization
guarantees that the mediator along with the N — 2 colluding parties
will not be able to breach the anonymity of an honest party’s value.
Note that, at the end of our secure sum protocol, the sum value is
shared across all the parties including the mediator.

4.2 Protocol
The following is the list of our assumptions on the parties and the
mediator:

i. Each party P; has a secret key and a public key, i.e., R;, and
Y;, respectively. Also, the mediator M’s secret and public keys are
Ry and Yy, respectively. The public keys of all parties and the
mediator are known to all entities.

ii. The encryption and decryption operations performed by the
parties always follow a particular order. For simplicity, we assume
that the order is the same as the order of the parties’ public keys in
the list that is shared by all.

Overview of the protocol: The proposed protocol has three
distinct phases: (I) input preparation, (II) anonymization and (III)
sum computation. In phase (I), each party prepares its input values
for submission to the mediator. The first step of this phase is to
shard the individual values into a number of segments, while in
the second step the value segments are recursively encrypted with
the public keys of the mediator and the N parties. In phase (II), the
mediator sends the set of all prepared value segments to the Nth
party (the party to which the last shared public key belongs to). The
Nth party performs decryption and shuffling (i.e., re-ordering of the
segments) on the value segments prepared in phase (I) and sends
the randomly shuffled segments to the (N —1)th party. The (N—1)th
party then further decrypts and shuffles the value segments, and
this process continues until the segments are decrypted and shuffled
by the 1st party. Finally, the mediator receives anonymized value
segments from the 1st party with only one layer of encryption with
the mediator’s public key. In phase (III), the mediator decrypts the
value segments using its own secret key and computes the sum.

The following is a formal representation of the protocol phases:

() Input Preparation: This phase consists of two steps-

(a) Segmentation: Each party P; shards its input value into a

number of segments. For instance, in order to shard its value
Si into s segments, P; generates secret shares a;1, ¢j2, ..., s
uniformly randomly such that ijl ajj=1landfor1 <j<s,
aij > 0. These shares are used to divide P;’s value S; into s
segments a;1.5;, ®i2.Si, ..., ®is.S; (denoted by elements of set
Si = {Si1, Si2, ..., Sis }, respectively) such that S; = 2;=1 Sij.

(b) Encryption: Each party P; encrypts elements in set S;.

i. Atfirst, P; encrypts the elements in S; using the mediator’s
public key that results in Si’ = {Slfl, . S{S} where
S; = EyySij] or, S{[j] = Eyy,Siljl-

ii. As the next step, P; employs the public keys of all the
parties to the elements in S{ and generates S" such that
${/1 = [Ey, S]]z 1ron-

At the end of this phase, each party P; sends the prepared value
segments S;” to the mediator M.

(I) Anonymization: The mediator M receives all prepared value
segments ¥ = {S//, Sé’, Sﬁ}. Note that the size of the set ¥ is
(N = s) since each party shards its value into s segments. Since

’
i2>
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the encryption order is from 1 to N, the appropriate decryption

order is from N to 1. Therefore, the mediator M sends the set ¥ to

party P at the first iteration, which then updates ¥ by decrypting
and randomly shuffling and sends the updated ¥ to party Py—_; for

the next iteration. The iterations terminate when the mediator M

receives the updated value segments from party P;. The following

explains the steps in the (N — i+ 1)th iteration of the anonymization
phase.

(a) Party P; receives ¥ either from mediator (if i = N), or from
party Pi4+1 (otherwise).

(b) P; strips off one layer of encryption from ¥ as follows: ¥[k] =
Dpg,[¥[k]] for 1 <k < (N *5).

(c) P; randomly re-orders the elements in ¥ by using a random
shuffle function 7 and obtains a randomized set of value seg-
ments ¥ = Y[r(k)] for 1 < k < (N =3).

(d) P; sends decrypted and shuffled ¥ to the mediator M (if i = 1)
or to the party P;_1 (otherwise).

Atthe end of N iterations, the mediator M receives the anonymized
value segments that has only one layer of encryption with public
key Y.

(II) Sum Computation: M computes the sum as follows:

(a) M decrypts the value segments as ¥[k] = Dg,,[¥[k]] for 1 <
k < (N x3s).

(b) M computes the sum of the elements in set ¥ to obtain the
global sum Sg.

(c) M sends the global sum Sg to all the parties.

4.3 Performance

4.3.1 Accuracy. This protocol does not compromise the accu-
racy of the resulting sum, i.e., the securely computed sum is same
as the sum computed over the plain text values.

4.3.2 Communication cost. In phase (I), each party sends its
prepared input which results in a number N of communications.
In phase (II), the value segments are sent from the mediator to
the Nth party and then to the other parties sequentially which
results in a number (N + 1) of communications. In phase (III),
the mediator sends the global sum Sg to all the parties which
results in N additional communications. Therefore, the number
of communications required for each global sum computation is
(3N + 1), i.e., O(N).

4.4 Advantage of Value Segmentation

In phase (I), each party P; shards its value S; into s number of seg-
ments. In order to understand the advantage of value segmentation,
consider the case where there are only two honest parties (let those
be P; and P;) among N, and the rest N —2 parties are colluding with
the mediator M. With an ordinary background knowledge that P;’s
value should be larger than that of P,’s, it is easy to identify S and
Sy from the honest parties’ values. However, with value segmenta-
tion, the task of extracting exact input values of the honest parties
becomes more complex (see Section 5.2 for more details).

4.5 Protocol Parallelization

Note that, in phase (II), the value segments are anonymized sequen-
tially, i.e., while one party is anonymizing the value segments, the
other (N — 1) parties are not able to work on the same segments
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simultaneously. However, if the parties want to compute D sums
at a time, i.e., their input for sum computation has D dimensions,
the protocol is N-parallelizable provided that D > N. For example,
if N = 4, and D = 40, we can form a unique order of parties for
each 10 dimensions, and the value segments in those 10 dimensions
can be encrypted and decrypted according to a particular order.
In the above example, the four unique orders could be [Py, Py, Ps,
P4], [Pz, P3, Py, Pl], [P3, Py, Pq, Pz], and [P4, Py, Py, P3] so that at a
given time all the parties can parallelly take part in anonymizing
10 dimensions without any collision.

5 SECURITY ANALYSIS OF THE PROPOSED
SECURE SUM PROTOCOL

5.1 Privacy Guarantee

In phase (I), each party submits the encrypted value segments to the
mediator. In phase (II), each party has access to a set of encrypted
value segments which have N layers to 1 layer of encryption(s) (in
N iterations, respectively) even after striping off one layer of encryp-
tion with its own secret key. Therefore, it is not possible for a party
to reveal the plain text of a value segment even if (N — 1) parties
collude - which ensures confidentiality during the anonymization
phase. In phase (III), the mediator has access to the plain text of
the value segments. However, it is not possible for the mediator to
identify any association between a value segment and an honest
party as long as at most (N — 2) parties collude with the mediator.

5.2 Collusion Resistance

Proposition: The anonymized value segments ¥ that the mediator
M receives from party P; at the end of phase (II) is computationally
indistinguishable as long as there are H honest parties such that H
> 2.

Proof: Let us assume a scenario where the mediator M collaborates
with malicious parties Pprar, © P such that |P| - |Pprar| = H. To
distinguish honest parties’ value segments from the anonymized
set, parties in Pyj41 could assist the mediator M by excluding their
value segments ¥pr41. However, if the number of value segments
for each party is s, and there are H honest parties, the probability
that the mediator M is able to associate a value segment Sp €
{¥ —¥par} with an honest party is 5, or 1/H. Since H > 2, 1/H
is at most 1/2. This implies that value segments in {¥ — ¥p41 } are
indistinguishable, i.e., each segment is equally likely to belong to
each non-colluding party.

6 PRIVACY-PRESERVING MULTI-PARTY
ANALYTICS ON HORIZONTALLY
PARTITIONED DATA

6.1 Problem Setup

In this section, we consider the set-up where the data is horizontally
partitioned across multiple parties, and the goal is to train a machine
learning model on the global data while ensuring the data privacy
of each individual party.

At the end of the analytics, the final model is shared across all
the parties including the mediator. However, the mediator along
with the colluding parties is unable to learn the data or local results
of the honest parties.



Formal Techniques Il

6.2 Key Observations

We begin by noting that most machine learning algorithms can be
formulated as an optimization problem, with the goal of minimizing
a cost (or objective) function as shown below:

6o,01,...,0
90’01’.”,9’1]( o, 01 n)

1)
While some optimization problems may have a closed form solu-
tion, most optimization problems rely on gradient descent, which
sometimes tends to be more efficient than a closed form solution.
As an example, the linear regression problem has a closed form
solution that involves matrix inversion, which is a costly operation
when the size of the dataset is large, and hence gradient descent is
commonly used to solve the linear regression problem. Gradient
descent is a simple, iterative algorithm as described below.

0 A0 0
0,09, -, 09}
e In each iteration t + 1, update parameter 9;”1), for j =

1,2,---

e Initialize the model parameters {6

,n until termination criteria is satisfied.

o\ = 2 16061, -

et

; (%)t “+0n)

@
Each step in the gradient descent algorithm involves updating all
the parameters based on the current gradient value, where  in (2)
denotes the learning rate that controls the rate of convergence. The
update step is terminated upon convergence.

In most machine learning algorithms, the cost function J in (1)

and its partial derivative g—ej in (2) involve a summation over the
J

training data {X?), y(’.)}i”i1 as shown below.

1 & S
J(00, 01, -+, 0) = — " (00, 01, -+, 0, {XD, 4} ®
m i=1
1 m
09,](90, 01, -+, On) = ;Z 69t](90, 61, 6nl
{x, y @

Below, we provide two examples to demonstrate this.

(1) Linear Regression: In linear regression, given n independent
variables (or attributes), the hypothesis function to estimate the
dependent variable is given by

n
ho(X) = )" 0x), )
Jj=1
where X = (x1,-- ,xp) denotes the feature vector with the first
feature typically corresponding to a constant (or 1). The goal of

linear regression is to estimate the parameters 0; that best fit the

training data. The cost function J and its partial derivative % for
linear regression are given by:

J00, 01, .., 0n) = 2= 3 (hg(X(D) =y’ ©)
00,01, 00) = 3 ST (hg(XO) —y DX ()

(2) Binary Classification: Logistic regression is widely used for

binary classification, where given a data sample X =(x1, x2, - -, xp),
the output variable is modeled as
1
ho(X) = (®)

1+ e 2= 0%
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The cost function J and its partial derivative %
sion are given by:

for logistic regres-

J(60,01,....0,) = _% "il[y(i)log(he(x(i)))
+(1 = yD)log(1 — hg(X))] )
6%/,](%, 01,...0,) = % m (hg(X(i)) _ y(i))XJ(i) (10)

As noted in the above two examples, and as shown in Equations
(3) and (4), both the objective function J and the partial derivative
% in the gradient descent algorithm are evaluated on the training
data {X, y(i)};i 1+ In the case of horizontally partitioned data, the
m samples are distributed across multiple parties. Let m; denote the

: N
number of samples with .party P;, where 33,7,
and 4 can then be re-written as:

m; = m. Equations 3

1 & S
J(80. 61, 6n) = — > J(60. 61, - 0x [{(XD, y})
i=1
N m;
=SS 100 b1, 01X,y 1)
m i=1 k=1
and
9 0 0
(w J(60, 01, -+, 0n) = — Z (w J(00, 01, -+, 0 [ {X D, y )
1 N m;
=— J(80, 61, -+, 0, [ {XR), 40y
m lz:; “ BGt
(12)
Note that the inner summation Z;C":il J(O ,01,- -, 0n] {X(k),

(k)})ande 1 66” J(60,01, -, 04| {X(k>,y(k)})ineachofthose

equations denote computations that are based on data belonging
to a single party, and thus can be completely evaluated by the
party. On the other hand, the outer summation involves data
across parties, and thus this summation should be computed in
a secure, privacy-preserving manner. Moreover, note that while the
inner summation may involve complex and non-linear functions,
the outer summation is simply over N scalars, each generated by
a party. In other words, irrespective of the machine learn-
ing algorithm and its cost function, the outer summation
always involves a simple sum over N scalars, which can be
computed using a secure sum protocol.

6.3 Secure Gradient Descent Algorithm

Algorithm 1 describes our privacy-preserving horizontally parti-
tioned multi-party data optimization algorithm for a generic ma-
chine learning problem with a cost function J and gradient function
o]

09At the end of the gradient descent algorithm, each party has
the model parameters {61, 02, - - - , 0, }, which can be used by the
party to predict/classify any new data samples it collects. Finally,
Algorithm 1 can be naturally extended to other variants of gradient
descent such as the mini-batch and stochastic gradient descent.
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1: M initializes { 0y, - - -, O, }

2: M sets convergence to false

3: M sets J to o

4: for each gradient descent iteration until convergence is true do

5 M sends { 61, . . ., 6, } to all parties
6 fori=1,---,Ndo
7: for each dimension j = 1,.. ., n do
8 P; computes local gradient LG;; =
1 597700, 01, -+, 0n (XX, y®})
9: end for

10: P; computes local cost value LJ; =
T J(0o. 01, <+, 0, |{XE), 4O}

11: P; shards each element in {L]J;, LGj1, - - - , LGjp } into two
segments

12: P; encrypts the shards {{LJ; }1, {LJi}2, {LGi1 }1, {LGi1}2, - -
{LGin}1, {LGin }2} with the public keys of M, and P;s in order
ofi=1,....N

13: P; sends {E[{LJ; h], E[{LJi }2], E[{LGi1 h], E[{LGi1 }2], - -,

E[{LGin }1], E[{LGin }2]} to mediator M
14:  end for
15: M receives {E[{LJ; }1], E[{LJ: }2], E[{LGi1 1], E[{LGi1 }2],- - -,
E[{LGin}1], E[{LGin }2]} from all P;
16: M sends the encrypted shards to party Pnr
17 fori=N,N-1,---,2do
18: P; decrypts and shuffles the shards
19: P; sends the decrypted and shuffled shards to party P;_;
20:  end for
21:  Pj decrypts and shuffles the shards
22: Py sends the anonymized shards to mediator M
23: M decrypts and extracts local gradients for each dimension j =

1,...,n

24: M computes global gradient G; = XN, izl {LGij } for each
dimension j =1,...,n

25:  for each dimension j = 1,-- -, n do

26: M updates 0; = 0; — aG;

27:  end for
28: M computes Jpew = Zfil Zi:l{L]i}k
29:  if J - Jpew < € then

30: convergence is true
31:  endif
32: end for

Algorithm 1: Algorithm for privacy-preserving horizontally par-
titioned multi-party data optimization for a generic machine learn-
ing algorithm.

7 PRIVACY-PRESERVING MULTI-PARTY

ANALYTICS ON VERTICALLY
PARTITIONED DATA

7.1 Problem Setup

The complexity of privacy-preserving analytics greatly increases
when dealing with vertically partitioned data. In contrast to horizon-
tal partitioning of data, vertical partitioning raises several unique
questions with respect to the way data is processed, and results are
obtained and shared. Below, we discuss two such questions and
our assumptions.

i. In problems like classification and regression, there is a de-
pendent variable y, i.e., the variable to be modeled. An important
question in these problems is the location of this dependent variable.
There are two possibilities: the dependent variable y is known to all
parties, or it is private and belongs to some party. This impacts the
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way the model is built and evaluated. Both cases are realistic and
model different situations. In this paper, we focus on the former
where the dependent variable y is known to all parties.

ii. The second question concerns how the final model is shared
among parties. One possibility is to let all the parties know the
obtained model - but this may often reveal too much information
and fail to comply with the privacy constraints. An alternate fully
secure solution is to split the model among the parties. We design
our protocol for the latter (fully secure) approach, but it can be easily
extended to the former approach. Specifically, we split the model
among parties, where each participant has model parameters only
for the attributes it owns. However, the downside to this approach
is that a secure protocol has to be run each time the model needs to
be used on a new data point. If this performance penalty has to be
avoided, one can resort to the former approach by sharing the global
model with all the parties at the end of our secure optimization
protocol.

7.2 Key Observations

Our proposed secure solution is based on two key observations.
First, we note that several popular machine learning models, such
as linear regression, ridge regression, LASSO, SVM and logistic re-
gression, model the dependent variable y as hg(X) = f(<® X>), ie.,
as a function of the inner product between the model parameters
0 = (01,09, -+ ,0y) and the attribute vector X = (x1,x2,- -+ ,Xpn).
In vertically partitioned data, since the attributes are distributed
across multiple parties, we can use a secure sum protocol to com-
pute <G),X > Second, note from Equations 6, 7, 9, and 10 that given
the value of hg(X(i)) for all training samples i € [1, m], the objec-
tive function can be evaluated by each party independently (as we
assumed the dependent variable y(i) to be known to all parties).
Similarly, each parameter 6; can be updated by the party that owns
the jth attribute. Hence, both the cost function and the update
step can be computed independently by the parties once hg(X M) is
known, which in turn can be computed using a secure sum protocol.

7.3 Secure Gradient Descent Algorithm

Algorithm 2 describes our privacy-preserving vertically partitioned
multi-party data optimization algorithm for a generic machine
learning problem which models the dependent variable as a function
of <®, X > and has a cost function J with gradient function %

At the end of the proposed algorithm, each party learns the final
model parameters only for the attributes it owns. Hence, in order
to use the learned model to predict/classify any new data samples,
the parties should initiate a secure sum protocol.

Algorithm 2 can be extended to other variants of gradient descent.
For example, in the case of mini-batch gradient descent, the parties
may decide a-priori on the batch size b, and random seed values.
Then, in Steps 8-10, each party will compute the local hg only
for a small subset of size b from their data (rather than the entire
dataset). Also, in Steps 28 and 31, the parties will compute the
gradient value and the objective function only using the selected
sub-samples, and normalize it accordingly (i.e., normalize with b
rather than m). Note that the use of mini-batch gradient descent
will significantly improve the overall performance of our algorithm.
We could similarly use stochastic gradient descent where only one
random sample is used in each iteration of the gradient descent.
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1: fori=1,...,Ndo

2 P; initializes 0;s for the jth attributes that belong to P;

3 P; sets convergence to false

4 P; sets J to oo

5: end for

6: for each gradient descent iteration until convergence is true do
7 fori=1,..., Ndo

8
9

forr=1,.... mdo
P; computes local hg, Lh] = 27;1 0;x; for each training
sample r
10: end for
11: P; shards each element in {Lh}, Lh?, «++, Lh]"} into two
segments
12: P; encrypts the shards {Lh}}l, {Lh% Yoo, {LR 11, {LA" }2}
with the public keys of M, and P;sinorderof i =1,. . ., N
13 Pysends E[{Lh!),], E[{Lh} )21, - - -, E[{LA™ )], E[{LhI" },])

to the mediator M
14:  end for
15 M receives E[{Lh} }1], E[{Lh}}2], . . ., E[{LhI" }1], E[{Lh" },]}
from all P;
16: M sends the encrypted shards to party Pn
172 fori=N,N-1,...,2do
18: P; decrypts and shuffles the shards
19: P; sends the decrypted and shuffled shards to party P;_;
20:  end for
21:  Pj decrypts and shuffles the shards
22: Py sends the anonymized shards to mediator M
23: M decrypts and extracts local hg for eachrow i=1,...,m
24: M computes hg foreachrowi=1,...,m
25: M sends hg values to all P;
26: fori=1,..., Ndo

27: for each dimension j that belongs to P; do
28: P; updates
05 = 05 — a5y N3, 55,7 (00, 01, -+, 0| {XE), y®)))
29: end for
30:  end for
31: P; computes Jpew = & S7, J(01, 0, - -+, 0, | {X0), y(O)}),

using the hg values
32:  if J - Jpew < € then

33: convergence is true
34: end if
35: end for

Algorithm 2: Algorithm for privacy-preserving vertically parti-
tioned multi-party data optimization for a generic machine learn-
ing algorithm.

8 DISCUSSION ON SECURE GRADIENT
DESCENT ALGORITHMS

This section discusses some key properties of the Algorithms 1
and 2 in the following:

(1) In Step 11 of the algorithms, we shard the data into two seg-
ments. In general, one may shard the data into s segments, where
s> 1

(2) Steps 17-22 of the algorithms involve a sequential process,
where each party decrypts the shards, shuffles them, and sends
them to the next party. This results in only one party being ac-
tive at any given time, with the remaining N — 1 parties being
idle (idle CPU cycles). However, we can parallelize the gradient
descent operation to improve the overall CPU usage, by using a
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different encryption ordering for each dimension in Step 12 of the
algorithms.

e In Algorithm 1, rather than encrypting all the local gradients us-
ing the same encryption order, say we encrypt all {LGj1}1, {LGi1}2
using the parties’ public keys in order i = 1,---,N; all {LGj2}1,
{LGij2}2 using order i = 2,---,N,1; all {LG;3}1, {LGi3}2 using
orderi =3,---,N,1,2, etc. Then, the mediator can invoke parallel
decryption cycles in Steps 17-22 by sending E[{LG;1 }1], E[{LGi1}2]
to party N first; E[{LGj2}1], E[{LGi2}2] to party 1 first, E[{LGj3}1],
E[{LGj3}2] to party 2 first etc.

o In Algorithm 2, rather than encrypting all the local hg’s using
the same encryption order, say we encrypt the local sum of first
data sample of all parties {thl. H, {Lh} }2 using the parties’ public
keys in order i = 1,---, N; the local sum of second data sample
{thz.}l, {Lh?}z using order i = 2,---, N, 1; the third data sample
{Lh?}l, {Lh?}z using order i = 3,--- , N, 1, 2, etc. Then, the media-
tor can invoke parallel decryption cycles in Steps 17-22 by sending
E[{Lh}}l], E[{thl-}g] to party N first; E[{th}l],E[{Lhﬁ}z] to party
1 first, E[{Lh?}l],E[{Lh?}z] to party 2 first etc.

This improves the CPU utilization of all the parties, thereby reduc-
ing the overall execution time.

(3) Datasegmentation (or data sharding) used in Step 11 of the algo-
rithms makes the protocols robust to prior knowledge attacks. We
could replace the data sharding solution with alternate approaches
that mask the structure of the data. An alternate approach is to
have the parties determine a-priori a large random number R, so
that each party P; generates s random numbers {r;1, ri2, - ,ris}
from [-R, R] such that Z]s.zl rij = Lh] (in Algorithm 2). The local
hg for all other data samples r € [1, m] can also be masked using a
similar approach.

9 PERFORMANCE EVALUATION
9.1 Experiment Setup

We used two testbeds in this analysis. The first testbed is a cluster
of 9 Virtual Machines (VM) on a HPE Cloud openstack instance.
Each VM is a single core, Intel Xeon machine with 8GB of RAM
and 60GB storage running Debian GNU/Linux. The second testbed
is an Amazon AWS EC2 cluster of 4 ¢2.micro instances with 1 GB
of RAM and EBS-only storage. We implemented our solution in
Python v2.7.3, where we used ZeroMQ for communication between
parties/machines. We used an open source implementation of the
ElGamal cryptosystem?.

We performed three sets of experimental analysis. In Section 9.2,
we evaluate the computational performance of the proposed se-
cure sum protocol, measured by the latency (total wall-clock time)
and the total communication cost. We evaluate and compare non-
parallelized and parallelized versions of this protocol.

In Section 9.3, we evaluate our secure gradient descent protocol
for two analytic use-cases: linear regression and binary classifica-
tion (logistic regression) with horizontal data partitioning. We also
evaluate our protocol with vertically partitioned data for the linear
regression use-case. We compare the proposed solution scenario,
i.e., distributed untrusted (DU) (where parties execute gradient
descent locally and share encrypted intermediate results with an

Zhttps://github.com/RyanRiddle/elgamal
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untrusted mediator) with two baselines: (i) centralized trusted (CT),
where the parties transfer their entire raw data to a trusted mediator
to perform the analysis, and (ii) distributed trusted (DT), where par-
ties execute gradient descent locally and share intermediate results
with a trusted mediator to aggregate. We evaluate these solutions
on several real datasets under three different metrics: accuracy or
quality of the resulting machine learning model, latency, and total
communication cost.

Finally, in Section 9.4, we perform a scalability analysis to eval-
uate the computational performance of the proposed gradient de-
scent solution and compare it with the two baselines. We use a
synthetic dataset for this analysis, where we vary the number of
instances as 1K, 10K, 100K, and the number of parties as 2, 4, and 8.

All the results shown in this section are averaged over 5 repe-
titions of each experiment. While the experiments presented in
Section 9.3 are performed on Amazon AWS EC2 instances, the HPE
Cloud openstack cluster has been used for the experiments in Sec-
tions 9.2 and 9.4. Independent of testbeds and analytic use-cases,
the experiments demonstrate that the DU scenario outperforms the
baseline CT scenario for large datasets. Although the DT scenario
results in lower communication cost than that of the DU scenario,
the DT scenario has weak privacy guarantees as the parties share
their intermediate results with a trusted mediator in plain text.
Moreover, as the dataset size increases, the difference between the
latencies of the DT and DU scenarios reduces as shown later in this
section.

—o-ssp_vl -=-ssp_v2
1E+4 P P-

1E+3

1E+2

1E+1

Latency (sec)

1E+0

10 100 1000
Number of attributes

-o-ssp_vl -m-ssp_v2

1E+6

1E+5

1E+4

1E+3

Comm. cost (KB)

1E+2

10 100 1000
Number of attributes

Figure 2: Latency and communication cost comparison be-
tween non-parallelized (ssp,1) and parallelized (ssp,2) secure
sum

9.2 Experimental Analysis of Secure Sum
Protocol

We implement non-parallelized and parallelized versions of the
proposed secure sum protocol, and evaluate their performance
measured by latency and communication cost. For all the exper-
iments in this section, we perform secure linear regression on a
dataset consisting of 100K instances, and partitioned horizontally
between 2 parties. As noted in Section 4.5, the secure sum protocol
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Dataset name #of #of Use-case

Instances | Attributes
Bike Sharing [22] 17389 16 Linear Regression
YearPredictionMSD [23] | 515345 90 Linear Regression
Phishing Websites [23] 2456 30 Binary Classification
SUSY [24] 5000000 | 18 Binary Classification

Table 1: Datasets from UCI repository

can be parallelized to compute D secure sums at the same time.
This parallelization is useful for secure gradient descent solutions
as such solutions require to compute the global gradient for each
independent attribute. In this experiment, we compare the latency
and communication cost between the non-parallelized (ssp,1) and
the parallelized (sspy2) versions of our secure sum protocol, where
we vary the number of attributes as 10, 100, and 1000. In the case
of sspy2, the order of public keys’ used for secure global gradient
computation of half of the attributes is [P1, P] whereas the order
[P2, P1] is used for the rest half attributes. As shown in Figure. 2, the
parallelized version improves the latency significantly when com-
pared to the non-parallelized version as the number of attributes
increases. However, the parallelized version incurs a higher com-
munication overhead as the number of communications increases
due to parallelization. Note that, in the following experiments, the
results with the DU scenario represent the non-parallelized version
of the secure sum protocol.

9.3 Experimental Analysis of Secure Gradient
Descent Algorithms

We present the simulation results on four datasets from the UCI
repository as shown in Table 1. We use 500,000 randomly selected
instances from the SUSY dataset while all the instances from the
other datasets are used. For each dataset, we assume 70% of the data
as training data, which is distributed uniformly across 3 parties.
For example, in the case of the YearPredictionMSD dataset, each
party owns 120,247 instances under horizontal partitioning and 30
columns under vertical partitioning.

9.3.1 Linear Regression on Horizontally Partitioned Data. The
number of gradient descent iterations for linear regression on
the horizontally partitioned Bike Sharing and YearPredictionMSD
datasets are 150 and 25, respectively. Figure 3(a) and 3(b) show
comparisons among the CT, DT, and DU scenarios in terms of their
latency and communication cost, respectively. Though the latency
of the CT scenario is minimum for the smaller Bike Sharing dataset,
regression analysis on the larger YearPredictionMSD dataset results
in the maximum latency for this scenario. The latency in the CT
scenario consists of both the communication time to transfer all the
data to the mediator, and the computation time to execute linear
regression centrally. In contrast to CT, the cost of the DT and DU
scenarios depend mostly on the number of iterations and less on
the size of the dataset. In the case of large datasets like YearPredic-
tionMSD, the difference between the latencies of the DT and DU
scenarios decrease since in both scenarios the local gradient com-
putation takes significant amount of time (due to the size of dataset)
and the latency for running the secure sum protocol in the DU
scenario becomes insignificant. The communication cost for the CT
scenario is also the maximum among all for the YearPredictionMSD
dataset.
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Figure 3: Comparison among the CT, DT, and DU scenarios for analytics on real datasets: (a), (b) latency and communication
cost for linear regression on horizontally partitioned data; (c), (d) latency and communication cost for linear regression on
vertically partitioned data; (e), (f) latency and communication cost for logistic regression on horizontally partitioned data

We assess the accuracy of the CT, DT, and DU scenarios using the
Root Mean Square Error (RMSE) measure. The experiment shows
that the DU scenario has the same accuracy as the two baselines. For
example, the RMSE calculated for YearPredictionMSD test dataset
is 1040.9 for all the scenarios. Since all the scenarios have same
accuracy, we omit the accuracy comparison in later experiments.

9.3.2 Linear Regression on Vertically Partitioned Data. In the
case of vertical partitioning, we would need a secure sum for each
sample as described in Section 7.2. In order to reduce the over-
head in latency and communication cost, we randomly select a set
of subsamples from the large dataset. In other words, we imple-
ment mini-batch gradient descent. For both the Bike Sharing and
YearPredictionMSD datasets, a mini-batch of 100 samples is used
for computing the gradients in each step. The number of gradi-
ent descent iterations for both datasets is 100. Figure 3(c) and 3(d)
show that while the latency and communication cost for the DT
and DU scenarios are similar for both datasets, these metrics in-
crease linearly with the increase in the size of the dataset for the
CT scenario.

9.3.3 Logistic Regression on Horizontally Partitioned Data. The
number of gradient descent iterations for logistic regression on the
horizontally partitioned Phishing Websites and SUSY datasets are
38 and 25, respectively. As shown in Figure 3(e), the CT scenario
result in the highest latency for the large SUSY dataset while the
difference between the latencies of the DT and DU scenarios de-
creases. Figure 3(f) shows the results of the comparison among the
CT, DT, and DU scenarios in terms of communication cost which
are similar to the results in Figure 3(b).

9.4 Scalability Analysis of Secure Gradient
Descent Algorithms

In order to perform the scalability analysis, we use synthetic datasets
for the linear regression use-case. The datasets are generated using

227

the make_regression3 function. We use a life sciences dataset? for
the binary classification use-case.

9.4.1 Linear Regression on Horizontally Partitioned Data. In the
following, we present experiment results for linear regression on
horizontally partitioned data with variable number of samples and
parties.
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Figure 4: Comparison among the CT, DT, and DU scenarios
in terms of latency and communication cost for linear re-
gression on horizontally partitioned data (variable number
of samples)

Shttp://scikit-learn.org/stable/modules/generated/sklearn.
datasets.make_regression.html
4ds1.10, http://komarix.org/ac/ds/)
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o Variable Number of Samples: Figure 4 shows the comparison
among the CT, DT, and DU scenarios in terms of latency and com-
munication cost for linear regression on horizontally partitioned
data with variable number of samples. The experiment is with
three sets of data of sample sizes 1K, 10K, and 100K, where each
sample consists of 5 input attributes. Two parties participate in
the analytics (each owns half of the samples) and the numbers of
gradient descent iterations required for convergence for the three
datasets are 91, 94, and 85, respectively, and are equal for all the
CT, DT, and DU scenarios.

As shown in Figure 4, the latency of the CT scenario increases
as the dataset size increases. The latency of the DU scenario for all
sample sizes is higher than the DT scenario and that is attributed to
the cryptographic operations in the secure sum protocol of Section 4,
i.e., onions of encryprion, and decryption. The communication
cost of the CT scenario also increases linearly with the dataset
size which is not true for the DT and DU scenarios. Again, the
communication cost of the DT and DU scenarios depend on the
number of iterations. From this experiment, it is clear that using the
CT scenario for larger datasets (in most practical cases datasets are
large) is not cost effective. Moreover, even though the DT scenario
has lower latency and communication cost when compared with
the DU scenario, the latter provides stronger security guarantees.
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Figure 5: Comparison among the CT, DT, and DU scenarios
in terms of latency and communication cost for linear re-
gression on horizontally partitioned data (variable number
of parties)

o Variable Number of Parties: This experiment has a similar setting
as above but varies the number of parties as 2, 4, and 8 instead of
varying the number of samples. The experiment is with a dataset of
sample size 100K, where each sample consists of 5 input attributes.
Two, four, and eight parties participate in the analytics (each owns
50K, 25K, and 12.5K samples, respectively) and the number of gra-
dient descent iterations required for convergence is 85.

As shown in Figure 5, the latency of the DU scenario grows
faster than that of the CT and DT scenarios. This is attributed to
the increased number of encryptions and decryptions required by
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the increased number of parties. However, the growth of commu-
nication cost is slower than that of latency. Moreover, for larger
datasets, e.g., the dataset with 1M samples, the DU scenario would
outperform the CT scenario in terms of communication cost even
in the case of 8 parties.

9.4.2 Linear Regression on Vertically Partitioned Data. While
performing multi-party analytics on vertically partitioned datasets,
we use mini-batch gradient descent. In the following, we present
experiment results for variable size of mini-batch, variable number
of samples, and variable number of parties.

o Variable Number of Mini-batch Size: In the following, we assess
how the size of mini-batch affects the latency and communication
cost of the CT and DT scenarios. The experiment is with a dataset
of sample size 100K, where each sample consists of 8 input at-
tributes. Two parties participate in the analytics (each owns 4 input
attributes) and the number of gradient descent iterations required
for convergence is 89.
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Figure 6: Linear regression on vertically partitioned data for
the CT scenario: latency and communication cost compari-
son for variable mini-batch size

(a) CT Scenario: We vary the mini-batch size with 0.1K, 1K, 10K,
and compare these with the case of 100K. Figure 6 shows com-
parisons among different mini-batch sizes in terms of latency and
communication cost.

The latency increases with the increasing mini-batch size. This

is because in the case of 0.1K subsamples, the mediator randomly
selects 0.1K samples for each iteration of gradient descent and
updates the 0 values according to only those subsamples. However,
in the case of 10K subsamples, the mediator needs to run analysis
on 10K rows in each iteration which increases the computation
time significantly. The communication costs for all mini-batch sizes
are similar as the most significant cost component is the initial
communication cost to transfer the data to the mediator.
(b) DT Scenario: We vary the mini-batch size with 0.1K, 1K, 10K,
and compare those with the case of 100K. Figure 7 shows com-
parisons among different mini-batch sizes in terms of latency and
communication cost.
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Figure 8: Comparison among the CT, DT, and DU scenarios for scalability experiments: (a), (b) latency and communication
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Figure 7: Linear regression on vertically partitioned data for
DT scenario: latency and communication cost comparison
for variable mini-batch size

The communication cost increases with the increasing mini-
batch size. This is because in the case of 0.1K subsamples, the parties
need to randomly select 0.1K rows and send the 0.1K local hy sums
to the mediator at each iteration. The mediator then computes
0.1K sums and updates the 6 values accordingly. However, in the
case of 10K subsamples, the parties need to send 10K local hg
sums which increases the communication cost significantly. The
increasing number of bytes being transferred with increasing size of
mini-batch results in higher latency though the number of gradient
descent iterations is fixed for all the cases.
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e Variable Number of Samples: Figure 8(a) and 8(b) show com-
parisons among the CT, DT, and DU scenarios in terms of latency
and communication cost for variable number of samples. The ex-
periment is with three sets of data of sample sizes 1K, 10K, and
100K, where each sample consists of 8 input attributes. Two parties
participate in the analytics (each owns 4 input attributes), the size
of mini-batch is 0.1K, and the number of gradient descent iterations
required for convergence is 89.

As shown in Figure 8(a), the latency of the CT scenario is less in
comparison with both the DT and DU scenarios. The computation
time at the mediator is significantly reduced in the CT scenario
since the analysis runs on only 0.1K randomly selected subsamples
in each iteration. The increase in the latency with increasing size of
dataset in the CT scenario is due to the increase in communication
time for transferring the data to mediator. Since the latency of the
DT and DU scenarios depend on the number of iterations, it remains
similar for all sample sizes. However, in terms of communication
cost, the CT scenario performs worse with increasing number of
samples as shown in Figure 8(b). Therefore, for larger datasets, e.g.,
dataset with 1M samples, the DU scenario would outperform the
CT scenario in terms of communication cost.

o Variable Number of Parties: Figure 8(c) and 8(d) show compar-
isons among the CT, DT, and DU scenarios in terms of latency
and communication cost for 2, 4, and 8 parties. The experiment is
with a dataset of sample size 100K, where each sample consists of
8 input attributes. Two, four, and eight parties participate in the
analytics (each owns 4, 2, and 1 input attribute(s), respectively) and
the number of gradient descent iterations required for convergence
is 89.

As shown in Figure 8(c), the latency of the DU scenario grows
faster than that of the CT and DT scenarios. This is attributed to
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the increased number of encryptions and decryptions required by
the increased number of parties. The latency of the CT scenario is
significantly less in comparison with the latency of both the DT and
DU scenarios for the reason mentioned for the previous experiment.
The growth of communication cost for the DU scenario is slower
than that of latency (Figure 8(d)). For larger datasets, e.g., dataset
with 1M samples, the DU scenario would perform the CT scenario
in terms of communication cost even in the case of 8 parties.

9.4.3 Logistic Regression on Horizontally Partitioned Data. In
the following, we present experiment results for logistic regression
on horizontally partitioned data.

o Variable Number of Samples: Figure 8(e) and 8(f) show compar-
isons among the CT, DT, and DU scenarios in terms of latency and
communication cost for variable number of samples. The experi-
ment is with three sets of life sciences datasets- one consisting of
~27K samples, and the two other consisting of randomly selected
samples from these ~27K samples and of sizes 1K and 10K, where
each sample consists of 10 input attributes. Two parties participate
in the analytics (each owns half of the samples) and the numbers
of gradient descent iterations required for convergence are 98, 89,
and 88, respectively, for the 1K, 10K, and ~27K datasets.

As shown in Figure 8(e), the latency of the CT scenario increases
as the dataset size increases. Although the numbers of iterations for
sample sizes 10K, and ~27K are almost similar, the increase in the
latency for the ~27K case is due to the local gradient computation
time. The communication cost of the CT scenario increases linearly
with the dataset size which is not true for the DT and DU scenarios
(Figure 8(f)). Even with a dataset of ~27K samples, the DU scenario
outperforms the CT scenario in terms of communication cost.

10 CONCLUSION AND FUTURE WORK

In this paper, we introduce a generalized framework for privacy-
preserving multi-party analytics. We first propose a secure sum
protocol that is secure under the honest-but-curious model, and
is resistant to collusion attacks as long as there are at least two
honest (non-colluding) parties. We then use this protocol to pro-
pose two secure gradient descent solutions, one for horizontally
paritioned data and the other for vertically partitioned data. The
proposed framework is generic and applies to a broad class of ma-
chine learning problems. We demonstrate our solution for two
popular analytic use-cases, regression and classification, and eval-
uate its performance with respect to the accuracy of the obtained
model, latency and communication cost, on both real and synthetic
datasets. We also assess the scalability properties of the proposed
solution as the size of the data or the number of parties increase.
We compare the proposed solution with two baselines that use a
trusted mediator. Our experimental results demonstrate that while
the proposed solution does not compromise on the accuracy of
the obtained model, it is secure, scales well, and achieves better
computational performance (latency and communication cost) com-
pared to the centralized trusted mediator solution as the size of the
data increases. As part of the future work we plan to expand our
study to evaluate the proposed solution for other machine learning
algorithms such as LASSO and SVM, and also extend the scalability
analysis to study the effect of increasing data dimensionality on
the solution complexity.
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