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ABSTRACT
Internet of Things environments enable us to capture more and
more data about the physical environment we live in and about
ourselves. The data enable us to optimise resources, personalise ser-
vices and offer unprecedented insights into our lives. However, to
achieve these insights data need to be shared (and sometimes sold)
between organisations imposing rights and obligations upon the
sharing parties and in accordance with multiple layers of sometimes
conflicting legislation at international, national and organisational
levels. In this work, we show how such rules can be captured in
a formal representation called “Data Sharing Agreements”. We in-
troduce the use of abductive reasoning and argumentation based
techniques to work with context dependent rules, detect inconsis-
tencies between them, and resolve the inconsistencies by assigning
priorities to the rules. We show how through the use of argumen-
tation based techniques use-cases taken from real life application
are handled flexibly addressing trade-offs between confidentiality,
privacy, availability and safety.

CCS CONCEPTS
• Security and privacy → Security services; Access control;
Information accountability and usage control; • Social and
professional topics → Medical information policy;
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1 INTRODUCTION
Data services are increasing popularity, especially with the rise of
Big Data and IoT devices, where data are shared, stored, used and
transformed by different entities. A serious issue in data services
is the necessity of protecting and ensuring security properties of
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shared data. During the exchange of the latter, the entities involved
should agree on the rules related to the data. These agreements
are composed of data access and usage rules that ensure the secu-
rity and privacy of the data, but also of user preferences, business
and legislative rules. The above rules are applied to the same set
of shared data in contextual environments. Therefore, conflicts
between rules can be easily produced. Due to the legislative and
context dependent nature of the rules, there is a need for the con-
flicting rules to co-exists, e.g., conflicting rules can have different
priorities depending on the applied context. Furthermore, all the
above rules need to be analyzed.

We propose a novel technique based on argumentation and ab-
ductive reasoning that uses a high-expressive policy analysis lan-
guage [4] for representing and analyzing data sharing agreements
rules, for Cloud environments. To the best of our knowledge, this is
the first attempt where argumentation based reasoning is used for
detecting and solving conflicts between policies, in particular for
data sharing. Argumentation reasoning permits: the co-existence
of conflicting rules due to its non-monotonic nature; the analysis
made to the rules, where the integration with abductive reasoning
increases the efficiency of the rules; and the conflict resolution
through the use of priorities between rules. Our technique best
accommodates the legislative and context dependent nature of the
rules thanks to the expressive power of the used language and
the argumentation reasoning that provides the rules with different
priorities for different contexts.

Different techniques [21, 32, 34] have been introduced for data
services in order to solve part of the security problems related to
them. A good part of these techniques focuses on permitting a
correct data access and an efficient usage control [8, 33], suitable
for data at rest and not for data that migrate and cross between
multiple parties. The problem of access and usage control is a well
studied one [20, 28], but the existing solutions do not permit a fine
grained representation of the different types of rules, their conflicts
detection and resolution.

When an exchange of data occurs the parties should agree on the
rules related to the data and create the data sharing agreements [30]
(DSA) that describe how data should be treated. The agreement
can be seen as a contract, between two or more parties, and the
different rules are the terms of the contract. The terms express
how and who is permitted/denied/obliged to access, delete, use,
and share the data, along with the different constraints that should
be respected. Representing and stipulating the various rules of the
DSAs is not trivial, due to the heterogeneity of the rules and the
conflicts generated between them, e.g., different rules, legislations,
and contexts can be applied to the same shared data.
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Our proposed technique, thanks to the high-expressivity of the
used policy language, permits the representation of different access
and usage rules together with their constraints, as well as the user
preferences, business and legislation rules applied to the data. Some
of the represented constraints are the temporal ones, e.g., a given
piece of data can be accessed only for 30 minutes; geographical
constraints, e.g., the data can be accessed only from the office;
cardinality constraints, e.g., the data can be accessed at most three
times; event-defined constraints, e.g., if the data is revoked by the
author, the data cannot be further shared; purpose use constraints,
e.g., the data can be used just for statistical use.

The DSAs rules are represented as policies that can permit, deny
or oblige the execution of certain actions. Given their diverse type,
it is common that different rules can lead to conflicting actions, e.g.,
we can have a permit policy to access a given piece of data and a
deny access policy for the same piece of data (for the same user with
the same constraints), or policies that oblige and deny the same
action with identical constraints. The policies can lead to other
types of conflicts with respect to the context that can be applied,
called conceptual conflicts, e.g., for the same data two different and
conflicting legislation rules can be applied. Deciding the rules that
will be part of the DSAs is important, as DSAs should be composed
of correct and non conflicting rules. Thus, it is essential that both of
the above conflicts are detected and solved. The conflict resolution
is not a trivial task because the rules can have exceptions, be used
in specific contexts, or be incomparable.

To capture and solve the various conflicts, we base our technique
on abductive and argumentation reasoning. We use an abductive
constraints system, called A-system1 [23] for finding the various
conflicts between policies, together with redundancies and gaps
between them. The conceptual conflicts cannot be captured by
simply using the abductive system, as they are context dependent,
and not easily spotted.

We use argumentation based reasoning to permit the co-existence
of conflicting rules and to detect and solve the conceptual conflicts.
Argumentation based reasoning is a well suited technique for im-
plementing decision making mechanisms under conflicting, incom-
plete and context dependant knowledge. We use GorgiasB2 [9], a
tool based on abductive and argumentation reasoning, which eas-
ily accommodate the various policies and discover the conceptual
conflicts. The latter are solved by introducing priorities/hierarchies
between policies that state which policies have precedence over the
others for particular contexts. The use of priorities between rules
permits the co-existence of conflicting rules which best describe
realistic rules, especially legislative ones where different laws can
be applied to the same case but depending on the environment
circumstances some rules might take precedence.

We start by giving a brief introduction to our main use case
in Section 2. An overview of the related work regarding the data
protection techniques is given in Section 3. In Section 4, we present
briefly the used policy language, how it can represent data sharing
agreements, and the performed analysis tasks. We introduce a novel
policy analysis for conflict detection and resolution through an
argumentation based decision process in Section 5. Finally, we go

1A-system http://dtai.cs.kuleuven.be/krr/Asystem/
2GorgiasB http://gorgiasb.tuc.gr/

back to our use case and show its DSAs representation and conflict
resolution in Section 6. In Section 7, we conclude and present some
future works.

2 INTRODUCTION TO THE USE CASE
In this section, we introduce a real use case, where data sharing
agreements need to be represented and stipulated. The use case
is taken from an e-health scenario of an European Project (Coco
Cloud project3). Themain actors are the data subject, data controller,
recipients, and data processor. For constructing the data sharing
agreements the various rules are represented, and decisions about
the rules that apply to the particular cases are made. Deciding the
rules of DSAs is not trivial, as conflicts arises. The conflicts between
the DSAs rules need to be captured, and solved.

In our use case, the patient is the data subject, some of his rights
are to access to his medical data, to knowwho is processing his data,
to ask for the deletion of his personal data. The data controller is an
entity (public authority, agency, legal person), which determines
the purpose and means of processing the data of the data subject.
In our use case, the hospital is the data controller of the patient’s
data and determines the purpose for which the data are processed
(e.g., administrative purpose or treatment purpose). The doctors of
the hospital are the data recipients that need to comply to the data
controller rules. The data recipients are considered as part of the
data controller, the employees within the hospital do not stand as
separate entities than the hospital itself. The hospital that is the
data controller has various rules of how the doctors can access
the patient’s data, e.g., a doctor needs to be inside the hospital for
accessing the patient’s data (geographical constraint), he needs to
be during his office hours (temporal constraint), and he needs to
be the patient’s treating doctor (role-based constraint). The above
described rules are mainly business rules.

The data processor is an entity (public authority, agency, legal
person) that is processing the data on behalf of the controller. In
our use case, the cloud provider is considered the data processor as
far as it respects the instructions of the controller. The controller
rules that should be respected by the processor can also have a legal
nature, e.g., if the controller is in an EU country, the cloud provider
should as well be in an EU country and cannot send the data to
countries outside the EU and EEA.

A third party is an entity (public authority, agency, legal person)
that is not the data subject, data controller or processor, and that un-
der the direct authority of the controller or processor is authorized
to process the data. In our use case, a doctor outside the controller
hospital is considered a third party. Once access is obtained, the
third party becomes a data controller and has to comply with the
data protection principals. Another third party can be an insurance
company that asks for the patient’s data to the hospital.

Some of the rules applied to the data are related to the type of data
or the data subject. For example, the patient, as the data subject, has
the permission to access his medical data. The legislation says that
the patient cannot temporally access his private medical records, in
case they are of a high emotional impact to him, e.g., suspects of a
terminal illness that can effect the well-being of the patient. In this
case, the patient is temporally denied the access to his data, until

3http://www.coco-cloud.eu/
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the final results are issued. Thus, the rule that permits the patient
to access his data is in conflict with the legislation because of the
type of data.

The patient can be in different situations, e.g., intensive treat-
ment, unconscious, emergency, that affect how the data are shared
and used. For sake of simplicity we assume that the situation where
the patient is involved, which describes the environment circum-
stances, is already given to the system by a trusted entity/agent.
Usually the patient gives the permission to the doctor to access
his sensitive data. In case the patient is unconscious, he is not able
to grant this access. Thus, the doctor can access to the patient’s
personal data for contacting a family member and getting their
permission to access the patient’s sensitive data. The unconscious
state does not give directly to the doctor the permission to access
to all the patient’s data. If the family member is not able to give this
permission and the patient is in intensive treatment, the legislation
permits a commission of the family doctor and hospital director
to grant the access. In this case, there are various rules that are in
conflict and different contexts are applied to the same case, e.g.,
unconscious, family member permission, intensive treatment. Thus,
deciding the rules to be applied becomes more difficult.

The territory where the data are generated is another constraint
added to the rules. The doctor can share the patient’s data with a
doctor of another hospital (third party), to ask for a second opinion.
EU regulations state that data generated in EU can be shared just
with EU and EEA countries. In case the third party doctor is not in
an EU country, the data cannot be shared. Suppose now that the
patient wants to take his medical data, generated in an EU country,
outside an EU and EEA country. Also in this case, the patient cannot
share his data.

Let’s see another example where different contexts are applied
and the data cross borders is more evident. Suppose that while the
data subject is on vacation in a non EU and EEA country, he has
an accident, and is in a critical situation for his life (e.g., an emer-
gency situation). In this case, depending on the legal agreements
EU has with that country, and because the data subject is in an
emergency situation, part of the medical data of the patient can
be shared. In this example, different rules create conflicts and the
problem of deciding the rules to be applied is more difficult. In the
coming sections, we will explain how these conflicts can be solved
by introducing priorities between rules.

3 RELATEDWORK
Nowadays, the solutions for protecting the used and shared data,
aside from focusing on protecting the databases where they are
stored [7] and the network used for their transfer [14], or construct-
ing coordination techniques for data re-use [11], are also working
on protecting the data themselves, by using data-centric solutions.
The change of focus is due to the increase of connectivity between
users, and with that also the increase of the various attacks. Pro-
tecting and ensuring the security of all the environments where the
data are transferred/stored/used is becoming challenging. There-
fore, data-centric security solutions that focus on protecting the
data wherever they go, are taking hold [2, 17, 21, 32, 34].

In the data-centric security solutions persist twomain challenges:
the control of data access and the usage of data. Both of them,

together with their own issues, have been widely studied. Different
solutions are developed for solving their problems [6, 19]. The role-
based access control [6] is a well known technique to ensure the
data access depending on the user roles. Our solution can represent
the different users roles and their specific policies for accessing and
using the data.

UCON (Usage control) is a well studied concepts [25]. In [24], the
authors introduce the usage control for controlling the access and
usage of digital information. They put emphasis on the problem of
delegation of rights that should be covered by UCON. In [27], the
authors introduce the problem of usage control, by proposing a two
level policy language that is expressive enough to represent the ba-
sic usage control notions, as prohibition and obligation, and to rep-
resent a generic server-side architecture that can implement usage
control. The Obligation Specification Language (OSL) [8] expresses
requirements for usage control, like obligations, permission-like
statement, and constraints of the duration of a usage. This lan-
guage is used by a mechanism for usage control [28]. Another
work [15] focuses on using data usage control in distributed sys-
tems, in particular, when having a data flow in-between different
connected systems. Fully decentralised infrastructure for enforce-
ment of global usage control is introduced in [16], where the data
as well as the events for the data usage occur in multiple distributed
systems. Our work is taking into account all the above issues, faced
by the usage control literature, as it permits policies that represent
permissions, denials, obligations and delegations of rights.

Another interesting approach for sharing and accessing data is
the use of sticky policies [21, 22]. Sticky polices are machine read-
able policies that contains conditions and constraints attached to
data that describe how the data should be treated, as the latter cross
multiple parties. In [13], the authors introduce the sticky policy
paradigm and technologies for enterprise privacy enforcement and
exchange of customer data. The promised privacy rights and obli-
gations are specified through a privacy control language [12], for
authorization management and access control, that includes user
consents, obligations and distributed administration. The sticky
policies are widely used in the cloud environment [26, 31]. Our
policy language can represent the various policies represented by
the sticky policies.

The data usage problems concern different entities that are using
the data and the agreements they make regarding the different
rules that describe how the data should be treated, called data shar-
ing agreements [30]. The DSAs describe not only the agreements
between the data subject, controller, and processor, but also the
different business and legislation rules complaint to the contexts of
data sharing. The authors of [20] introduce a language that repre-
sents the different rules of data sharing agreements. This approach
though, suffers from the lack of expressivity, which does not per-
mit the representation of complex DSAs, as well as the absence of
analysis for the DSAs. Moreover, it does not permit dealing with
the co-existence of conflicting rules and the problem of deciding
the rules to be applied in particular cases.

All the above represented approaches, from the data access and
usage control, to the sticky policies and finally the DSAs representa-
tion, suffer from the problem of deciding the rules that should apply
to the shared data. For solving this problem, we propose an analysis

Short Paper SACMAT’17, June 21–23, 2017, Indianapolis, IN, USA

233



SACMAT’17, , June 21–23, 2017, Indianapolis, IN, USA Erisa Karafili and Emil C. Lupu

to be made to the rules together with a conflict resolution technique.
The proposed analysis is based on the abductive [10] and argumen-
tation based reasoning [3, 5]. Argumentation reasoning is a suitable
technique for implementing decision making mechanisms [1, 9]
under conflicting knowledge.

4 DATA SHARING AGREEMENTS:
REPRESENTATION AND ANALYSIS

In this section, we give a brief introduction of the used policy
language. We show how it can represent the different DSAs rules,
togetherwith their constraints and the data access and usage control
rules [8, 28]. The policy language enables various analysis tasks
performed to the rules and permits their efficiency and soundness.
For performing the analysis, we use an abductive constraint logic
programming system, A-system.

4.1 A policy analysis language
Our model is based on the policy analysis language [4]. This policy
language, through its high expressive power, naturally represents
the various rules and constraints that should be applied during the
access, usage and sharing of data. It defines policies that represent
in their structure subject, targets, and actions. It is composed of pred-
icates, domain description predicates and policy regulations rules.
The policy regulation rules are composed of predicates and domain
description ones, and represent authorization and obligation rules.
Some of the predicates of the policy language are introduced below.

req(Sub,Tar ,Act ,T )

permitted (Sub,Tar ,Act ,T ) denied (Sub,Tar ,Act ,T )

do(Sub,Tar ,Act ,T ) deny (Sub,Tar ,Act ,T )

obl (Sub,Tar ,Act ,Ts ,Te ,T )

The predicate req(Sub,Tar ,Act ,T ) represents the request that
a given subject, Sub, is doing at the instant of time T , for per-
forming a given action, Act , to the target, Tar . The predicates
permitted (Sub,Tar ,Act ,T ) and denied (Sub,Tar ,Act ,T ) represent
respectively that to a given subject is permitted/denied at the in-
stant of time T , to perform a certain action to the target. The predi-
cates do(Sub,Tar ,Act ,T ) and deny (Sub,Tar ,Act ,T ) record respec-
tively whether an action is permitted to occur or not. The predicate
obl (Sub,Tar ,Act ,Ts ,Te ,T ) denotes that at the instance of time T ,
a given subject is placed under an obligation to perform a certain
action to the target between the interval of time from Ts to Te ,
where Ts is the starting time when the obligation holds and Te is
the ending time of the obligation.

The domain description predicates represent changed/unchanged
properties of the system regulated by policies. The unchanged prop-
erties, are static and usually defined by the user. The dynamic prop-
erties are defined using the Event Calculus [18], and represent a set
of properties that define system events regulated or not by policies.

Some of the domain description predicates are initiates, termi-
nates, holdsAt, happens. The initiates predicate describes the state
properties that hold due to an event, while terminates describes
which properties stop holding after an event. TheholdsAt predicates
means that a given property is true in a state, while the happens
predicates indicates the event that occurs in a given instant of time.

4.2 Data Sharing Agreements Representation
The used policy language can represent the permission, denial and
obligation concepts for the DSAs. In the following examples, we
introduce the representation of various DSAs rules of our use case.

Example 4.1. Bob (B) is the family doctor (f Doc) of the patient
Alice. The family doctor has the permission to access to Alice’s
prescriptions4, (A_presc), at the instant of time T .

permitted (B,A_presc,access,T ) ← holdsAt ( f Doc (B,Alice ),T ),
holdsAt (owner (Alice,A_presc ),T ).

Every time, the family doctor Bob writes a prescription to Alice, he
needs to send a notification, (send_n), in less than 30 minutes.

obl (B,Alice, send_n,T ,T + 30,T ) ← holdsAt ( f Doc (B,Alice ),T ),
do(B,A_presc,write,T ),

holdsAt (owner (Alice,A_presc ),T ).

We can represent DSAs rules with different types of constraints.

Example 4.2. Suppose that our patient, Alice, wants to give the
permission (perm) to a family member to read her data. The family
member, Faust (F ), can read the data, after Alice has given the
permission.

permitted (F ,A_presc, read,T ) ← T ≥ T 1,
holdsAt (owner (Alice,A_presc ),T1),

do(Alice, F ,perm(A_presc, read ),T1).

Faust, Alice’s family member, cannot read her prescriptions more
than 4 times, where N is a number in this case.

permitted (F ,A_presc, read,T ) ← N ≤ 4,T ≥ T1,
holdsAt (readD (F ,A_presc,N ),T ),

do(Alice, F ,perm(A_presc, read ),T1),
holdsAt (owner (Alice,A_presc ),T1).

Example 4.3. Bob can access Alice’s prescriptions just during his
working hours (shi f t ).

permitted (B,A_presc,access,T ) ← holdsAt ( f Doc (B,Alice ),T ),
holdsAt (owner (Alice,A_presc ),T ),

holdsAt (shi f t (B),T ).

denied (B,A_presc,access,T ) ← holdsAt ( f Doc (B,Alice ),T ),
holdsAt (owner (Alice,A_presc ),T ),

not holdsAt (shi f t (B),T ).

4.3 DSAs analysis
The used policy analysis language enables a wide range of analysis
tasks that can be performed to the DSAs rules. Below we intro-
duce briefly some of the performed analysis tasks that permit the
construction of sound, complete and efficient DSAs.

The modality conflicts analysis task finds conflicts between poli-
cies regulation rules, and permits to have sound DSAs. In particular,
it can capture the case when an action is both permitted/obliged
and denied on the same instant of time. More complex conflicts can
be constructed, where constraints about events occurrences and/or
subject roles are added. All the above conflicts and inconsistencies
between predicates are captured by our modality conflicts, which
helps correcting them.
4We use the owner property for relating the patient to his data.
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The coverage of gaps analysis finds the different gaps (cases) that
are not covered by the DSAs rules, and permits the construction
of a complete list of rules that should be part of the DSAs. One
type of gap that can be found is when there is an explicit request
for performing a certain action to a certain object, and there is
no authorization policy rule that neither permits nor denies this
request. Another type of gap that can be found is when there is an
explicit request for performing a certain action to a certain object,
and this permission is given not as an authorization policy rule, but
as a consequence of a default permission of the system.

The policies comparison analysis checks whether a policy is in-
cluded/equivalent/implied by another one. This analysis improves
the efficiency of the DSAs, by identifying redundant rules, that can
be easily removed from the DSAs.

5 CONFLICT RESOLUTION THROUGH
ARGUMENTATION REASONING

The above introduced analysis, implemented through an abductive
system, is not able to capture the conceptual conflicts, as the latter
are not direct conflicts between predicates (e.g., permitted/obliged
and denied predicates), or they are context dependent. To find and
solve the conceptual conflicts, we propose a technique based on
non-monotonic reasoning [5], in particular, argumentation rea-
soning [3, 9]. We introduce an analysis that uses argumentation
reasoning together with the abductive one, as the latter alone can-
not capture the conceptual conflicts. The rules can be in conflict
between each other, as they can hold for general domain description
predicates but not for specific ones, or vice versa. The resolution
of the conceptual conflicts is a decision making problem, and is
solved by introducing priorities between rules [1]. We use argumen-
tation reasoning, as it is a well suited technique for implementing
decision making mechanisms for conflicting rules that have pri-
orities/preferences between them and that are strongly context
dependent. Argumentation reasoning permits to represent the var-
ious conflicting rules, the context where they are valid and the
preferences between them. The priorities between rules permits us
to work with conflicting policies and to analyze them.

Abductive and argumentation reasoning gives us the expres-
sive power to work with strict, defeasible and conflicting rules,
along with, exceptions and priorities between them. To apply the
abductive and argumentation reasoning, we use the GorgiasB [29]
tool. GorgiasB is a tool for preference-based argumentation with a
graphical user interface. Its graphical interface helps to structure
and model the knowledge and the decision making by preferences.

Our decision making technique has as input the various rules
together with the domain description predicates that can be facts
or defeasible knowledge, and finds the conflicts between rules, if
there is any, and solves them. The resolution of the conflicts is done
step by step, by putting priorities between rules5 and explicitly
specifying when a particular rule has to be considered stronger than
another one. A preference/priority relation, denoted by >, is used to
indicate preferences between rules. Given two conflicting rules r1
and r2, where for the context and the informationwe have, r1 should
be applied instead of r2, we denote it with r1 > r2. The introduced

5For sake of understandability, we call the priorities between rules, priority rules.

priority rules together with the existing rules are checked, and if
any conflict is found, other priorities rules are introduced.

Below we give an example of DSAs representation, where the
analysis is performed for capturing the conflicting rules. The iden-
tified conflicts are solved by introducing priority rules.

Example 5.1. Following our use case, the family doctor can access
the patients’ prescriptions (Presc) and private information (PInf o).
On the other hand, the treating doctor (tDoc) has a more restrictive
access, as he is permitted to access just the patients’ prescriptions,
and not the private information6. Below, we represent the rules in
a semi-natural language, where P and D denote respectively the
patient and the doctor.

(i )Access (data,D,permitted ) ← f Doc (D, P ) ∧Owner (P ,data)
∧ Presc (data)

(ii )Access (data,D,permitted ) ← f Doc (D, P ) ∧Owner (P ,data)
∧ PInf o(data)

(iii )Access (data,D,permitted )← tDoc (D, P ) ∧Owner (P ,data)
∧ Presc (data)

(iv )Access (data,D,denied ) ← tDoc (D, P ) ∧Owner (P ,data)
∧ PInf o(data)

The last rule is represented with the policy language as follows:

denied (Sub,Tar ,access,T ) ← req(Sub,Tar ,access,T ),
holdsAt (tDoc (Sub, P ),T ),
pInf o(Tar ),
holdsAt (owner (P ,Tar ),T ),
holdsAt (work (D,H ),T ),
holdsAt (hosp (P ,H ),T ).

When the patient is an emergency situation (Emerд) (where his life
is at risk) the doctor has access to the patient’s private information,
e.g., for contacting a family member of the patient. This exception
is represented as below.

(v ) Access (data,D,permitted ) ← Emerд(P ,H ) ∧ tDoc (D, P ) ∧
Owner (P ,data) ∧ PInf o(data)

The above predicate is written in policy language as follows:

permitted (Sub,Tar ,access,T ) ← req(Sub,Tar ,access,T ),
holdsAt (Emerд(P ,H ),T ),
holdsAt (tDoc (Sub, P ),T ),
pInf o(Tar ),
holdsAt (owner (P ,Tar ),T ),
holdsAt (work (D,H ),T ),
holdsAt (hosp (P ,H ),T ).

Conflicts are found for the above rules. The two last rules, (iv )
and (v ), are in conflict with each other, as one says that generally
treating doctors cannot access the private information of a patient,
while the other one gives permission to the treating doctor to access
the information, in case of an emergency. A preference relation
between rules is added in this case, stating that rule (v ) is preferred
over rule (iv ), (v ) > (iv ), in case there is an emergency. After the
preference is introduced and no other conflict is found, the scenario
can be tested.

6The treating doctor should work (work (D, H )) in the same hospital (H ) where his
patient is hospitalized (hosp (P, H )).
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6 USE CASE: DSAS REPRESENTATION AND
ANALYSIS

In this section, we continue with our use case that was already
introduced in the previous sections. First, we describe the various
entities involved in the DSAs and the types of data. We continue by
showing some DSAs rules and their analysis, where the conflicts
are detected and solved by introducing priorities between rules.

As described in the above sections, we want to model the data
sharing agreements between different entities, for sharing and using
the data. In our case, we give a special focus on the use of the cloud
environment. Our solution can be used independently from the ap-
plied environment. The different actors are the patients (sometimes
we call them clients) P = {P1, P2, · · · }, the service providers that
are the different hospitals and medical centersH = {H1,H2, · · · },
and the doctors D = {D1,D2, · · · }, that work in various hospitals
or medical centers.

Every patient has his associated data that can be of three types:
• prescriptions: Presc (data), e.g., blood pressure, analyses,

medicine prescriptions, x-rays, etc.;
• private prescriptions: PData(data), e.g., anti-depressive

treatments;
• personal information: PInf o(data), e.g., contact informa-

tion and family member contacts.
A further division, based on the notion of type TypeD (data, type )
that describe the medical data, is made to the prescription data,
e.g., the otolaryngology and the dental information are of the same
type, the orthopaedic data and the different x-rays data are of the
same type, while food allergy data and x-rays data have different
types. General analyses and blood pressure are considered general
medical information, thus, we include them in all types of data.

Usually, in EU countries, every patient (P ) has a family doctor :
FDoc (D, P ). When the patient is treated/examined/hospitalized in
an hospital, he has also the treating doctors:TDoc (D, P ). In this case,
for D to be the treating doctor of P , then D should work in the same
hospital where P is treated/examined/hospitalized, as follows:

TDoc (D, P ) when Hosp (P ,H ) ∧Work (D,H ).

The doctors usually have a specialisation. Thus, we divide them by
their specialisation, called types7: Spec (D, type ).

The patient’s data are used, accessed, and shared between differ-
ent entities by respecting their DSAs. The first step is to agree on
the terms of the DSAs, where some terms, usually legal ones, are
irrefutable. Let us give some of the DSAs terms for our scenario.

(1) The family doctor can access to all the data of the patient.
(2) The patient can access to all his data.
(3) The treating doctor can access to the prescription data

related to his specialisation.
(4) The hospital regulation says that the treating doctor can

access to the patient’s data during his working time, and
while he is in the hospital.

(5) The treating doctor cannot access to the patient’s data
when he is not in the hospital, or not during his shift, or
the data are not related to his specialisation.

(6) Nobody else can access the data.
7For sake of simplicity, we assume that the types of the specialisations of the doctors
are the same as the types that the prescriptions data are divided.

The family doctor accesses to all the patient’s data, described as
follows:

Access (data, P ,permitted ) ← FDoc (D, P ) ∧Owner (P ,data) (1)

Rule 2 states that the patient can access to all of his data, repre-
sented as below:

Access (data, P ,permitted ) ← Owner (P ,data) (2)

Rule 3 states that the treating doctor is permitted to access the
prescriptions, in particular, just the prescriptions that deal with
his specialisation, e.g., an orthopaedic doctor accesses to the x-
ray of the patient, but does not access to his food allergies data.
Rule 4 states that the treating doctor can access to the patient’s data
just during his shift, shi f t (Doctor ), and while he is in the hospital.
For ensuring the latter, we compare the position of the hospital
where the doctor is working, hospP (Hospital ,Location) with the
position of the doctor, position(D, Location). All the other accesses,
e.g., while the doctor is not in the hospital, not during his working
hours, or not relevant prescription to his specialisation, are not
allowed, rule 5. Below, we introduce the representation of rule 3
and 4 together, and rule 5.

Access (data,D,permitted ) ←TDoc (D, P ) ∧Owner (P ,data) ∧
Presc (data) ∧TypeD (data, t1) ∧
Spec (D, t2) ∧ t1 = t2 ∧ shi f t (D)
∧ position(D,L1) ∧ hospP (H ,L2)
∧ same (L1,L2)

(3)
Access (data,D,denied ) ← TDoc (D, P ) ∧Owner (P ,data) ∧

(PData(data) ∨ PInf o(data) ∨ not shi f t (D) ∨
(position(D,L1) ∧ hospP (H ,L2) ∧ not same (L1,L2)) ∨

(TypeD (data, t1) ∧ Spec (D, t2) ∧ t1 , t2 ∧ Presc (data)))
(5)

There are some cases, in EU legislation, where the patient cannot
access his data, e.g., when the patient’s medical data can be of high
emotional impact Emot (P ,data) (e.g., suspects of a terminal illness
that if revealed early to the patient can effect his well-being and
life). The rule in this case is:

(7) If the medical data are of high emotional impact (as de-
scribed by law), then the patient is not allowed to access
his private prescription.

Access (data, P ,denied ) ← Emot (P ,data) ∧ PData(data) ∧
Owner (P ,data)

(7)
The above rule 7 is in conflict with rule 2. The latter permits the
patient to access his data. The conflict is solved by putting priorities
between them. We state that the last rule is stronger than the
previous one, in case of high emotional impact data: rule 7 > rule 2.

An interesting rule is the one dealing with the intensive treat-
ment, Intens (P ,H )8. The treating doctor can access to the patient’s
private prescription when the patient grants access to him.

(8) When the patient is in intensive treatment the treating
doctor can access to all the normal prescription of the
patient, despite his specialisation.

(9) The doctor can access to the patient’s private prescription
when the patient grants Grant (P ,data,D) access to him.

8Intens (P, H ) means that patient P is in intensive treatment in hospital H .
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(10) All the rest of the data accesses are denied.

Access (data,D,permitted ) ← Intens (P ,H ) ∧TDoc (D, P ) ∧
Presc (data) ∧Owner (P ,data) ∧

position(D,L1) ∧ hospP (H ,L2) ∧ same (L1,L2) ∧ shi f t (D)
(8)

Access (data,D,permitted ) ← TDoc (D, P ) ∧ PData(data) ∧
Owner (P ,data) ∧Grant (P ,data,D) ∧

hospP (H ,L2) ∧ position(D,L1) ∧ same (L1,L2) ∧ shi f t (D)
(9)

Access (data,D,denied ) ← Intens (P ,H ) ∧Owner (P ,data)
∧ TDoc (D, P ) ∧ (PInf o(data) ∨

(PData(data) ∧ not Grant (P ,data,D)))
(10)

In this case, rule 8 and 9 are in conflict with rule 5, as the latter is
denying the access to not related and private prescriptions, while
the two new rules are permitting it. The cases of being in an inten-
sive treatment and granting the access to the treating doctor have
higher priority. Thus, rule 8 > rule 5 and rule 9 > rule 5.

Sometimes, patients can be unconscious when they are in inten-
sive treatment. In this case, we have the following rules.

(11) When the patient is in intensive treatment and unconscious
Uncon(P ), the doctor can access to the patient’s private
information, for contacting a family member.

(12) In the above case, the doctor can access the private pre-
scription when a patient’s family member grant access to
them, FGrant (P ,data,D).

Access (data,D,permitted ) ← Intens (P ,H ) ∧TDoc (D, P ) ∧
PInf o(data) ∧Owner (P ,data)
∧Uncon(P ) ∧ hospP (H ,L2) ∧
position(D,L1) ∧ same (L1,L2)
∧ shi f t (D)

(11)

Access (data,D,permitted ) ← Intens (P ,H ) ∧TDoc (D, P ) ∧
PData(data) ∧Owner (P ,data)
∧Uncon(P ) ∧ FGrant (P ,data,D)
∧ hospP (H ,L2) ∧ position(D,L1)
∧ same (L1,L2) ∧ shi f t (D)

(12)
Also in this case, we have conflicts between policies. In particular,
rule 11 and 12 are in conflict with both rule 5 and 10. Again, the
exception rules have higher priority, as being unconscious and in
intensive treatment is stronger then being hospitalized or just in
intensive treatment. Thus, rule 11 > rule 5, rule 11 > rule 10, rule 12
> rule 5 and rule 12 > rule 10.

Sometimes, the family members are not able to grant the ac-
cess. In such case, the hospital and law regulations state that the
access can be granted from the family doctor and the ward director
(director (D,H )), by using the Grant∗ predicate.

(13) When the patient is in intensive treatment, unconscious,
and the family member cannot grant access to the private
prescription, the doctor can access the patient’s private
prescription, when the family doctor and ward/hospital
director grant the access to him.

Access (data,D,permitted ) ← Intens (P ,H ) ∧TDoc (D, P ) ∧
PData(data) ∧Owner (P ,data) ∧Uncon(P ) ∧

f Doc (P ,D1) ∧ director (D2,H ) ∧ hospP (H ,L2) ∧
Grant∗ (D1,D2,data,D) ∧ not FGrant (P ,data,D) ∧

shi f t (D) ∧ position(D,L1) ∧ same (L1,L2)
(13)

In this case, we have conflicts between rules 13 and rule 5 and 10,
where rules 13 has higher priority: rule 13 > rule 5, rule 13 > rule 10.

The medical data of the patient are shared between hospitals
inside the EU or EEA, e.g., for asking for a second opinion, or when
the patient is staying in another country. The medical data cannot
be shared outside the EU and EEA. Suppose that while the patient
is on vacation in a non EU or EEA country, e.g., Canada, he has an
accident, and is in a critical situation for his life (e.g., an emergency
situation). When the patient is in an emergency situation, the pa-
tient’s prescriptions can be shared to another hospital outside the
EU and EEA, in case that country has legal agreements with the
EU. In this case, Canada is part of a “white-list” of countries, where
the cross borders flow of information is permitted.

(14) The data can be shared inside the EU and EEA.
(15) The data cannot be shared outside EU or EEA.
(16) In case, the patient is in an emergency situation in a non

EU or EEA country, then the patient’s prescriptions can be
shared with that country, if that country has legal agree-
ments for cross borders flow of information with EU.

We represent rules 14 and 15, when a second opinion (SecondOp) is
requested by the treating doctor D1 to another doctor D. To decide
if the access is permitted or denied, we check the location of the
hospital where D is working. EU ∗ (Hospital ) indicates if the given
hospital is located in an EU or EAA country or not.

Access (data,D,permitted ) ← Owner (P ,data) ∧TDoc (D1, P ) ∧
SecondOp (D1,D) ∧Work (D,H ) ∧ EU ∗ (H )

(14)
Access (data,D,denied ) ← Owner (P ,data) ∧Work (D,H ) ∧

not EU ∗ (H )
(15)

We represent below rule 16, where the predicate Aдreement in-
dicates that the country where the hospital is located has legal
agreement with EU for cross border flow information.

Access (data,D,permitted ) ← Emerд(P ,H ) ∧Owner (P ,data) ∧
Presc (data) ∧Work (D,H ) ∧
not EU ∗ (H ) ∧Aдreement (H )

(16)
In this case, rule 16 is in conflict with rule 15, where the emergency
situation and the legal agreements prevails. Thus, rule 16 is stronger
than rule 15, represented as rule 16 > rule 15.

7 CONCLUSION AND FUTUREWORK
Data sharing agreements are a useful abstraction to group together
references to the rules governing the sharing of data which re-
gard legislation and constraints on data usage. Such rules are of-
ten conflicting and naturally have different priorities according to
the context of application. The conflicts between rules arise from
conflicts between business needs and privacy considerations and
between security and safety, in particular in medical applications.
To represent the rules of the data sharing agreements an expressive
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policy notation is needed. In this work, we presented a new tech-
nique for representing and working with data sharing agreements,
based on a policy language and argumentation reasoning, that al-
lows to express context dependent rules regarding data usage and
obligations.

Analysis of the DSAs rules for inconsistencies is necessary, as the
inconsistencies generate conflicts between rules. We showed how
this analysis can be done through abduction and argumentation.We
performed the analysis that capture conflicts between DSAs rules
with the help of an abductive based tool (A-system). Furthermore,
we performed other two tasks analysis that find redundant rules,
and gaps between them, by giving as result correspondingly the
redundant rules and the missing cases. To handle the context depen-
dent nature of the priorities between policies and the co-existence
of conflicting ones we use an argumentation based techniques. We
showed how the introduced argumentation based analysis handles
naturally a variety of use cases and how systems such as GorgiasB
can be used for its implementation. Our analysis captures the con-
ceptual conflicts and solves them by introducing priorities between
the conflicting rules. The introduced analysis is applied offline to
the rules, and improves the efficiency and correctness of the DSAs.
We showed the DSAs representation together with the analysis and
conflict resolution through a real use case scenario, taken from an
e-health scenario.

A future challenge is to work with policies that deal with data
integrity and availability. Currently the priority rules are intro-
duced manually, due also to the complexity of the involved rules.
An interesting future work is to automate this process and use
online learning to gather information and learn automatically the
priorities between rules, depending on the contexts. Data quality
characteristics like timeliness, interpretation and relevance, are
interesting to be analyzed in further works, by bridging the gap
that exists between data access/usage control and security and
information systems.
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