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ABSTRACT

Nowadays, most of business practices involve personal data pro-
cessing of customers and employees. This is strictly regulated by
legislation to protect the rights of the data subject. Enforcing reg-
ulation into enterprise information system is a non-trivial task
that requires an interdisciplinary approach. This paper presents a
declarative framework to support the specification of information
system designs, purpose-aware access control policies, and the legal
requirements derived from the European Data Protection Directive.
This allows for compliance checking via a reduction to policy re-
finement that is supported by available automated tools. We briefly
discuss the results of the compliance analysis with a prototype tool
on a simple but realistic scenario about the processing of personal
data to produce salary slips of employees in an Italian organization.
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1 INTRODUCTION

In today’s interconnected world, the security of IT systems is a
continuously evolving endeavour as the threat landscape changes
in real time making inadequate—shortly after their deployments—
security policies, mechanisms, and tools. This fast moving situation
requires that organizations be constantly vigilant to ensure that
their security posture remains strong by keeping their controls up-
to-date. To add complexity, legal requirements protecting specific
types of data must also be taken into account and suitably enforced
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in order to comply with existing laws and regulations. The most
important class of legal requirements concern privacy and data
protection as they constitute core values of individuals. Several
legislations concern these values: the EU Data Protection Directive
(EU DPD),! the HIPAA,? and the Sarbanes-Oxley?.

The ultimate goal of an effort to integrate legal compliance and
security solutions is to protect data appropriately (including those
subject to regulations) and to guarantee the privacy of users. For
this to become possible, it is crucial to develop methodologies and
techniques that support the specification and automated analyses of
regulations for data protection and privacy together with security
solutions in a coherent and uniform way. Automation is essen-
tial to command the complexity of today’s (and future’s) digital
information systems and allow for quick updates to security and
privacy solutions for countering new threats. There are three main
desiderata that such methodologies and techniques should satisfy to
unfold their full benefit for privacy and data protection: (D1) they
should be applicable at the very beginning of the design process
so as to facilitate the embedding of security solutions and Privacy
Enhancing Technologies (PETs) as recommended by Security- and
Privacy-by-Design approaches; see, e.g., [11]; (D2) they should doc-
ument which simplifying assumptions about the regulations are
being made to resolve the ambiguities of natural language, give
them a precise meaning, and permit the application of automated
techniques for security analysis and compliance checking; and (D3)
they should present system designers with detailed results about
the reasons for which a security analysis or a compliance check
is failing. In other words, it is not enough that the tools return a
yes/no answer and should include scenarios (e.g., authorization
queries) violating the property under consideration.

(D1) implies that standard specification languages at design time
(such as Message Sequence Charts or Business Process Notation)
should be supported by the techniques. Because of (D2), the math-
ematical model and the document describing the simplifying as-
sumptions that relate it to the text of the regulation should be the
results of an interdisciplinary approach involving legal experts,
computer scientists, and IT security experts. This would promote a
deeper understanding of the regulation, its corner cases, and those
parts that are applicable to digital information systems formalized
in a mathematical model. This, in turn, would facilitate the inter-
pretation of the results returned by the tools for security analysis
and legal compliance. (D3) would simplify the process of patching
designs and policies even in face of evolving security and legal

!http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:31995L0046
https://www.hhs.gov/hipaa/
Shttp://www.soxlaw.com
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requirements. To the best of our knowledge, no available approach
addresses the three desiderata above.

The main contributions of the paper are a methodology and a
technique to integrate legal compliance and security checks fulfill-
ing the desiderata above. These are based on three building blocks:
(1) a declarative framework to specify the processing of data for
certain purposes together with legal requirements and security
policies at design-time (Section 3.1), (2) an interdisciplinary ap-
proach to derive a formal specification—expressed in the declarative
framework—from regulations or laws written in natural language
(Section 3.2), and (3) automated techniques to solve security analysis
and compliance checking problems (Section 3.3).

The declarative framework (1) supports the specification of digi-
tal information system designs and permits the expression of legal
requirements in a scenario independent way and of security policies
abstracting away the details of the enforcement mechanisms—cf.
(D1). The framework (1) and the interdisciplinary approach (2) al-
low one to make explicit the simplifying assumptions that lead to
the formalization of (parts of) the regulation—cf. (D2). An impor-
tant by-product of (1) and (2) is the capability of instantiating legal
requirements derived from legislations to the scenario under consid-
eration by defining few key notions (such as the legal roles played
by the entities in the system and how these are empowered or man-
dated with selected capabilities) without the need to consider the
regulation in its entirety (with all the subtleties related to the use
of legal jargon) every time a new scenario is considered. Following
an established tradition in policy verification, security analyses are
reduced to logical problems whose solution is possible by using
(off-the-shelf) Satisfiability Modulo Theories (SMT) solvers. Given
the use of a common framework to express both security and legal
requirements, another contribution of the paper is to show that
similar reductions to logical problems can be done to support also
compliance checking. The use of state-of-the-art theorem provers
permit to provide policy designers with authorization queries that
violate the property under consideration—cf. (D3). Since reducing
security policy analyses to logical problems is well-known (see,
e.g., [3]), in this paper we mainly focus on compliance.

We apply the approach to the EU Data Protection Directive (DPD)
since the utility of the proposed techniques can be evaluated in
the context of the EU DPD whose implications have been thor-
oughly studied. We use a simple scenario to illustrate the key ideas
underlying our work (Section 2).

2 OVERVIEW

We illustrate our approach to integrate security analysis and com-
pliance checking on a simple scenario, namely the processing of
personal data to produce the salary slips of employees in an Italian
organization, named ITOrg. The process is described by the Mes-
sage Sequence Chart (MSC) of Figure 1. ITOrg asks each Employee
to fill in a form with profile information such as name, surname,
address, number of kids, type of car, etc. The Employee can send
the filled in form to ITOrg (message ‘profile’) and give her consent
for some of the purposes for which (parts of) the data in the form
can be used. ITOrg delegates the processing of selected parts of the
profile to its departments. For producing salary slips, after checking
that the employee has given the consent for processing information
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Figure 1: Semantics of the purpose ‘salary_comp’

that are used to compute the salary slips—the callout in the fig-
ure, ITOrg forwards the pertinent information in the profile to its
Fin(ancial) Dep(ar)t(ement)—message ‘fin_profile’. In turn, ITOrg
Fin Dept sends (possibly a sub-set of) the received information to
ACME (message ‘sub_fin_profile’) that performs the actual com-
putations to produce the salary slip. Once the computations have
been performed, ACME sends the salary slip to ITOrg Fin Dept
(message ‘salary’) that can be further processed (if the case) and
finally send the salary slip to the Employee (message ‘salary_slip’).
Notice that each send and receive event in the MSC is decorated
with permissions: r for read, w for write, and u for update. The
meaning of such decorations is the following: the entity sending
or receiving a message with payload p must have (one of) the per-
missions in the decoration close to it. For instance, an Employee
should be granted the permission to w(rite) or u(pdate) her profile
in order to send a message containing it. The fact that an entity has
(or not) the permissions specified in the decorations is specified by
an access control policy (see, e.g., [12]). There are several ways to
describe such a policy, one of which is the access control matrix in
Table 1 characterizing the rights of each subject (row) with respect
to every object (column) in the system (for brevity, profile has been
shortened to pro, salary to sal, and ITOrg has been dropped from
ITOrg Fin Dept). An entry in the table marked with an asterisk
means that the right can only be exercised in the context of the
process to achieve the given purpose ‘salary_comp.’ (For example,
the ITOrg Fin Dept can read the content of a message containing
the ‘salary’ of an employee if this action is performed in the process
described by the MSC of Figure 1.) This implies that we consider
access control policies that are purpose-aware (see, e.g., [1]). We
assign the meaning to a purpose by associating it with a plan to
achieve certain goals since “an action is for a purpose if it is part of
a plan for achieving that purpose;” see, e.g., [25]. Among the many
possible ways to describe plans, one of the most popular is to use
MSCs (especially at design-time) as we did for the scenario above.
The use of MSCs allows us also to specify the contextual conditions

Table 1: Access control policy to produce salary slips

l H pro ‘ fin_pro ‘ sub_fin_pro ‘ sal ‘ sal_slip

Employee || r,w,u r
ITOrg r w

Fin Dept r* w* r w*
ACME r r,w,u*
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under which the process (purpose) should be executed, as it is re-
quired to specify security policies in almost all modern information
systems; see, e.g., [18]. To illustrate, consider the MSC in Figure 1:
ITOrg can send the message ‘fin_profile’ only if the Employee has
given her consent (call-out in the figure marked Financial Consent)
to the processing of financial data.

The problem of legal compliance. Are the personal information
of employees processed in a way which is compliant with the EU
DPD? In order to answer this question, we need the availability of
three main ingredients: (i) a formalization of the EU DPD, (ii) a mean
to instantiate it to the information system under consideration, and
(iii) techniques to check compliance.

To derive (i), several challenges must be addressed because of
the generality and comprehensiveness of the set of rules introduced
to protect EU citizens against the uncontrolled collection and use of
personal data with the ultimate goal of respecting individual privacy.
For instance, not all the rules in the regulation can be expressed (and
enforced) as (purpose-aware) access control policies because of their
complexity and broad spectrum of applicability. An essential part of
this work consisted in a careful analysis of the text of the regulation
in order to identify the parts which are amenable to be specified
by (purpose-aware) access control policies. We describe how we
derive a formalization of the EU DPD in Section 3.2 below. Here,
we just present an excerpt of the EU DPD, shown in Table 2, which
is relevant to check the compliance of the system described by the
MSC in Figure 1 and the access control policy in Table 1. Column
Eff(ect) reports when p(ermitting) and d(enying) to Process some
Personal Data (PD) by some entity under the control of the Data
Subject (DS), Data Controller (DC), or the Data Processor (DP) for
a certain Purpose (when needed) according to what is described in
the column Condition. PD are information relating to an identified
or identifiable natural person (e.g., the profile information of an
employee). DC is a natural or legal person which alone or jointly
with others determines the purposes and means of the processing
of PD (e.g., ITOrg is the DC in the system considered above). DS
is an individual that is the subject of the PD held by a DC (e.g.,
an employee is the DS). DP is any individual or organization that
processes PD on behalf of DC (e.g., both ITOrg Fin Dept and ACME
are DPs). The first three lines of Table 2 contains the conditions
permitting an action to be performed while the last three lines
shows the conditions denying the action the right to be executed.
More precisely, the condition in the first line of the table specifies
that a DS can Process the PD provided that a DC has Empowered
her with the possibility to do so. While the EU DPD stipulates that—
regardless of the purpose—a DS can perform any action on her PD,

Table 2: Formalization of the EU DPD (excerpt)

l Eff H Condition ‘
DS A Proc A PD A Emp

DC A Proc A PD A Pur A Cons
DP A Proc A PD A Pur A Man
DS A Proc A PD A = Emp

DC A Proc A PD A = Pur A Cons
DP A Proc A PD A Pur A = Man

ol el (o e
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Figure 2: A bridge structure for salary slips

an information system is usually designed to provide only a sub-set
of all possible actions that a DS is entitled to do. For this reason,
we introduced Emp to express which actions the DS can perform
when interacting with the system. The condition in the second
line of the table specifies that a DC can Process PD for a given
Purpose provided that the DS has given her Consent. The condition
in the third line of the table specifies that a DP can Process PD for a
given Purpose provided that a DC has Mandated it to do so. This
formalizes one of the principles stated in the EU DPD that a DC
can delegate (part of) the operations to one or more DPs in order to
carry out the processing required to achieve a given purpose. The
conditions in the last three lines of the table correspond to (some
of) the negative versions of those in the first three. In the case of a
DS trying to Process her PD if a DC has not empowered her to do so,
this is sufficient to deny access (fourth line). Similarly, a DC cannot
Process PD if the DS has not given her consent (fifth line) and a DP
cannot Process PD if a DC has not mandated it to do so (last line).
Since the EU DPD describes only the provisions permitting access,
we have developed an approach to derive negative rules that we
explain in Section 3.2 below.

We are now left with the problem to instantiate the formal rules
in Table 2 to the system under consideration—ingredient (ii) above.
We do this by using a labeled directed graph, called bridge struc-
ture, mapping the legal roles (namely, DS, DC, and DP) to the enti-
ties in the system (e.g., Employee and ITOrg) and describing the
Empower and Mandate relationships between DC and DS or DP,
respectively. The bridge structure for the system described by the
MSC in Figure 1 and the policy in Table 1, is shown in Figure 2.
Each node is identified by an entity in the MSC and is labeled by
a legal role: an Employee is a DS, ITOrg is a DC, ITOrg Fin Dept
and ACME are two DPs. The Empower relation is identified by
the arrow from ITOrg to Employee which is labeled by the pairs
‘r,w,u:profile’ and ‘r:salary_slip’ saying that an Employee is enti-
tled to r(ead), w(rite) and u(pdate) the profile and to r(ead) the
salary_slip. The Mandate relation is identified by the two arrows
from ITOrg to ITOrg Fin Dept and ACME which are labeled by
‘r:fin_profile, ‘w:sub_fin_profile’, ‘r:salary’ and ‘w:salary_slip’ for
the former and ‘r:sub_fin_profile’ with ‘r,w,u:salary’ for the latter
saying that ITOrg Fin Dept is delegated the permissions to r(ead)
the fin_profile and the salary as well as to w(rite) the sub_fin_profile
and salary_slip, that ACME is delegated to r(ead) sub_fin_profile
and to r(ead), w(rite) and u(pdate) the salary.

With the information in the bridge structure of Figure 2, it is
easy to instantiate the abstract EU DPD rules of Table 2 to the
information system for producing salary slips. In fact, it is sufficient
to define the various notions in the (abstract) conditions in terms
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of the notions introduced in the (concrete) access control policy of
Table 1 by using the mapping from entities in the system to legal
roles (i.e. DS is an Employee, DC is ITOrg, DP is either ITOrg Fin
Dept or ACME) and the Empower (e.g., Employee is entitled to
write and update the profile) and Mandate (e.g., ACME is delegated
to read sub_fin_profile by ITOrg) relationships. By doing this, it is
possible to interpret the abstract rules in Table 2 as access control
policies involving the same entities of the concrete ones in Table 1.
For instance, the first line of Table 2 can be read as an Employee
is permitted to read, write and update the profile or to read the
salary_slip. As another example, the third line of Table 2 can be
read as follows: ACME can read sub_fin_profile or read, write and
update salary for the purpose of salary_comp.

As a last step—ingredient (iii) above, we are required to check
the compliance of the access control policy of Table 1 against the
EU DPD rules in Table 2. For this, we leverage the fact that the
bridge structure in Figure 2 allowed us to derive a version of the
EU DPD rules instantiated to the system under consideration as
discussed above. It is easy to see that such an instantiation can be
seen as an access control policy (denoted m;ppp below) expressed
in the same terms used by the access control matrix in Table 1
(denoted m4em below). Based on this observation and the availability
of several automated techniques to check for policy refinement (see,
e.g., [3, 26]), we recast the problem of checking the compliance of
the access control policy against the EU DPD as the problem of
verifying that the 74.p, refines 7;ppp or, equivalently, that every
authorization requests permitted or negated by 7m4., is also so by
7ippp- An available tool for policy analysis, such us those described
in [3, 26], can automatically perform this check with the results
summarized in Table 3. The lines marked with R3 and Ry refer to the
cases in which both policies return P(ermit) and D(eny), respectively.
Since only these two cases are reported by the tool, we are entitled
to conclude that there exist no sources of non-compliance as it is
never the case that an authorization query is permitted by 7;ppp
and denied or left undetermined by 74¢p, neither that a query is left
undetermined by 7;ppp and granted or denied by 74¢p,. Notice that
the tools show some (concrete) queries that are permitted and some
that are denied. For instance, the first line implies that an Employee
can u(pdate) her pro(file) even if she has not given the consent
to process the personal data concerning her. As another example,
the fifth line implies that ITOrg cannot write the salary_slip if the
employee has not given her consent to the processing.

We describe the formal framework to express the (abstract) EU
DPD rules, the (concrete) access control policies, and the bridge

Table 3: Results of refinement checking (excerpt)

l “ s [ a [ [ [ Fin Consent ‘
Rs || Employee | u pro False
R3 ITOrg w | sub_fin_pro True
R3 Fin Dept | r | sub_fin_pro True
R; ACME w sal_slip True
Ry ITOrg w sal_slip False
Ry || FinDept | w sal False
Ry ACME r sal False
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Figure 3: Our approach

structures in Section 3.1. We explain how these notions can be used
to implement compliance checking on top of available techniques
for the analysis of access control policies in Section 3.3.

3 THE THREE BUILDING BLOCKS

Figure 3 shows an overview of our approach to compliance checking.
We start by considering the L-shaped (dashed) box at the top-left
corner of the picture. Legal and IT security experts collaborate to
identify the parts of the regulation (in our case the EU DPD) that
are amenable to formalization, make it explicit any simplifying
assumptions restricting the scope of applicability of the rules, use
the declarative framework to derive a mathematical model, and
compile a set of guidelines (in natural language) that should help
IT system designers to bridge the gap between technical and legal
levels. This process is time consuming, requires a lot of ingenuity
and interdisciplinary skills but it is done once for each regulation of
interest. The remaining of the figure shows what an IT security ex-
perts (possibly complementing the designs of IT system architects)
should do in order to come up with a privacy-friendly IT system
design. First of all, she produces a (decorated version) of the MSCs
describing the main processes in the system and associates each one
of them with a purpose. Second, she designs the (concrete) access
control policies that the various entities in the MSC should respect
in order to send or receive messages. Third, by using the guidelines
made available by the group of experts that produced the formal
model of the regulation, she specifies the bridge structure in order
to instantiate the (formal) model to the system under consideration.
Afterwards, she can use the automated tool for security analysis
and compliance checking to answer several questions about the
system design: is this authorization query permitted or denied? Do
the (concrete) access control policy enable the execution of the sce-
narios described by the MSCs in the design? And, most importantly
for this paper, is the (concrete) access control policy compliant
with the (formalization of the) regulation? The results returned by
the tool can be used by the IT system expert to revise the system
design or the bridge structure when security or compliance issues
are detected.
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3.1 Declarative framework

We take First Order Logic (FOL) [13] as the declarative framework
underlying our approach. The reason for this choice is three-fold.
First, FOL seems to be expressive enough according to our experi-
ence with the formalization of the EU DPD reported below and the
long line of works on specifying access control policies with logic
(see, e.g., [23]). Second, there is a well-known set of techniques to
reduce policy analysis problems to logical ones that can be solved
by using off-the-shelf available reasoning tools, called Satisfiability
Modulo Theories (SMT) solvers (see, e.g., [3, 26]). Third, there is a
cornucopia of techniques available in the literature to model the
dynamic behavior of IT systems and verify their properties, which
use FOL and SMT solvers, that can be exploited to model the (dec-
orated versions of the) MSCs adopted in our approach and verify
basic properties such as their feasibility (see, e.g., [9]). For lack of
space, we discuss here only the most relevant notions underlying
the formalization of policies.

Access Control Policies. We take Attribute Based Access Control
(ABAC) [18] as the model underlying our policies. The choice is
motivated by the observation (made in [20]) that ABAC supports,
not only, the simulation and combination of a wide range of classical
access control models but also their refinement so as to supplement
rather than supplanting the classical models. In this way, we are
free to specify a wide range of access control policy idioms together
with their combinations.

In ABAC, access rights are permitted or denied depending on the
security-relevant characteristics—called attributes—of the entities
involved in access control: a subject (e.g., a user or an application)
asking to perform an action (e.g., read, write, update) on a resource
(e.g., a file, a document, or a database record) in an environment, i.e.
a collection of contextual information (e.g., location, time of day).
The tension between the specification of access rights (i.e. actions
that subjects can perform on resources) and safety (i.e. no subject
can get permissions that compromise some security goals) requires
to identify the authorization queries known to be permitted, denied,
and unregulated (i.e. neither permitted nor prohibited) [19]. We
formalize this as follows.

Let S, A, R, and E be sets of subjects, actions, resources, and
environments, respectively. Following [2], we regard these entities
as records whose fields are their attributes; an entity is uniquely
identified by the values associated to its attributes. Thus, S, A, R,
and E are the Cartesian products of the set of possible values of
each attribute (this is uniquely determined according to an arbi-
trary order over the attributes). An access control policy is a tuple
(S,A,R,E, P, D) where S, A, R, E are as defined above while P and D
are sub-sets of AQ = SXAXRXE, whose elements are called autho-
rization queries. P is the set of permitted authorization queries—i.e.
s is allowed to perform a on r in e when (s, a, r, e) is in P—and D is
the set of denied ones—i.e. s is not allowed to perform aon rine
when (s,a,r,e)is in D.

A group of subjects is a sub-set of the set S and a resource
(environment) class is a sub-set of the set R (E, respectively). We
assume that actions have just one attribute that ranges over the
set of possible action identifiers and that environments have (at
least) the following two attributes: purpose ranging over the (finite)
set of possible purpose identifiers and consent ranging over the set
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of Boolean functions from the set of resource identifiers. For any
policy (P, D), we assume that P and D are non-empty and disjoint.
It may be the case that the union of P and D do not contain all
possible authorization queries, i.e. (P U D) ¢ AQ (this is known as
the open-world assumption [12]). An authorization query in the
set U = AQ\ (P U D) is unregulated. When complementing a set X
w.r.t. AQ, we write X¢; e.g., U = (P U D)°.

The sets P and D of permitted and denied authorization queries
are given as set-comprehensions of the form {(s, a, r, e) | ¢(s,a,r,e)}
where s, a, r, and e denote the tuples of attributes of subjects, ac-
tions, resources, and environments, respectively, and ¢ is a FOL
expression constraining (at most) the attributes in s, a, r, and e.
In the same way, we can specify a group of users as {s | v(s)}, a
resource class as {r | p(s)}, and an environment class as {e | y(e)}
for v, p, and y FOL expressions constraining (at most) the attributes
in s, r, and e, respectively.

3.2 From regulations to template policies

The EU DPD identifies the general principles (including consent,
specification of purpose, minimal disclosure, and data quality [17])
that regulate how data shall be performed and organize them in a
set of legal provisions. Given our focus on (purpose-aware) access
control policies, we have considered only those provisions directly
related to such policies. In other words, we have discarded provi-
sions (a) from which it was impossible to derive access control rules
and (b) those requiring substantial human interpretation. An exam-
ple of (a) is art. 1: “Object of the Directive: 1. In accordance with this
Directive, Member States shall protect the fundamental rights and
freedoms of natural persons, and in particular their right to privacy
with respect to the processing of personal data. 2. Member States shall
neither restrict nor prohibit the free flow of personal data between
Member States for reasons connected with the protection afforded un-
der paragraph 1.” An example of (b) is art. 6(1): “Member States shall
provide that personal data must be: (a) processed fairly and lawfully.”
We were able to consider some of the provisions involving human
judgement when an authorization condition could be identified.
Examples of this are the consent given (or not) by the data subject
(art. 7(a)) and the quality of data that should be “adequate, rele-
vant and not excessive in relation to the purposes for which they are
collected and/or further processed” (art. 6(1)). To keep track of the
simplifying assumptions—desideratum (D2) in the introduction—
resulting from the ideas stated above, we produced an annotated
version of the EU DPD* with the hope of clarifying the results
obtained by the compliance checking technique (to be described
in Section 3.3 below). The document aims to simplify the task of
deriving template access control policies from the natural language.

Below, we describe how we have identified the possible types of
information that shall be protected, the set of legal roles involved
in the processing of data, a set of auxiliary notions that are crucial
to express authorization conditions and specify the possible rela-
tionships among the various roles or contextual conditions, and a
bridge structure for the instantiation of the template policy to an
ABAC policy for the system under consideration.

“The annotated version of the EU DPD with supplementary material including the
guidelines for system designers, the prototype tool, benchmarks, and experimental
results are available on-line at https://sites.google.com/view/eu-dpd-gdpr-compliance.
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Data classes. From our annotated version of the EU DPD, we have
identified the following three classes of data: (1) Personal Data
(PD) “shall mean any information relating to an identified or iden-
tifiable natural person (‘data subject’); an identifiable person is one
who can be identified, directly or indirectly, in particular by refer-
ence to an identification number or to one or more factors specific to
his physical, physiological, mental, economic, cultural or social iden-
tity” (art. 2(a)); (2) Sensitive Data (SD) is “personal data revealing
racial or ethnic origin, political opinions, religious or philosophical
beliefs, trade-union membership, and the processing of data concern-
ing health or sex life” (art. 8(1)); and (3) Non-Personal Data (NPD) is
information that, either in origin or on account of its having been
processed, cannot be associated with any identified or identifiable
data subject; hence, the EU DPD may not be applied.

Legal roles. We have defined the following three legal roles: (1)
Data Controller (DC) “shall mean the natural or legal person, public
authority, agency or any other body which alone or jointly with oth-
ers determines the purposes and means of the processing of personal
data; where the purposes and means of processing are determined by
national or Community laws or regulations, the controller or the spe-
cific criteria for his nomination may be designated by national or
Community law” (art. 2(d)); (2) Data Processor (DP) “shall mean a
natural or legal person, public authority, agency or any other body
which processes personal data on behalf of the controller” (art. 2(e));
(3) Data Subject (DS) “shall mean any natural person that is the
subject of the personal data” (art. 2(a)).

Auxiliary notions. We have singled out the following four recur-
ring conditions for the specification of access control policies to
preserve privacy: (1) Purpose (Pur), (2) Consent (Cons), (3) Data
Quality (DQ), and (4) Member State Requirement (MSReq). For Pur,
observe that “PD shall be collected for specified, lawful and legiti-
mate purposes and not processed in ways that are incompatible with
the purposes for which the data have been collected” (art. 6(1)(b)).
The view adopted in this work (recall Section 3.1) is to associate a
purpose with a MSC defining a set of plans to achieve certain goals
so that an action is carried out in the context of a plan. For Cons, PD
“shall be collected and processed only if the data subjects have given
their explicit consent to data processing” (art. 7(a)). This means a
clear affirmative act establishing a freely given, specific, informed
and unambiguous indication of the data subject’s agreement to
the processing of PD, such as by a written statement, including by
electronic means. For DQ, PD “shall be adequate, relevant, and not
excessive with respect to the purposes for which they are collected and
processed; accurate and, where necessary, kept up to date; retained
no longer than necessary for the purposes for which the data were
collected” (art. 6(c, d, e)). This requirement ensures that the data
processed are always those which are strictly necessary to achieve a
certain purpose and represents a variation of the Privacy-by-default
principle®. For MSReq, Member States (MSs) “shall, within the lim-
its of the provisions analysed, determine more precisely the conditions
under which the processing of personal data is lawful” (art. 5). The
EU DPD sets the ‘lowest common denominator’ with respect to

5This principle, implicit in the EU DPD text, was made explicit in the General Data
Protection Regulation, that will come into force in 2018. In particular, art. 25(2) says
that the controller shall implement appropriate technical and organisational measures
for ensuring that, by default, only personal data which are necessary for each specific
purpose of the processing are processed.
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the legal provisions about data protection and privacy; MSs may
indicate additional ones in order to align the EU DPD to their legal
systems. This allows us to impose additional regulatory constraints
when considering scenarios in which national legislations may be
more restrictive than the EU DPD.

We have also identified two main relationships between DCs

and DSs or DPs: (1) Mandate (Man) and (2) Empower (Emp). The
former specifies which operations the DC delegates to the DPs (see
art. 2(e), art. 16, art. 17(2,3)). A DP can further delegate some of the
operations to other DPs. When the DC mandates an action to a DP, it
can perform the action. The relation Emp specifies which operations
the DC gives the possibility to execute to the DS when interacting
with the system being designed. Indeed, art. 12 states that the DS
has unrestricted access to the data related to her. However, an
information system typically provides only a sub-set of all possible
operations on some data. The relation Emp allows us to specify
which actions the system being designed will support and to which
the EU DPD shall apply. The DS should still be able to execute the
operations not mentioned in Emp, albeit in ways which are not
supported by the system (e.g., by manual intervention of system
administrators).
Template policies. To derive the formal rules of the template ac-
cess control policies, we have replaced the natural language text
with the corresponding data classes, legal roles, and auxiliary no-
tions identified above in the tabular format of the selected articles
(overall we have selected 8 out of 34 articles in the EU DPD) and
used the standard Boolean connectives to combine them and form
expressions of Boolean algebra. To illustrate, consider a rule taken
from art. 7(a). From this, we are able to derive the following Boolean
expression:

(DC A Proc A PD A Pur A Cons) \% (1)
(DP A Man A Proc A PD A Pur A Cons)

where V is disjunction and A is conjunction. Such expression can
be read as the Data Controller (DC) or a Data Processor (DP) man-
dated by the Data Controller (Man) can process (Proc) Personal
Data (PD) for an allowed purpose (Pur) and an explicit consent
has been given by the Data subject (Cons). Formally, the abbrevia-
tions DC, DP, DS, etc introduced above are considered as Boolean
variables that act as placeholders and await to be instantiated to
every system under consideration by means of a bridge structure,
such as the graph depicted in Figure 2 (see also below). We let V
be the set of Boolean variables corresponding to the abbreviations
of the notions introduced above, P the disjunction of the (27) con-
junctions of variables in V derived from the EU DPD as described
above, and D the disjunction of the (82) conjunctions of (possibly
negated) variables in V obtained by negating only those variables
that form the “mandatory” part of each authorization condition in
P. To illustrate, two of the disjuncts in D corresponding to (1) are
DC A Proc A PD A =Pur A Cons and DC A Proc A PD A Pur A ~Cons
where — denotes negation. The meaning of the disjuncts above is
as follows: a DC cannot process PD for a purpose which is not the
appropriate one even if the DS has given her consent (first disjunct),
a DC cannot process PD for an appropriate purpose when the DS
has not given her consent (second disjunct), a DP cannot process
PD if it has not received the mandate to do so (—Man) even if the
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DS has given her consent and the processing is for a legitimate pur-
pose (third disjunct). This is our approach to address the problem
that the EU DPD lists only the positive provisions, i.e. conditions
permitting access. A template policy is the pair (P, D) of Boolean
expressions over the set V of Boolean variables.

We observe that some disjuncts in P and D have been obtained
by considering not only a given letter of a selected article but
also some additional articles defining some notions that should be
ubiquitously taken into account. To illustrate, consider art. 7(a);
expression (1) was obtained by including also articles 2(a), 16, and
17(2,3) that introduce the notion of mandate from a DC to a DP;
this is why the second disjunct in (1) contains the condition Man.
Bridge structures. The last artifact supported by our framework is
the bridge structure whose goal is to specify how the template policy
should be instantiated to the system under consideration. Roughly,
the idea is to describe how the legal roles map to the groups of user,
the data classes to the resource classes, the mandate and empower
relation are implemented in the system. More precisely, one needs
to identify the sets G, R, N corresponding to the users groups,
resource classes, and environment classes in the system design.
Then, a bridge structure is a tuple (Ir, dc, dq, msr, ma, em) where Ir
is a mapping from S = {DS, DC, DP} to a FOL formula representing
user groups in G, dc is a mapping from D = {PD, SD, NPD} to a
FOL formula representing resource classes in R, dq is a mapping
from {DQ} to a FOL formula representing resource classes in R,
msr is a mapping from {MSReq} to a FOL formula constraining
the attributes of subjects, actions, resources, and environments,
ma is a mapping from {Man} to a FOL formula constraining the
attributes of an entity corresponding to a DC or a DP, another
entity corresponding to a DP, a resource, and an action, and em is a
mapping from {Emp} to a FOL formula constraining the attributes
of an entity corresponding to a DC, another entity corresponding
to a DS, a resource, and an action.

Example 3.1. Let us consider again the system for producing
salary slips described in Section 2. We explain how (most of) the
functions in the bridge structure can be derived from the labeled
graph in Figure 2 and the MSC in Figure 1. Ir can be derived from
the annotations (in black) of the nodes; e.g., Ir(DS) = Employee,
Ir(DC) =ITOrg, Ir(DP) = ITOrg Fin Dept V ACME. dc is implicitly
defined by the superscripts of messages in the MSC; when they
are omitted (as in Figure 1), it means that all resource classes are
considered PD, i.e. dc maps PD to the disjunction of the formulae
representing all resource classes mentioned in the MSC. For the sake
of simplicity, we omitted considerations concerning the data quality
and further legal requirements imposed by MSs. As a consequence,
both dg and msr maps the single variable in their domains to True.
The mappings ma and em can be read from the labeled arrows in
the graph of Figure 2. For example, em(Emp) returns the formula

(ITOrg A a=r A profile A Employee) V

(ITOrg A a=w A profile A Employee) V

(ITOrg A a=u A profile A Employee) V
(ITOrg A a=r A salary_slip A Employee)

meaning that ITOrg (the data controller) empowers the Employee
(the data subject) with the capabilities of reading (a = r), writing

253

SACMAT’17, June 21-23, 2017, Indianapolis, IN, USA

(a = w) or updating (a = u) her profile and to read (a = r) her
salary slips. O

Given a system design and a bridge structure B, we define the in-
stantiated template policy as the ABAC policy (:(P), :5(ID)) where
1 is the instantiation function defined (by recursion) on the struc-
ture of the Boolean formulae in the obvious way.

3.3 Security and Compliance

We assume that a design specification is given for a given ABAC
policy & = (P, D) together with a bridge structure f. It is possible to
reduce several policy analysis problems to satisfiability problems [3,
26]. Here, for lack of space, we consider only the policy refinement
problem.

This consists of verifying which authorization queries are permit-
ted by a policy and denied or left undetermined by another. Formally,
this can be stated as follows: a policy (P, D) refines a policy (P’, D”)
iff P C P’and D C D’. Assuming that P’ = {(s, a,r, e)|(p;,(s, a,r,e)}
and D’ = {(s, a, 7, e)|¢},(s, a, 1, e)}, it is possible to reduce the two
set-inclusions above as the validity of the following two formulae:
op = ¢p and op = ¢,. By refutation these are equivalent to
check that

@p A =¢p and ¢p A —¢7, are both unsatisfiable.

@)
While the reduction of policy analysis problems to satisfiability
problems in FOL considered above is well-known (see, e.g., [3, 26])
and we omit it here, a contribution of this paper is to use the en-
coding of refinement between policies to support legal compliance
checking. This is possible by using the bridge structure B that in-
duces an instantiation function (g that allows us to derive an ABAC
policy (1g(P), (D)) from the template policy (P, D), as observed
at the end of Section 3.2. The idea is then to define that a design
specification for an ABAC policy (P, D) is compliant with the (EU
DPD) template policy (P, D) under the bridge structure B iff (P, D)
refines (1g(P), tg(D)). In turn, the refinement test can be reduced
to two satisfiability checking problems by using (2), i.e.

op A —ug(P) and ¢p A —up(D) are both unsatisfiable.

®)

Mechanizing compliance. The first step toward mechanization
is to identify sufficient conditions to guarantee the decidability of
the satisfiability problem (3) above. Following [3, 26], we assume
the types of the attributes of the various entities may range over
the integers and the reals with Linear Arithmetic operations and
the usual ordering relations, enumerated data-types, abstract sets
with total functions, tuples, and records. There are two advantages
in adopting this set 7 of types. First, it is expressive enough to
specify a wide variety of situations as witnessed by its adoption
in popular, generic, model-based specification languages such as
B and Z. Second, it is well-known how to model the types in 7
as a theory T; of first-order logic whose satisfiability problem for
quantifier-free formulae (i.e. arbitrary Boolean combinations of
constraints on the attributes that can be expressed in the theory
T;) is decidable; see, e.g., [3] for details.

THEOREM 3.2. Checking policy compliance is decidable and NP-
complete if (A1) the types of the attributes of an ABAC policy are in
7 and (A2) the FOL expressions defining permitted and denied autho-
rization queries of the ABAC policy, user groups, classes of resources
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and environments, and the formulae returned by the bridge structure
are quantifier-free.

This is a corollary of results in [3]. NP-completeness, in our
experience, is not a hindrance to the practical applicability of our
approach because of the efficiency of state-of-the-art SMT solvers.

4 DISCUSSION

We have introduced a declarative framework—based on FOL—to
support the specification of information system designs, purpose-
aware access control policies, and legal requirements. We have
shown how to instantiate the legal requirements to a particular
system for checking compliance via a reduction to policy refine-
ment. We have presented techniques, using SMT solvers, supporting
the integration of the standard policy analysis problem with com-
pliance checking. Our experience with an implementation of the
proposed technique confirms its utility and scalability on realistic
and synthetic compliance problems.®

Since policy analysis problems have been thoroughly studied in
the literature about access control (see, e.g., [3, 26] for an overview),
here we focus on closely related works about legal compliance. Lam
et al. [22] propose a privacy policy specification language based on
Datalog capable of encoding some parts of HIPAA and show the
decidability of the language. Barth et al. [4] present a framework—
based on Temporal Logic—for specifying privacy regulations like
HIPAA and introduce two notions of compliance that take into
account the past computations and their impact on the future to
allow a given purpose to be achieved. The work in [8] elaborates on
the formalism proposed by Barth et al. and presents a decidability
result for compliance checking. It is possible to incorporate such
constraints in our framework by adapting techniques for solving
the Workflow Satisfiability Problem in security-sensitive business
processes (see, e.g., [10]). As future work, we plan to compare the
expressiveness of our (extended) framework and the one in [8].

Garg et al. [16] propose an expressive, first-order logic-based
privacy policy specification language in which HIPAA can be com-
pletely encoded. They present an auditing algorithm that incremen-
tally inspects the system log against a policy and detects violations.
Chowdhury et al. [7] propose extensions of XACML for specifying
HIPAA and enforcing compliance at run-time. A similar approach
is developed in [14, 15] for the EU DPD. Our approach differs from
these because it focus on design time, uses simpler specification
languages, and use static analysis techniques to ensure compliance
by construction.

In requirement engineering, some approaches (e.g., [5, 6, 24])
have been proposed to ensure legal compliance by extending soft-
ware requirements. Such works focus on the specification of legal
provisions with little (or no) support to checking compliance.

As future work, we plan to derive a template policy for the Gen-
eral Data Protection Regulation (GDPR) that is going to be adopted
in the various EU MSs starting May 2018. We believe our approach
may help organizations to speed up the compliance process. We
also plan to study the relevance of some of the notions introduced
in our framework, such as the Mandate and Empower relations,
with the strategy for data governance that an organization may

SFor lack of space, we omit a report of our findings that can be found on-line at
https://sites.google.com/view/eu-dpd-gdpr-compliance.
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adopt [21]. This should permit the alignment of the data governance
strategy with the privacy and data protection policies as early as
possible during system development.
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