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Abstract 
The computer security community has long advocated 

defense in depth, building multiple layers of defense to 

protect a system.  Realizing this vision is not yet practical, 

as software often ships with inadequate defenses, typically 

developed in an ad hoc fashion.  Currently, programmers 

reason about security manually and lack tools to validate 

assurance that security controls provide satisfactory 

defenses.  In this keynote talk, I will discuss how achieving 

defense in depth has a significant component in 

configuration.  In particular, we advocate configuring 

security requirements for various layers of software defenses 

(e.g., privilege separation, authorization, and auditing)  and 

generating software and systems defenses that implement 

such configurations (mostly) automatically.  I will focus 

mainly on the challenge of retrofitting software with 

authorization code automatically to demonstrate the 

configuration problems faced by the community, and 

discuss how we may leverage these lessons to configuring 

software and systems for defense in depth.  
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