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ABSTRACT
Active defense is a popular defense technique based on sys-
tems that hinder an attacker’s progress by design, rather
than reactively responding to an attack only after its de-
tection. Well-known active defense systems are honeypots.
Honeypots are fake systems, designed to look like real pro-
duction systems, aimed at trapping an attacker, and ana-
lyzing his attack strategy and goals. These types of systems
suffer from a major weakness: it is extremely hard to design
them in such a way that an attacker cannot distinguish them
from a real production system. In this paper, we advocate
that, instead of adding additional fake systems in the corpo-
rate network, the production systems themselves should be
instrumented to provide active defense capabilities. This
perspective to active defense allows containing costs and
complexity, while at the same time provides the attacker
with a more realistic-looking target, and gives the Incident
Response Team more time to identify the attacker. The
proposed proof-of-concept prototype system can be used to
implement active defense in any corporate production net-
work, with little upfront work, and little maintenance.
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1. INTRODUCTION
In recent years, the escalation of the power that attack-

ers can muster and the rapid evolution of their strategies,
resulted in classical reactive defense techniques (such as anti-
virus and intrusion detection and prevention systems) losing
most of their efficacy. Indeed, while these tools still serve
some purpose, they did not keep up with the increase in so-
phistication of attacks and are far from being sufficient to
secure computer systems. Active defense is an alternative
approach to protecting computer systems based on the con-
cept of actively hindering and deceiving an attacker, rather
than trying to block him out [17, 18, 19, 20]. Differently from
classical defense systems that are designed to close all pos-
sible attack vectors in order to keep attackers outside target
systems, active defense techniques are designed to confound
and slow down an attacker that already has access to the
system. One of the most well-known active defense measure
is honeypots [22]. Honeypots are mock systems designed to
look like real production systems. The goal of honeypots is
to provide an attacker with an attractive target to attack,
keeping the real production systems safe. Additionally, hon-
eypots are instrumented to log all the actions of the attacker,
so that the Incident and Response Team (IRT ) can better
understand his goal and how to react. While honeypots are
an improvement compared to classical defense techniques,
they also suffer from some major disadvantages. Indeed,
properly configuring a honeypot so that an attacker can not
distinguish it from a real production systems is extremely
challenging [15]. Many published works analyze this prob-
lem and propose different solutions to make honeypots look
more real [15]. Unfortunately, these works are all purely the-
oretical and, in general, are not directly applicable to real
world scenarios. Indeed, there are several techniques an at-
tacker can employ to easily detect both low-interaction and
high-interaction honeypots [21]. In this paper, we propose
an alternate approach to active defense called Attackers Hin-
dered by Employing Active Defense (AHEAD). Instead of
trying to build mock systems that look like real systems,
the real production systems themselves should be instru-
mented to provide active defense and deception capabilities.
The AHEAD approach allows to slow down (annoyance)
the attack, providing IRT with enough time to monitor and
identify (attribution) the intruder while he is still trying to
map the target production system. It is worth noting that
AHEAD does not increase the exposure of the network to
the attacker, and does not require to expose a higher number
of production systems to external clients. Indeed, AHEAD
simply provides pre-existing production systems with active
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Figure 1: Comparison between a classical honeypot system and AHEAD.

defense capabilities, without requiring any modification to
the architecture of the network or the production systems
themselves. Moreover, AHEAD provides layered defense in
case an attacker manages to penetrate the network. In fact,
if an attacker obtains access to a production system machine
on the outer perimeter of the network, the attacker will still
be faced with AHEAD deployed on the inner systems of the
network, which will considerably slow down his progress. Fi-
nally, AHEAD does not necessarily replace honeypots, but
can be deployed in a corporate network alongside them.

This new perspective provides several advantages over clas-
sical honeypot-based defense systems.

Cost effectiveness. Honeypots are expensive. Indeed,
beside the cost of the new physical honeypot machines that
need to be added to the network, there is the cost of con-
figuring, deploying and managing a considerably more com-
plex network infrastructure. Moreover, honeypots need to
be configured such that they look like real production sys-
tems, which considerably increases the costs and the com-
plexity of the configuration. AHEAD does not suffer from
this limitation, since it is a real production system and the
only physical systems that are needed to implement it are
the pre-existing production systems.

Reduced complexity. As we already discussed, hon-
eypots are complex systems. Configuring and deploying
several complex systems within an already complex corpo-
rate network might create new vulnerabilities due to po-
tential oversights or unforeseen interactions between vari-
ous components. Moreover, introducing additional systems
also increases the complexity of maintaining the corporate
network. AHEAD reduces the complexity of integrating ac-
tive defense in a corporate network since it does not re-
quire complex re-engineering of the network. At the same
time, AHEAD reduces maintenance complexity by virtue of
the fact that it does not require additional machines in the
network.

Easier Network Design. It is not easy to find the most
effective network layout to maximize the chances of the at-
tacker choosing the honeypot as target of the attacks [23].
AHEAD does not suffer from this drawback, since the pro-
duction system itself becomes a honeypot. There is no need

to make the production system attractive to try to lure the
attacker to it.

To summarize, our contributions in this paper are as fol-
low:

• We propose a new active defense approach based on
deception, AHEAD, which avoids most of the common
pitfalls of previous active defense approaches.

• We implement a proof-of-concept prototype of AHEAD
to prove the feasibility of our approach.

The AHEAD approach is radically different from previous
works and funded projects on honeypots. Rather, AHEAD
can be seen as a generalization of the Honey-Patches ap-
proach [14], where vulnerabilities are patched in such a way
that the failed exploit appears to succeed, while the attacker
is in fact redirected to an ad-hoc environment. However, the
Honey-Patches approach is limited only to known, patched
vulnerabilities, reducing its applicability. Another relevant
proposal is that of shadow honeypots [13]. This approach re-
quires two distinct systems: the real production system and
an instrumented shadow copy of the real system. In this
scenario, network flows that are marked as suspicious by an
anomaly detection sensor are forwarded to the shadow copy,
while legit flows are directed to the real system. Shadow
honeypot approaches rely on the assumption that malicious
network flows will be forwarded to the shadow honeypot,
rather than to the real system, and are therefore reliant
on the correct classification by the anomaly detection sen-
sor. Since anomaly detection systems often misclassify traf-
fic [16], the effectiveness of this approach is limited. AHEAD
does not suffer from this drawback, since the active defense
tools are deployed on the production system itself, and there-
fore the attacker does not need to be redirected to it. When
the attacker probes a target machine to find a suitable ser-
vice to attack, he is slowed down and confounded by the
high number of services offered by AHEAD.

The remainder of this paper is organized as follows. In
Section 2 we discuss a usage scenario of AHEAD, high-
lighting its main differences with respect to traditional ap-
proaches. In Section 3 we present the abstract architecture
of the AHEAD framework. In Section 4 we illustrate our
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proof-of-concept prototype of the AHEAD system and high-
light its main features. Finally, in Section 5, we draw our
conclusions.

2. USAGE SCENARIO
In this section we describe a usage scenario of AHEAD.

Let us consider an attacker who wants to attack some pro-
duction systems on a target network. We distinguish the
two scenarios depicted in Figure 1: (A) a network protected
by a classical honeypot and (B) a network protected with
AHEAD. Before performing any attack, the attacker will
have to perform reconnaissance on the network in order to
identify valuable targets. Let us assume that, in order to
reach this goal the attacker performs a network scan to iden-
tify existing systems and services.

(A) Classical honeypot. In scenario (A), the net-
work scan will eventually reach the honeypot (step 1). At
this point, if the configuration of the honeypot is realistic
enough, the attacker will start attacking one of the available
services provided by the honeypot. The attack is detected
by the honeypot (step 2), and the IRT will be notified that
something anomalous is going on in the network. Unfortu-
nately, the attacker will eventually realize that the target is
indeed an honeypot (step 3) and will move on to attacking
one of the remaining systems (step 4). In this scenario, the
limitation of the honeypot approach from the point of view
of the IRT is that the interaction between the attacker and
the honeypot is extremely limited in time, often in the order
of seconds. Indeed, after the attacker leaves the honeypot
and moves on to another system, the IRT loses the chance
to monitor the attacker and devise a proper identification
and defense strategy.

(B) AHEAD. On the other hand, when AHEAD is em-
ployed, the attacker will have to sift through fake services
and mock vulnerabilities (step 1) in order to try to com-
promise the production system, forcing him to interact with
AHEAD for a considerably longer time (step 3.i). This pro-
vides the IRT with enough time to analyze the logs generated
by AHEAD (step 2) and decide how to counter the attack, as
well as provide more material to analyze the strategy of the
attacker after the attack has concluded (step 4). This ad-
ditional information allows IRT to improve the attribution
of the attack and the security of the corporate network and
systems, adapting them to ever-evolving attack strategies.
Moreover, AHEAD can also work as a deterrent. Indeed, if
the attacker realizes the real production system is heavily
monitored and instrumented, he might also choose to forfeit
the attack in order to protect himself (step 3.ii). In both
cases, the corporate network is protected.

3. THE ARCHITECTURE OF THE AHEAD
FRAMEWORK

From an architectural perspective, the AHEAD frame-
work is composed by two components: the AHEAD Con-
troller and AHEAD-pot. The AHEAD Controller includes
an administrator interface; it is the single point of interac-
tion with the AHEAD-pots and allows to interact with them
over a secure channel. The AHEAD-pot is the component
effectively implementing the active defense countermeasures,
and is deployed on the production systems. In a real-world
scenario, several AHEAD pots are deployed in a corporate
network, covering all components of the information sys-

tem (see Figure 2). The AHEAD pots are encapsulated in
a sandbox and therefore do not interfere with the produc-
tion services, while at the same time having a low overhead
on the production system itself. Additionally, the AHEAD
framework is tightly integrated with pre-existing security
information and event management (SIEM) systems: the
AHEAD-pots constantly send activity logs to the SIEM sys-
tems, allowing the IRT to improve other security compo-
nents already deployed (e.g., intrusion detection/prevention
systems, firewall). The feedback from the AHEAD-pots is
also used by the IRT to identify what additional active de-
fense modules need to be deployed in the Pots themselves, so
that the system can dynamically adapt to emerging threats.

Figure 2: Integration of AHEAD in the architecture
of a typical corporate information system.

In order to be useful in a real corporate information sys-
tem, the AHEAD framework must satisfy a number of im-
portant requirements, which include: scalability, maintain-
ability, security, modularity, expandability and interoper-
ability. In Section 4, we illustrate how our proof-of-concept
prototype achieves this requirements.

4. IMPLEMENTATION OF THE PROPOSED
PROTOTYPE

In order to show the feasibility of AHEAD, we imple-
mented a proof-of-concept prototype that satisfies the above
mentioned requirements. The proposed prototype can run
embedded in a production environment and covers all the
subsystems of the corporate IT Infrastructure illustrated in
Figure 2.

We based our prototype on the Docker platform [5]. In
our architecture, Docker provides our prototype with a first
layer of security through the use of containers. Indeed,
our AHEAD-pot prototype runs inside a Docker container,
which is akin to a sandbox: an attacker entering the con-
tainer can not interact with other applications running in
that machine, but only with applications running within the
container itself. In our case, that is only the AHEAD-pot
prototype, since it is the only application running inside
the container. This guarantees that, during an attack, an
attacker can not reach the real production services through
one of the deployed active defense tools (see Figure 3). More-
over, our prototype provides additional security through a
second layer of isolation between the attacker and the real
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Figure 3: Overview of the architecture of the
AHEAD prototype.

applications running in the machine. Indeed, each individ-
ual active defense tool running in our AHEAD-pot prototype
is designed to be attacked and already implements contain-
ment measures against attackers. An attacker would have
to escape the containment of both the active defense tool
and Docker, before reaching the real production system (see
Figure 4).

Figure 4: Architecture of an AHEAD-pot, running
on top of the Docker engine.

Therefore, our AHEAD-pot prototype does not open addi-
tional venues for attack, but rather strengthens the security
of the production system on which it is deployed. Beside
security, Docker also satisfies the other requirements listed
in Section 3: Docker is not platform dependent, it scales
on-demand and it allows for easy configuration of the con-
tainers. Moreover, many containers can be deployed in par-
allel so modularity and extendability requirements are also
satisfied. Finally, a preliminary analysis of our proof of con-
cept implementation shows that AHEAD requires a small
amount of resources of the production system. A more ac-
curate analysis of the overhead introduced by AHEAD is
deferred to future work.

For our proof-of-concept prototype, we focused only on
the annoyance and attribution aspects of active defense. Our
prototype is designed to slow down an attacker and to ob-
tain evidence that can be used to identify him. However,
the prototype can be easily extended to include additional
countermeasures pertaining to other aspects of active de-
fense, like attacking back.

4.1 Active Defense Tools Employed
In this section, as an example, we present an overview

of some of the tools we employed and integrated in our
AHEAD-pot prototype. In particular, we describe how our
prototype integrates these tools to cover all the subsystems
present in a typical corporate information system (see Fig-
ure 2). Each of the following subsections describe the set
of tools that the AHEAD Controller would deploy in the
AHEAD-pots in order to protect a specific subsystem in
the corporate network. For instance, Section 4.1.3 describes
which tools would be deployed in an AHEAD-pot designed
to protect the Data Management and Storage subsystem of
the corporate infrastructure. It is worth nothing that, while
the following tools are all implemented in a single Docker
component, the AHEAD controller can dynamically deploy
and configure a subset of these tools that is suitable for the
desired purpose. For this proof-of-concept prototype, our
selection of active defense tools was also inspired by the
Harbinger distribution [6].

4.1.1 Software Application
Kippo. We provided our prototype with a fake SSH ser-

vice through the tool Kippo [8]. With Kippo, our prototype
is able to monitor the entire SSH session of the attacker, log-
ging strategies and exploits used. We integrated Kippo with
the SIEM system, providing real time alerts to the IRT.

Rubberglue. Our prototype uses the Rubberglue [10]
tool to provide annoyance and attribution capabilities.
Through Rubberglue, the prototype exposes an open port
through which the attacker can connect. When the attacker
sends traffic to this port, the system automatically redirects
it back to the same port on the machine of the attacker.
Effectively, the attacker ends up attacking his own machine,
while our prototype logs all activity and forwards the logs
to the SIEM. This tool can be easily extended to provide
our prototype with attack capabilities.

4.1.2 Operating System Platform
Artillery. We employed Artillery [1] in our prototype

to improve detection and identification rates. Through ar-
tillery, our prototype exposes a set of fake services that pro-
vide access to the sandboxed filesystem of the AHEAD-pot.
These sections of the filesystem are heavily monitored in or-
der to immediately detect any change to directories or files.
Additionally, we integrated Artillery with Web Bug Server
(see Section 4.1.3) to provide also attribution capabilities.
Artillery is integrated with the SIEM and generates an alert
upon detection of unexpected activities.

Dionaea. Through Dionaea [4], our prototype is able to
trap and copy malware executables. By integrating Dionaea
with other active defense tools, like Portspoof and Artillery,
our prototype is able to obtain a copy of the malware exe-
cutable used to attack the fake services these tools provide.
The executable obtained can later be analyzed to patch vul-
nerable systems and to find evidence that can be useful in
the attribution phase.

4.1.3 Data Management and Storage
CryptoLocked. With CryptoLocked, we provided our

prototype with a failsafe system to monitor the files of the
real production system, in case an attacker manages to ob-
tain access to it (e.g., an insider). Our prototype uses Cryp-
toLocked to monitor a set of fake files with attractive con-
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tent in the filesystem of the production system. In case of
modifications to these files, our prototype generates an alert
for the SIEM system and implements contingency measures,
such as encryption of sensitive files in the production system
or shutdown of the machine.

Web Bug Server. We employed Web Bug Server [11]
to improve the attribution capabilities of our prototype. We
setup Web Bug Server to generate document files that look
attractive to the attacker. These documents embed web
beacons, that are invisible to a casual observer, by using
techniques such as linked style sheets and 1 pixel images.
Once the documents are opened by the attacker, the beacons
send a request to the Web Bug webserver, exposing the real
identity of the attacker.

4.1.4 Network Communication
Portspoof. In our prototype, we used Portspoof [9] to

open fake services that are bound to a set of open ports in
the production system. When an attacker interacts with one
of these fake services, all his actions are monitored, logged
and sent to the SIEM system so that the IRT can devise an
appropriate defense strategy. Additionally, we integrated
Portspoof with HoneyBadger (see Section 4.1.5) in order to
disclose the real IP address of the attacker. This provides
our prototype with both annoyance and attribution capabil-
ities.

Conpot. We integrated the Conpot [2] industrial con-
trol system honeypot in our prototype. We setup Conpot
listening on an open port accepting the de-facto standard
Modbus protocol, so that our AHEAD-pot prototype can
simulate a set of industrial control systems. This allows the
prototype to monitor the activity and learn the motives of
attackers targeting supervisory control and data acquisition
(SCADA) systems. Like all other tools we employed, Con-
pot is integrated with the SIEM system in order to promptly
alert IRT in case of an attack.

4.1.5 Web Application
Weblabyrinth. In our prototype, we implemented ac-

tive defense for web applications through integration of We-
blabyrinth [12] with the production web server. Through
Weblabyrinth, our prototype can generate an intricate maze
of connected web pages aimed at trapping and confounding
malicious spiders. For instance, by including a Weblabyrinth
link in the robot.txt file of the production web server, we can
lure malicious spiders into crawling through all the fake web-
pages. Additionally, the logs generated are automatically
forwarded to the SIEM system.

HoneyBadger. In order to provide our prototype
with attribution capabilities, we integrated the HoneyBad-
ger tool [7]. Through HoneyBadger, our prototype can iden-
tify the physical location of a web attacker through a combi-
nation of several techniques. Additionally, we improved the
default HoneyBadger tool to include client-side technologies
(e.g., JavaScript), honeytokens and to use powershell to pro-
vide more accurate identification of the attacker.

Decloak. Our prototype supports robust attribution
through the integration of Decloak [3]. Decloak allows our
prototype to obtain the IP address of a web attacker, inde-
pendently from potential proxy settings, through a combi-
nation of HTML tags and JavaScript code. We integrated
Decloak with the fake services offered by Portspoof and Ar-
tillery.

5. CONCLUSIONS AND FUTURE WORK
In this paper we presented AHEAD, a new approach to

active defense. AHEAD allows to reduce costs, complexity
and to ease the integration of active defense in corporate
information systems and networks, while at the same time
providing attackers with a more attractive and realistic
target than classical honeypots. Additionally, we described
and discussed the strengths of our prototype implementa-
tion of AHEAD. In our future work, we plan on employing
machine learning techniques to improve AHEAD with the
ability to automatically deploy additional active defense
tools based on the behaviour of the attacker. This will allow
AHEAD to learn from previous attacks and provide it with
the ability to select the best countermeasure against a given
type of attack. Finally, in our future research we intend to
address how to protect the functionality of AHEAD against
an attacker who obtained control over the machine where
AHEAD is running.
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