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ABSTRACT

In this keynote, | describe the emerging need of cloud data
analytics for security and call for the security community to
devote to closing the gap between research innovation and
practical deployment.

Cloud data analytics refer to cloud platforms that provide pattern
recognition and data discovery services to clients. This talk will
discuss how cloud data analytics can be designed to achieve
system security, that is, securing clients’ systems against advanced
exploits and attacks by providing transparent and seamless
automatic data gathering, system behavior monitoring, and
feedback. Such a cloud framework has the potential to provide
practical security services and has multiple advantages, e.g.,
update-to-date security protection, scalability, individualized
anomaly detection, and ease of deployment. It would allow clients
to outsource complex system security monitoring and computation
tasks to the cloud/security service providers, without having to
tend to tedious low-level details (e.g., model training and tuning,
update).

This new direction of security analytics in the cloud presents a
wide range of exciting research and business opportunities, as well
as unique technical and privacy challenges. I survey the existing
data-driven system and network monitoring techniques and
discuss what it will take to outsource them to the cloud. The talk
will draw from my research experiences on a number of data-
driven security projects, including program anomaly detection
[2,4], data-leak detection as a service [1,3], and network traffic
causal analysis [5].
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