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ABSTRACT

It is getting popular for users to outsource their data to a
cloud system as well as leverage the high-speed computing
power of this third-party platform to process the data. For
the sake of data privacy, outsourced data from different users
is usually encrypted under different keys. To enable users to
run data mining algorithms collaboratively in the cloud, we
need an efficient scheme to process the encrypted data un-
der multiple keys. Dot product is one of the most important
building blocks of data mining algorithms. In this paper,
we show how to give the cloud the permission to decrypt
the encrypted dot product of two encrypted vectors without
compromising the privacy of the data owners. We propose
the first feasible scheme that trains a SVM (Support Vector
Machine) classifier for both horizontally and vertically par-
titioned datasets using only one server. Existing schemes
either can only handle a much simpler classifier (linear mean
classifier) with two non-colluding servers or can only be ap-
plied to vertically partitioned dataset. We also show that
our scheme not only preserves data privacy but also runs
faster than existing schemes.
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1. INTRODUCTION

As cloud computing is gaining popularity, an increasing
number of users tend to outsource their data to a cloud sys-
tem and leverage the high-speed computing power to process
their data [20]. However, the privacy of the outsourced data
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is a major concern [23]. It is common for users to encrypt
their data before outsourcing it to the cloud. This motivates
the study of privacy-preserving data mining algorithms, i.e.,
how the cloud system executes data mining procedures on
encrypted data. On the other hand, in order to maximize
the efficiency of data mining, companies or researchers would
like to collaborate and combine their databases without dis-
closing information of each other’s database. Data might be
horizontally (different records with same attributes), ver-
tically (same records with different attributes) partitioned
among the users. For example, each branch of a company
owns part of a customer database (horizontally partitioned).
Due to the privacy agreement, they are not allowed to dis-
close any information of individual customers to other branches
except using the information for statistical analysis. The
encrypted records are all stored in the same cloud system.
The cloud system would help the company to data-mine the
combined database for marketing purposes. Besides that
the data is in encrypted form, an additional difficulty of
this problem is records are encrypted under different keys.
Dot product is a basic operation in many data mining algo-
rithms, such as SVM, k-means clustering and etc. In this
paper, we focus on designing a secure dot product protocol
and propose one scheme to train a SVM classifier (one of the
most popular classifiers) for both horizontally and vertically
partitioned datasets.

1.1 Existing work

Within the context of privacy preserving data mining, sev-
eral secure dot product protocols [7, 8, 25, 26, 30, 13, 3,
11, 2, 9, 17] have been proposed. Secure dot protocol acts
as an important building block in association rule mining
[25], Naive Bayes classifier [26] and decision tree classifier
[8] on vertically partitioned data, Bayesian network [30] on
distributed data, K-means clustering [13] on arbitrarily par-
titioned data, as well as neural network [3] and SVM [14,
27]. The schemes proposed by Du et al. [7] and Vaidya et
al. [25] have been proved to be insecure in a state-of-the-
art overview [11]. Besides, a privacy preserving dot product
protocol on horizontally partitioned data was proposed in
[2]. However, all the aforementioned papers are under a dis-
tributed model (see Fig. 1a). Each user not only stores the



Figure 1: Two collaborative data mining models. (a)
The distributed model; (b) The outsourced model.

data locally but also computes locally, and interacts with
others in order to finish the data mining task. In the setting
of data outsourced to the cloud as shown in Fig. 1b, Liu et
al. [9, 17] proposed to use BGN cryptosystem [6] which sup-
ports homomorphic additions and one homomorphic multi-
plication under single key to compute the dot product. How-
ever, the scheme in [9] requires all the users to stay online
and the one in [17] is in essence a single key protocol.

In theory, fully homomorphic encryption (FHE) [10] and
Yao’s garbled circuits can compute the dot product when
there is only one user (single key). There also exists a FHE
scheme for multiple keys [18]. However, it is still not effi-
cient enough for practical use. To enable computation on
outsourced data under multiple keys, several research work
has been done [21, 28, 29, 16]. The key idea of [21] is to
use two non-colluding servers to transform all the cipher-
texts under different keys into those under the same key,
thus incurring a huge amount of interactions between the
servers. Wang et al. [28] reduced the communication over-
head using proxy re-encryption [4]. Furthermore, Wang et
al. [29] improved their own approach using a different en-
cryption scheme to make it secure even if a user colludes with
a server. In both [28] and [29], partially homomorphic en-
cryption schemes are used for efficiency purpose. But then,
if the underlying encryption is additively homomorphic, the
two servers need to jointly compute multiplication and vice
versa. In all the above schemes, if the two servers collude,
they can reveal all the data. Thus, they all rely on two non-
colluding servers. Also, these schemes only work on linear
mean classifier, a much simpler classifier than SVM. And it
can be shown that the schemes are not secure when applied
to SVM (see the attack in the Appendix).

For SVM classifier, only [16] considered it. They assume
that the database is vertically partitioned among the users.
They proposed to use FHE to solve the problem with only
one server to avoid the problem of collusion between the
servers. There are a few issues in this scheme. (i) FHE is
slow. (ii) It requires the users to be online. (iii) One user
needs to download and decrypt the whole gram matrix (see
the next section for the definition) to compute the classi-
fier. For n training samples, the size of gram matrix is n2,
which is a heavy communication overhead between the user
and the cloud. And (iv), the scheme cannot be applied to
horizontally partitioned data as it is not secure.

1.2 Our approach and contributions

To summarize, we need to resolve two issues in order to
get a better scheme: (i) to avoid using FHE and partially

76

homomorphic encryption and (ii) to achieve the effect of
proxy re-encryption without using two servers. Recently,
Zhou et al. [32] developed a cryptosystem for integer vectors
that supports addition, linear transformation and weighted
dot product. However, it is restricted to single user. For-
tunately, an important technique in [32] is “key-switching”
that allows a user to change a ciphertext to another cipher-
text under a different key without decrypting the original
ciphertext. To do this, technically we need to generate a
“key-switching matrix”. In our setting for multiple users
(keys), giving this matrix to the cloud would reveal the se-
cret keys of users. We solve this problem based on the notion
of “key-switching” sub-matrix inspired by the the notion of
block matrix in linear algebra. Using the integer vector en-
cryption and the above idea, we show how to compute dot
product on horizontally or vertically partitioned data from
multiple users using different encryption keys in one sin-
gle cloud system. Moreover, we construct a well-designed
protocol for SVM classifier training and classification. Our
scheme has the following properties. (i) We only require one
server. (ii) It works on horizontally, vertically partitioned
and hybrid database. (iii) Users do not need to be online.

2. PRELIMINARIES
2.1 The System Model

We focus on the outsourced model shown as Fig. 1b. The
involved parties are multiple users and the cloud.

(1) User (U): there are multiple users in our model. Dif-
ferent users will encrypt their data using different keys, then
upload the encrypted records to the cloud.

(2) Cloud (C): the cloud acts as a storage and computing
platform. It will try to run data mining algorithms on the
ciphertexts. For example, if the involved parties are inter-
ested in SVM, the cloud will train SVM on the ciphertexts
and obtain an encrypted classifier for future classification.

2.2 The Threat Model

We assume that both the cloud and the users are hon-
est but curious. All will execute the protocol correctly, but
try to infer sensitive information. And there is no collusion
between the users and the cloud. We assume the cloud ob-
serves only the encrypted records without knowing anything
about the unencrypted records.

2.3 Notations

We use small bold letters for vectors and capital bold let-
ters for matrices (i.e, x; is a column vector). The integer
vector encryption is denoted as £( ). The maximum ab-
solute value of the entries in a vector v or a matrix M is
denoted as |v| or |M|. For a vector x, [x| represents round-
ing each element of x to the nearest integer. For a matrix
M, vec(M) denotes a column vector by concatenating all
the columns of M.

2.4 Support Vector Machine

We are given a training data set {(xi,y:)}i=1, where the
training sample x; € R™ (column vector') and the class
label y; € {+1,—1}. We consider a linear binary classifi-
cation task, i.e., SVM finds a best separating hyperplane

Note that in the database point of view, each training
record is a row, but in SVM, it is represented as a column.



(wTx — b = 0) to partition data into two classes according
to the label, where w € R™ is a weight vector and b is a bias
item. The margin is HTlH In order to cope with noise, we
use “soft” margin in practice, of which £ denotes the slack
variable to allow error. To maximize the margin while min-
imizing the error, the standard SVM solution is formulated
as follows [19].

1o -
min -w-w + C &
SRR 0

s. t. yi(WTxi —b)>1-¢& and & > 0 Vi.
where C' is used to balance the margin size and the error.
The primal form of SVM is often solved in its dual form.

. 1 n n T n
H}mmﬁ ;;a iy K(xi, x5) o — ;ai
. (2)
s.t. 0<a; <C and Zaiyi:()

i=1

where a € R™ and K(xj,x;) is called a kernel. The kernel
matriz K € R"*™ contains the kernel values for every pair of
training samples. For linear SVM, K is called gram matriz
computed as K(xi,x;) = x{ x;. After we get o by solving
(2), we can further compute w = >-"_ | aix;y;. To compute
the bias item b, we pick sample x; whose corresponding co-
efficient o; > 0 and compute b = wT x; — ;. For the sake of
robustness, we can also use all the support vectors to com-
pute b and take the average. Finally, the separating plane
iswix —b=0.

2.5 Integer Vector Encryption

We describe the integer vector encryption [31] in this sec-
tion. Instead of encrypting every element in the vector, it
encrypts the vector as a whole and performs key-switching,
which transforms the ciphertext c1 under key Si to the ci-
phertext c2 under any chosen secret key So.

Integer Vector Encryption

Encryption: Given an integer vector x € Z", where m is
the vector length, p is the alphabet size and S € Z™*" is
the secret key, the ciphertext ¢ = £(x) € Z" is a vector that
satisfies Sc = tx + e, where ¢ is a large integer and e is an
error term with elements smaller than %

Decryption: With secret key S, decryption can be done as
x=[8¢].

Key-switching: The goal is to transform the ciphertext
c under the key S to a ciphertext ¢’ € 7" under a differ-
ent key S’ € Z™*" such that S'c’ = Sc. Firstly ¢ and S
are converted into an intermediate representation ¢* € Z™*!
and S* € Z™* ™V (] is an integer such that |c| < 2'). c*
is the binary representation of c¢. By keeping |c*| = 1, we
can control the increase in error. Besides, we should make
sure that S*c* = Sc. Therefore, the construction of S*
should include a multiplier for each bit in ¢*. In the second
step, we constructs a “key-switching matriz” M € Z™ * ("X
which satisfies (3), and the new ciphertext is ¢/ = Mc*.

SM=S"+E

3
S/c/ — S/Mc* — S*C* + EC* ( )

s. t.
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where E € Z™*("*D i a random noise matrix, € = Ec* is
the new error and must be kept small. Since |c*| =1, €' is
kept small as long as E is randomly generated with |E| small.
S’ is not a square matrix, there is no simple way to compute
M = (S')"}(S* + E) on the integer domain. Therefore, the
secret key S’ is restricted to a simple form S’ = [I, T|, where
I € Z™*™ is an identity matrix concatenated with matrix
T € Z™*("' =™ Given that A € Z"' ~™*("*1) ig 3 random
matrix, M can be computed as

S*—TA-i—E}

Mo [T

(4)
Addition: Given two plaintext-ciphertext pairs under the
same key - (x1,c1) and (x2,cz2), we compute c1 + ¢z to get
E(x1+x2). If c1 and cz are under different keys, we should
perform key-switching first to change them to those under
the same key and then compute the addition.

S(c1 +c2) = t(x1 +x2) + (e1 +e2) (5)

Dot Product: Given two plaintext-ciphertext pairs under
different keys - (x1, c1) under key S1, (X2, cz2) under key Sa.
We have

{Slcl =1ix1+ex (6)

Saco = txo + €2

The encrypted dot product of x1Tx2 is computed as 8(x1sz) =

T
(%J whose secret key is vec(S17S2)7.

3. OUR SCHEME

The above integer vector encryption is only suitable for
single-user scenario. Considering the implementation of dot
product, although S; and Ss are different keys, they must
belong to the same user and only this particular user can
derive the decryption key to get the dot product in plaintext.
In this section, we demonstrate how to allow the cloud to
decrypt the encrypted dot product when multiple users are
involved. For ease of understanding, assume that we have
two users - Alice owns vector x, under key S, and Bob has
vector xp under key Sp. We consider two cases. One is that
the cloud wants to know the dot product of vectors from one
user (i.e., xaTxa). The other is that the cloud tries to get
the dot product of vectors from different users (i.e., XaTXb).

3.1 Dot Product of Vectors from the Same User

If two vectors are from the same user (Alice), a simple case
is XalXa. According to the integer vector encryption, the
cloud needs vec(SaTSa)T to decrypt S(XaTxa). A straight-
forward way is to reveal S.TS., to the cloud. If S, is com-
pletely random, then it is secure to release S.TS,. For ex-
ample, given that we have an orthogonal matrix A with
ATA =1, even if we know the product is I, it is still infeasi-
ble to get A. But in our case, all the operations are executed
on the integer domain. Each secret key is restricted to the
form of [I,T], where I is an identity matrix concatenated
with some matrix T. Thus, Sa’Sa can be computed as

I I Ta
Sa”Sa = {TaT] [T T = [TaT TaTTa] ™

An attacker can deduce the original secret key Ta of Alice
from S.7S.. To solve this problem, we use the key-switching



technique to transform S(xaTxa) from key vec(SaTSa)T to
secret key [I, T¢] of the cloud. We can compute Mj, as (8),
where A, is a random matrix, and E, is a random noise
matrix.

(vec(SaTSa)™)* — TcAan + Ea

M. = Al

(®)

3.2 Dot Product of Vectors from Different Users

Recall that Alice owns vector X, under key S, and Bob has
vector xp under key Sp. Xa and xp, are two vectors from dif-
ferent users. The cloud needs S,7Sp to decrypt &(xa” xp).
Similarly, the reveal of Sa”Sp poses risk to the secret keys
of Alice and Bob. Again, we depend on the key-switching
technique to change the key of €(xa” xp) from vec(SaTSp)T
to [I, T¢], which is the secret key of the cloud. The computa-
tion of key-switching matrix Map requires the secret keys of
both Alice and Bob. However, Alice and Bob knows nothing
about each other’s secret key. Therefore, neither Alice nor
Bob can work out the key-switching matrix alone. Instead,
we let the cloud get the final key-switching matrix through
secret aggregation. Inspired by the notion of block matrix
in linear algebra, we divide Sa’Sp into three parts and we
compute key-switching matrix Map through breaking it into
the addition of three key-switching sub-matrices.

I T,
T.T Ta"Ts

1 o] [0 ] [0 o0 )
*{TaT 0]+{0 o]j{o TaTTJ

= Sabl + Sabg + Sab3

SaTSp = {

Alice owns T4, Bob owns T and the cloud can get ToT Ty
through randomization. Firstly, Alice generates a random
matrix P, € Z™=™x(0'=m) 414 sends PaTa’ to Bob.
Next, Bob generates a random matrix Py, € Z(/ =m)x (n'—m)
and sends PoTa? Tp Py to the cloud. Alice and Bob sends
P., Py to the cloud respectively. Then the cloud computes
the inverse of P, and Py to recover Tal Ty through com-
puting Pa_lPaTaTTbePb_l. Therefore Alice, Bob and
the cloud hold Sap,, Sab, and Sabg separately and they
can compute key-switching sub-matrices Mab, , Mab, and
Mo, separately as follows. We choose three random ma-
trices Aap; and random error matrices Eap, for i € {1,2,3}.
Assume that the maximum of error matrix E in (4) is |E|,
then the maximum of E,p, should satisfy |Eap,| < %

(vec(Sab;)")* — TcAab, + Eab,

May, =
! Aabi

(10)
Finally, we get the key-switching matrix Map = Zf’zl Map; -
As we choose different random matrix Aap, and different
random error matrix Eap,, we can make sure that the release
of Map, reveals nothing about Ta or T.

3.3 SVM Training and Classification on Hor-
izontally Partitioned Data

Based on the aforementioned techniques of computing dot
product of two vectors, we show how to train a SVM clas-
sifier on horizontally partitioned data. Supposed that the
cloud stores n, encrypted samples uploaded by Alice, ny
encrypted samples uploaded by Bob, where n = ng + ns.
The encrypted gram matrix £(K) with £(Kj ;) = £(x:7x;)
can be calculated as follows.
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E(x1Tx1) E(x1 %n,) E(x1TXnat1) E(x1”"%n)
Ex2"x1) - E(x2"xn,) E(x2" Xnat1) E(x2"%n)
: I : : I :
E(XnnTxl) f(XnATXna) 5(an’lixna+1) 5(XnaTXn)

E(Xnat17%X1) - E(Xnat1 Xna) | €(KXnat1! Xngt+1) - E(Xnat1’ Xn)

111 : : v
E(xn"%n,) E(%n" Xnq+1)

E(xn"x1) E(Xn"%Xn)

If dividing £(K) into four areas - I,II,III,IV, we observe
that area I contains the dot products between encrypted
samples of Alice. Areas II and IIT are dot products be-
tween encrypted samples of Alice and Bob. Area IV in-
volves Bob’s encrypted samples. Notice that £(K) is sym-
metric, thus we only need to compute and decrypt those
encrypted dot products above the diagonal of £(K). Ac-
cording to the integer vector encryption, the required secret
keys to decrypt £(K) are vec(Sa’Sa)T, vec(SpTSk)T and
vec(SaTSy). With reference to section 3.1 and 3.2, the cloud
can use Ma, My and Map, to transform the encrypted dot
products to those under its own secret key. Therefore, the
cloud can decrypt £(K) and get the gram matrix K for lin-
ear SVM. As for non-linear SVM using kernels such as RBF

T .
_M) and polynomial kernel

kernel K(xi,x;) = exp(
K(xi,xj) = (xix; + 1)?, their kernel matrices can be com-
puted from the gram matrix. For example, the RBF ker-

nel can be decomposed to dot products in the gram matrix

K(Xi, Xj) _ e;r:p(— Hxi*xjH2) _ 61‘p(— \|xix;—2xing+x_ixj\|2 )
Therefore, our proposeﬁ scheme can also be used to solve
non-linear SVM. We do not go into details here.

We show how to build a linear SVM classifier in Proto-
col 1 after the cloud knows K. Given that the class la-
bels are stored in plaintext, the cloud can solve the dual
optimization problem with K according to (2). Once « is
known, the cloud will calculate the encrypted weight vec-
tor £(w) of the supporting plane as E(w) = >"7"_ | & (Xi)ys
(see Section 2.4). With Alice’s and Bob’s encrypted sam-
ples, the cloud can compute £(wa) = >.7% 0 E(x;)y: and
E(wp) =370, 1 @if(xi)yi. As E(wa) and E(wp) are en-
crypted under different keys, the cloud cannot add them to-
gether directly. Again, we resort to the key-switching tech-
nique. Firstly, Alice and Bob agrees on a secret output key
Soutput, which is hidden from the cloud. Next, Alice and
Bob generate their key-switching matrices and upload to
the cloud. Then the cloud uses the key-switching matrices
to transform the key of £(wa) and £(wp) t0 Soutput. Fi-
nally, the cloud gets the encrypted weight vector through
E(w) = E(Wa) + E(Wh).

In order to compute the bias item b, the cloud selects an
encrypted training sample £(x;) whose a; > 0. Supposed
that it belongs to Alice, the cloud will compute &(w7x;)
and send it together with the class label y; to Alice. Since
Alice knows both the secret key of £(w) and £(x;), she can
decrypt S(WTxi) to get w?lx; and calculate b = w’x; — Yi-
Alice will send b to Bob based on one symmetric encryption.
In our scheme, all the users will store b locally rather than
upload to the cloud, because b is a not a vector. For the sake
of robustness, the cloud can choose to use all the support
vectors to compute b and take the average.

Protocol 1: SVM Training

Input: For the cloud: Encrypted training samples {€(xi) }ie;
outsourced by Alice and Bob, class labels {y; };- 1, secret key
S., key-switching matrices Ma, Mp and Map.



Output: The cloud gets the encrypted weight vector £(w)
of the supporting plane (w'x — b = 0). Each user stores b
locally.

1. Encrypted Gram Matrix £(K): As gram matrix K
is symmetric, we only compute the encrypted dot products
above the diagonal. The cloud computes £(K) as £(K;;) =
c‘:(XiTXj).

2. Ciphertext Transformation: Transform £(K;;) to
what the cloud can decrypt using its own secret key S.. To
be specific, the cloud will calculate Mo & (K;;)* if K;j; is the
dot product of two samples from Alice?. In a similar way,
if the two samples are from Bob, the cloud will compute
MyE(Kj;)*. If one sample is from Alice and the other is
from Bob, the cloud will compute Map€(Kjj)™*.

3. Gram Matrix K: the cloud decrypts the transformed
E(K) using S, to get K in plaintext.

4. Compute a: Incorporate K into (2) and solve the dual
optimization problem to obtain {a}i;.

5. Encrypted weight vector £(w): the cloud computes
E(Wa) = >0 i€ (x1)ys and E(wp) Z:;naﬂ a;E(Xi) Y.
Alice and Bob agree on a secret output key Soutput and
then generate key-switching matrices separately to trans-
form the key of £(wa) and £(Wp) t0 Soutput. The cloud
gets E(w) = E(wa) + E(Wp).

6. Bias item b: Find one «; > 0 and select the corre-
sponding encrypted sample £(x;). Provided that this sam-
ple comes from Alice, the cloud will send £ (wai) and y;
to Alice. Alice uses vec(Sa” Soutput)” to decrypt £(wx;)
and compute b = wlx; — y;. In the end, Alice sends b to
Bob based on symmetric encryption.

When it comes to classification using the SVM classifier in
the cloud, it is straightforward that we need to compute
wTx — b and compare it with zero. In step 1 of Protocol 2,
the cloud computes £(w’x) and sends it to the user that
launches this query. In step 2, the user will get w’x and
compares it with b. If w7x > b then the class label is +1,

otherwise it is —1.

Protocol 2: SVM Classification

Input: For the cloud: An encrypted test sample £(x;), en-
crypted weight vector £(w).

Output: Class label.

1. the cloud computes £(w’x;) and returns it to the data
owner.

2. The data owner will decrypt the received ciphertext
E(wTx;) and compare with b to get the class label.

3.4 Extensions

Horizontally partitioned dataset among multiple users: In
section 3.3, we demonstrated how to train a svm classifier
on horizontally partitioned dataset of two users. When ex-
tending to multiple users, the users must interact peer to
peer at the set up phase to produce key-switching matrices.

Vertically partitioned dataset between multiple users: Com-
pared to horizontal partitioning, it is much easier to cope
with vertically partitioned data. The cloud can compute
the gram matrix for each vertical partition and add them
together at the end.

2Recall that * denotes the binary representation.
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Hybrid dataset between multiple users: The data set is
first partitioned horizontally or vertically, then each parti-
tion can be recursively partitioned. The computation can
be done recursively as well.

4. SECURITY ANALYSIS

In theorem 1, we prove the security of key-switching. we
demonstrate that the cloud cannot deduce the old secret key
from the key-switching matrix or the new key.

DEFINITION 1. Learning with Errors (LWE) Problem: Given

many samples of (ai, b;) € Z" X Zy, it is infeasible to recover
v € Z)" from b; = vTa; + €; with non-negligible probability.

THEOREM 1. It is infeasible to recover S* from (3) S'M =
S* + E given access to M and S’.

Proof: We treat each element in Z to be elements of Z,
for some prime ¢ > maz{|S’'|, M|, |S*|,|E|}. Since S’ and
M are known, we use b;’ to denote the i;, row of S'M.
Similarly, we use s;" and e; to represent the i, row of S* and
E respectively. Thus we have b;’ = s;* + e;. Provided that
aj’ is an identity vector, the equation bj; = sfa} + e;; still
holds. It shows that (3) can be reduced to the LWE problem.
Hence, if we are able to compute S* from S'M = S* + E
given access to M and S’, we can also construct a solver
for the LWE problem, which contradicts with the fact that
LWE problem is hard.

THEOREM 2. With reference to theorem 1, the generation
of key-switching matriz can be proved to be secure.

Proof: According to theorem 1, the generation of key-switching
matrices M, and My, is secure. When it comes to the gener-
ation of Map, as P, and Py are random matrices, the cloud
learns nothing about T, or T, from Pa_lPaTaTTbebel.
Moreover, every key-switching sub-matrix can be generated
securely as long as matrix Aap, and error matrix Eap, are
random. Therefore, the generation of Map is also secure.

Then we analyze the security of Protocol 1 by evaluating
the security of each step separately according to the Com-
position Theorem defined in [12]. If every step in Protocol
1 is secure, we can prove that the entire protocol is secure.
The security of Protocol 1 under the assumption that the
cloud is curious-but-honest can be defined as

THEOREM 3. The cloud C learns mothing more than the
result of gram matriz. It is computationally infeasible for C
to infer any information about the users’ original data x; as
long as the Integer Vector Encryption is semantically secure.

Proof: We discuss the security of each step in Protocol 1.
Step 1 We analyze it with the Real and Ideal paradigm
[12]. We need to prove that dot product of any two ciper-
texts is secure against a honest-but-curious (HBC) adver-
sary AZ{‘BC corrupting C in the real world. Besides, we
build a simulator F*5¢ in the ideal world to simulate the
view of the honest-but-curious adversary AZ5¢. The view
of AFB€ includes its input {£(x;),E(x;)} and the output
E(xiTx;). Simulator F7B¢ computes &(x1), £(2x1), where
X1 is an identity vector and 2xp is also a vector of which
each element is 2. Then F"5¢ computes €(x1T2x1) and re-
turns {€(x1), £(2x1), £(x172x1)} to AFPC. Since the view
of A¥BC are ciphertexts generated under Integer Vector En-
cryption and AX5¢ has no knowledge of the private key S. If



A?;"BC can distinguish the view from the real world and the
one from the ideal world, then it indicates AX5€ could suc-
ceed to distinguish ciphertexts generated by Integer Vector
Encryption, which contradicts to the assumption that In-
teger Vector Encryption is semantically secure. Therefore,
A?}‘B € is computationally infeasible to distinguish from the
real world and the ideal world.

Step 2 We can prove the security of this step using the
same method as Step 1. The view of AX5C is {Ma&(Kj;)*},
{Mp&(Kij)} and {Map&(Kj5)*}. The simulator F5¢ com-

putes {Ma&(x172x1)* }, {Mp&(x17 2x1)* }{Map&(x17 2x1)*}.

The ciphertexts in the view of AZ5€ cannot be distinguished.

Step 3 The plaintext value of gram matrix K is revealed
in this step. We prove its security in Theorem 4.

Step 4 The cloud obtains « through solving a quadratic
optimization problem. There are no sensitive training sam-
ples involved in this process. Hence this step is secure.

Step 5 The computation of £(w) runs on the encrypted
training samples. Based on the semantic security of the in-
teger vector encryption, the derivation of £(wa) and £(wyp)
is secure. According to theorem 1, it is secure to transform
the key of £(wa) and (W) t0 Soutput. Accordingly, it is
still secure to compute E(w) = E(wa) + E(Wp).

Step 6 The bias item is computed as b = E(wTx;) — y
0. In our scheme, £(w7x;) is decrypted locally by the data
owner of x;. Consequently, this step is also secure.

THEOREM 4. Under our threat model (see section 2.2),
the attacker cannot recover any data record X;.

Proof: Provided that the attacker knows the dot product Kij;
of two vectors x; € Z™ and x; € Z™, there are 2m unknown
variables and m linear equations, which is infeasible.

THEOREM 5. The cloud cannot deduce the class label of
the testing sample, thus Protocol 2 is secure.

Proof: Recall that the cloud stores the encrypted weight
vector £(w) for the SVM classifier. Given a testing sample
E(x;), the cloud will compute £(wTx;) and send it to the
data owner. Consequently, only the user owner of £(x;) can
get the final class label, while the cloud has no idea about
the classification result.

S. EXPERIMENTAL EVALUATION

5.1 Performance of Our Scheme

We use Math Kernel Library (MKL) [1] to accelerate our
implementation. The configuration of our PC is Ubuntu
14.04 64 bit operating system with Intel Core(TM) i7 CPU(2
cores), 2.2G Hz, and 8GB memory. Assume that Alice owns
40 training samples and Bob has 60 training samples, we
show the running time of encryption, key-switching matrix
generation and dot product computation in Fig. 2 with sam-
ple dimension varying from 10 to 50. As shown in Fig. 2, Al-
ice and Bob can finish encryption and key-switching matrix
generation efficiently. Then we analyze the time distribu-
tion of computing gram matrix on Alice’s ciphertexts, Bob’s
training ciphertexts and both respectively®. Dot product op-
eration will run w = 820 times on Alice’s samples.
Similarly, dot product operation is executed 1830 times on

3Time distribution on area I, I and IV above the diagonal
(see section 3.3).
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Figure 2: Performance of Our Scheme

Bob’s samples. Considering dot product of one sample from
Alice and the other from Bob, 2400 operations will be exe-
cuted. The time consumption of dot product (Alice) is the
minimum, dot product (Bob) comes the second and finally
dot product (both). We also measure the total time, which
refers to the time consumed to compute the gram matrix.

5.2 Comparison with Existing Schemes

Only [9] and [17] are designed to compute dot product
using the same one server model as ours, but there is no
performance evaluation in [9] and [17] is in fact a prototype
of [16]. Therefore, we compare our scheme with [16] and
[29]. Firstly, we encrypt 3.6 x 10° samples of dimension 10
on our PC. The encryption time is 69 s, but [16] needs 360 s.
Their experimental platform (8x Intel Xeon CPU, 3.6 GHz)
is also better than us. As a result, integer vector encryption
performs better than FHE, which is consistent with the test
results (see section 5.1.2) of [31]. In [16], Alice needs to do
additional n? encryptions (where n is the number of training
samples), 2n? decryptions to obtain the gram matrix. Bob
needs to do n? encryptions and n? decryptions. Besides,
the cloud needs to do additional 2n? encryptions. However,
Alice, Bob and the cloud need not to compute these addi-
tional encryptions or decryptions in our scheme. For 1000
samples of dimension 10, it takes about 3 hours to get the
gram matrix in [16]. By contrast, it only takes 16 min in
our scheme. The communication overhead of our scheme is
mainly caused by the upload of key-switching matrices. No
matter how many training samples we have, the communi-
cation overhead is constant and relies on the dimension m
of the training sample and dimension 7' of the secret key
[I, T]. In Fig. 3a, we fix T' = 10 and vary the dimension m
of training samples from 10 to 500. The size of key-switching
matrix M changes from several M B to 1.4 GB. In Fig. 3b,
we fix the dimension of m at 100 and vary the dimension of
T from 10 to 50. We observe that the size of M varies from
60 MB to 550 M B. In [16], the communication overhead
of Alice or Bob is O(n?). If T is fixed, our scheme incurs
O(m?) communication overhead. We often have m < n in
practice. Therefore, our scheme performs better when tak-
ing into account the communication overhead.

To compare with the two non-colluding server model [29],
we also run our scheme to train a linear mean classifier and
record the time consumed. Given 50 samples of dimension
10, we need 1 s to transform the ciphertexts. Training a
linear mean classifier requires O(nm) additions and O(m)
multiplications. Using the integer vector encryption, linear
mean classifier can be trained in 0.4 s. It takes 3.17 s to
transform the ciphertexts and 0.63 s to train the classifier in
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and the cloud. (a) Overhead when m varies; (b)
Overhead when T varies.

[29]. Therefore, our scheme achieves a similar performance
as [29]. In terms of communication overhead, there is almost
no communication cost during set up phase in [29]. However,
it incurs heavy server-to-server interactions especially when
addition and multiplication are executed many times.

6. DISCUSSION

To lower the memory requirement, we can use our scheme
to solve a reduced SVM [15], which computes a reduced ker-
nel matrix of size n x i (7 < n) but has comparable clas-
sification accuracy to traditional SVM. Regardless of the
inspiring improvements in SVM research such as Sequen-
tial Minimum Optimization (SMO) [22], core vector machine
(CVM) [24], it is hard to implement on encrypted data not
mentioning if outsourced to the cloud and multiple users
are involved. For example, SMO picks out two training sam-
ples at each iteration, encryption makes it difficult to choose
those samples violating the KKT conditions. On the other
hand, CVM is proposed to reduce the training time com-
plexity and space complexity. We cannot decide whether
an encrypted training point falls outside of the ball During
the classification phase, histogram intersection kernel SVM
achieves run time complexity that is logarithmic in the num-
ber of support vectors instead of linear for the traditional
SVM. Nevertheless, it requires sorting the support vectors
which cannot be achieved on encrypted data under different
keys. Moreover, according to a recent cryptanalysis [5] of the
integer vector encryption, it is vulnerable to three attacks
(broadcast encryption attack, chosen ciphertext attack and
related chosen plaintext attack). The first attack does not
apply to our scheme. When the attackers can only observe
the encrypted records without knowing anything about the
unencrypted records, the attacker cannot launch the other
two attacks as well. Consequently, our scheme is secure un-
der the threat model defined in section 2.2. We admit that
it is a trade-off between efficiency and security.

7. CONCLUSION

In this paper, we studied the integer vector encryption and
extended its application scenario to multiple users. We focus
on the dot product operation supported by this encryption
scheme, which is one of the most important building blocks
among data mining algorithms. To facilitate the cloud to
run data mining algorithms on encrypted data outsourced by
multiple users, we allow the cloud to know the dot product
of two encrypted vectors. We showed how to transform the
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encrypted dot product to what the cloud can decrypt based
on key-switching matrix technique. It is worth mentioning
that we put forward the notion of key-switching submatrix.
Moreover, we proposed a privacy preserving scheme for lin-
ear SVM on partitioned (horizontally, vertically, or hybrid)
data among multiple users. We also proved the security of
our protocol and showed that our protocol is more efficient
than the FHE scheme as well as comparable in performance
to the two non-colluding server scheme. One limitation of
our scheme is that it only works for integer (or fixed-point
number with scaling) domain although it covers a wide range
of applications already. Designing a scheme which supports
operations on real domain is one of our future work. More-
over, we will explore solutions to other privacy preserving
data mining algorithms based on the secure dot product
proposed in this paper.
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APPENDIX
A. ATTACKS ON PREVIOUS SCHEMES

We refer the attack as linear equation attack which means
that a user or the cloud tries to infer another user’s sample
via solving a series of linear equations.

(a) In [16], one of the users (e.g. Alice) has to download
and decrypt the whole encrypted gram matrix. Given the
gram matrix (dot products) and Alice’s own samples, she
tries to infer Bob’s samples. If each user holds the same set
of records but with different attributes (i.e. the database
is vertically partitioned among the users), Alice can get the
dot product of any two samples of Bob without knowing
their exact value. However, when [16] is used to handle with
horizontally partitioned data (e.g. users own different sets
of records, but with all the attributes), Alice can construct
m (the dimension of one sample) linear equations using m
samples of Alice (as the coefficients) and the corresponding
dot products to calculate the sample of Bob. Therefore, [16]
cannot be applied to horizontally partitioned data.

(b) Both [28] and [29] work on linear mean classifier, a
much simpler classifier than SVM. Both of them are not se-
cure anymore if working on SVM on horizontally partitioned
data. Since each user gets one copy of the gram matrix in
plaintext at the end of the protocol, the linear equation at-
tack (e.g. described in (a)) still exists.

In order to solve the optimization problem of SVM, the
gram matrix must be revealed to one user or the cloud.
Therefore, once user-server collusion occurs, the linear equa-
tion attack is inevitable on horizontally partitioned data. It
is also the reason why we assume there is no collusion be-
tween the cloud and any user in model description.





