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ABSTRACT

Healthcare network and computing infrastructure is rapidly
changing from closed environments to open environments
that incorporate new devices and new application scenarios.
Home-based healthcare is such an example of leveraging per-
vasive sensors and analyzing sensor data (often in real-time)
to guide therapy or intervene. In this paper, we address
the challenges in regulatory compliance when designing and
deploying healthcare applications on a heterogeneous cloud
environment. We propose CareNet framework, consisting
of a set of abstraction and APIs, to allow the specification
of compliance requirements. This work is a collaboration
among computer scientists, medical researchers, healthcare
IT and healthcare providers, and its goal is to reduce the
gap between the availability of software defined infrastruc-
ture and meeting regulatory compliance in healthcare appli-
cations.
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1. INTRODUCTION

The advances in information technology greatly acceler-
ates the innovations in healthcare technology recently. In
particular, home-based healthcare services such as rehabil-
itation, telemedicine, and so on are being realized due to
the availability of low-cost sensors, effective data processing
capabilities and advanced networking technologies. The pre-
diction reveals the demands of home-based healthcare mar-
ket will keep increasing rapidly by at least 5% per year to
the year of 2020, thanks to the cost savings and the comfort
provided to patients and people in need.

The growing trend of home-based healthcare has intro-
duced new challenges in data collection, transfer and shar-
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ing since the patients and their care providers are often geo-
graphically distributed. Existing healthcare infrastructures
such as the traditional close-environment healthcare and the
emerging cloud-based healthcare face vital obstacles as fol-
lows. Firstly, traditional healthcare assumes a closed envi-
ronment in a single or multiple fixed location, which can-
not efficiently analyze and share the patient data securely
to multiple stockholders. For example, the sensor data col-
lected on patient from her residence have to be transferred
to a remote analytics service or to the doctors’ offices for
diagnosis. Such data transfer over public networks requires
both intensive computing resources and sufficient protection
which are new concepts to traditional healthcare. Secondly,
the reliability of cloud-based healthcare hinges on the data
transmission performance between the end devices and the
cloud. Many emerging home-based mission critical health-
care services that require real-time responses and decisions
demand the network to be low-latency and high-bandwidth.
However, real-world cloud latency ranges from hundreds of
milliseconds to a few seconds because of the structure of the
Internet. Therefore, cloud by itself is not a feasible solu-
tion to home-based healthcare. Thirdly, all patient data re-
lated diagnosis and analytics activities should be supported
with an infrastructure that is regulation compliant. Patient
information must be protected to comply with regulations
such as Health Insurance Portability and Accountability Act
(HIPAA).

The emerging software-defined infrastructure (SDI) has
shed light on the challenges in existing healthcare infras-
tructure. While computing resources on cloud platforms
are flexible and cost-effective, there are new resources provi-
sioned at the network edges for applications requiring high
throughput and low latency. CORD [1] is such an example of
edge based computing platform residing in the central office
of a telco. Paradrop [2] contains programmable resources in
a WiF1i router deployed inside a patient’s premises. These
heterogeneous resources at every part of the network (end
point, edge and core) bring both unprecedented opportu-
nities for application design and challenges of performance
and compliance verification.

There exists a gap between the availability of emerging
SDI and deploying regulation compliant healthcare services
on top of that. In this paper, we are motivated to achieve
the following goals. (1) We propose a healthcare framework
called “CareNet” that enables the employment of a hetero-
geneous home-edge-core cloud to render high performance



and real-time responsiveness for the home-based healthcare
services. (2) We propose a secure end-to-end data trans-
mission mechanism and an advanced access control scheme
so that every networking transactions on CareNet has to be
compliant with the HIPAA technical safeguard. (3) We de-
sign a suite of high level Application Programming Interfaces
(API) that exploit the underlying SDI resources to help var-
ious stockholders to express their workflow and simplify the
management of the healthcare resources without knowing
the technical details. This work is intended to initiate the
discussion among network researchers, medical researchers,
healthcare ITs, patients and clinical staffs.

This paper is organized as follows. Section 2 provides the
background of the work. Section 3 and Section 4 present the
design of CareNet system and the design of CareNet APIs
respectively. Finally, we discuss the limitations of the work
and future directions in Section 5.

2. BACKGROUND

2.1 Software Defined Infrastructure for Health-

care

Recently, the technology to exploit abundant computing
and networking resources at telco central offices on the net-
work edge, has enabled the feasible development of an inter-
active home-based healthcare model for care providers. As
depicted in Figure 1, a home-based healthcare model can
consist of three major components: 1) edge - at homes,
patients’ sensor data are collected by various monitoring de-
vices and the sensor data are transmitted and aggregated
on a computing device (called “HomeNode”) such as an en-
hanced WiFi router at the premise. At the network edge,
telcos provide computing racks and white box switches [1] to
support flexible data processing right after the data streams
leave patients’ homes. It is vital to keep computing resource
at the edge of the network to support latency-sensitive ap-
plications and services. The edge nodes can also support in-
tensive computation and stream mining, which process the
data and reduce the data volume at a very early stage, thus
cutting down delays and saving network bandwidth; 2) hos-
pital private cloud - only hospital ITs and doctors can ac-
cess private cloud. The private cloud serves as an enterprise
scale data center and can be used to store and process pa-
tient medical records. But the private cloud is optional for
some care providers such as rural clinics; 3) public cloud -
both patients and doctors can access the public cloud. The
public cloud provides extra richer computation and storage
for data analytics, and hosts REST service for mobile and

web applications.
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Figure 1: Home-based Healthcare

The techniques of SDI is fundamental of the proposed
home-based infrastructure, thanks to the programmability
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of network with software-defined networking (SDN) and the
feasibility of resource management in cloud with OpenStack.
Recently, the novel Everything-as-a-Service Operating Sys-
tem (XOS) emerges to provide an interface so that applica-
tion builders can easily leverage the underlying programmable
infrastructure. XOS defines a coherent framework that con-
sists of both OpenStack and OpenNetwork Operation Sys-
tem (ONOS) for combining SDN, network function virtual-
ization, and cloud services, all running on commodity hard-
ware, to build a cost effective and agile cloud infrastructure.

2.2 Regulatory Compliance Requirements

There are three major components in complying with the
US HIPAA standards: Administrative, Physical, and Tech-
nical. These guidelines stipulate that all medical practices
must ensure that all necessary measures are in place while
saving, accessing and sharing any electronic medical data to
keep patient data secure. Lack of compliance to the HIPAA
security standards could lead to large fines and in extreme
cases even loss of medical licenses. While the administrative
and physical safeguard guidelines pertain mostly for employ-
ees’ security awareness and training, and facility related ac-
cess control and security, the technical safeguard regulates
the data storage and retrieval and the security of the net-
work, which is addressable with computer techniques. We
therefore only focus on the technical safeguard in this paper.

Technical safeguards are becoming increasingly important
due to technology advancements in healthcare. Care providers
are faced with the challenge of protecting electronic pro-
tected health information (ePHI), such as electronic health
records, from various internal and external risks. To re-
duce risks to ePHI, covered entities must implement tech-
nical safeguards as good business practices. Table 1 lists
a collection of Technical Safeguard standards and certain
implementation specifications, which includes 4 regulation
sections: access control, integrity, person/entity authentica-
tion, and transmission security. A covered entity may use
appropriate security measures that allow it to reasonably
implement the standards.

Table 1: Technical Safeguard Requirements
Standards Explanation
Access Unique User Identification (avoid
Control disclosure of user information)
Emergency Access Procedure:
procedures for obtaining neces-
sary ePHI during an emergency
(privilege endorsement)
Encryption and Decryption: a
mechanism to encrypt and de-
crypt ePHI
Mechanism to Authenticate ePHI
Implement procedures to verify

Sections
§164.312(a)(1)

Integrity §164.312(c)(1)
Person/Entity §164.312(d)

Authenti- that a person or entity seeking ac-
cation cess to ePHI is the one claimed

Transmissiop §164.312(e)(1) | Integrity Controls: the security
Security measures to ensure that electron-

ically transmitted ePHI is not im-
properly modified without detec-
tion until disposed of
Encryption: a mechanism to en-
crypt ePHI whenever deemed ap-
propriate.

3. SYSTEM DESIGN

To leverage the emerging SDI technologies in a regulation
compliant manner, we propose in this section the CareNet,



a heterogeneous computing and networking framework for
providing effective healthcare to people living in a home
setting equipped with advanced and versatile sensors. The
goal of this section is to present the high level architec-
ture of CareNet, and describe the key components in this
framework. We also outline a comprehensive patient data
processing/accessing/sharing mechanism that is part of the
CareNet framework to enforce the regulation compliance.

3.1 The CareNet Framework

A high-level overview of CareNet framework is shown in
Figure 2. The major distinctions between the conventional
healthcare network and CareNet are the deployment of sen-
sors at patients’ premises and the presence of heterogeneous
edge/cloud computing resources at different segments of the
system.

We explain the architecture of the system with the run-
ning flow of sensor data as follows. Firstly, in this human-
centric framework, the healthcare activities are driven by
sensor data generated around patients. Abundant body
sensors and monitoring devices are installed on patient’s
body or at patient’s home. Then, the heterogeneous sensor
data stream is aggregated and preprocessed at an enhanced
WiFi router or a small compute system called “HomeNode”.
The HomeNode runs a daemon process to associate each
data stream from the sensors to an isolated application in
a docker container for processing. Secondly, the container
applications communicate with the CORD edge cloud at
telco’s central office that is equipped with rich software-
defined compute, storage, and network resources. Leverag-
ing such edge computing resources greatly reduces raw data
volume that needs to be transferred, and highly reduces the
response latency for some time-sensitive applications. The
CareNet API, as a higher level abstraction of XOS running
on CORD, renders the interface to manage the underlying
edge resources. Every CareNet API call must be authen-
ticated with the methods described in the next subsection
to ensure regulatory compliance. Thirdly, the preprocessed
data will be encrypted and then reach to the hybrid cloud
domain via the Internet for more powerful and scalable com-
puting and storage. The hybrid cloud also hosts RESTful
service for all parties to access the information from their
web or mobile applications.

3.2 Regulation Compliance

As regulatory compliance and heterogeneous computing
resources are introduced into the proposed infrastructure,
we have to consider more emerging issues on data security
as follows.

Firstly, how to design a secure end-to-end network frame-

work that consists of all the CareNet components - the HomeN-

ode, the edge cloud and the core cloud, as regulated by
HIPAA transmission security (164.312 (e))? We propose
the secured networking architecture in Figure 3. From left
to right, the solid arrows represent the data flow. Security-
sensitive network flows that come from HomeNode will pass
through an Internet Protocol Security (IPsec) protected net-
work link to avoid wiretapping. Once data is processed after
arriving at ISP’s CORD cloud, it will be encrypted before
going into the untrusted network domain. For clients to ac-
cess the processed data, they need to acquire a proper secu-
rity key managed by the authentication system that comes
with the CareNet API. It is worth noticing that data only
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Figure 2: Architecture of CareNet

flows from trusted domain to untrusted domain in one di-
rection so that patient information won’t be tampered by
malicious information. From right to left on Figure 3, the
dotted arrows elaborate the management flow. Commands
and requests from clients’ side have to pass through a double
authentication scheme before entering the trusted domain.
First of all, to establish the connection between clients and
CareNet server at CORD over the Transport Layer Security
(TSL) tunnel, clients need to acquire a proper certificate
such as a SSH certificate. Second of all, requests made by
calling the CareNet API will need to be authenticated. The
authentication process will be elaborated in detail in the
next point. The double authentication scheme ensures both
network connection and access control are secure.
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Figure 3: The Transmission Security Compliant
Network Framework

Secondly, HIPAA regulates another three important stan-
dards in technical safeguard: access control (164.312 (a)),
integrity (164.312 (c)), and person or entity authentication
(164.312 (d)), which require the integrity and protection of
ePHI under the agreement with multiple parties. Specifi-
cally, patients have the right to delegate permissions to dif-
ferent data consumers and the permissions are subject to
change in different situations such as time-out and security
key revocation. Therefore, based on the relationship be-
tween the data owner and data consumers, we divide the
authentication system into public/private domains, where
in private domain (parents, relatives, friends) we apply role-
based access control [3] and in public domain (doctors, re-
searchers) we use attribute-based access control [4].



4. THE CARENET API

To facilitate the usability of CareNet framework, we need
well-defined and high-level APIs whereby both technical peo-
ple like network operators and application developers, and
non-technical people such as care providers and patients can
express their requirements on data collection, sharing and
processing. In this section, we first introduce the abstraction
model in CareNet framework, and then present the APIs and
explain their usage in details.

4.1 CareNet Abstraction

The high-level abstraction of CareNet framework aims to
explain the major roles of objects and how they may inter-
act with each other to express the workflow. The overall
abstraction include Patients, Services, Groups, Resources,
Users, Policy, and Policy Repository, which is illustrated in
Figure 4. Because of page limitation, we explain the mean-
ing of each component on the API introduction page [5].
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Figure 4: API Abstraction
4.2 CareNet APIs

We propose a list of APIs to facilitate the management
of CareNet with the aforementioned abstractions to serve
the purpose of 1) service management, 2) performance man-
agement, and 3) policy enforcement. The detailed API def-
inition and description are depicted on the CareNet API
introduction page [5] and we demonstrate a concrete use
case by leveraging the APIs in the use case study page [6].
The design of the APIs renders a unified interface for care
providers to manage the proposed CareNet framework and
promotes the flexibility of policy specification and compli-
ance enforcement.

4.3 CORD Configuration with CareNet APIs

We design an automatic CareNet API conversion mech-
anism to help translate commands written with CareNet
APIs into CORD hardware configurations. As demonstrated
in Figure 5, the CareNet system allows users to first spec-
ify their requirements through the CareNet APIs or use
web/app graphic user interfaces that are built upon the
CareNet APIs. We call this step the requirement submis-
sion. Then the user requirement submission that are writ-
ten with CareNet API will be fed into our designed API
parser. The API parser applies regular expression (RegEx)
technique to extract the keywords from requirement sub-
mission and find the argument domains within each API
function to generate a JSON-formatted intermediate rep-
resentation (IR). After obtaining the JSON IR, we use a
translator to map the key-value pairs in IR to a Topol-
ogy and Orchestration Specification for Cloud Applications
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(TOSCA) [7] formatted configuration file. Since TOSCA
file is used as the interface configuration to the XOS sys-
tem, our mapped TOSCA configuration can then eventually
configure the CORD hardware.

Sormmard |carenet apy | JSON format | 1ransiator| xos ToscA [Configure | CORD
CareNet API Parser Representation configuration Hardware
v 4 4

{ addresses_servicel:
properties:
addresses: 10.192.30.1
host_port: 123

client_port: 888

createService
("video", "initiate",

123, 888, "servicel")

"hos\-porl":.1 23,
"container-port": 888,

"dependency": service#servicel:

{"service0"}

image: "video"
requirements:
node: service#service@

Figure 5: Configure CORD Hardware with CareNet
APIs

S. DISCUSSION

We would like to point out some limitations of this work
and a few future directions. First, the proposed abstrac-
tion and APIs are not a comprehensive coverage of the reg-
ulatory requirements. As the healthcare related laws are
complex, it is extremely difficult to express all requirements
of a healthcare application especially when persons such as
healthcare providers are not proficient with technologies in
computing and networking. There should be a close collab-
oration among networking researchers, medical researchers
and healthcare and clinic personnel, who together can re-
fine the APIs and learn from using the APIs in real clinical
settings. Second, the mapping of the APIs to underlying
SDI is still an undergoing work. For now we are able to
identify some critical API functions that are sophisticated
enough to express the workflow in some known use cases.
In the near future, we plan to explore a more modularized
compiler design for the CareNet language.
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