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ABSTRACT

Implementing efficient countermeasures against side-channel
attacks is a challenge since two decades. Especially in hard-
ware, many masking countermeasure implementations failed
due to first-order leakages caused by glitches or other ef-
fects such as early evaluation and unbalanced routing. The
Threshold Implementation (TI) countermeasure was pro-
posed a decade ago and it provides provable security even in
the presence of such effects. In this talk, I discuss different
state of the art secure logic styles and TIs from an industry
perspective. As a case study, we consider SHA-256 which is
especially interesting to mask due to its ARX-based design.
I present various techniques for efficient mask conversion
that can be applied to SHA-256 and discuss solutions for
higher-order security.
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