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ABSTRACT

Side-channel analysis and fault-injection attacks are known
as major threats to any cryptographic implementation. Pro-
tecting cryptographic implementations with suitable coun-
termeasures is thus essential before they are deployed in the
wild. However, countermeasures for both threats are of com-
pletely different nature: Side-channel analysis is mitigated
by techniques that hide or mask key-dependent informa-
tion while resistance against fault-injection attacks can be
achieved by redundancy in the computation for immediate
error detection. Since already the integration of any sin-
gle countermeasure in cryptographic hardware comes with
significant costs in terms of performance and area, a com-
bination of multiple countermeasures is expensive and often
associated with undesired side effects.

In this work, we introduce a countermeasure for crypto-
graphic hardware implementations that combines the con-
cept of a provably-secure masking scheme (i.e., threshold
implementation) with an error detecting approach against

Permission to make digital or hard copies of part or all of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full citation
on the first page. Copyrights for third-party components of this work must be honored.
For all other uses, contact the owner/author(s).

Tis’16 October 24-24 2016, Vienna, Austria
(© 2016 Copyright held by the owner/author(s).
ACM ISBN 978-1-4503-4575-0/16/10.
DOL http://dx.doi.org/10.1145/2996366.2996427

39

amir.moradi@rub.de

fault injection. As a case study, we apply our generic con-
struction to the lightweight LED cipher. Our LED instance
achieves first-order resistance against side-channel attacks
combined with a fault detection capability that is superior
to that of simple duplication for most error distributions at
an increased area demand of 4.3%.
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