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ABSTRACT
In the age of the IoT (Internet of Things), a random num-
ber generator plays an important role of generating encryp-
tion keys and authenticating a piece of an embedded equip-
ment. The random numbers are required to be uniformly
distributed statistically and unpredictable. To satisfy the re-
quirements, a physical true random number generator (TR-
NG) is used. In this paper, we implement a TRNG using an
SR latch on 40 nm CMOS ASIC. This TRNG generates the
random number by exclusive ORing (XORing) the outputs
of 256 SR latches. We evaluate the random number gener-
ated using statistical tests in accordance with BSI AIS 20/31
and using an IID (Independent and Identically Distributed)
test, and the entropy estimation in accordance with NIST
SP800-90B changing the supply voltage and environmental
temperature within its rated values. As a result, the TRNG
passed all the tests except in a few cases. From this exper-
iment, we found that the TRNG has a robustness against
environmental change. The power consumption is 18.8 µW
at 2.5 MHz. This TRNG is suitable for embedded systems
to improve security in IoT systems.

Keywords
Physical true random number generator; TRNG; SR latch;
metastability; AIS20/30; SP800-90B

1. INTRODUCTION
The security of embedded equipment is important for the

IoT system. In this paper, we implemented a physical true
random number generator (TRNG) suitable for the embed-
ded equipment.

The requirements for TRNGs in embedded equipment is
considered as follows:

• Generating random numbers having high entropy,

• Small circuit size and low power consumption, and

Permission to make digital or hard copies of all or part of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full cita-
tion on the first page. Copyrights for components of this work owned by others than
ACM must be honored. Abstracting with credit is permitted. To copy otherwise, or re-
publish, to post on servers or to redistribute to lists, requires prior specific permission
and/or a fee. Request permissions from permissions@acm.org.

TrustED’16, October 28 2016, Vienna, Austria
© 2016 ACM. ISBN 978-1-4503-4567-5/16/10. . . $15.00

DOI: http://dx.doi.org/10.1145/2995289.2995292

• Resistant to environmental changes, such as changes
in temperature and voltage.

Recently the basic configuration of TRNGs has been con-
sidered to be as shown in Figure 1 [14, 28]. TRNGs consist
of the entropy source circuit, the health circuit, and the con-
ditioning circuit. The entropy source circuit generates raw
random numbers. The conditioning circuit reduces the bias
of the raw random numbers and increases the entropy by
compressing them. If the entropy source circuit generates
raw random numbers with enough entropy, the conditioning
circuit need not be equipped. The health circuit detects the
failure of the raw random numbers and outputs an alarm
signal steadily or when needed.

In this paper, we did not implement the health circuit,
because the purpose was to evaluate the entropy source. We
call the entropy source as the TRNG and the raw random
number as the random number for simplicity.

Previous Work. Various types of TRNGs are proposed. We
divide them into three types. The first type uses a noise from
an analog circuit, such as a thermal noise from a resister, as
an entropy source [20, 5, 4, 18]. The noise is amplified and
transformed into a digital signal. A TRNG of this type is
high-throughput, however, it requires a high gain amplifier
and a high power consumption.

The second type uses a clock jitter. A high-speed clock
jitter is sampled by a slower clock [6, 24, 7, 22, 16, 1]; for
example, TRNG using ring oscillators (ROs). A RO is an os-
cillation circuit where an odd number of NOT gates is used
to form a loop. A TRNG of this type is robust against tem-
perature change; however, it requires many ROs to generate
high entropy random numbers, hence the power consump-
tion and circuit size increase.

The third type uses the metastability of a circuit [10, 26,
13, 12, 17]. For example, a TRNG uses SRAM data at
power-on [12], inverter ring outputs using two NOT gates

Figure 1: Block diagram of TRNG
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[17], and SR latches [26, 13]. This type of TRNG requires
uniform characteristics of its elements and wiring. However,
it is difficult to realize uniform characteristics. Therefore, a
feedback circuit is required to generate high entropy random
numbers. Some feedback circuits are proposed to change the
characteristics of latch circuits to generate random numbers
by watching the output sequence [26, 13]. With these cir-
cuits, one latch circuit generates high entropy random num-
ber; however, it requires relatively complicated feedback cir-
cuits.

A type of TRNG not using feedback circuits is proposed
[10, 29]. Hata and Ichikawa proposed a TRNG using SR
latches [10]. This TRNG was implemented on a field pro-
grammable gate array (FPGA), which XORs 64 SR latches
and retrieves the output using D flip-flop (D-FF). The out-
puts passed NIST SP800-22 statistical tests [3]. In this pa-
per we call this TRNG as SR-TRNG. Varchola and Dru-
tarovskya proposed a structure called TERO (Transition Ef-
fect Ring Oscillator) and implemented it on an FPGA [29].
The TERO retrieves the entropy using oscillatory metastable
operation. A TRNG was implemented by the XOR of two
TERO outputs on an FPGA, and the output sequences
passed NIST800-22 tests. The TERO structure does not
require feedback circuits and is expected to be efficiently
fabricated on CMOS. Haddad et al. validated the stochas-
tic model of TERO by 28 nm CMOS implementation [9].
However, the hardware size and the throughput were not
reported.

In our previous work, we implemented an SR-TRNG on
a 0.18 µm CMOS process ASIC (Application Specific Inte-
grated Circuit) and evaluated it by statistical tests in ac-
cordance with NIST SP800-90B (first draft) [2] and BSI
AIS20/31 [14]. These statistical tests are for TRNGs. In ad-
dition, we evaluated it by changing the temperature and the
power voltage in the range of rated values. From this eval-
uation, our SR-TRNG on a 0.18 µm CMOS generated high
entropy random numbers when the environments changed
[15][27]. However, we did not evaluated the latch-based
TRNG when the CMOS process changed.

Contribution. In this paper, we fabricated an SR-TRNG
in a 40 nm CMOS process and evaluated the power con-
sumption. In addition, we evaluated the randomness of the
output sequences using AIS20/31 and SP800-90B, first and
second draft (the latest draft) [28], when the temperature
and voltage changed in the range of rated values. As a re-
sult, we found that this SR-TRNG generates high entropy
random numbers. In addition, we discuss the difference be-
tween SR-TRNG on a 0.18 µm process and that on a 40
nm process. We found that the number of random latches
(see section 2) decrease by the process miniaturization and
the reason is discussed. As a result, we consider that our
SR-TRNG generates high entropy random numbers and is
robust against environmental fluctuation if the CMOS pro-
cess changes.

Organization. This paper is organized as follows. In sec-
tion 2, we describe the SR-TRNG. In section 3, we describe
the implementation of an SR-TRNG on a 40 nm CMOS. In
section 4, we describe the evaluation results by the statisti-
cal tests in accordance with AIS20/31 and the IID test, and
the entropy estimation in accordance with SP800-90B (sec-
ond draft). In section 5, we describe the evaluation of the

Figure 2: SR latch using NAND gates

Figure 3: SR-TRNG

number of latches per chip which generates random numbers
and the quality of its randomness. In section 6, we discuss
the difference with an SR-TRNG implemented on a 0.18 µm
CMOS process. Finally, we conclude this paper.

2. TRNG USING SR LATCHES
The SR-TRNG proposed by Hata and Ichikawa is de-

scribed [10]. It uses the metastability of the SR latches as
an entropy source. In general, an SR latch is uses to hold
bit information. In this paper, an Input signal is inputted
to both inputs of an SR latch as shown in Figure 2. When
Input = 0, the SR latch is stable with Output = 1. When
Input changes from 0 to 1, the SR latch temporarily enters
a metastable state, and it is stable with Output = 0 or 1.
Ideally, the probability of getting the output 0 or 1 is the
same. However, the output value of the SR latch is skewed
because the drive capability and the wiring length between
NAND gates are not identical. Hence, if a series of rising
edges (= clock signal) is inputted, the output value is one of
three sequences: all 0, all 1, or a mixture of 0 or 1 (random
sequence). In this paper, the SR latch to generate all 0 or all
1 is called a constant latch, and that to generate a random
sequence is called a random latch.

An SR-TRNG generates a random number by XORing
many SR latches and sampling with fiip-flop as shown in
Figure 3. Hata and Ichikawa reported that SR-TRNG was
implemented by XORing 64 latches on FPFA and passed
NIST SP800-22 statistical tests [10]. This SR-TRNG is im-
plemented by synchronous digital circuits; therefore, the de-
sign cost can be reduced. In addition, the random number
generation is stopped if the clock stops inputting. Therefore,
the power consumption can be reduced.

We consider SR-TRNG is suitable for IoT equipment. To
confirm the suitability, we fabricated an SR-TRNG on a 40
nm CMOS process and evaluated power consumption and
hardware size. In addition, we also evaluated the random
number by statistical tests when the temperature and sup-
ply voltage changed within the range of rated values. We
compared the evaluation result with that of an SR-TRNG
on a 0.18 µm CMOS process which was fabricated in our
previous work.
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3. ASIC IMPLEMENTATION
We fabricated an SR-TRNG chip on a 40 nm CMOS

process and evaluated four chips. The rated voltage was
1.1V ± 10%. The prototype chip generated a random num-
ber by XORing 256 SR latch outputs when the clock was
inputted. The circuit design was the same as that in the
0.18 µm process [15, 27]. The SR latch was designed manu-
ally to be a random latch; that is, the same type of NAND
gate was selected and the wiring between NAND gates were
symmetrical and their length was equal. The other circuits
were automatically wired.

A block diagram of the prototype chip is shown in Figure
4. The outputs of 256 SR latches were XORed and out-
putted random numbers. A 2 to 1 multiplexer (2-1 MUL)
and a 256 to 1 multiplexer (256-1 MUL) were used for eval-
uation. By controlling these multiplexers, the output could
be selected whether the random number was generated by
XORing 256 latches or one of the 256 latches.

We measured the power consumption of the prototype
chip and it was 18.8 µW at 2.5 MHz (corresponding value).
We also evaluated the hardware size. This SR-TRNG con-
sisted of 256 SR latches, XOR gates which were 256 bit
inputs to 1 bit output, and one D-FF. The hardware size
was evaluated as 984.3 gates.

4. RANDOMNESS EVALUATION
In this section, we evaluate whether the prototype chip

generates the high entropy random number when the tem-
perature and voltage change.

4.1 Evaluation System
Figure 4 shows an evaluation system. This system consists

of the prototype chip, the evaluation board which retrieves
the random number from the chip, and the interface board
which connects the evaluation board to a PC for evalua-
tion. The circuits of the interface board are implemented
on FPGA board (Spartan-3E) [30]. By connecting the sta-
bilized power source to the evaluation board, the power volt-
age is supplied by the unit of 0.01 V. The random number
generated from the chip sends to the PC for measurement
by way of the data acquisition function and the PC interface
function (RS-232C) on the interface board. Using the com-
mand control function on the interface board, commands
can be sent from the PC for measurement to the prototype
chip. By writing a command to the command interface func-
tion, the PC for measurement can receive either the random
numbers or one of the 256 latch outputs.

We acquired the random numbers and the latch outputs
from four prototype chips using this evaluation system.When
we measured them for performance in different tempera-
tures, the prototype chip mounted on the evaluation board
was in a constant temperature oven and the interface board
operated under normal rated voltage at room temperature.

The temperatures and supply voltages for evaluation were
decided from the viewpoint of upper/lower bounds of rated
values. Three temperatures were selected: 85◦C, 25◦C, and
−20◦C, and three voltages were also selected: 1.21 V, 1.10
V, and 0.99 V.

4.2 Randomness Evaluation
We acquired 5.5 Mbits of random number for each pair

of voltage and temperature, meaning there were 36 random
number sequences (3 voltages × 3 temperature × 4 chips)

Table 1: Pass ratio of the statistical tests
Temper- Voltage AIS 20/31 SP800-90B SP800-90B

ature 1st draft 2nd draft
0.99V 4/4 20/20 15/20

−20◦C 1.10V 4/4 20/20 19/20
1.21V 4/4 20/20 20/20
0.99 V 4/4 20/20 19/20

25◦C 1.10 V 4/4 20/20 19/20
1.21 V 4/4 20/20 20/20
0.99 V 4/4 20/20 20/20

85◦C 1.10 V 4/4 20/20 19/20
1.21 V 4/4 20/20 19/20

for evaluation. We evaluated the randomness and entropy
by statistical tests in accordance with AIS20/31 and SP800-
90B.

4.2.1 Statistical Tests by AIS20/31
AIS20/31 includes eight statistical tests from T0 to T7.

We evaluated the random numbers in accordance with test
procedure A specified in AIS20/31. In test procedure A, the
random numbers are evaluated by statistical tests from T0
to T5. If the random number is ideal, the probability of
passing these tests is almost 0.9978, while the probability of
failing more than two types of test is almost 0. If a random
number fails one test, new random numbers are acquired
and are tested again. If the random number fails more than
one test, the statistical tests fail.

The pass ratio of tests are shown in Table 1. The random
numbers acquired in nine pairs of temperatures and voltages
passed all tests. We used the test library in C implemented
ourselves.

4.2.2 IID Test by SP800-90B
IID is an abbreviation for Independent and Identically

Distributed, which is defined as “a sequence of random vari-
ables for which each element of the sequence has the same
probability distribution as the other values, and all values
are mutually independent” in SP800-90B [28]. If a random
number generated by an entropy source passes the IID vali-
dation tests, the entropy source can be thought to generate
a high-entropy random number. IID validation tests con-
tain shuffling tests on independence and stability (six tests)
and specific statistical tests (two tests). We used the test
library for second draft [19]. In addition, we also used the
test library in C implemented ourselves in accordance with
SP800-90B (first draft) for reference.

Table 1 shows the pass rates of the IID validation test.
SP800-90B requires at least 1 Mbits for IID validation. To
increase the number of the IID evaluation, we divided the
measured data (5.5 Mbits) into five data sets. Each data
set included 1 Mbits and the last 0.5 Mbits were not used
for the evaluation. Concerning the tests in accordance with
SP800-90 (first draft), all data sets by four chips evaluated
as IID in all pairs of temperatures and voltages. Concerning
SP800-90 (second draft), some data sets were not evaluated
as the IID at −20◦C and 0.99 V. However, in the other pairs
of temperatures and voltages, most of the data sets were
evaluated as the IID. From these results, we consider our
SR-TRNG generates random numbers evaluated as IID. In
addition, the evaluations in SP 800-90B (second draft) con-
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Figure 4: Evaluation System
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Figure 5: Min-entropy Evaluation (SP800-90B sec-
ond draft)

sidered to have detected the statistical characteristics better
than that in first draft.

SP800-90B (second draft) requires the restart test to eval-
uate the random number as IID. Instead of acquiring the
restart data, we used another data set which was not used
in the IID evaluation. Therefore, the results did not comply
with the second draft perfectly. We remain hopeful expect
that the result will be the same when we use the restart
data.

4.2.3 Estimate Min-entropy by SP800-90B
“The min-entropy of a random variable is a lower bound

on its entropy." [28] An ideal binary random number gener-
ates 1 and 0 at the same probability. Hence, min-entropy
per bit is ideally 1. Evaluation of min-entropy is specified
depending on whether the random number is IID or not in
SP800-90B. From the IID evaluation above, we consider the
random numbers generated by our SR-TRNG as the IID
random number.
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Figure 6: Min-entropy Evaluation (SP800-90B first
draft)

Figure 5 shows the min-entropy per bit in accordance with
the min-entropy estimation in SP800-90B (second draft).
The × mark and the upper and lower lines show the av-
erage, maximum, and minimum of the min-entropy. For
reference, that in SP-800-90B (first draft) is also shown in
Figure 6. The results were almost the same between the
SP800-90B first and second drafts. In both estimations, the
min-entropies of our SR-TRNGs were from 0.994 to 0.996
on average, which was near the ideal value of 1 when the
voltages and the temperatures were changed.

5. RANDOM LATCH EVALUATION
In this section, we evaluate the number and quality of

random latches in our SR-TRNG when the voltages and the
temperatures are changed.

When the number of random latches increases in the SR-
TRNG, the higher entropy random number is considered to
be generated. In addition, a random latch is considered to
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be higher quality when the probability of 0 or 1 in the output
is near 1/2.

For four SR-TRNG chips, we acquired 20 Kbits each from
256 SR latches per chip at nine pairs of voltages and temper-
atures. We evaluated the random latches with these data.

5.1 Number of Random latches
Figure 7 shows the number of random latches when the

pairs of voltage and temperature change. The bars and the
upper and lower lines show the average, maximum, and min-
imum of the number of random latches in the test cases.

The number of random latches changed depending on
voltage and temperature. Changing the voltage and/or tem-
perature transformed some constant latches into random
latches and vice versa. There were about 27 random latches
and 299 constant latches on average in the SR-TRNG chip.
The minimum number of random latches was 15 when the
temperature and the voltage was −20◦C and 0.99 V, re-
spectively. From these observations, it can be said that our
SR-TRNG is robust against a disturbance of voltage and
temperature.

5.2 Quality of Random latches
In this section, we evaluate the quality of random latches.

Theoretically, one high-quality random latch is enough to
generate high-entropy random numbers. In this paper we
define the quality of each latch as the frequency ratio of 0 or
1 in the output sequence. The highest quality is 50%. The
quality 40% and 60% can be considered to be the same as the
aspect of the random number. Therefore, the range of the
quality is defined from 0% (constant output 0 or 1) to 50%.
The quality of random latches in an SR-TRNG is considered
to affect that of the random number output. Therefore, the
quality of random latch is one of the important elements to
evaluate in the SR-TRNG.

Figure 8 shows the number of random latches and their
quality when the environment changed. The horizontal axis
represents the temperature and voltage, and the vertical axis
represents the number of random latches. We divided the
quality of random latches (0 − 50%) into units of 10% and
counted the number of random latches in each interval.

In any combination of voltage and temperature, there
were a few high-quality random latches of which the qual-
ity was between 40% and 50%. The number of high quality
random latches in Hata and Ichikawa prototype SR-TRNG
was low [10]; however, the output passed the NIST SP800-22
statistical test. Therefore, we expected that our SR-TRNG
implemented on 40 nm technology would also generate high-
entropy random numbers. On the other hand, the number of
low-quality random latches of which the quality was between
0% and 10%, was larger. The low-quality random latches
contributed to increase the entropy of the SR-TRNG ran-
dom number by XOR operation. From this consideration, it
can be said that the prototype chip of our SR-TRNG on 40
nm technology has high robustness against environmental
fluctuation.

6. DISCUSSION

6.1 Effect of CMOS process
In this section, we consider the effect of process minia-

turization in our SR-TRNG implementation. We compare
the number of random latches in the SR-TRNG by a 40 nm
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Figure 7: The number of random latches
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ogy)
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Figure 9: The quality of random latches (0.18µm
technology [15, 27]）

process with those in SR-TRNG by 0.18 µm [15, 27]. The
same logic design was used to implement the SR-TRNG;
therefore, the chip area and the power consumption was
reduced by process technology miniaturization. Both SR-
TRNGs generated random numbers with high entropies to
pass AIS20/31 statistical tests, were evaluated as IID by
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SP800-90B, and have tolerance against environmental fluc-
tuation.

However, the number of random latches decreased by the
technology miniaturization in our implementation. Figure 9
shows the evaluation of the number of random latches in the
0.18 µm process [15, 27]. Comparing with that in 40 nm, the
number of random latches decreases in every combination of
temperatures and voltages in 40 nm technology.

Here, we consider the reason why the number of random
latches decreases by technology miniaturization. To gen-
erate a high quality random number by a random latch,
the components of the random latch are considered to have
identical characteristics. That is, the two NAND gates and
its wiring characteristics are required to be identical. There-
fore, we consider that the characteristics fluctuation increases
by the process technology miniaturization.

The effect of process miniaturization has been reported
[11, 21, 25]. Both the threshold voltage fluctuation in each
MOSFET in the NAND gate and the standard deviation
of 1/f noise are inversely proportional to

√
LW （L: chan-

nel length, W: channel width). In addition, by decreasing
the supply voltage, the effect of them increases to a rela-
tively large degree. The cross-section areas of the wiring are
also miniaturized, hence the resistance and the inductance
increase.

The output of the random latch is decided by the dif-
ference between the two NAND gates characteristics. The
random latch consists of two NAND gates, and they are
allocated adjacently. Therefore, the difference of their char-
acteristics is considered to be relatively small. However, the
threshold voltage of NMOS in the CMOS is known to be
difficult to control. We expect that the fluctuation of the
threshold voltage of the NMOS causes the decrease of the
random latches.

From these considerations, the number of latches in SR-
TRNG is required to increase when the process technology
is miniaturized.

6.2 Performance
In this section, we consider a factor to decide the through-

put of our SR-TRNG. The clock, that is the throughput of
our SR-TRNG, is 2.5 MHz. We did not evaluate the highest
clock to generate the random number, because we expected
that 2.5 MHz was fast enough to generate random numbers
for IoT equipment.

The throughput of the SR-TRNG depends on the dura-
tion time of the metastability state. The duration time is
expressed as follows [8, 12]:

td = τr · ln(∆Vf

∆Vi
) (1)

where τr is a constant depending on the devices and the
circuit, ∆Vf is the final difference between the initial voltage
and the metastable voltage, and ∆Vi is the initial difference
between the initial voltage and the metastable voltage. The
metastable voltage is decided mainly by the mismatch of
the devices and output loads at noiseless state. In practice
there are noises; therefore, the initial voltage ∆Vi varies.
The noises have two elements:

• The noise decided by the circuit elements ∆Vd

• The thermal noise ∆Vn

It is reported that a latch will be the random latch which
consists of well-balanced elements when ∆Vd is relatively
small and the thermal noise is dominant. That is, when ∆Vd

is large, the duration time of metastability of a latch will be
shorter and the latch will be the constant latch. When ∆Vd

is less than or equal to the thermal noises, the duration time
of metastability of a latch will be longer and the latch will
be the random latch [26].

To increase the throughput, it is preferable for the con-
stant τr to be small. It is decided by the wiring capacity
and resistance, and the transconductance of the MOSFET.
To design the SR-TRNG, it is a point to consider that the
value of τr and the circuit noise ∆Vd is small.

6.3 Temperature characteristics
In this section, we consider the effect of temperature change.

In this implementation, the NAND gate consists of MOS-
FETs. When the temperature increases, the threshold volt-
age Vth and the mobility µ is expressed as follows [12, 23]:

Vth = Vth0 − κT, (2)

µ = µ0

(
T0

T

)m

(3)

where Vth0 is the threshold voltage at absolute zero tem-
perature, κ is the temperature coefficient of the threshold
voltage, µ0 is mobility at T0, and m is the temperature co-
efficient of the mobility.

From these equations, when the temperature increases,
the absolute value of the threshold voltage Vth decreases
and subthreshold current increases. On the other hand,
the mobility µ decreases and subthreshold current decreases.
Therefore, an input clock of the latch changes from 0 to 1,
meaning the threshold voltage and the mobility affect the
subthreshold current in opposite directions. The effect de-
pends on the process and elements. In this implementation,
the change of the threshold voltage is common to two NAND
gates which consist of a latch circuit. Therefore, the com-
mon changes are canceled out and the temperature change
has little effect on the output of the latch. It can be pre-
sumed that this is one of the reasons that the temperature
fluctuations have little effect on the quality of random num-
bers.

6.4 Comparison
Table 2 shows the comparison with previous works im-

plemented by CMOS ASIC. Bucci and Luzzi [7] includes a
health test circuit and the other does not. The statistical
test is not the same. Hence, the comparison is for refer-
ence only. Our previous implementation of SR-TRNG on
0.18 µm technology is shown in line 8 [15, 27]. Compared
with our previous implementation, the power consumption
is about 1/14.

Our SR-TRNG is considered to be well-balanced between
the power consumption and the throughput.

7. CONCLUSION
In this paper, we fabricated a true random number gen-

erator using an SR latch in 40 nm CMOS and evaluated
the robustness against temperature and voltage changes in
the rated values. That is, the supply voltages were from
0.99 V to 1.21 V, and the temperatures were from −20◦C to
85◦C. We evaluated the random numbers in accordance with
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Table 2: Comparison with previous works
Entropy source Reference Technology Power Throughput Post-proc. Evaluation
Noise of [20] 2 µm 3.9 mW 1.4 Mbps - FIPS140-1, DIEHARD
analog curcuit [5] 0.18 µm 2.3 mW 5 Mbps XOR decorrelating FIPS140-1, Knuth 2nd ed.

[4] 0.12 µm 50 µW 200 Kbps v.Neumann Entropy dist
[18] 0.25 µm 1.9 mW 2 Mbps - FIPS140-2

Oscillator [6] 0.18 µm 2.3 mW 10 Mbps - FIPS140-1, Knuth 2nd ed
[7] 90 nm 240 µW 1.74 Mbps LSFR AIS31,Entropy dist.
[22] 130 nm 650 nW 25 bps 6bit LSFR SP800-22 Basic
[16] 65 nm 2 mW 11 Kbps - SP800-22
[1] 65 nm - 7.5 Mbps - SP800-22Basic, DIEHARD

Metastable [26] 0.13µm 1 mW 40 Kbps 5:1decimation SP800-22 Basic
[13] 0.35 µm 9.4 µW 5 Kbps NSFR SP800-22 Basic
[17] 45 nm 7 mW 2.4 Gbps - SP800-22
[15, 27] 0.18 µm 0.27 mW 2.5 Mbps - SP800-90B & -22, AIS20/31
This work 40 nm 18.8 µW 2.5 Mbps - SP800-90B, AIS20/31

AIS20/31 [14] and SP800-90B [2, 28] and our SR-TRNG
passed all the statistical tests except in a few cases. The
min-entropy was near 1, which was a value of an ideal ran-
dom number. It is evident from this evaluation that our
SR-TRNG generates high-entropy random numbers in the
environments tested. The power consumption was 18.8 µW
at 2.5 MHz clock.

In addition, we discussed the difference between SR-TRNG
on a 0.18 µm process and that on a 40 nm process. We
found that the number of random latches decreased by pro-
cess miniaturization. Therefore, the number of latches in an
SR-TRNG is required to increase when the process technol-
ogy is miniaturized.

The fact that our SR-TRNG generates high-entropy ran-
dom number reveals that it can be applied to various appli-
cations, such as a seed source of a pseudo random number
generator or a key generation. Hence, our SR-TRNG is suit-
able for IoT equipment.
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