
Poster: Security Design Patterns With Good Usability

[Poster Abstract]

Hans-Joachim Hof
Muse - Munich IT Security Research Group

Munich University of Applied Sciences
Lothstrasse 64

80335 Munich, Germany
hof@hm.edu

Gudrun Socher
Department for Computer Science and

Mathematics
Munich University of Applied Sciences

Lothstrasse 64
80335 Munich, Germany

gudrun.socher@hm.edu

ABSTRACT
This poster presents work-in-progress in the field of usable
security. The usability of security mechanisms is crucial to
avoid unintended misuse of security mechanisms which low-
ers the security level of a system. It is the goal of the work
presented in this poster to identify security design patterns
with good usability. Requirements for security design pat-
terns with good usability stem from existing usable security
design guidelines. A collection of security usability failures
is presented as well as examples of how misuse anti-patterns
can be derived from these failures. Misuse cases will be used
in future work to identify security design patterns with good
usability.
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1. INTRODUCTION
Previous works in the field of usable security have fo-

cused on the compilation of a design guide for usable security
mechanisms [2, 3]. While these guidelines are of great help
during the high-level design process of a product, there is
still the need for more technical help for software developers
during the fine-grain design and implementation processes.

Design patterns are a well-known approach for reusable
solutions of common problems within a given context. They
come in the form of a description or a template on how to
solve a class of problems. They are an established way to
formalize best practices in software design.

Security design patterns are reusable solutions to the prob-
lem of controlling a set of specific threats through some se-
curity mechanism, defined in a given context. Refer to [1, 4]
for an overview of security design patterns. Usability design
patterns as collected in [5] are great for effective interaction
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design. The goal of the work presented in this poster is to
extend security design patterns in the usability dimension
to patterns for usable security.

To identify security design patterns with good usability,
a collection of security usability failures is used as well as
the usable security design guidelines described above. Ex-
amples of misuse anti-patterns are identified for some of the
usability failures. Based on these misuse anti-patterns, fu-
ture work will identify security design patterns with good
usability.

2. REQUIREMENTS FOR DESIGN PATTERNS
FROM SECURITY DESIGN GUIDELINES

Previous work includes security design guidelines [2, 3].
These guidelines are general advises on how to design sys-
tems. The guidelines are:

• Understandability for all users,

• Empowered users,

• No jumping through hoops,

• Efficient use of user attention and memorization capa-
bilities,

• Only informed decisions,

• Security as default,

• Fearless System,

• Security guidance, educating reaction on user errors,
and

• Consistency.

These guidelines are used as requirements for the design pat-
terns to be identified.

3. EXAMPLE SECURITY USABILITY FAIL-
URES

The poster shows a collection of security failures that are
used to identify misuse cases and that will be the input to
the design of the security design patterns with good usability
in future work.

Categories of the security failures presented in the poster
include:
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Figure 1: Password policy of the citizen portal of
the city of Ingolstadt, Germany: unnecessarily com-
plicated password rules, which are hard to under-
stand, frustrate users rather than motivating them
to choose strong passwords.

Figure 2: Forced update of virus scanner: no pos-
sibility to stop or postpone the update (see greyed
out option in the drop-down menu).

Figure 3: Complicated Captcha: Complicated Secu-
rity measures annoy users.

Figure 4: Example of an unacceptable security
choice: The explaination is too long. Given choices
are difficult to understand. The given choice voids
the security of the certificate system.

• Authentication usability failures: Password-based au-
thentication often comes with bad usability. Figure
1 shows an example. In the example, a complicated
password policy is enforced on the user without help-
ing the user to use a strong password.

• Strict security enforcement usability failure: Figure 2
shows an example of a forced update that cannot be
stopped or postponed by a user (greyed out option).

• Anti-Bot usability failure: Several services use so-called
captchas (Completely Automated Public Turing test
to tell Computers and Humans Apart) to hinder au-
tomated scripts (bots) to use this service. However,
automated captcha solving algorithms get better and
better, so captchas get more and more complicated,
resulting in captchas like the one in Figure 3 that are
extremely annoying for human users.

• Security decisions with unacceptable choices usability
failure: Figure 4 shows an error message of the Firefox
browser when it encounters a certificate of an unknown
certificate authority (e.g. a self-signed certificate). As
a user cannot verify such a certificate, a safe option
would be to block the site. However in this case, many
sites would be inaccessible. Firefox allows to add an
exception to the security check, hence voids the secu-
rity of the certificate system.

More categories are shown on the poster. The poster
shows examples of misuse anti-patterns for these categories
of security usability failures. For example, one of the misuse
anti-patterns is called ”Enforcing a complicated password
policy for password-based authentication”.

4. CONCLUSION
The poster shows several requirements for usable security

mechanisms. A collection of examples for security usability
failures are shown. The poster shows examples of how mis-
use anti-patterns can be derived from the security usability
failures. These misuse cases will be used to identify security
design patterns with good usability in future work.
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